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FOREWORD 

The NBS Center for Computer Sciences and Technology undertakes 
research and advisory services aimed at improving the 
efficiency of data processing operations in industry and 
Government. In recent years there has been concern for the 
protection against unwarranted erasure of important computer 
records that are maintained and stored on magnetic media. 
This study has been initiated by Dr. Ruth M. Davis in response 
to the questions that were raised by the Office of Management 
and Budget in Section 3. The report investigates the effects 
on recorded media of magnetic fields that are produced by 
sources such as permanent magnets. Guidelines for protecting 
magnetic tape, disk and drum files by installation managers 
are suggested by Dr. Davis in Section 2. 

This study was supported by the National Bureau of Standards 
Magnetic Media Program*. 

*Through Research and Technical Service Project 6501111 
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The Effects of Magnetic Fields on Magnetic 
Storage Media Used in Computers 

Sidney B. Geller 

Experiments have been performed with different types 
of magnets to determine their effects on the information 
stored on magnetic storage media. The test results that 
were obtained with recorded computer tapes are discussed 
and guidelines are suggested to computer installation 
managers for protecting their recorded tapes, disks and 
drums against unwarranted erasure by magnetic fields. 
The effects of other forms of energy on recorded magnetic 
media are briefly considered. 

Key words: erasure, magnetic media; erasure, permanent 
magnet; erasure, shielding against; erasure, signal 
loss due to; magnet fields, erasure with; magnetic media, 
computer; magnetic media, information damage; permanent 
magnets; permanent magnet, erasure with; shielding. 

1. INTRODUCTION 

Magnetic storage media have become indispensible to data pro
cessing operations in industry and in government. Magnetic tapes, 
disks and drums are used to store voluminous quantities of data on 
both a temporary and an archival basis. Unfortunately, data in 
magnetic form can be altered or destroyed by devices that are able 
to exert magnetic forces on the surfaces of these media. Such 
destructive action can be either intentional or unintentional. The 
most effective and insidious of the destructive devices is the simple 
permanent magnet which can produce powerful erasing fields and is 
easily obtained, carried and concealed. In addition, it requires no 
external power sources for producing or maintaining its fields. 

This first report deals primarily with the effects of permanent 
magnets on the recorded information on magnetic computer tapes. The 
results of this study are directly applicable to the other magnetic 
surface devices such as disks and drums. The study also discusses 
both the capabilities and limitations of the permanent magnet and the 
electromagnet as destructive devices. 

Section 2 of this report presents a number of guidelines to be 
used in computer installations for protecting their magnetically 
recorded data from intentional or accidental damage. 

Section 3 uses a question-and-answer format to discuss topics 
that are of interest to the managers of computer installations. 
These deal mainly with the effects of magnetic fields on recorded 
magnetic computer tapes. 
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"keepers" are quite inexpensive (less than $1000). Detectors which 
will protect against magnets with keepers will probably cost from 
$1000 to $5000 and are effective against magnets with 0.002 to 0.01 
tesla (20-100 gauss) field intensities o 

do It is difficult to retrieve recorded information from a 
magnetic medium whose timing or clock track signals have been inten
tionally damaged. This damage can be done with magnetic devices or 
by interfering with the recorded process as it actually occurs. 
Devices such as simple spark gap units plugged into wall outlets 
or small concealed battery operated transmitters can cause inter
ference with the magnetic recording process as well as with other 
computer functions. Therefore, regular searches of the entire 
facility should be conducted for such devices and only authorized 
persons should be permitted to enter the computer installation. 

eo Duplicate copies of all important tapes such as master 
tapes and program tapes should be made and kept in a different 
secure locationo 

3. EFFECTS OF MAGNETIC FIELDS ON RECORDED MEDIA 

3.1 Answers to Specific Questions of Interest to 
Computer Installation Managers 

Several (i.e., eight) questions have been asked indicative of 
those that confront computer installation managers faced with 
guarding against intentional (or unintentional) attempts to use 
magnetic devices to destroy information recorded on magnetic media. 
These questions along with their answers are presented in subsequent 
paragraphs. 

a. Question 1 

Is there an easily understandable relationship between such 
factors as magnet size or power, distance, and time? How do these 
relate to the process of information destruction on magnetic media? 

(1) We can interpret magnet "power" as the ability of a magnet 
to exert a force On any object or material that is capable of 
reacting to its magnetic field o The most sensitive of these 
materials are "ferromagnetic" materials such as iron or the oxides 
of iron that are found in the coating of magnetic tapes o These 
materials can be made to move physically under the influence of the 
magnetic field or in the case of a magnetic tape the microscopic 
"domains" in the iron oxide can be affected by the field in such a way 
as to produce the magnetized "patterns" in the coating that represent 
the desired signals on the tape. Of course, it is possible that the 
magnetic field is an undesirable one and, therefore, it alters or 
destroys the existing tape signal patterns o 
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(2) NOTE: This report will use the new International System 
of Units known as "SI" units o In each case the SI unit will be 
followed by the "customary" units in parentheses. The conversion 
factors are given in the appendix. 

(a) The strength or intensity of a magnetic field is described 
in units of "amperes per meter" (oersteds). 

(b) The density of the magnetic "flux lines" in the magnetic 
field which is also indicative of the strength of the field is 
measured in units of "teslas" (gauss). The gauss and the oersted 
are usually considered to be equal to each other in value when the 
field is measured in air. 

(c) The following symbols for SI units will be used: 

amperes per meter = Aim 
kilograms kg 
meters = m 
millimeters = mm 
newtons = N 
teslas = T 

(3) The relationship of the greatest interest for protecting 
tape files is that between the magnet and its distance from the 
object upon which it is exerting its force. Generally, magnetic 
forces produced by magnets are appreciable only over very short 
distances o The field strength of the magnet decreases very rapidly 
with distance from the magnet. For example, One permanent "u" 
shaped magnet showed a measured field strength of approximately 
56,000 Aim (700 oersteds) On a line between its pole faces. At 
51 mm (2 inches) from the magnet the field strength dropped to . 
6800 Aim (85 oersteds) and at 76 mm (3 inches) it dropped to 2600 Aim 
(33 oersteds). 

A rule-of-thumb that relates the field strength of a magnet 
to the distance from the magnet is that the field strength decays 
at the rate of approximately 

1 1 1 1 x x = 
distance distance distance (dis tance) 3 

It must be stressed that a great ally of the computer installation 
manager is the distance between the tape library and the unwanted 
magnetic field. A barrier against unauthorized personnel just a few 
feet from the tape vault will be extremely effective in preventing 
damage from magnetic fields. 

A field that is produced by a permanent magnet and the field 
that is produced by an electromagnet powered by batteries have the 
same erasure effects. However, an electromagnet develops its 
magnetic field only when it is energized by the batteries and is used 
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in applications in which it is necessary to vary the strength of 
the field. For example, in conveying scrap iron it is necessary to 
release as well as to lift the metal; therefore, the magnetic field 
strength must be variable. 

The ability of a magnetic material to resist the erasure of its 
recorded information is mostly dependent upon a quality known as 
"coercivity" which is measured in units of amperes per meter (oersteds). 
The higher the coercivity of a material the more difficult it is 
either to record onto or to erase information from its magnetic surface. 
In order to erase the recorded signal completely it is necessary that 
the strength of the erasing field is greater in value than the 
coercivity of the medium. For example, the coercivities of typical 
magnetic computer tape range in value from approximately 20,000 to 
21,000 AIm (250 to 265 oersteds); therefore, any magnetic field 
whose peak strength is less than these values cannot erase the signal 
entirely from the tape. Commercial equipments that are used 
specifically for erasing the recorded data from the tapes will usually 
develop magnetic fields that are at least 5 times as great as the 
coercivity of the tape. In addition, these fields must extend through 
every area of the oxide surface in order to produce complete erasure. 
From these considerations it can be seen that once the previously 
described magnet has been moved to a distance of more than 51 rom 
(2 in) from the surface of the tape it is no longer able to signifi
cantly damage the tape record. 

(4) The relationship between a magnetic field and the length 
of the time that it exerts its influence on the recorded medium 
is complex. However, it can be stated that if the magnetic field is 
strong enough to completely erase the tape data it will do its maximum 
damage almost instantaneously. Lesser field strengths produce 
erasure and second-order effects more gradually, but no matter how 
long a recorded tape remains in either a steady or a varying magnetic 
field it cannot be completely erased unless the peak or maximum 
value of the field is greater than the coercivity of the tape. The 
effect of a field is slightly different depending upon whether it is a 
slowly varying magnetic (ac) field or a steady value (dc) field. 
Slowly varying (ac) fields are produced by devices such as motors, 
generators and transformers, while steady fields are produced by 
permanent magnets and direct current electromagnets. The devices 
are normally designed with shields that tend to keep their ac magnetic 
fields from permeating the surrounding environment but some leakage 
may occur. The strength of a slowly varying (ac) magnetic field 
decreases inversely with distance cubed in the same way as the steady 
field from the permanent magnet. 

There are some second-order effects that result from subjecting 
recorded tapes to relatively weak ac and dc magnetic fields. For 
example, a small steady field from a permanent magnet can cause a 
form of background "noise" to appear on a recorded tape that becomes 
greater in intensity as the tape remains in the field for longer 
periods of time. While this noise may be undesirable for audio tapes 
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when carried in a pocket in the vicinity of a recorded reel of tape. 
One of these magnets was firmly pressed directly against the exposed 
flange of a reel of tape. The track next to the edge track exper
ienced an 8% decrease in signal amplitude. The magnetic picture 
hooks are less effective than the bar magnets in Question 2, because 
their internal array of flat magnets do not tend to produce fields 
that are as strong at a distance. The test was repeated with the 
tape enclosed in its plastic container and with the magnetic picture 
hook strapped to the container for 2 days. No observable signal 
loss occurred. 

d. Question 4 

Could someone attach the picture hook to the rack in an obscure 
place and destroy a number of tapes over a period of a month? 

(1) This question has been answered by the previous comments. 
Time is no element in the destructive process; only the maximum 
magnetic field strength and proximity to the tape are important. 
The picture hook out of direct contact with the flanges on the reels 
of tape is ineffective as a signal erasing device. As a matter of 
fact, when a permanent magnet is fastened to a metal rack surface by 
magnetic attraction, its fields tend to be "short circuited" or 
"shielded" by the metal and are even less effective than before at 
any distance from the magnet. 

e. Question 5 

Given a one-story building housing a tape storage area, could 
someone place a permanent magnet weighing 18 kg (40 lbs) on the 
roof and have any effect on the tapes? 

(1) On the basis of the rule-of-thumb that was stated in 
section 3.1.(3) the field of a magnet will decrease to approximately 

of its field value that existed at 0.305 m (1 ft) from the pole 
faces if we mOve 3.05 m (10 ft) from the magnet. At the present 
time there are no permanent magnets available that can completely 
erase the information from a magnetic tape that is placed 0.305 m 
(1 ft) away from the magnet. 

f. Question 6 

Given a first floor installation separated from the street by a 
6.1 m (20 ft) sidewalk, with the tape racks 30.5 m (100 ft) from the 
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A low temperature "cryogenic" magnet operating in a "pulsed 
field" mode is an exotic and more profitable way to develop extremely 
high field intensities with truck portable magnets [3J. Experiments 
have not yet been performed to determine their effective erasing 
range. However, it may be stated that within the present state-of
the-art it is not possible to produce a distant field with a mobile 
electromagnet in any known form that is capable of erasing the 
recorded signal from a magnetic tape at 30.5 m (100 ft) from the 
source. 

g. Question 7 

Is there any way to shield the information on a magnetic tape 
from an outside magnetic field produced by a magnet or a motor? 

It has been shown that recorded information on a magnetic tape 
can be shielded from the effects of a magnetic field by keeping the 
tapes at a distance from a source such as a permanent magnet or 
motor. It is also possible to shield the tape further by placing 
it either into an individual container or into a vault whose surfaces 
are made of ferromagnetic "shielding" material [4J. These materials 
are good conductors of both electricity and magnetic llf1ux" and 
will short-circuit the path of the magnetic field. That is, most of 
the magnetic field energy is absorbed in the shielding material 
and very little passes through it into the air on the opposite side. 
The shield is usually fabricated from some ferrous or ferrite 
material in a number of different physical forms such as sheets, 
rolls and coatings of various thicknesses. Hypernick, Permalloy, 
Mu-meta1, Netic and Co-netic are examples of shielding materials 
for magnetic fields. A multi-layer shielding structure can be 
devised by using the proper combinations of materials and air space. 
For example, Netic shielding has been designed for reducing the 
strength of very powerful magnetic fields while Co-Netic is designed 
to absorb weaker magnetic fields. Therefore, a layer of Netic can 
be placed close to the outside of the tape enclosure in order to 
absorb most of the incoming magnetic field. This can be followed by 
an air space, and then a layer of Co-Netic close to the interior wall 
of the enclosure will absorb the remaining field. 

Figure 7 in section 4.3 shows the effect of a large permanent 
magnet on a recorded reel of magnetic tape. When the magnet is 
placed 38 rom (1.5 in) from the tape surface a 15% signal loss is 
sustained on the beginning footage. When a piece of 1.3 rom (0.050_tn) 
thick Mu-meta1 shielding is then placed between the tape reel and the 
magnet there is no observable signal loss as shown in figure 8 in 
section 4.3. 

A potential source of unwanted magnetic fields such as a large 
motor, generator or transformer that is near the tape installation 
should also be enclosed in shielding materials. The shield layer 
or layers should be at least 6.4 rom (0.25 in) or more away from the 
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