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About the Companion CD

The companion CD contains sample applications discussed in this book, supplemen-
tary chapters and sample applications, and programming help files, as well as the
electronic version of this book, additional information, and some software you might
need to view the CD files.

You will find the sample applications in the Samples folder. You can browse
these samples from the CD, or you can install them onto your hard disk. If you haven’t
disabled the autorun feature in your Microsoft Windows installation, a splash screen
will appear when you insert the CD into your CD-ROM drive. You can then install
the samples, help files, or other CD content. The instructions on your screen will guide
you in the installation process. You can also access the splash screen by running
StartCD from the CD root directory. To save your disk space, you might want to install
only the selected applications.

Please refer to the appropriate Readme file for specific instructions on how to
run the application.

To uninstall the sample files, open Add/Remove Programs in Control Panel,
select the application you want to remove, and click Add/Remove. (In Microsoft
Windows 2000, click Change/Remove.)

SYSTEM REQUIREMENTS

To run the sample applications, you will need to meet the following system
requirements:

B Microsoft Windows 2000 Server, or Microsoft Windows NT 4.0 Service Pack 4
or later

B Microsoft Exchange Server 5.5 (or Microsoft Exchange Server 2000 for some
sample applications)

B Microsoft Outlook 2000

XXV
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Chapter 1

A Broader Definition
of Collahoration

If you asked ten different people to define collaboration in a computer environment,
you would receive ten different answers. Some would say collaboration is e-mail.
Others would mention video teleconferencing or the World Wide Web. You might
even hear Internet chat as an answer. People struggle to define collaboration because
there are so many technologies and its definition today is broad. Really, all of these
answers are correct. Collaboration—at least in part—is the integration of many dif-
ferent technologies into a single application or environment to facilitate information
sharing and information management.

Integrated technology, however, is only one aspect of collaboration as we’re
defining it. Timing is another. We're all familiar with real-time collaboration in which
you work with others at the same moment, taking turns communicating ideas. But
new technology offers you an entirely different way to collaborate—asynchronous
collaboration—in which you don’t have to be present to participate. Asynchronous
collaboration allows you, at your convenience, to collaborate with other people, at
their convenience. E-mail, public databases, the Internet, and intranets are all forms
of asynchronous communication.

Collaborative technology provides these key benefits to businesses:

B Extensive, secure communication. Collaborative technologies enable ex-
tensive communication through many different mediums and secure com-
munication through encryption and digital signature technology, which
is critical as businesses increase their use of the Internet.
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B Storage of information in a central location. Information is placed in a cen-
tral repository, or database, so that individuals inside and outside a cor-
poration can access it. If shown in a threaded view, the history of the
information is accessible and new information can be added to it.

B Ability to extend existing technologies with new functionality and bridge
islands of information. Collaborative systems connect disparate systems
and facilitate finding and sharing information stored in existing technolo-
gies. Essentially, they bridge islands of information.

How does a collaborative system provide these benefits to corporations? In terms
of its architecture, a collaborative system must have several characteristics. First, it
must have a robust, replicated object database that can store many different types of
information such as web pages, office documents, and e-mail messages, and it must
support replication both from server to server and from server to client. This repli-
cation allows geographically dispersed individuals to access diverse information. To
work with the data, the database needs to allow many different clients, ranging from
web browsers to e-mail clients.

Second, it must support the Internet and industry standards. The days of stove-
pipe computing are over. New technologies are connecting disparate networks to form
one global, cohesive network. A collaborative system must be able to interoperate
with these networks over the Internet, and it must follow industry standards to al-
low openness to a large number of external systems as well as guarantee the integ-
rity of the data.

Third, a collaborative system must offer powerful, easy-to-use development tools
and technologies. The environment must be open so that developers can use any tool
to develop solutions and users can access and customize the user interface.

TOOLS FOR BUILDING
COLLABORATIVE SYSTEMS

Microsoft offers a number of products and tools that are designed to help you lever-
age a company’s current technology investments and extend them with new func-
tionality. These tools, which fall under three key product types, are listed here:

B Client products. Tools include Microsoft Outlook and Microsoft Internet
Explorer.

B Server products. Tools include Microsoft Exchange Server, Microsoft SQL
Server, Microsoft Internet Information Services and Microsoft Site Server.

B Development products. Tools include Microsoft Visual Studio, which en-
compasses Microsoft Visual Basic and Microsoft Visual InterDev.



Chapter 1 A Broader Definition of Collaboration

The two main tools you will want to learn are Microsoft Outlook and Microsoft
Exchange Server. Both provide a robust infrastructure with which corporations can
run mission-critical services. Combine this infrastructure with the rich development
tools provided by both products and you have a powerful platform on which you
can write solutions. The type and complexity of these solutions can range from simple
forms to complex applications. The next few sections briefly describe some products
and tools available from Microsoft for building collaborative solutions.

Microsoft Outlook

Outlook supports the ability to manage information (e-mail messages, appointments,
contacts, and tasks) and share it throughout an organization. Outlook also includes a
development environment that dllows you to write collaborative applications quickly.
Part II of this book is dedicated to Outlook and its development environment. Chap-
ters 8 and 10 in particular discuss and illustrate the features of Outlook 2000 that will
enable you to further extend Outlook.

Microsoft Internet Explorer

With the ubiquity of the Internet, browser technology is becoming increasingly im-
portant for user collaboration. Internet Explorer, with its support for dynamic HTML,
scripting, and security, is an ideal client interface for your applications. In Chapters
12, 13, and 14, you will see how to take advantage of Internet Explorer using both
Outlook and Exchange Server.

Microsoft Exchange Server

Exchange Server, which is part of the Microsoft BackOffice suite of products, is a linch-
pin for any collaborative system because it supports communication, information shar-
ing, and workflow services that use Internet standards and protocols Chapter 2 of
this book provides an introduction to Exchange Server.

Microsoft SQL Server

SQL Server is a relational database system that offers easy storage and retrieval of in-
formation. Its built-in data replication, powerful management tools, Internet integra-
tion, and open system architecture allow you to integrate SQL Server into existing
environments cost-effectively.

Microsoft Internet Inforhiation Services

Internet Information Services (IIS) is a free web server available for Microsoft Windows
2000 Setver. It provides an easy way to publish and share information securely over
corporate intranets and the Internet through HTML documents. The power of IIS is
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demonstrated when web applications are written using its built-in server-side script tech-
nology called Microsoft Active Server Pages (ASP). ASP allows developers to write
applications by using any ActiveX scripting language, such as JScript or Microsoft
Visual Basic Scripting Edition (VBScript). These scripts execute on IIS and can access
different data such as that provided by Exchange Server or SQL Server. The informa-
tion returned from the server-side script is in HTML, making these applications com-
patible with any standard HTML web browser such as Internet Explorer. Chapter 7
introduces Active Server Pages and its programming model.

Microsoft Site Server

Site Server is a web publishing, analysis, and search tool. Because Site Server is in-
tegrated with Windows 2000 Server and IIS, you can easily set up and deploy intranets.
Site Server helps corporations get the most from their intranets by implementing best
practices for publishing and staging intranet content.

Site Server can also implement content tagging. Content tagging is a structured,
site vocabulary that authors use to classify the web content they create. When used
in conjunction with Site Server’s integrated search and knowledge management capa-
bilities, these tags enable users to more easily find information. Plus, Site Server in-
tegrates and manages the information from other BackOffice products through full-text
indexing of these different data sources.

Microsoft Visual Studio

Visual Studio is an integrated and comprehensive suite of development tools for build-
ing web-based or Microsoft Windows—based applications. You can quickly build col-
laborative solutions that take advantage of the BackOffice family of products because
Visual Studio and BackOffice are integrated. Throughout this book, you will see
examples of collaborative solutions that use Visual Studio tools.

Microsoft Visual Basic

Visual Basic, a component of Visual Studio, is an effective and easy-to-use tool for
creating high-performance windows applications. It includes a rapid development en-
vironment with graphical layout tools and great performance because of native
code compilation. Visual Basic also creates open, industry-standard ActiveX compo-
nents. These components can provide functionality to other applications whether they
are web-based or Windows-based.

Microsoft Visual InterDev

Visual InterDev, a component of Visual Studio, empowers web application developers
to rapidly build fully interactive, dynamic web sites. With visual development features
and powerful database tools, Visual InterDev provides the most complete and technically
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advanced development system for building both intranet and Internet applications.
Through the use of Visual InterDev Design—time controls and wizards, you can add
collaborative technologies to your web applications.

EXAMPLES OF COLLABORATIVE SOLUTIONS

Now that you have a better understanding of collaboration and collaborative tech-
nologies, let’s look briefly at the systems you can create. With Exchange Server, you
can build many different types of open and extensible applications, all of which can
take advantage of information stored inside and outside of Exchange Server. You
can leverage other data sources in your organization, such as SQL Server databases.
This openness to other data sources allows you to pick the best database for storing
the application’s information without compromising the user interface consistency.

The types of applications you can build can be broken down into five catego-
ries: messaging, tracking, workflow, real-time, and knowledge management. None
of these application categories are mutually exclusive—for example, a workflow
application can take advantage of messaging services. Rather, these categories de-
fine the primary function of a particular application. Throughout this book, we’ll
explore sample applications that fall into these five categories.

Messaging Applications

Messaging applications use primarily the messaging infrastructure of Exchange Ser-
ver. E-mail is the best known of these, but you can build many other types, such as
discussion group applications. Exchange Server supports threaded discussions; you
can make any folder in Exchange Server a threaded discussion folder by changing
the view of the messages inside that folder. These discussions can be replicated to
and from Internet newsgroups and can be moderated for the appropriate content.

Another example of a messaging-based application is a mailbox agent. A mail-
box agent can perform many different types of functions based on how it is pro-
grammed. For example, suppose a sales force needs the ability to run certain queries
against a database of sales information. Although you could write a Microsoft Access
application that queries the database and returns the results, a salesperson wouldn’t
be able to work on other items until the database processed the request and returned
the data set in the Access user interface. This means that users would have to check
the Access application continually to see whether the data was available. However,
with a mailbox agent, a salesperson could use a form to specify the type of informa-
tion she needed and then e-mail the form to the agent. The agent would process
the form and run the query on her behalf. Once the database was finished process-
ing the query, the agent would e-mail the data set to the salesperson. Eventually,
she receives notification containing the requested data set.
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A mailing list server is a messaging agent that forwards all mail it receives to
its registered recipients and allows users to add and remove themselves from the list
of recipients via e-mail.

MoTE To see a mailing list application in action, sign up for the Microsoft Ex-
change Server mailing list at http://www.msexchange.org.

A document library is another example of a messaging application. Users can
submit documents to a library by dragging and dropping them, e-mailing them, or
sending them through a web browser. Because these libraries are stored in a central
location, many users have access to the documents. Intelligence can be added to the
library by creating a mailbox agent that notifies users when new documents are
available. Custom views are available on a folder so that users can quickly find de-
sired documents. Comments about the documents can be placed in the folder, and
interested users can gauge their relative value.

One popular example of a document library is a library of web favorites. A user
can set up a document library to store a corporation’s favorites in a central location.
By dragging and dropping Internet shortcuts into this library, a user’s personal fa-
vorites become corporate favorites. Plus, users get the benefit of being able to cre-
ate custom fields and views that describe and categorize the favorites in the folder.

Tracking Applications

Tracking applications manage and track information, such as a list of contacts, from
its creation to its deletion or “completion.” Tracking applications usually require the
integration of many different data sources because the information needing to be
tracked typically resides in more than one location.

One example of a tracking application is a job candidate tracking application,
which enables a human resource department and other employees to track a prospective
employee from the moment he submits a resume through the interview process and
finally to the decision to hire or reject. The candidate’s status is always available for
review. Figure 1-1 shows a hypothetical example of a job candidate tracking applica-
tion that uses Outlook and Exchange Server to track prospective candidates.

You could also create an account tracking appiication, which includes tracking
for contacts, revenue, and tasks. Figure 1-2 shows the Account Tracking application
we'll build in Chapter 6. In Chapter 10, we’ll enhance this application for Outlook 2000.

Helpdesks are also tracking applications. In a helpdesk application, trouble tick-
ets are submitted to the helpdesk by users specifying technical problems. Problems
are assigned to technicians based on the ticket type. Audit trails are established for
each ticket so that the technicians have historical information that helps them work
on the problems. After fixing a problem, the technician adds the ticket and its reso-
lution to a log of frequently asked questions, which users can query.
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£ Untitled -

[ Thomas Rizzo (Exchange)

HNew Account - Account info

Figure 1-2. The Account Tracking application from Chapter 6.

A helpdesk might include other tracking applications as well, such as inventory
management. For example, if the technician had to request a new machine for the user,
an inventory management program informs the technician whether a new machine is
in stock. By adding a workflow application to the helpdesk application, the technician
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could obtain approval for the machine from the user’s manager and the help desk
manager. Figure 1-3 shows the Helpdesk application we will build in Chapter 12.

Please erter the date for the appointment: .
Please enter the fime for the appointment: ‘

.. EFEAEE o, EIES
.

Figure 1-3. The web-based Helpdesk application from Chapter 12.

One last example of a tracking application you might build is a class registra-
tion application, which tracks information about a class and its participants. It informs
users when desired classes become available, reminds them of which classes they
are registered for at least one day in advance, and notifies them of any updated
materials made available by the teacher. When the class is completed, class notes and
a survey can be distributed to class members.

Workflow Applications

10

Workflow applications are primarily constructed around three concepts, which are
known as the three Rs—Roles, Routes, and Rules:

B Roles. A role is the logical representation of a person or an application
in a workflow process—for example, expense report approver Roles can
change dynamically depending on who is involved in the particular
workflow process. They allow you to easily abstract the different functions
people perform in a workflow process.

B Routes. A route defines what information will route and who will receive
it. Routes can be sequential, parallel, conditional, or any combination of
these. Figure 1-4 illustrates three types of routes.
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B Rules. A rule is conditional logic that assesses the status of the workflow
process and determines the next steps. Here’s an example of a rule: if the
manager approves the expense report, route the report to accounting, or else
send the expense report back to the submitter. A rule can be based on the
properties of a message or on some other data source.

Approve

Figure 1-4. Sequential, parallel, and conditional routing types.

Let’s take a brief look at a few workflow samples. The Expense Report applica-
tion, which is discussed in detail in Chapters 13 and 14, is one example of a workflow
application that you can build with Exchange Server. Here’s how such a workflow appli-
cation might function: a user submits expense reports from a web application, and based
on the total amount showing in the expense reports, a particular workflow process is
started. If the expense is under $1,000, the expense report is automatically approved;
if the expense is at or over $1,000, the report is routed to the user’s manager for ap-
proval. The manager either approves or rejects the expense report, and based on his
decision, another workflow process is initiated to either pay the expense report or inform
the user that the expense report has been denied. Finally, if the manager does not
approve or reject the expense report in a certain period of time, the workflow appli-
cation reroutes the expense report to the manager’s manager for approval. Figure 1-5
shows an example of the Expense Report application in action.

11
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Approved automatically and routed for

payment itted: AM

Approved automatically and routed for i 7124/99 1:12:41
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7/24/99 1:13:18
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Approved by Dave Malcolm . 8/4/99 2:53:39 PM Total $10000.6

Total: $67.74

g

-

Total: $1038.99

-

Rejected by Rob Shurtleff

Total: $11984.6

.

i

Approved automatically and routed for 8/8/99 12:03:30
payment itted: M

Approved automatically and routed for 8/8/99 12:02:39
payment itted: FM

Rerouted and awaiting Approval from Dave 8/20/99 1:03:55
Malcolm itted:  PM

Rerouted and awaiting Approval from Dave 9/11/99 10:32:12
Malcolm AM

Rerouted and awaiting Approval from Dave Ti 1/11/009:07:27
Malcolm Submitted: ~ AM

Rerouted and awaiting Approval from Dave Time 9/28/0010:13:17
Malcolm Submitted:  PM

Rerouted and awaiting Approval from Dave Time 9/29/00 1:41:51
Malcolm Submitted:  PM

Total: $601

Total: $601.12

Total: $30000
Total: $7000

Total: $11000
Total: $10100

Total: $11000

Figure 1-5. The web-based Exchange Server Expense Report application from
Chapters 13 and 14.

Another example of a workflow application is a document routing application,
in which a document to be reviewed is routed to users in parallel, user feedback is
collected within a certain period of time and consolidated into a single message, and
the consolidated message is sent to the originator of the workflow application. Chap-
ter 14 will show you how to create an application like this using Microsoft Exchange
Server Routing Objects.

Real-Time Applications

12

Real-time collaborative applications are the newest category of Exchange Server ap-
plications. Real-time applications have the potential to enable instantaneous collabo-
ration (as compared to the “delayed” collaboration of messaging-based applications).
The challenge, of course, is to connect geographically dispersed users in real time.
When you combine real-time and messaging technologies, you can build applications
that leverage the strengths of both.

One example of a real-time application that you can build with Exchange Ser-
ver is a class registration system that schedules virtual classes by sending Microsoft
NetMeeting requests. NetMeeting allows individuals to collaborate over the Internet
using video, audio, whiteboards, and application-sharing technology, as shown in
Figure 1-6. In Chapter 6, you'll examine an Account Tracking sample that demon-
strates how to integrate NetMeeting into your own application.
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soft PowerPoint - [l

2 Inbox - Microsoft Outiook

Figure 1-6. NetMeeting allows you to collaborate with other people in real time.

Another real-time application that will interest you as an Exchange Server de-
veloper is a new technology called Instant Messaging. Instant Messaging allows us-
ers to monitor when other users are online so that they can collaborate with one
another. It allows two different organizations to create virtual “buddies,” or business
partners. Instant Messaging is like a virtual water cooler!

CHAT ENABLES REAL-TIME COLLABORATION

Chat—a popular service on the Internet today—is one example of a real-time
application. Chat enables real-time conversation by allowing a participant to type
in messages that appear instantly on another participant’s computer. When added
to collaborative applications, chat can greatly enhance functionality for users. For
example, you can extend a help desk application with chat services so that help-
desk technicians can hold “office” hours during which they conduct real-time
question-and-answer sessions. Those chat transcripts can be posted to a discus-
sion group so that other users can troubleshoot questions based on the transcript.

Knowledge Management Applications

“Knowledge management” refers to the use of collaborative technology to implement
structured processes for finding and gathering information—in other words, it is a strat-
egy for moving information from the individual to the larger group or corporation. At
a time when corporations want to leverage the information that their intellectual as-

13
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sets—people—possess, knowledge management applications are critical. They make
available all kinds of information, from individual experiences to best practices to
detailed technical data. The effective sharing of knowledge brings to a company three
primary advantages: more effective use of existing intellectual assets; competitive ad-
vantage through the pooling of resources and greater accessibility of important infor-
mation; and new opportunities and more focused innovation. Although knowledge
management is a new term and a new strategy for mining and sharing information, it
uses technology that has been available since Exchange Server first shipped. Applica-
tions based on this strategy are called knowledge management applications.

Implementing a Strategy to Manage Knowledge

You can use collaborative technology such as Exchange Server to employ a knowl-
edge management strategy, but collaborative technology is not synonymous with
knowledge management. That is, corporations must establish processes that will not
only collaborate but also gather and make accessible information that is current,
relevant, and tested.

You might be wondering what types of applications you can build with Ex-
change Server to implement the concept of knowledge management. One type is a
search application in which you can search discussion groups and contacts in Ex-
change Server, as well as search in SQL databases and web sites. This search capa-
bility is a very powerful tool. One important benefit of universal search engines is
that users do not have to change the way they collaborate because the search en-
gine crawls the necessary data sources to retrieve the relevant information.

Another type of application that facilitates knowledge management is a knowl-
edge base. By developing knowledge bases with Exchange Server, you can enhance
conventional collaborative methods. Typically, knowledge bases are used by corpo-
rate users who post free-form, unmoderated messages to a common folder. Users who
want specific information, such as text in a message, query the knowledge base in a
general way and then cull all the returned information that meets their criteria. Be-
cause of the general nature of the queries and unstructured way information is posted,
many of the results are irrelevant or invalid.

Imagine how a more structured method of entering and searching for informa-
tion in a knowledge base could facilitate collaboration and knowledge management.
Suppose users who were posting information to a knowledge base had to fill out a
form that asked them to categorize their information, indicate how long it would be
valid, and rate its usefulness if it originated from external sources. Users would be
able to query on categories and ratings and receive only current and relevant in-
formation. By supplying just a little extra information, users make the data stored
in the knowledge base infinitely more useful. And if you added smart agent tech-
nology to the application, you could program the knowledge base to e-mail links
to relevant information that meets users’ predefined criteria.
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Exchange Server as
a Platform for
Collaboration

A builder is only as good as bis tools: This adage still holds true for developers build-
ing successful software applications. As a developer, you require solid tools and
technologies, and Microsoft Exchange Server is one of those tools. It provides a
number of core capabilities—such as robust messaging functionality, an industrial-
strength object database, Internet protocols, and an open directory structure—that
make it an ideal platform for your collaborative solutions.

ROBUST MESSAGING INFRASTRUCTURE

Exchange Server provides an infrastructure with certain core services that enable you
to focus on building value-added services rather than on re-creating existing services.
This infrastructure complements current network topologies and protocols and, as
you will see, guarantees that every message gets through to its destination. The
following sections discuss some of the advantages of the Exchange Server messag-
ing infrastructure.

15
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Least-Cost Routing, Load Balancing, and Failover

Exchange Server provides technologies in its messaging engine that allow organiza-
tions to define different routes of communications between Exchange Servers. Costs
can be assigned to these different routes, and the least costly route is always attempted
first by the Exchange Server. If this route is unavailable, the Exchange Server will
failover to the next least costly route. If you assign the same cost to two different
routes, the Exchange Server will distribute the communications traffic evenly over both
routes, thereby load balancing the connections.

Let’s look at an example. Imagine there are three routes between an Exchange
Server in New York and an Exchange Server in California, and the routes consist of
one route over the Wide Area Network (WAN), another over a dial-up 28.8 modem,
and the third over a satellite link. The administrator of the Exchange Server system
can assign costs to each of these routes: the WAN route is assigned a cost of 20, the
modem route is assigned a cost of 50, and the satellite route is assigned a cost of 70.
Based on the cost of the routes, for communications, the Exchange Server would
always attempt the WAN route first. If this route was down, the Exchange Server would
failover to the next least costly route (the modem), and if that route was unavailable,
it would attempt to connect over the satellite.

Now this is a simple example, but Exchange Server supports the building of very
complex routing tables with associated costs that it automatically calculates. For
example, consider a message that has to be routed through seven different Exchange
Servers until it reaches its final destination. Each Exchange Server has three unique
routes to the next server. Exchange Server would automatically find the least costly
route of all of the supplied routes.

Delivery and Read Receipts

16

Exchange Server supports both delivery and read receipts when delivering informa-
tion through the Exchange Server system. Delivery receipts are returned to an indi-
vidual user or an application when an item has been delivered to its final destination.
This destination can be another Exchange Server or messaging server over the Internet.
A delivery receipt also reports the time and date that an item was received by a
particular system. You can take advantage of delivery receipts in your application by
using them to trigger events when they are returned. For example, a workflow appli-
cation can consolidate delivery receipts to track the status of message delivery to
workflow participants. Figure 2-1 shows an example of a delivery receipt.

Read receipts are similar to delivery receipts, except that read receipts are sent
to a user or application when the recipient actually opens the item, and delivery
receipts are sent as soon as the item is delivered to the destination server. You might
want to use read receipts in your application for time-sensitive items sent through
the Exchange Server system. The application could track when the item is read, and
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if no action is taken after a certain amount of time, it could reroute the item to a
different user or application. Figure 2-2 shows an example of a read receipt.

r message

To: Michael Rizzo

Subject: Review Chapter 3
Sent: 3/20498 10:30 PM

as delivered to the following recipient(s):

Michael Rizzo on 3{20{98 10:30 PM

Figure 2-1. A delivery receipt sent back to a user looks like this. Applications can also
send back delivery receipts.

| % Read: Review Chapter 3 - Report

our message

To: Michael Rizzo

Subject: Review Chapter 3
Sent: 320498 10:30 PM

s read on 3/20/98 10:33 PM.

Figure 2-2. Applications can use read receipts like this to track when users open items
sent by the application. '

Message Tracking

Exchange Server supports more than delivery and read receipts. When message track-
ing is enabled, Exchange Server keeps logs of the items that have entered the Exchange
Server system from other systems. Exchange Server also logs where items were routed
to, which Exchange Server components routed them, and when the items were
delivered to their final destinations. Message tracking enables you to find an item’s

17



Part |

Introduction to Collaborative Systems

route based on specific criteria such as the sender of the item, the intended recipi-
ent, or even the component of Exchange Server that handled the message. This
powerful tool allows you to trace any item in your application and determine whether
or not it reached its destination. Figure 2-3 shows an example of tracing an item in
the Exchange Server system.

3/21/98 10:54 AM 2K Garth Fort

ey 3/21/98 1054 AM 2K C=US A= ;P=Microsoft,0=EXDOMAINSRY DDA
ma 3/21/98 10:55AM K Aaron Con
HE 3/21/98 10:58AM K DonHall
@3 3/21/98 11:41 AM 5K Jo Brown
Amy Egert

Figure 2-3. Tracking items from Thomas Rizzo across the Exchange Server system.

INDUSTRIAL-STRENGTH OBJECT DATABASE

At its core, Exchange Server is an object database. This object database is highly
scalable, replicated, built for 24-hour availability 7 days a week, and can hold many
different types of objects, including messages, Microsoft Office documents, video files,
voice mail, faxes, hyperlinks, text documents, custom forms, and applications such
as executable files. You can store all of your application’s data in the database while
replicating the information to other locations, so the application and its relevant
information are available anytime, anywhere. Core features of the Exchange Server
database are discussed in the following sections.

Huge Storage Capacity

18

Many collaborative applications require large amounts of data to be available any-
time. Exchange Server makes an excellent repository for this data because it can
handle large amounts of information and ensure the reliability and availability of that
information. Exchange Server supports very large databases—up to 16 terabytes
(16,000 gigabytes) of information. That’s pretty big considering that if you compiled
every Wall Street transaction in history, you’d have only a little more than 1 terabyte.
Really, the only factor limiting the size of your database is the hardware you run



Chapter 2 Exchange Server as a Platform for Collaboration

Exchange Server on. The database can run continuously because it has online
defragmentation and allows backup programs to work with the database, even when
users are logged on.

Exchange Server can store many different types of objects and their associated
data in the same database. These objects can even be in the same table, or folder
(as tables are called in Exchange Server). Users simply drag and drop different types
of objects into these folders, and Exchange Server adds them to the database. This
flexibility gives you a distinct advantage when developing applications. Figure 2-4
shows a folder in Microsoft Outlook with many different types of objects.

Important meetings for this month
Replication.avi
contact.mdb
calendar.asp
0 John Wood
Excel Expense.xls
I think this training is a great idea
Tempilate for new hire welcome email
Countdown 98.ppt
readme.doc
Windows NT Server Training
Rendering of images
V-22 Osprey Helicopter

BOEDE

&
=
&
P

| n

B
@
"]

Figure 2-4. The Exchange Server database is an object database and can bold many
types of objects in a single folder.

Multiple Views

The Exchange Server database not only supports multiple objects in a single folder
but multiple views of those objects. You can customize views of the objects stored
in the folder by sorting, grouping, and filtering the objects using any combination of
their properties. For example, you can customize the view of an Exchange Server
folder containing Office documents by specifying Office properties, as shown in
Figure 2-5. Even custom properties can be columns in a view, and you can use them
to sort and group items in the view.

Exchange Server also supports “per-user” views that allow individual users to
create custom views. Exchange Server actually maintains for each user the initial view
of the folder, the status of read and unread items, and whether a particular grouping
is expanded in the view. Figure 2-6 shows a single view of an Exchange Server folder
but for different users. Notice how different the views look. Views can also be rep-
licated offline by using Exchange Server’s built-in replication features.

19
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Market Research.doc 3Minutes
Sweeteners.doc 7Minutes

0 Minutes
AB New Product Promotio... 8 2 Minutes
IT Session Final.ppt 558 8230 Minutes Fri 3/20/98
BDM - scriptedFinal.ppt 387 32198 Minu... Fri 3/20/98

BDM Demo Script v31.doc 38 128 Minutes  Fri 3/20/98 2.

Figure 2-5. Views support using properties from Office documents. Your applications
can use these properties for sorting, grouping, and filtering.

on - Microsoft Outl

Thomas Rizzo Itdoesn‘t seem to ... Wed 3.

Lani Ota Haveyou tried... Wed 3..
Eric Miller We did but it still d... Wed 3..
Richard Carey Here's more informat... Wed 3/..

Figure 2-6. The initial view of the same discussion folder for two different users.
Notice that certain groups are expanded and certain items are marked as read.
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Built-In Replication

The Exchange Server database is a replicated database, enabling replication from
Exchange Server to Exchange Server and from Exchange Server to Outlook on the
client machine. Exchange Server even supports filtered replication between the ser-
ver and the client.

Replication in Exchange is not the same as simple duplication. Exchange Ser-
ver replication is more similar to the concept of synchronization in that only the
changes are sent to replicas in the system. Sending only the changes, as opposed to
copying the entire folder for each replication cycle, saves not only time but network
bandwidth.

Setting up server-to-server replication with Exchange Server is easy. All the
administrator has to do is select the folder to be replicated and then select the ser-
ver to replicate the folder to. The settings that enable server-to-server replication in
the Microsoft Exchange Administrator program are shown in Figure 2-7. Once these
settings are in place, the actual replication messages are sent over the Exchange Server
messaging infrastructure. This allows the replication messages to leverage Exchange
Server’s load balancing, least-cost routing, and failover capabilities. Exchange Server
also supports setting the time and size limits of the replication messages.

Figure 2-7. Setting up server-to-server replication for your applications in Exchange
Server is as easy as pointing and clicking in the Exchange Administrator program.

The Exchange Server replication feature has built-in conflict management capa-
bilities that enable users to edit the same information at the same time in the same
folder or even in replicas of a folder in different locations. To determine which item
to accept as the newest, Exchange Server implements “last saved wins,” the process

21
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of querying the time an item was saved and retaining the most recently saved item.
You can also set an option that alerts users via e-mail when items are in conflict. Both
versions of the item are sent to these users, and they can decide which item is the
most up-to-date. Exchange Server will keep the item they select.

For server-to-client replication, Exchange Server and Outlook support bidirec-
tional synchronization of changes to information in Exchange Server folders. This
synchronization occurs in Outiook as a background process, so users can continue
working in Outlook. The synchronization can be scheduled so that it happens at
certain intervals. For example, a user can configure Outlook replication so that every
30 minutes the Outlook client synchronizes its local database with new information
from the Exchange Server.

Outlook also supports filtered replication, in which only a subset of informa-
tion is synchronized to the local database. Filtered replication is most useful to users
when large amounts of data are available in the Exchange Server database but users
want to take only a subset of that data offline. For example, imagine an Exchange
Server folder with 50,000 sales contacts. A typical user wouldn’t be able to accom-
modate the entire folder on her local hard disk, so she could set the replication
criterion to only those contacts for whom she is the sales representative. Instead of
50,000 contacts, the filtered subset is 1,000 contacts. Figure 2-8 shows the interface
in Outlook where users can set the criteria for filtered replication.

you can review chapter 37

Figure 2-8. Setting up filtered replication in Outlook is easy for users of your
application.
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Schema Flexibility

Typically, when you begin work on an application that deals with a database, you
are forced to plan your schema for the database before you start writing your appli-
cation. If the application requirements change and a new field has to be added to
the database, the schema might not be flexible enough to support the addition, and
you might have to drop the present database and create a new one.

With the Exchange Server database, however, you can add new fields at any
point in development, which allows you to accommodate the changing requirements
of an application. New fields are automatically available to users, so users can cre-
ate custom views using them.

Transaction Logging

A transaction is a unit of work, such as adding an item to an Exchange Server data-
base. Before any item is committed to the Exchange Server database, the transaction
is written to a transaction log file and then to the database. This process is called write-
ahead transaction logging, and it guarantees that no item will be lost.

Transaction logs allow the Exchange Server to recover the database after some
form of failure, such as a power loss. In this type of scenario, after power is restored
and the server is rebooted, the Exchange Server automatically recovers the database.
Using checkpoints in the transaction logs, the Exchange Server replays any transac-
tions that were not committed to the database before the power failure.

The transaction log is an inherent feature of the Exchange Server database, so
any application you develop on Exchange Server can take advantage of it. Any items
your application sends or stores in the Exchange Server system will be delivered or
committed, even in the event of certain failures in the computer system or network.

EXCHANGE SERVER DIRECTORY

To collaborate effectively, users must be able to find other users and information easily.
Exchange Server provides a hierarchical directory for this purpose. This directory holds
the critical information of an organization, and it can meet the needs of both large and
small organizations because it’s scalable and easy to manage. Some of the most impor-
tant features of the Exchange Server directory are described in the following sections.
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Reliable Database Engine

The Exchange Server directory is implemented using the same database technology
as the Exchange Server messaging infrastructure, so the database engine’s reliability
is high. This reliability guarantees that the directory will always be available to your
applications.

Multimaster and Replication Capabilities

The Exchange Server directory is a multimaster, replicated directory. A multimaster
directory allows an administrator to make changes to it on any Exchange Server in
the organization, changes that Exchange Server then propagates to other servers
through replication. Directory replication is implemented over the messaging infra-
structure of Exchange Server, so directory-replicated messages can take advantage
of the least-cost routing, failover, and load-balancing features of Exchange Server.

Directory replication in the Exchange Server system is not limited only to server-
to-server replication. Exchange Server also supports server-to-client directory repli-
cation. By using a feature called the Offline Address Book, Outlook can replicate the
Exchange Server directory, or a subset of it, to a user’s local machine. This allows a
user of your application to address items to other users and to look up detailed di-
rectory information, even when the user is working offline.

Customizable Attributes and “White Pages”

24

Exchange Server exposes a number of attributes in the directory that you can
customize and replicate. For example, you could customize the Exchange Server
directory with a field named “cost center,” and set up a supplies requisition program
that dynamically queried the directory for users ordering supplies. Based on what
information users entered in the cost center field, the application would update an
accounting system so that the cost of supplies are automatically deducted from the
cost center. Figure 2-9 shows where you can customize the Exchange Server directory.

The directory has some additional built-in features that you can take advantage
of, such as its ability to store all types of information about an organization, includ-
ing users’ office locations, phone numbers, department names, titles—even a user’s
manager and direct reports. Exchange Server is an ideal “white pages.”
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Figure 2-9. Customizing attributes in the directory. Your applications can take
advantage of these customized attributes.

For workflow applications, a central, hierarchical directory of this kind is cru-
cial. Workflow applications must be able to route items based on an organization’s
staff structure, which is dynamic. If names of individuals were hard-coded in an
application, staffing changes would require the application to be rewritten. With the
Exchange Server directory, you can query and dynamically generate employee
information.

Extensibility and Security

The Exchange Server directory is not limited to storing information for only one
organization. Through the use of custom recipients, the Exchange Server directory
can also hold address and organizational information for users from other organiza-
tions. The Exchange Server directory exposes the same functionality to these types
of directory objects as it does to the standard directory objects. Figure 2-10 shows
an example of a custom recipient in the Exchange Server directory.

Any directory object in the Exchange Server system can be secured by using
access permissions, which determine who can see particular objects in the directory.
For example, an administrator can set the access permissions on the business part-
ner directory entries so that certain workers are denied access. These permissions can
be set either per user or per group.
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Figure 2-10. A custom recipient in the Exchange Server directory. Recipients can
hold organizational information for users outside your current organization.

Internet and Industry Standards Support

26

The Exchange Server directory supports Internet standards such as LDAP version 3.
LDAP, which stands for Lightweight Directory Access Protocol, is an adapted subset
of the X.500 standard that specifies a common protocol for directory access over
TCP/IP. The key benefit of LDAP support in Exchange Server is that any LDAP-
compliant client or application can query the Exchange Server directory. LDAP ver-
sion 3 as implemented in Exchange Server enables you to chain directories together
through a feature called referrals. Referrals tell the Exchange Server directory where
to look for information that a user is querying for when the directory does not cur-
rently possess it. For an application, referrals are crucial since one directory might
not contain all the needed information about users and services. Rather, many dif-
ferent directories, which could be hosted on servers in different locations and even
in different organizations, might contain pieces of this information.

The Exchange Server directory supports ADSI (Active Directory Services Inter-
face). ADSI is an application programming interface that enables you to modify many
different directories using standard protocols. The different directories that ADSI
supportts are the Active Directory in Microsoft Windows 2000, the Microsoft Windows
NT version 4 domain-based directory, any LDAP-compliant directory such as Exchange
Server directory, Novell NetWare’s NDS Directory, and Novell NetWare Bindery. The
ADSI interface abstracts the low-level functions of these directories and exposes a
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number of objects with which you can write applications. Because ADSI provides
COM interfaces that give every directory element a common set of properties, the
application can use the same programming interface to connect to directory elements
in several directory services. Figure 2-11 shows a diagram of ADSI and the directory
services it can access. ADSI is an important technology to learn since it ties all of these
disparate directories together with a common programming model, and it is Microsoft’s
strategic directory programming interface. Chapter 15 demonstrates how to program
to an Exchange Server directory using ADSI.

4 4 4 h
Windows NT NetWare
directory LDAP NDS r;?:‘\gv:rr: Others
g services Directory
[ System System System System System
provider provider provider provider provider
b,
g Active Directory Services Interfaces

Clients and server

Figure 2-11. ADSI allows you to talk to many different directories, including
Exchange Server, using the same interfaces. This access is provided through the
different system providers (SPs) in ADSI.

PUBLIC FOLDERS

The core of Exchange Server’s collaborative technologies is a feature called public
folders. Public folders are repositories for all kinds of information users will share.
They can be accessed by many types of clients, using various protocols to commu-
nicate. Public folders can contain custom forms for contributing or reviewing infor-
mation in the folder, and users can create custom views for organizing and filtering
the information in the folder. The main features of public folders for developers are
described in the following sections.
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Public folders, just like the Exchange Server directory, are built on the Exchange
Server object database, so they take advantage of its architecture and enjoy the same

benefits:

MW  Flexible database schema

B Server-to-server, server-to-client, and filtered replication

Folder and Application Accessibility

Public folders in Outlook are arranged in a hierarchical tree view, as shown in
Figure 2-12. As you can see, this arrangement makes it easy for users to scroll and
find information. This hierarchy is actually a virtual view of public folder replicas in
the Exchange Server system; users don’t have to know on which server the public
folders actually exist.

Inbox - Microsoft Outlook

Favorites .
£1-¢8 All Public Folders i Ic... 1x1 with John
B Calendar of Events : Kailc... Rehearse demos
48 Candidate Tracking : @ Erin.. Complete Business Plan
-G Corporate Helpdesk Jeff ... Official teb Ste and Info Share Location

Jeff... Gardener's Warehouse movestot.. Tues,
@ Erin... TaskRequest: Finalize Business Plan an... Mon 6/,
Mart... End of Summer Sale

<8 Eaming Statements
%83 Exchnews

%83 Expense Reporting
¢ Group Contacts

- Helpdesk

42 Intemnet Newsgroups When do you think you can
g f: Candidates review chapter 3?

& Meeting Minutes

Figure 2-12. The hierarchical tree view of the Public Folder allows users to quickly

find information.

Exchange Server can assign costs to different sites so that users connecting to
a remote site with a public folder follow the least costly route to that site. This
assignment of costs to remote connections for public folders is called public folder
affinity. Figure 2-13 shows the administration interface for public folder affinity.

Public folders are not limited to holding only the data for an application; they
also can hold any custom forms associated with the application. The availability of
these forms makes your application easier to use by allowing users to go directly to
a public folder to select the associated form rather than search for the form in a global

forms list.
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Figure 2-13. By setting the Public Folder Affinity option, users of your application
will access one replica of the Public Folder database over another depending on their
location on the network.

Security and Content Control

Inherent in public folders is security control. Public folder permissions can be set on
three different scales:

B Global. Default permissions for everyone in the organization; default
permissions for anonymous users

B Group. Permissions for a specific list of users

B Per user. Individual permissions for a particular folder

All of these permission levels can be combined for a particular folder or set of
users. Assigning permissions is easy, as shown in Figure 2-14. Notice that the per-
missions tab supports predefined roles for users, which you can use to quickly set
permissions for a folder.

In addition to having roles-based permissions, public folders have built-in
moderation capabilities. A moderated public folder allows you to control what con-
tent is posted to a folder and who has permission to approve this content. Before
any item is posted to a folder, the item is mailed to the selected moderators, who
approve the content. You can quickly set up a moderated public folder in the folder
properties.
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Figure 2-14. Setting permissions for a public folder is easy.

Public folders support the e-mailing of items into a public folder, which makes
information available to many users, cuts down on e-mail traffic, and saves disk space.
Mailing-list server applications and distribution list applications can really take advantage
of public folders. By default, the e-mail address of the public folder is hidden from
the address book, but the public folder can be exposed in the address book so that
users can browse for its e-mail address.

Internet Standards Support
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As you've seen, significant economies can be achieved when information is stored
in a central location rather than in individual mailboxes. By using Exchange Server
public folders as the central location, organizations can expose information to any
standard Internet client that supports the Network News Transfer Protocol (NNTP),
the Internet Mail Access Protocol version 4 (IMAP4), or the Hypertext Transfer Pro-
tocol (HTTP). These Internet clients can post and read information securely from a
public folder. More importantly, these protocols allow users who do not have Out-
look on their machines to take advantage of the functionality of an Exchange Server
public folder. For example, an organization can set up a customer service public folder
that enables internal users to employ Outlook to view folder information and allows
external users to choose from several clients, including Outlook, an NNTP newsreader
such as Outlook Express, a standard web browser, or even an IMAP4 client such as
Netscape Communicator. Exchange Server exposes its collaborative functionality to
all of these clients. Let’s take a look at some specific information on the Internet
protocols supported in Exchange Server.
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NNTP

NNTP is an internet standard that defines server-to-server replication of data in the
form of articles. These articles exist in a hierarchy of newsgroups, which are similar
to discussion folders in Exchange Server. Users can replicate the articles offline, plus
the articles are presented in a threaded view so that users can view their history.
Exchange Server supports both NNTP server-to-server replication and the ability of
any standard NNTP client to read information in Exchange Server public folders. This
allows any public folder in Exchange Server to be replicated to another NNTP ser-
ver or read by an NNTP client. Organizations can use this feature to expose public
folders and their information to their customers. Figure 2-15 shows an example of a
newsreader using NNTP to access an Exchange Server public folder.

IMAP4

IMAP4 is an Internet standard that defines a way for clients to access messaging
information on a server. Exchange Server is an IMAP4-compliant messaging server,
so any standard IMAP4 client can access the messaging services of Exchange Server.
Some of these services include sending and receiving e-mail, synchronizing e-mail
to offline storage, and accessing public folders. Accessing public folders with IMAP4
extends the power of public folders to any standard IMAP4 client.

on - Dutlook Expre:

] hirhthe Thomas Rizzo 8/14/1998 1:34 PM
¥ Exchange 5.5 in a 3.51 domain 11/11/1997 4:0...

% Groupwise 11/11/1997 12:...
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2] 3.6 migr /11

¥ RE: Outlook Macintosh 11/11/1997 1:5...
£ ¥ RE: Outlook Macintosh 11/11/1997 4:4...
1 RE: Outlook Macintosh 11/11/1997 5:0...
13 RE: Outlook Macintosh 11/11/1997 5:0...
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Figure 2-15. A public folder being viewed by Outlook Express, an NNTP newsreader.
Exchange Server folders bave built-in support for NNTP.
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HTTP

HTTP is the primary protocol used to distribute information on the World Wide Web,
that is, to transmit graphics and documents from a web server to a web browser. HTTP
is a client-to-server protocol, meaning that a client running on the user’s machine sends
to a server a request for data, and the server receives the request and sends the rele-
vant information back to the client. HTTP servers can do more than just send back
simple data—scripts that access other back-end services on the network can run on
the HTTP server. These services can be databases, collaboration servers such as
Exchange Server, or custom-built applications.

One example of an application that uses the HTTP protocol to access Exchange
Server information is Microsoft Outlook Web Access. Outlook Web Access, which we
discuss in Chapter 7, is an application that allows any standard web browser to ac-
cess the information stored inside an Exchange Server. Outlook Web Access is built
using Microsoft Collaboration Data Objects (CDO). CDO, which we look at in detail
in Chapter 12, is a set of COM objects that exposes the services of Exchange Server
to any COM-based development tool. CDO is the object library for Outlook Web
Access, and Microsoft Internet Information Services (IIS)—especially Microsoft Active
Server Pages (ASP), VBScript, and JScript—are the development tools. Figure 2-16
shows the architecture for Outlook Web Access.

[ Web browser }

!
(e )

b

CDO Rendering
. object library

g cDho
. object library |

E Exchange Server services E

Figure 2-16. The Microsoft Outlook Web Access architecture.



Chapter 2 Exchange Server as a Platform for Coliaboration

Active Server Pages allows you to write scripts using any standard ActiveX scripting
language. With these scripts, which execute on IIS and return HTML to the web browser,
you can build dynamic web applications that take advantage of objects on the web
server. The following code listing shows a simple Active Server Pages application:

<HTML>

<HEAD>

<TITLE>Hello World!</TITLE>

</HEAD>

<BODY>

<H1> Hello, I was created on <%= Now() %>.<P>

<% Set BrowserControl = Server.CreateObject("MSWC.BrowserType") %>
You're using <I>

<%= BrowserControl.browser & " " & BrowserControl.Version & " " %> </I>
as your web browser.

<% set BrowserControl = Nothing %> </H1>

</BODY>

</HTML>

If you browsed this web page using Microsoft Internet Explorer version 5, you
would see the image in Figure 2-17. Notice that none of the script is sent back to the
client, only the text, and that the date in the text is generated dynamically from the
system date on the web server. The browser is also detected by using a component
on the web server. Chapter 7 discusses the ASP object model and programming
environment in more detail.

7 Hello World! - Mi ft Internet Explorer

Hello, I was created on 1/25/00 12:37:39 AM.

You're using /E 5.0 as your web browser.

Figure 2-17. Resulis of browsing the ASP page using Internet Explorer.
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By using Active Server Pages, Outlook Web Access can dynamically and securely
create web pages based on the information and services in Exchange Server, such
as a user’s mailbox, calendar, and contacts; and messaging and calendaring services.
You can access the same features in your application since the enabling technology
for Outlook Web Access is the CDO library.

INTEGRATED, INTERNET
STANDARDS-BASED SECURITY

With so many corporations connecting their systems to the Internet and exposing their
networks to millions of Internet users, security has become a large concern. While
most users on the Internet are not lurking and waiting to break into corporate net-
works, some “bad apples” on the Internet are. Exchange Server prevents these users
from accessing privileged information by implementing Internet standards-based
security in an integrated way.

Windows NT Security

Exchange Server integrates with Windows NT security in two ways. First, users have
to be authenticated using a Windows NT account before gaining access to any Exchange
Server resource that requires authenticated access. Administrators can set up a
Windows NT security infrastructure, and Exchange Server will use that infrastructure
for its own security and access permissions. This enables users to log on only once
to access both the network and Exchange Server services.

Second, Exchange Server uses the built-in auditing capabilities of Microsoft
Windows NT. This integration allows an administrator to detect security breaches by
tracking events, across Windows NT and Exchange Server, which occur within a sys-
tem. All the events can be viewed in one window using the Windows NT event log.

Secure Messaging
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Many corporations today use the Internet as a backbone for their corporate commu-
nications system. While this is cheaper than leasing lines between servers, it opens
a world of security concerns. Exchange Server alleviates these concerns by imple-
menting some key features that allow corporations to securely use the Internet as a
communications network backbone. For securely sending messages between serv-
ers, Exchange Server supports Secure Socket Layers (SSL) in combination with the
Simple Mail Transfer Protocol (SMTP). SMTP is the primary way that different mail
systems talk over the Internet. SSL allows systems to encrypt data sent from one system
to the other. By implementing SSL with SMTP, an organization can encrypt its data
from one Exchange Server to another when sending the data over the Internet.
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Secure Applications

SSL is not only supported with use of SMTP, but it is also used with other Internet
protocols that Exchange Server supports. By using SSL, Outlook Web Access can
encrypt any traff<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>