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Foreword

It’s a privilege to write a few words about this book, which I'm sure will become
worn with use as it becomes an essential resource for you. Managing a Windows net-
work is a challenging job. Between learning how to manage and administer server
applications, configuring Active Directory security, defining group policies, and per-
forming general maintenance, your hands are always full and there’s always a fire to
put out. As with most activities, efficient management of a Windows network
requires a thorough understanding of the tools that are available to you. There are
many cases where performing a task or solving a problem can become more difficult
or even be impossible without the right tool.

For example, knowing how to leverage command-line tools and support mecha-
nisms can save you both time and effort. For example, if you have to create 100 user
accounts you can either create the accounts one by one using the Users and Comput-
ers MMC snapin, or you can do the same thing in a fraction of the time with a sim-
ple batch file or WMI script. Configuring a network adapter on a system through a
user interface requires you to access the system physically or through a remote-access
application, but you can use a script to do the same thing with one command from
anywhere in your network.

Whether you are a new or veteran Windows administrator, you've almost certainly
found that the difficult part of the management recipe is not using the tools, but
identifying the best ones to use for various tasks. Some tools ship with Windows,
some are provided by Microsoft on the support CD, from the Resource Kit, or from
its web site, and yet others are available on the web. In many cases there are several
tools or ways to accomplish the same task, but some ways are more efficient than
others in certain circumstances.

That’s why you need a book like this. Robbie has done a fantastic job identifying com-
mon Windows management tasks, investigating the tools available for those tasks, fig-
uring out how to get the most out of them, testing them in real-world environments,




and serving it to you in a no-nonsense reference. This book will save you precious time
that will reimburse your investment in it many times over.

—Mark Russinovich
Austin, TX
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Preface

From my admittedly biased viewpoint, system administrators don’t get enough
credit. The system administration profession doesn’t get the same kind of respect as
the law or medical communities, even though system administrators are constantly
asked to diagnosis highly technical problems and perform intricate surgery on both
hardware and software issues. And sometimes there may even be lives at stake! OK,
perhaps I'm over-dramatizing the situation, but my point is that system administra-
tors are the unsung heroes of the IT revolution and don’t get the recognition they
deserve.

There are thousands of programs, tools, commands, screens, scripts, buttons, tabs,
applets, menus, and settings that system administrators need to know about and
understand to do their job. And it has only been in the past couple of years that
Microsoft’s documentation has actually been more of a help than a hindrance. But it
still isn’t enough. What Windows system administrators really need is quick and
easy ways to find what they need to get the job done.

There are plenty of books that go into all sorts of detail about the theory behind a
particular technology or application, but what if you don’t need that? What if you
know the theory but just can’t (or don’t want to) remember the exact command-line
or graphical sequence to configure an application? Or perhaps you need some bare-
bones code to help automate a task. There are very few books that cut through the
fluff and provide only the essentials for getting the job done. This book is intended to
do just that. This book also provides added value by describing exactly when a task
can come in handy and listing additional pointers for more information.

Based on my own experience, hours of research, and years of hanging out on news-
groups and mailing lists, I've compiled over 300 recipes that should answer many of
the “How do I...” questions one could pose about Windows Server. And just as in
the Perl community where the Perl Cookbook was a latecomer that sells well even
today, I believe the Windows Server Cookbook will also be a great addition to any
Windows system administrator’s library.
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Who Should Read This Book

As with many of the books in the Cookbook series, Windows Server Cookbook can be
useful to anyone who has to deploy, administer, or automate Windows Server 2003 or
Windows 2000. This book can serve as a great reference for those who have to work
with Windows Server on a day-to-day basis. And because of all the scripting samples,
this book can be really beneficial to programmers who want to accomplish various
tasks in an application. For those without much programming background, the
VBScript solutions are straightforward and should be easy to follow and expand on.

If you like the format of this book, but crave more recipes on Active Directory, I
highly recommend checking out Active Directory Cookbook. It is similar to this book
in structure, except has over 320 recipes devoted only to Active Directory. I gave up
trying to remember all the nerd knobs and tweaks you could do to Active Directory; I
wrote Active Directory Cookbook so I would have them all in one place. O’Reilly is in
the process of publishing additional Cookbooks on topics such as Windows XP,
Exchange Server, and Windows Server Security to name a few.

What’s in This Book

This book consists of 17 chapters. Here is a brief overview of each chapter.

* Chapter 1, Introduction, sets the stage for the book by covering where you can
find the tools used in the book, VBScript and Perl issues to consider, and where
to find additional information. It also contains code for many generic scripts,
such as reading data from an Excel spreadsheet, or sending the output of a script
via email, which you can plug into code samples in later chapters.

* Chapter 2, System Configuration, covers some basic configuration tasks that
most administrators will need to do after installing a server. Some of these
include setting the time, configuring page files, joining the server to a domain,
and configuring failure options.

* Chapter 3, Disks, Drives, and Volumes, covers disk quotas, converting between
disk types, creating drives, mapping drives, and managing volumes.

* Chapter 4, Files, Folders, and Shares, covers file and folder manipulation, creat-
ing shortcuts and links, modifying file properties, and managing share points.

* Chapter 5, Running and Scheduling Tasks, covers the primary ways you can run
and schedule tasks on Windows Server.

* Chapter 6, Processes, covers both basic and advanced process management. It
includes how to create, suspend, and kill processes along with how to view the
DLLs and APIs used by a process.

* Chapter 7, Services, covers starting and stopping services, running scripts as ser-
vices, searching for services, and viewing various service properties.
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* Chapter 8, Event Logs, covers how to create and view events, create and manage
event logs, and search event logs.

* Chapter 9, Registry, covers basic registry administration. It includes recipes on
how to create and delete registry keys and values, exporting and importing regis-
try files, restricting access to the registry, and monitoring registry activity.

e Chapter 10, Network Configuration, covers tasks related to configuring network
adapters, viewing network configuration, viewing network traffic, and installing
IPv6 support.

* Chapter 11, Security Best Practices, covers several tasks related to securing Win-
dows Server 2003, including auditing, screen saver locking, creating strong pass-
words, and disabling unused accounts.

* Chapter 12, Internet Information Services 6.0, covers basic IIS 6.0 administra-
tion, including installing IIS, creating web and FTP sites, enabling SSL, and run-
ning executable content.

* Chapter 13, Domain Name System (DNS), covers installation and maintenance
of the DNS Server, including creating and viewing zones, creating resource
records, converting a zone to be AD-integrated, scavenging old resource records,
and enabling debug logging.

* Chapter 14, DHCP Server, covers installing the DHCP Server, authorizing a
DHCEP Server, configuring server options, creating scopes, viewing and manag-
ing leases, and maintaining a DHCP.

* Chapter 15, Active Directory, covers basic Active Directory administration,
including creating a forest, raising the functional level, backing up and restoring
of Active Directory, searching a domain, creating and modifying objects, import-
ing and exporting objects, finding and managing FSMO role holders, and man-
aging trusts.

* Chapter 16, Domain User, Group, and Computer Accounts, covers how to cre-
ate, modify, and configure user, group, and computer objects in Active Direc-
tory.

* Chapter 17, Exchange Server 2003, covers some basic tasks related to installing
and configuring Exchange. It also includes mailbox and distribution list adminis-
tration tasks.

There are also six appendixes included with this book:

* Appendix A, Introduction to WSH, provides an overview of using Windows
Script Host.

* Appendix B, Introduction to WMI, is a short introduction to scripting with Win-
dows Management Instrumentation.

* Appendix C, Introduction to ADSI, covers the basics of Active Directory Services
Interface programming.
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* Appendix D, List of Default Environment Variables, contains a list of environ-
ment variables that are available by default.
* Appendix E, List of Default Processes, contains a list of processes that run by
default.
* Appendix F, List of Default Services, contains a list of services that are installed
by default.
This book covers hundreds of tasks you’ll need to do at one point or another with
Windows Server. If you feel something important has been left out that should be

included, let me know. I'll work to get it in a future edition. For contact informa-
tion, see the “We’d Like to Hear from You” section.

Conventions Used in This Book

The following typographical conventions are used in this book:

Constant width
Indicates command-line elements, computer output, and code examples.

Constant width italic
Indicates placeholders (for which you substitute an actual name) in examples
and in registry keys.

Constant width bold
Indicates user input.

Italic
Introduces new terms and URLs, commands, file extensions, filenames, direc-
tory or folder names, and UNC pathnames.

Bold
Indicates labels on buttons and menu items.

N

Indicates a tip, suggestion, or general note. For example, I'll tell you if

you need to use a particular version or if an operation requires certain
N ..

a3, privileges.

Indicates a warning or caution. For example, T'll tell you if Active
= Directory does not behave as you’d expect or if a particular operation
has a negative impact on performance.

Using Code Examples

This book is here to help you get your job done. In general, you may use the code in
this book in your programs and documentation. You do not need to contact us for
permission unless you’re reproducing a significant portion of the code. For example,
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writing a program that uses several chunks of code from this book does not require
permission. Selling or distributing a CD-ROM of examples from O’Reilly books does
require permission. Answering a question by citing this book and quoting example
code does not require permission. Incorporating a significant amount of example
code from this book into your product’s documentation does require permission.

We appreciate, but do not require, attribution. An attribution usually includes the
title, author, publisher, and ISBN. For example: “Windows Server Cookbook by Rob-
bie Allen. Copyright 2005 O’Reilly Media, Inc., 0-596-00633-0.”

If you feel your use of code examples falls outside fair use or the permission given
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CHAPTER 1
Introduction

The Windows Server operating system (OS) has come a long way in the past ten
years. In the early days of Windows NT, system crashes were common annoyances
that administrators had to learn to deal with. There were few tools to manage the
OS, and the ones that were available, which mainly consisted of the graphical vari-
ety, were limited in functionality and didn’t scale well. Also at that time, Microsoft
was not yet serious about providing intuitive scripting interfaces, which would
enable administrators to automate repetitive tasks. The result was that administra-
tors were forced to do a lot with a little.

The tides changed dramatically with the release of Windows 2000, which turned out
to be much more scalable and manageable. Microsoft began to improve in the man-
agement areas it had previously lacked by adding more tools and introducing several
new scripting interfaces that were robust and easy to use.

But in many ways, Windows 2000 felt like a first version release of a major piece of
software, which it was. Windows 2000 did a lot of things right, but there were still
major gaps in terms of manageability. Windows Server 2003, Microsoft’s latest
server OS, is a much more mature platform. It isn’t as big of an upgrade as Windows
NT to Windows 2000, but Microsoft smoothed out a lot of the rough edges that
were present in Windows 2000.

So what are we left with? If I had to sum it up into a single sentence: Windows Server
2003, and Windows 2000 to a lesser degree, is a sophisticated OS that has been built
from the ground up to be both scalable and manageable, and supports all of the
major information technology services you need to run a business or organization.
The result is that administrators now have to do a lot with a lot.

You can’t get all of this capability wrapped up into a single OS without some trade-
offs. To be able to take full advantage of Windows 2000 Server or Windows Server
2003, you have to know lots of gory technical details. You have to know how to nav-
igate through the hundreds of dialogs and menus. You have to know which com-
mand-line utilities are available to accomplish various specific tasks, where to find




them, and which options you should use for each utility. You have to know what
scripting interfaces are available to automate tasks so you can keep your support
costs low. We take it for granted, but that is a lot for any one person to know. I've
been doing Windows system administration for eight years and I still have a difficult
time recalling the correct tool or command or scripting interface for certain tasks.

And that is the purpose of this book: to be a comprehensive reference so I don’t have
to waste time (and brain cells) trying to remember that Windows Management
Instrumentation (WMI) doesn’t have any scripting interfaces for creating or modify-
ing page files; or how to use Group Policy to run a task on a group of workstations;
or how to find all of the files that are currently open on a system. This book covers
general system administration duties, but it also covers a great deal more. There are
dedicated chapters on many of the major services you’ll end up running at one point
including IIS, DNS, DHCP, Active Directory, and Exchange.

Approach to the Book

If you are familiar with the O’Reilly Cookbook format that you can find in other
popular books such as Active Directory Cookbook, Perl Cookbook, or DNS and BIND
Cookbook, then the layout of this book will not be new to you. It is composed of 17
chapters, each containing 10-30 recipes that describe how to perform a particular
task. Most recipes contain four sections: Problem, Solution, Discussion, and See Also.
The Problem section briefly describes the task the recipe addresses and when you
might need to use it. The Solution section contains step-by-step instructions on how
to accomplish the task. Depending on the task, there could be up to three different
sets of solutions covered. The Discussion section goes into detail about the solu-
tion(s). The See Also section contains references to additional sources of informa-
tion that can be useful if you still need more information after reading the discussion.
The See Also section may reference other recipes, Microsoft Knowledge Base (MS
KB) (http://support.microsoft.com/) articles, or documentation from the Microsoft
Developers Network (MSDN) (http://msdn.microsoft.com).

At Least Three Ways to Do It

People like to work in different ways. Some prefer graphical interfaces (GUIs) while
others like to work from the command-line interface (CLI). And experienced system
administrators like to automate tasks using scripts. Since people prefer different
methods, and no one method is necessarily better than another, I decided to write
solutions to recipes using one of each. That means instead of a single solution per
recipe, I include up to three solutions using GUI, CLI, and scripting examples. That
said, some recipes cannot be accomplished with one of the three methods or it may
be very difficult to do with a particular method. In that case, I cover only the applica-
ble methods.
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In the GUI and CLI solutions, I use standard tools that are readily accessible. There
are other freeware, shareware, or commercial tools that I could have used that would
have made some of the tasks easier to accomplish, but I wanted to make this book as
useful as possible without requiring you to hunt down the tools or purchase an
expensive software package.

I took a similar approach with the scripting solutions. While I prefer Perl, I use
VBScript due to its widespread use among Windows administrators. It is also the
most straightforward from a coding perspective when using WMI and Windows
Script Host (WSH). For those familiar with other languages, such as Visual Basic,
Perl, and JScript, it is very easy to convert code from VBScript. See the sidebar “Dif-
ferences Between VBScript and Perl” for more information on how to convert
between those two languages.

For those of you who wish that all of the solutions were written with Perl instead of
VBScript, you are in luck. I've posted companion Perl scripts for each VBScript
example on the book’s web site. Go to http://www.rallenhome.com/books/ to down-
load the code.

Windows 2000 Versus Windows Server 2003

Another challenge with writing this book was determining which operating system
version to cover. Many organizations still run Windows 2000, but Windows Server
2003 has been a big seller (at least according to Microsoft). Since Windows Server
2003 is the latest and greatest version and includes a lot of new tools that aren’t
present in Windows 2000, my approach is to make everything work under Win-
dows Server 2003 first, and Windows 2000 second. In fact, the majority of the solu-
tions will work unchanged with Windows 2000. For the recipes or solutions that are
specific to a particular version, I include a note mentioning the version it targets.
Most GUI and scripting solutions work unchanged with either version, but Microsoft
introduced several new command-line tools with Windows Server 2003, many of
which cannot be run on Windows 2000 as certain system application programming
interfaces (APIs) have changed from Windows 2000 to Windows Server 2003. Typi-
cally, you can still use these newer tools on a Windows XP or Windows Server 2003
computer to manage Windows 2000.

Where to Find the Tools

For the GUI and CLI solutions to mean much to you, you need access to the tools
that are used in the examples. For this reason, in the majority of cases and unless
otherwise noted, I used only tools that are part of the default operating system or
available in the Resource Kit or Support Tools. There are two exceptions to this rule
that I'll explain shortly.
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Differences Between VBScript and Perl

Here are some of the main differences between VBScript and Perl:

* With Perl, you have to use the Win32::0LE module and Win32::0LE->GetObject
method to access the WMI, WSH, or ADSI scripting interface. With VBScript,
you simply need to call the built-in GetObject function.

* Perl uses the arrow operator (->) to invoke a method on an object, whereas
VBScript uses a dot (.).

* In Perl, the backslash (\) character is the escape character, so you need to use
two backslashes when using it within double quotes.

* Perl uses special characters to distinguish variables, whereas VBScript doesn’t
use a character. With Perl, the basic convention is the dollar sign for scalar vari-
ables (e.g., $string), the at sign for arrays (e.g., @elements), and the percent sign
for hashes (e.g., %dictionary).

* Perl is generally case sensitive, whereas VBScript is not.

* VBScript requires an underscore to continue a statement to the next line,
whereas Perl does not.

* Perl uses the dot (.) for string concatenation, whereas VBScript uses the amper-
sand (&).

* Perl requires that each statement end with a semicolon (;), whereas VBScript
assumes the end of the line is the end of the statement (unless the underscore
continuation character is used).

* Perl uses the my keyword to predefine variables, whereas VBScript uses the Dim
keyword.

* Perl uses pound (#) for comments, whereas VBScript uses a single quote (’).

If you can keep these differences in mind, along with being able to convert basic lan-
guage constructs (for loops, if then else conditionals, etc.), you should have no prob-
lems converting VBScript to Perl.

The Resource Kits for Windows 2000 Server and Windows Server 2003 are invalu-
able sources of information, and provide numerous tools that aid administrators in
their daily tasks. More information on the Resource Kits can be found at the fol-
lowing web site: hitp://www.microsoft.com/windows/reskits/. Some tools are freely
available online, but others must be purchased as part of a Resource Kit. The Win-
dows 2000 Support Tools, which are called the Windows Support Tools in Win-
dows Server 2003, contain many “must have” tools for people that work with
Windows Server. The installation MSI for the Windows Support Tools can be
found on a Windows 2000 Server or Windows Server 2003 CD in the \support\tools
directory.
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Even though many of the same tools are available in both the Win-
dows 2000 Support Tools and Windows Server 2003 Support Tools,

2" several have been enhanced in the latter version including LDP, Dsacl,
and LDIFDE.

The biggest source of tools that I use that don’t come from Microsoft can be found
on the Sysinternals web site: hitp://www.sysinternals.com/. Mark Russinovich and
Bryce Cogswell have developed a suite of extremely useful tools that every Windows
Server system administrator should be familiar with. These tools are free and they
often come with complete source code for the tool.

Another good source of tools, especially for Active Directory, is Joe Richards’
Joeware site: http://www.joeware.net/. Joe wrote many of his tools, some in execut-
able form and others in Perl, to help in daily system administration tasks, so they are
all very practical and useful. And like Sysinternals, most are free.

Running Tools with Alternate Credentials

A best practice for managing Windows Server systems is to create separate adminis-
trator accounts with elevated privileges, instead of letting administrators use the
same user account with which they access network resources. This is beneficial
because an administrator who wants to use elevated privileges must explicitly log on
with his admin account instead of having the rights all the time, which could lead to
accidental changes. Assuming you employ this method, you have to provide alter-
nate credentials when using tools to administer systems unless you log on (locally or
with Terminal Services) to the target machine with the admin credentials.

There are several ways to specify alternate credentials when running tools. Many
GUI and CLI tools have an option to specify a user and password for authentication.
If the tool you want to use does not have that option, you can use the runas.exe com-
mand instead. The following command runs the enumprop.exe command under the
credentials of the administrator account in the rallencorp.com domain:
> runas /user:administrator@rallencorp.com /netonly "enumprop LDAP://dc1/
dc=rallencorp,dc=com"
Sometimes it is convenient to create a MMC console that runs under administrator
privileges. In this case, simply use mmc.exe as the command to run from runas:

> runas /user:administrator@rallencorp.com /netonly "mmc.exe"

This will create an empty MMC console from which you can add consoles for any
snap-in that has been installed on the local computer. This is beneficial because all of
the consoles that you add will be run under that administrative account. If you don’t
want to type that command over and over, simply create a shortcut on your desktop
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and put the command as the target path. By doing this, you eliminate one of the
common complaints about using alternate credentials; that is, it makes the job more
tedious.

LN

The /netonly option is necessary if the user you are authenticating

with does not have local logon rights on the computer from which you
s are running the command, or if you want to authenticate with an
* account from a nontrusted domain.

There is another option for running MMC snap-ins or any GUI program with alter-
nate credentials. Click on the Start menu and browse to the tool you want to open,
hold down the Shift key, and then right-click on the tool. If you select Run As, you
will be prompted to enter alternate credentials with which to run the tool.

A Brief Word on Windows Scripting

Much has been said over the years about how unfriendly Windows Server is to expe-
rienced system administrators who want to automate tasks with scripts. I'm pleased
to say that Microsoft has made some great strides in this area over the past three or
four years so that now there are very few tasks that you cannot automate with a
script.

Microsoft has developed three primary scripting interfaces over the years: WSH,
WMI, and ADSI. Note that I said that these are interfaces, not languages. In generic
terms, a scripting interface is just a framework for how a script calls functions or
methods to perform tasks. WSH is the scripting engine that acts as the interpreter for
the scripting languages that are native to Windows (i.e., VBScript and Jscript). It has
an interface for doing basic scripting such as printing out to a console or displaying a
dialog box, processing command-line arguments, and other basic system administra-
tion tasks such as reading and writing files and manipulating the Registry. WMI is
the high-octane system management interface. With it you can query and often con-
figure many of the components within Windows. WML is to computers what ADSI is
to Active Directory. ADSI is the primary scripting interface for querying and manipu-
lating objects in Active Directory. You can also use it to manage local users and
groups on a computer as well as the IIS Metabase.

For a more thorough introduction to each of these interfaces, check out Appendixes
A, B,and C.

Getting the Most Out of Your Scripts

With the VBScript solutions, my intention is to provide the answer in as few lines of
code as is reasonable. Since this book is not a pure programming book, I did not
want to overshadow the graphical and command-line solutions by providing pages of
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code or detailed explanations on how to use WSH, WMI, or ADSL. If you are look-
ing for such material, I reccommend my book Active Directory Cookbook (O’Reilly) or
Windows 2000 Scripting Guide by Microsoft Corporation (MSPress). The code in this
book is meant to show you the basics for how a task can be automated and let you
run with it. Most examples will take only minor tweaking to make them do some-
thing useful in your environment.

To make the code as simple as possible, I had to remove error checking and other
features that are standard scripting best practices. Next, I'll describe how to incorpo-
rate these things into your own scripts so that you can quickly turn any code in this
book into a robust script with all the trimmings.

Running Scripts Using Alternate Credentials

Just as you might need to run the graphical and command-line tools with alternate
credentials, you may also need to run your scripts and programs with alternate cre-
dentials. One way is to use the runas utility when you invoke a script from the com-
mand line. Another option is to use the Scheduled Tasks service to run the script
under credentials you specify when creating the scheduled task. And yet another
option is to hardcode the credentials in the script. Obviously this is not very appeal-
ing in many scenarios because you do not want the username and password con-
tained in the script to be easily viewable by others. Nevertheless, at times it is a
necessary evil, especially when working against multiple servers, and I'll describe
how it can be done with WMI, ADSI, and ADO.

WMI

Here is example WMI code that prints the list of disk drives on a system:

strComputer = "." ' localhost
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objDisks = objWMI.InstancesOf("Win32_LogicalDisk")
for each objDisk in objDisks
Wscript.Echo "DeviceID: " & objDisk.DeviceID
Wscript.Echo "FileSystem: " & objDisk.FileSystem
Wscript.Echo "FreeSpace: " & objDisk.FreeSpace
Wscript.Echo "Size: " & objDisk.Size
WScript.Echo ""
next

This code does the same thing, except it targets a remote computer (srv01l) and
authenticates as the administrator account on that system:

set objLocator = CreateObject("WbemScripting.SWbemLocator")
set objWMI = objLocator.ConnectServer("srvo1", "root\cimv2", _
"srvol\administrator", "AdminPa33wd")
set objDisks = objWMI.InstancesOf("Win32_LogicalDisk")
for each objDisk in objDisks
Wscript.Echo "DeviceID: " & objDisk.DeviceID
Wscript.Echo "FileSystem: " & objDisk.FileSystem
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Wscript.Echo "FreeSpace: " & objDisk.FreeSpace
Wscript.Echo "Size: " & objDisk.Size
WScript.Echo ""

next

To authenticate as an alternate user in WMI, you simply need to replace the
GetObject call with two statements. The first is a call to CreateObject, which instanti-
ates a SWbemLocator object. With this object, you can then call the ConnectServer
method and specify the credentials for authentication. The first parameter is the
server name, the second is the WMI provider path, the third is the user, and the
fourth is the user’s password.

ADSI

With ADSI, you can use the IADsOpenDSObject::0penDSObject method to specify
alternate credentials. For example, a solution to print out the description of a
domain might look like the following:
set objDomain = GetObject("LDAP://dc=rallencorp,dc=com")
WScript.Echo "Description: " & objDomain.Get("description")
Using OpenDSObject, it takes only one additional statement to make the same code
authenticate as the administrator account in the domain.
set objLDAP = GetObject("LDAP:")
set objDomain = objLDAP.OpenDSObject( _
"LDAP://dc=rallencorp,dc=com", _
"administrator@rallencorp.com", _
"MyPassword", _
0)
WScript.Echo "Description: " & objDomain.Get("description")

ADO

It is just as easy to authenticate in ADO code. Take the following example, which
queries all computer objects in the rallencorp.com domain:

strBase = "<LDAP://dc=rallencorp,dc=com>;"

strFilter = "(&(objectclass=computer)(objectcategory=computer));"
strAttrs = "cn;"

strScope = "subtree"

set objConn = CreateObject("ADODB.Connection")
objConn.Provider = "ADsDSOObject"
objConn.Open "Active Directory Provider"
set objRS = objConn.Execute(strBase & strFilter & strAttrs & strScope)
objRS.MoveFirst
while Not objRS.EOF
Wscript.Echo objRS.Fields(0).Value
objRS.MoveNext
wend
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Now, by adding two lines (shown in bold), we can authenticate with the administra-
tor account:

strBaseDN = "<LDAP://dc=rallencorp,dc=com>;"

strFilter = "(8&(objectclass=computer)(objectcategory=computer));"
strAttrs = "cn;"

strScope = "subtree"

set objConn = CreateObject("ADODB.Connection")
objConn.Provider = "ADsDSOObject"
objConn.Properties("User ID") = "administrator@rallencorp.com"
objConn.Properties("Password") = "MyPassword"
objConn.Open "Active Directory Provider"
set objRS = objConn.Execute(strBaseDN & strFilter & strAttrs & strScope)
objRS.MoveFirst
while Not objRS.EOF
Wscript.Echo objRS.Fields(0).Value
0objRS.MoveNext
wend

To authenticate with ADO, you need to set the User ID and Password properties of
the ADO connection object. I used the user principal name (UPN) of the administra-
tor for the user ID in this example. Active Directory allows connections with a UPN
(administrator@rallencorp.com), NT 4.0-style account name (e.g., RALLENCORP\
Administrator), or distinguished name (e.g., cn=administrator,cn=users,dc=ral-
lencorp,dc=com) for the user ID.

Defining Variables and Error Checking

An important part of any script is error checking. Error checking allows your pro-
grams to gracefully identify any issues that arise during execution and take appropri-
ate action. Another good practice when writing scripts is to define variables before
you use them and clean them up after you are done with them. In this book, most of
the programmatic solutions do not include any error checking, predefined variables,
or variable clean up. While admittedly this does not set a good example, if I included
extensive error checking and variable management, it would have made this book
considerably longer with little value to you, the reader.

Error checking with VBScript is pretty straightforward. At the beginning of the
script, include the following declaration:

On Error Resume Next

This tells the script interpreter to continue even if errors occur. Without that declara-
tion, whenever an error is encountered, the script will abort. When you use On Error
Resume Next, you need to use the Err object to check for errors after any step where a
fatal error could occur. The following example shows how to use the Err object.

On Error Resume Next

set objDomain = GetObject("LDAP://dc=rallencorp,dc=com")
if Err.Number <> 0 then
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Wscript.Echo "An error occured getting the domain object: " & Err.Description
Wscript.Quit
end if

Two important properties of the Err object are Number, which if nonzero signifies an
error, and Description which contains the error message (when present).

As far as variable management goes, it is always a good practice to include the fol-
lowing at the beginning of every script:

Option Explicit

When this is used, every variable in the script must be declared or an exception will
be generated when you attempt to run the script. This prevents a mistyped name
from causing hard-to-trace errors. Variables are declared in VBScript using the Dim
keyword. After you are done with a variable, it is a good practice to set it to Nothing
so you release any resources bound to the variable, and don’t accidentally reuse the
variable with its previous value. The following code shows a complete example for
printing the display name for a domain with error checking and variable manage-
ment included:

Option Explicit
On Error Resume Next

Dim objDomain

set objDomain = GetObject("LDAP://cn=users,dc=rallencorp,dc=com")

if Err.Number <> 0 then
Wscript.Echo "An error occured getting the domain object: " & Err.Description
Wscript.Quit

end if

Dim strDescr

strDescr = objDomain.Get("description”)

if Err.Number <> O then
Wscript.Echo "An error occured getting the description: " & Err.Description
Wscript.Quit

end if

WScript.Echo "Description: " & strDescr

set objDomain = Nothing
set strDescr = Nothing

Using Command-Line Options in a Script

Most code samples you’ll see in this book use hardcoded variables. That means
when you want to change the value of a variable, you have to modify the script. A
much more flexible solution is to obtain the desired value of those variables via com-
mand-line options. All good command-line programs work this way.
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With WSH, you can retrieve the command-line options that are passed to a script by
enumerating the WScript.Arguments object. Here is an example:

set objArgs = WScript.Arguments

WScript.Echo "Total number of arguments: " & WScript.Arguments.Count

for each strArg in objArgs

WScript.Echo strArg
next

This works OK, but there is no structure to it. You can’t retrieve the value of the /foo
option by name. You can only access elements of a WScript.Arguments collection by
index number. But never fear, WSH 5.6 introduced named and unnamed argu-
ments. Let’s say we invoked the following command:

> d:\scripts\dostuff.vbs /c:test /verbose:4
This bit of code shows how you can access the /c and /verbose options:

WScript.Echo WScript.Arguments.Named.Item("c")
WScript.Echo WScript.Arguments.Named.Item("verbose")

Writing the Output of a Script to a File

In most of the code in this book, I simply print the output to STDOUT using the
WScript.Echo method. This is OK if you need an interactive script, but what if you
want to schedule one to run periodically? Printing the output to STDOUT won’t do
much good. An alternative is to write the output to a file instead. This is pretty easy
using WSH. The following code appends some text to a file:

BT SCRIPT CONFIGURATION ------

strfile = "<FilePath>" ' e.g. c:\output.txt

BEEETEE END CONFIGURATION ---------

const ForAppending = 8

set objFSO = CreateObject("Scripting.FileSystemObject")

set objFile = objFS0.OpenTextFile(strFile, constForAppending, True)
objFile.WritelLine("Script completed: " & Now)

objFile.Close

There is nothing magical here. The Scripting.FileSystemObject interface is used for
working with files. The OpenTextFile method supports different access options. The
following script is a variation of the earlier script except it opens a file for writing out
all of the running processes (overwriting any existing data in the file):

BT SCRIPT CONFIGURATION ------

strFile = "<FilePath>" ' e.g. c:\output.txt

RIEEEEE END CONFIGURATION ---------

constForhWriting = 2

set objFSO = CreateObject("Scripting.FileSystemObject")

set objFile = objFSO.OpenTextFile(strFile, constForWriting, True)

objFile.Writeline("Script started: " & Now)
objFile.WritelLine("List of processes:")
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set objWMI = GetObject("winmgmts:root\cimv2")

for each objProcess in objWMI.InstancesOf("Win32_Process")
objFile.WriteLine(vbTab & objProcess.Name)

next

objFile.WriteLine("Script completed: " & Now)
objFile.Close

Instead of WScript.Echo, you have to use the WriteLine method of the
Scripting.FileSystemObject object. If you also wanted to print the results to STD-
OUT, there is nothing to prevent you from putting a WScript.Echo statement right
before or after a WriteLine statement.

Sending the Output of a Script in Email

When you automate a task, you are being proactive. Part of being proactive is trying
to identify issues before they turn into major problems. If your scripts simply append
their status to a log file, it is unlikely you’ll learn about any problems in a timely
manner unless you are vigilantly watching over your log files. Fortunately, you can
send emails very easily from VBScript so that instead of writing to a file, you can
choose to send an email when there is a serious issue.

Here is an example script that just sends simple email:

' This code sends an email via SMTP
EIEEEEEE SCRIPT CONFIGURATION ------
strFrom = "script@rallencorp.com”

strTo = "rallen@rallencorp.com"
strSub = "Script Output"

strBody = "The script ran successfully"
strSMTP = "smtp.rallencorp.com"
BEEEEETE END CONFIGURATION ---------

set objEmail = CreateObject("CDO.Message")

objEmail.From = strFrom

objEmail.To = strTo

objEmail.Subject = strSub

objEmail.Textbody = strBody

objEmail.Configuration.Fields.Item( _
"http://schemas.microsoft.com/cdo/configuration/sendusing") = 2

objEmail.Configuration.Fields.Item( _
"http://schemas.microsoft.com/cdo/configuration/smtpserver") = _
strSMTP

objEmail.Configuration.Fields.Update

objEmail.Send

WScript.Echo "Email sent"

This code requires the use of a SMTP-enabled mail server. The email is directed
toward the mail server, which relays it to the correct destination. This script also
requires Microsoft Collaboration Data Objects (CDO) to be installed on the client
computer. This can be done by installing Outlook or by installing CDO separately
from the Microsoft site (search for “CDO” on http://msdn.microsoft.com/).
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Reading and Writing from Excel

A common question I see on newsgroups has to do with reading and writing Excel
spreadsheets from scripts. Why would you want to do this, you might ask? Well,
let’s suppose that I manage over 20 servers. I put together a small spreadsheet to
keep track of them. Now, if I want to perform a task on all of my servers with a
script, all I need to do is read information about each of the servers from the Excel
spreadsheet and I don’t have to worry about hardcoding the servers within the script.

This next script shows how to iterate over the rows in a worksheet until the script
comes across a row that does not have the first cell populated:

B SCRIPT CONFIGURATION ------
strExcelPath = "c:\data.x1s"
intStartRow = 2
EEEEEE END CONFIGURATION ---------
On Exrror Resume Next
set objExcel = CreateObject("Excel.Application")
if Err.Number <> 0 then
Wscript.Echo "Excel application not installed.”
Wscript.Quit
end if
On Exrror GoTo O

objExcel.WorkBooks.Open strExcelPath
set objSheet = objExcel.ActiveWorkbook.Worksheets(1)

intRow = intStartRow

do while objSheet.Cells(intRow, 1).Value <> ""
WScript.Echo "Row " & intRow
WScript.Echo "Cell 1: " & objSheet.Cells(intRow, 1).Value
WScript.Echo "Cell 2: " & objSheet.Cells(intRow, 2).Value
WScript.Echo "Cell 3: " & objSheet.Cells(intRow, 3).Value
WScript.Echo "Cell 4: " & objSheet.Cells(intRow, 4).Value
intRow = intRow + 1
WScript.Echo

loop

objExcel.ActiveWorkbook.Close

objExcel.Application.Quit

Wscript.Echo "Done"
In this case, I just printed the values from the first four cells. You could obviously do
more complex stuff with that information.

Now suppose I wanted to analyze the process information of a system. I could use
the taskmgr.exe program, but it doesn’t really give me the flexibility I need. Instead I
can write a script to output that information to a spreadsheet. Here is the code to do
that:

BEEEEE SCRIPT CONFIGURATION ------
strComputer = "."

strExcelPath = "d:\procs.xls"
— END CONFIGURATION ---------
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On Error Resume Next
set objExcel = CreateObject("Excel.Application")
if Err.Number <> 0 then
Wscript.Echo "Excel application not installed."
Wscript.Quit
end if
On Error GoTo O

' Create a new workbook.
objExcel.Workbooks.Add

' Bind to worksheet.

Set objSheet = objExcel.Activelorkbook.Worksheets(1)
objSheet.Name = "Processes"

' Populate spreadsheet cells with user attributes.
objSheet.Cells(1, 1).Value = "Process Name"
objSheet.Cells(1, 2).Value = "Command Line"
objSheet.Cells(1, 3).Value = "PID"
objSheet.Cells(1, 4).Value = "Owner"
objSheet.Range("A1:D1").Font.Bold = True

' Query process information

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

intProcessCount = 1

for each objProcess in objWMI.InstancesOf("Win32_Process")
' For each process, write the name, command-line options and process ID
' to the spreadsheet
intProcessCount = intProcessCount + 1
objSheet.Cells(intProcessCount,1).Value = objProcess.Name
objSheet.Cells(intProcessCount,2).Value = ObjProcess.CommandLine
objSheet.Cells(intProcessCount,3).Value = ObjProcess.ProcessID
objProcess.GetOwner strUser,strDomain
objSheet.Cells(intProcessCount,4).Value = strDomain & "\" & strUser

next

' This formats the columns

objExcel.Columns(1).ColumnWidth = 20
objExcel.Columns(2).ColumnWidth = 50
objExcel.Columns(3).ColumnWidth = 5

objExcel.Columns(4).ColumnWidth = 30

' Save the spreadsheet, close the workbook and exit.
objExcel.ActiveWorkbook.SaveAs strExcelPath
objExcel.ActiveWorkbook.Close
objExcel.Application.Quit

WScript.Echo "Done"

I included comments in the code to help you follow along with what is happening.
Pretty straightforward, isn’t it? Keep in mind that Excel must be installed on the
computer in order to run this script.
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Where to Find More Information

While it is my hope that this book provides you with enough information to per-
form the majority of Windows system administration tasks you are likely to do, it is
not realistic to think every possible task can be covered. In fact, there are easily
another five or six chapters I could have included in this book, but due to space and
time considerations it was not possible for this edition. There is a wealth of addi-
tional resources and information you can find on the Internet or in a bookstore. In
this section I cover some of the ones I use most frequently.

Help and Support Center

Windows Server 2003 comes with a new feature called the Help and Support Cen-
ter, which is available directly off the Start menu. It is a great resource of informa-
tion and it serves as the central location to obtain help information about the
operating system, applications, and installed utilities.

Command-Line Tools

If you have any questions about the complete syntax or usage of a command-line
tool used in the book, you should first look at the help information available with the
tool. The vast majority of CLI tools provide syntax information by simply passing /?
as a parameter. For example:

> netsh /?

Microsoft Knowledge Base

The Microsoft Help and Support web site is a great source of information and is
home to the Microsoft Knowledge Base (MS KB) articles. Throughout the book I
include references to pertinent MS KB articles where you can find more information
on a topic. You can find the complete text for a KB article by searching on the KB
number at the following web site: http://support.microsoft.com/default.aspx. You can
also append the KB article number to the end of this URL to go directly to the arti-
cle: http://support.microsoft.com/?kbid=.

Microsoft Developers Network

MSDN contains a ton of information on Windows Server and programmatic inter-
faces such as WMI. Throughout the book, I’ll sometimes reference MSDN pages in
recipes where applicable. Unfortunately, there is no easy way to reference the exact
page I'm referring to unless I provided the URL or navigation to the page, which
would more than likely change by the time the book was printed. Instead, I provide
the title of the page, which you can search for via the following site: http://
msdn.microsoft.com/library/.
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Web Sites

These web sites are great starting points for information that helps you perform the
tasks covered in this book:

Microsoft Windows Server home pages (http://www.microsoft.com/
windowsserver2003/default.mspx; http://www.microsoft.com/windows2000/)
These sites are the starting point for Windows Server information provided by
Microsoft. They contain links to whitepapers, case studies, and tools.

Microsoft webcasts (http://support.microsoft.com/default.aspx?scid=fh; EN-US;pwebcst)
Webcasts are on-demand audio/video technical presentations that cover a wide
range of Microsoft products. There are numerous webcasts related to Windows
Server technologies that cover such topics as disaster recovery, Windows Server
2003 upgrade, and Terminal Services deployment.

Google (http://lwww.google.com/)
Google is my primary starting point for locating information. Google is often
quicker and easier to use to search the Microsoft web sites (e.g., MSDN) than
the search engines provided on those sites.

MyITForum (http://'www.myitforum.com)
The MyITForum site has very active online forums for various Microsoft tech-
nologies. It also has a large repository of scripts.
LabMice (http://www.labmice.net/)
The LabMice web site contains a large collection of links to information on Win-
dows Server including MS KB articles, whitepapers, and other useful web sites.
Robbie Allen’s home page (http://www.rallenhome.com/)
This is my personal web site, which has information about the books I've writ-
ten and links to download the code contained in each (including this book).
Microsoft Technet script center (http://www.microsoft.com/technet/community/

scriptcenter/default.mspx)
This site contains a large collection of WSH, WMI, and ADSI scripts.

Newsgroups

Most of the Windows Server—related Microsoft newsgroups are very active and have
one or more of Microsoft’s Most Valuable Professionals (MVPs) actively responding
to questions. If you have a question and can’t find an answer, try posting to the perti-
nent newsgroup.

These are general-purpose Windows Server newsgroups:

* microsoft.public.windows.server.general

* microsoft.public.win2000.general
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Each of these newsgroups covers a specific Windows Server technology:

* microsoft.public.windows.server.security

* microsoft.public.win2000.security

* microsoft.public.inetserver.iis

* microsoft.public.windows.server.active_directory
* microsoft.public.win2000.active_directory

* microsoft.public.windows.server.dns

* microsoft.public.win2000.dns

* microsoft.public.exchange2000.general
These are the scripting-related newsgroups:

* microsoft.public.scripting.vbscript

* microsoft.public.scripting. wsh

* microsoft.public.windows.server.scripting

* microsoft.public.win32.programmer.wmi

* microsoft.public.adsi.general

* microsoft.public.active.directory.interfaces

If you have a question about a particular topic, a good starting point is to search the
newsgroups using Google Groups (http://groups.google.com/). Just like Google’s web
search engine, Google’s group search engine is an invaluable resource. Another good

resource is the following Yahoo! Group: http://groups.yahoo.com/group/
adsianddirectoryservices.

Books

In addition to the Resource Kit books, the following books are invaluable resources
for Windows Server system administration:

The Ultimate Windows Server 2003 System Administrator’s Guide by Robert Will-
iams and Mark Walla (Addison-Wesley)
This book is a good all-purpose tutorial on Windows Server 2003.

Windows Server 2003 in a Nutshell by Mitch Tulloch (O’Reilly)

This is a great reference guide for Windows Server 2003.
Microsoft Windows 2000 Scripting Guide by Microsoft Windows Server Resource Kit
Team (MS Press)

This book is one of the best available on scripting with Windows 2000.

Active Directory Cookbook by Robbie Allen (O’Reilly)
If you like the book you are reading now and want to learn more about Active
Directory, you’ll want to check out this book.
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Magazines

A good way to stay current with the latest industry trends and system administration
techniques is by reading magazines. Here are a few good ones you should consider
subscribing to:

Windows IT Pro Magazine (http://lwww.windowsitpro.com/)
This is a general-purpose monthly magazine for system administrators that sup-
port Microsoft products. The articles contributed by industry experts are infor-
mative and provide unique insight into common issues system administrators
face.

Windows Scripting Solutions (http://www.winnetmag.com/WindowsScripting/)
This is a useful monthly newsletter that covers all aspects of scripting in the
Windows environment. You'll see a little bit of everything in this newsletter.

Security Administrator (http://www.winnetmag.com/WindowsSecuritylndex.cfm)
Security is an important part of any system administrator’s job these days. With
this newsletter you’ll be able to stay abreast of the latest Windows security
issues.
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CHAPTER 2
System Configuration

2.0 Introduction

There are many useful customizations you can make after installing the operating
system. Some of the configuration options I cover in this chapter include setting the

“time and date, joining a server to a domain, configuring page files, and configuring
startup and failure options. I then cover some settings that disable annoying Win-
dows features. These aren’t terribly important from a performance point of view, but
are down-right necessary to reduce your frustration level when dealing with a server.
Good examples of this include disabling the Manage/Configure Your Server Wizard
and the Windows Server 2003 Shutdown Tracker.

Using a Command-Line Interface

Commands to help configure Windows Server are not in short supply. In Table 2-1, I
list all the command-line utilities I use in this chapter along with where each can be
found.

Table 2-1. Command-line tools used in this chapter

Tool Windows Server 2003 Windows 2000 Server Recipes
bootcfy 9%SystemRoot%\system32 N/A 214
compname http://www.willowhayes.co.uk/ http://www.willowhayes.co.uk/ 28
date CMD shell CMD shell 27
dsmod %SystemRoot%\system32 N/A 210
hostname 9%SystemRoot%\system32 9%SystemRoot%\system32 28
msoobe %SystemRoot%\system32\oobe N/A 21
net %SystemRoot%\system32 %SystemRoot%\system32 22,27
netdom Windows 2003 Support Tools Windows 2000 Support Tools 2.8-2.10
nitest Windows 2003 Support Tools Windows 2000 Support Tools 210
psinfo http://sysinternals.com/ http://sysinternals.com/ 26,2.16
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Table 2-1. Command-line tools used in this chapter (continued)

Tool : Windows Server 2003 Windows 2000 Server e Redipes -

reg %SystemRoot%\system32 Windows 2000 Support Tools 22,23,27,2.12,
2.15,2.17,2.18

setx Windows 2003 Support Tools Windows 2000 Resource Kit 21

shutdown 9%6SystemRoot%\system32 Windows 2000 Resource Kit 2.8,2.19

srvinfo Windows 2003 Resource Kit Windows 2000 Resource Kit 2.6,2.16

systeminfo 9%SystemRoot%\system32 N/A 26,2.12,2.16

time CMD shell CMD shell 27

wmic 9%SystemRoot%\system32\wbem N/A 2.6,2.11,2.15

Using VBScript

When it comes to querying and configuring basic system properties of a server, WMI
fits the bill in most cases. I use a variety of WMI classes throughout the chapter,
which I've listed in Table 2-2.

Table 2-2. WMI classes used in this chapter

WMI Class ;  Redipes
StdRegProv 23,28,217,2.18
Win32_BI0S 2.6
Win32_ComputerSystem 26,28,29,2.14
Win32_Environment 21
Win32_Localtime 27
Win32_0SRecoveryConfiguration 215
Win32_0peratingSystem 26,2.8,2.16,2.19
Win32_PageFileUsage 212
Win32_Processor 26
Win32_TimeZone 27

Win32_WindowsProductActivation 2.1

2.1 Activating Windows Server 2003

Problem

You want to activate or view the activation status of a Windows Server 2003 system.
Microsoft requires that you activate Windows Server 2003 within 30 days of installa-
tion to validate you have a legal copy of the software.
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Solution

Using a graphical user interface
1. From the Start menu, select All Programs — Activate Windows.

2. Select whether you want to activate by phone or over the Internet.

Using a command-line interface

The following command opens the Activation wizard described in the previous section:

> %systemroot%\system32\oobe\msoobe /a

There are no options that can activate the computer silently from the command line.

Using VBScript

' This code activates a Windows Server 2003 system.
BEEEEE SCRIPT CONFIGURATION ------
strComputer = "."

boolActivateOnline = True ' If this is true, boolActivateOffline should
' be false

boolActivateOffline = False ' If this is true, boolActivateOnline should
' be false
strOfflineConfirmationCode = "1234-5678" ' if Activating offline, you need
' specify a confirmation code
EETEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colWPA = objWMI.InstancesOf("Win32_WindowsProductActivation")
for each objWPA in colWPA
WScript.Echo "Activation Settings:"
Wscript.Echo " Activation Required: " & objWPA.ActivationRequired
Wscript.Echo " Caption: " & objWPA.Caption
Wscript.Echo " Description: " & objWPA.Description
Wscript.Echo " Notification On: " & objWPA.IsNotificationOn
Wscript.Echo " Product ID: " & objWPA.ProductID
Wscript.Echo
Wscript.Echo " Remaining Grace Period: " & objWPA.RemainingGracePeriod
Wscript.Echo Server Name: " & objWPA.ServerName
Wscript.Echo " Setting ID: " & objWPA.SettingID
WScript.Echo

if objWPA.ActivationRequired = True then
if boolActivateOnline = True then
intRC = objWPA.ActivateOnline
if intRC <> 0 then
WScript.Echo "Error activating online: " & intRC
else
WScript.Echo "Successfully activated online"
end if
end if

Remaining Eval Period: " & objWPA.RemainingEvaluationPeriod

Activating Windows Server 2003
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if boolActivateOffline = True then
intRC = objWPA.ActivateOffline(strOfflineConfirmationCode)
if intRC <> 0 then
WScript.Echo "Error activating offline: " & intRC
else
WScript.Echo "Successfully activated offline"
end if
end if
end if
next

Discussion

Microsoft estimates that it has lost billions of dollars due to pirated, or illegally cop-
ied, software. Microsoft Product Activation (MPA) is a new technology used to
reduce software piracy. Microsoft has integrated MPA into their most recent operat-
ing systems (i.e., Windows XP and Windows Server 2003) and some consumer appli-
cations (e.g., Microsoft Office). MPA is designed to prevent casual copying. For
example, let’s say you buy a single copy of Windows XP from Best Buy, install it on
your computer, and then lend the CD to a friend who installs it on his computer.
The second copy is considered pirated and not legitimate under MPA.

MPA is an umbrella term for the various Microsoft activation technologies such as
Windows Product Activation (WPA) and Office Activation Wizard (OAW). You can
run an unactivated copy of Windows for up to 30 days before you must activate it to
use the system further. Over those 30 days, you are periodically reminded to activate
Windows via a pop-up window from the system tray. The longer you wait the more
frequent these notifications become. And they can be down right aggravating if you
don’t plan to activate the system for a number of days. Fortunately, you can disable
these notifications. Here is a small script that does it:
strComputer = "."

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colWPA = objWMI.InstancesOf("Win32_WindowsProductActivation")
for each objWPA in colWPA

objWPA. SetNotification(0)
next

Just don’t forget that you still need to activate the system!

The activation process is an anonymous and relatively quick operation. No person-

" ally identifiable information is needed to activate the product. There are three differ-
ent ways you can activate Windows. First, you can use a broadband connection over
the Internet. This requires that ports 80 and 443 (HTTP and HTTPS) are open
through your firewall, which if you use the Internet they undoubtedly are. Second,
WPA can automatically connect to the Internet using a modem. And third, you can
call a toll-free number to activate it over the phone.

If you have questions about WPA, see MS KB 302878, which is the MPA FAQ.
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See Also

MS KB 291983 (Ports That Are Used by Windows Product Activation), MS KB
291997 (How to Activate Windows XP Using an Unattend.txt File), MS KB 302806
(Description of Microsoft Product Activation), MS KB 302878 (Frequently Asked
Questions about Microsoft Product Activation), MS KB 325510 (Support WebCast:
Microsoft Windows XP and Office XP: Understanding the New Mandatory Product
Activation), and MS KB 326851 (Activation and Registration of a Microsoft Product)

2.2 Configuring Automatic Updates

Problem

You want to configure how updates are applied using the Automatic Updates feature.
Solution

Using a graphical user interface

To configure Automatic Updates locally on a system, do the following:
1. Open the System applet in the Control Panel.
2. Select the Automatic Updates tab.

3. Check the box beside Keep my computer up to date to enable Automatic
Updates.

4. Once you have done that, the radio buttons under Settings will become active.
Select how you want to be notified about new updates and whether you want to
automatically install them.

5. Click OK when you are done.
To configure Automatic Updates using Group Policy, do the following:

1. Open the Group Policy Management Console.

2. In the left pane, navigate to the group policy object (GPO) you want to modify.
3. Right-click the target GPO and select Edit.
4

. In the left pane of the Group Policy Object Editor, expand Computer Configura-
tion - Administrative Templates - Windows Update.

5. In the right pane, double-click the setting you want to configure.

Using a command-line interface

The following commands enable Automatic Updates to automatically download new
updates and notify when installation is ready to proceed:

> reg add HKLM\Software\Policies\Microsoft\Windows\WindowsUpdate\AU /t REG_DWORD /v
NoAutoUpdate /d 0
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> reg add HKLM\Software\Policies\Microsoft\Windows\WindowsUpdate\AU /t REG_DWORD /v
AUoOptions /d 3

> net stop wuauserv

> net start wuauserv

You must restart the Automatic Updates service before the changes take effect. See
the Discussion for the complete list of Automatic Updates—related registry values.

The following commands, placed in a batch file, will enable Automatic Updates to
automatically download new updates from a Software Update Services (SUS) v1.1
Server and notify when installation is ready to proceed:

set SUSSERVER=<SUSServerName>
net stop wuauserv
if exist temp.reg del temp.reg

echo Windows Registry Editor Version 5.00>>temp.reg

echo.>>temp.reg

echo [HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate]>>temp.reg
echo "WUServer"="http://%SUSSERVER%">>temp.reg

echo "WUStatusServer"="http://%SUSSERVER%">>temp.reg

echo.>>temp.reg

echo [HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Windows\WindowsUpdate\AU]>>
temp.reg

echo "NoAutoUpdate"=dword:00000000>>temp.reg

echo "AUOptions"=dword:00000003>>temp.reg

echo "UseWUServer"=dword:00000001>>temp.reg

echo "ScheduledInstallDay"=dword:00000001>>temp.reg

echo "ScheduledInstallTime"=dword:00000003>>temp.reg

echo.>>temp.reg

echo [HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\WindowsUpdate\Auto
Update]>>temp.reg

echo "AUState"=dword:00000002>>temp.reg

echo "LastWaitTimeOut"="2000.01.01 00:00:01">>temp.reg

echo "SusServerVersion"=dword:00000001>>temp.reg

echo "ConfigVer"=dword:00000001>>temp.reg

regedit /s temp.reg
del temp.reg
net start wuauserv

&8

Thanks to Michael B. Smith for providing this code.

Discussion

Patching systems is a critical issue system administrators face today. Many of the
viruses and worms that spread like wildfire throughout the Internet could have been
prevented if administrators had been more diligent in applying security updates.
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With Windows 2000 SP2, Microsoft introduced Automatic Updates, which lets your
computers automatically download and install these updates from Microsoft.

In the late 1990s, you couldn’t blindly trust new patches from Microsoft, so you had
to test them thoroughly before deploying them. Now, patches are much more reli-
able. You also don’t have as much time to test them to ensure they won’t introduce
new problems. These factors make Automatic Updates a good solution to solve the
problem. You can have updates download automatically and decide whether they
should be installed automatically, periodically, or manually.

If you have many computers, you should consider using Software Update Services,
SUS, (http://www.microsoft.com/windowsserversystem/sus/default.mspx) or Windows
Update Services, WUS. These tools let you download updates to a central server
from which internal computers can install the updates. There are two distinct advan-
tages to this approach. First, you can optimize network utilization for the updates by
downloading them only once. Second, you can selectively choose which updates cli-
ents will install. This gives you more control over how and where updates are
installed in your environment.

The command-line batch file presented in the command-line solution is suitable,
with modifications for your environment, to use for deploying SUS via registry con-
trol. While not as elegant as a group policy-based solution, it has the advantage of
allowing you to easily customize SUS options for differing groups of computers (for
example, you may wish for workstation computers to automatically reboot after
patch application, but you almost certainly do not wish that to occur for server com-
puters). This is a feature that will be built into WUS.

The command-line batch file also illustrates a mechanism for forcing the Automatic
Updates service to restart a full update cycle. The last four echo commands cause the
service to basically behave as if it had never been executed before. This corrects what
I see as a bug in SUS—if additional patches are approved after a computer has
already downloaded patches, but before it has installed them (and rebooted if neces-
sary), then the Automatic Updates service will not process them until all of the prior
patches have been installed.

There are desired scenarios that cannot feasibly be automated with SUS. Most of
these limitations are expected to be overcome in WUS when it is released some time
in 2005.

Using this batch file, in combination with psexec and the shutdown tool can allow you to
fully manage your patch application needs for small- to medium-sized environments.
For an example of a well-developed and full-featured script utilizing this concept, see
http://googleit.aptonline.net/pages/cmdscripts.html#SUSUR. Large environments will
likely be utilizing Microsoft’s SMS or another centralized deployment application.

The SUS whitepaper (Patch Management Using Software Update Services 1.0 SP1
available at http://www.microsoft.com/downloads/details.aspx Familyld=38D7E99B-
E780-43E5-AA84-CDF6450D8F99¢&displaylang=en) contains detailed information
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about all of the Automatic Updates service registry keys and their impact on SUS. MS
KB 328010 contains a much more concise set of material suitable for most needs.

See Also

MS KB 294871 (Description of the Automatic Updates feature in Windows), MS KB
327850 (How to configure and use Automatic Updates in Windows 2000), MS KB
327838 (HOW TO: Schedule Automatic Updates in Windows XP, Windows 2000,
or Windows Server 2003), and MS KB 328010 (How to configure automatic updates
by using Group Policy or registry settings)

2.3 Disabling Windows Update

Problem

You want to prevent a user from running Windows Update or Automatic Updates.

Solution

Using a graphical user interface

1. Open the Group Policy Management Console.

2. In the left pane, navigate to the GPO you want to modify.
3. Right-click the target GPO and select Edit.
4

. In the left pane of the Group Policy Object Editor, expand User Configuration
— Administrative Templates — Start menu and Taskbar.

5. In the right pane, double-click Remove links and access to Windows Update
(for Windows Server 2003) or Disable and Remove Links to Windows Update
(for Windows 2000).

6. Select Enable and click OK.

Using a command-line interface

To disable Windows Update for all users who haven’t logged in previously, run the
following command:

> reg add HKU\.DEFAULT\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer /t
REG_DWORD /v NoWindowsUpdate /d 1

To disable Windows Update for the user who is currently logged on, run the follow-
ing command:

> reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer /t REG_
DWORD /v NoWindowsUpdate /d 1
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Using VBScript

' This code disables Windows Update in the .Default profile.

BEEEEEEE SCRIPT CONFIGURATION ------

strComputer = "."

BEEEEEE END CONFIGURATION ---------

const HKEY_USERS = &H80000003

strkey = ".DEFAULT\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer"
set objReg=GetObject("winmgmts:\\" & strComputer & "\root\default:StdRegProv")
objReg.SetDwordValue HKEY_USERS, strKey, "NoWindowsUpdate", 1

WScript.Echo "Windows Update disabled in .Default profile"

Discussion

If you are using SUS or some other patch management system to distribute updates
to your client-base, you may not want your clients accessing the Microsoft Windows
Update site (http://windowsupdate.microsoft.com/). One of the reasons to use some-
thing like SUS is so your users don’t have to download the same updates over the
Internet from Microsoft. If you leave Windows Update turned on, there is nothing to
prevent them from doing it.

Fortunately, there is an easy way to disable it. You can use Group Policy to force the
change to apply across a group of users (the Windows Update disablement settings
are available only in the User Configuration section of a GPO). Or you can use the
command-line or VBScript solutions to disable it via a login script or manually if
need be.

Once this setting is in effect, a user will not see the Windows Update link in the Start
Menu or Internet Explorer, and if the user attempts to access the Windows Update
site, he will get a message indicating that Windows Update has been disabled for his
computer.

See Also

MS KB 326686 (“Windows Update Was Disabled by Your System Administrator”
Error Message)

2.4 Installing or Uninstalling a Windows
Component

Problem

You want to install or uninstall a Windows Component.
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Solution

Using a graphical user interface
1. From the Control Panel, open the Add or Remove Programs applet.
2. Click on Add/Remove Windows Components.
3. Click on the component you are interested in.
4

. If there are subcomponents, the Details button will become active. Click on it.
Check the box beside the components you want to install. When you are done,
click OK.

5. Click Next. At this point the component(s) will be installed.

6. Click Finish to close the screen.

Using a command-line interface

Create an answer file using a text editor, such as notepad.exe. Here is an example
answer file that would install the DNS Server service:

[netoptionalcomponents]
dns=1

See the Discussion section for more on answer files.

Next, run the sysocmgr utility with following parameters (assuming you named the
answer file c:\comp_install.txt):

> sysocmgr /i:%windirX\inf\sysoc.inf /u:c:\comp_install.txt

W 8
N The sysocmgr utility has additional options for suppressing dialog
boxes (/x and /q). For the complete list of sysocmgr options, run
~ 948 sysocmgr /? from a command line.

Using VBScript
Unfortunately, there are no scripting interfaces for installing Windows Components.
However, you can run the sysocmgr command from the previous section directly
within a batch script (.bat extension) or using the WScript.Shell Run method within
VBScript.

' This code simulates the same steps from the command-line solution.

' First, an answer file is created containing the parameters to install
the DNS Server. Then the sysocmgr command is invoked to perform the

installation.
strFile = "c:\comp_install.txt"

'

constForWriting = 2

set objFSO = CreateObject("Scripting.FileSystemObject")

set objFile = objFSO.OpenTextFile(strFile, constForWriting, True)
objFile.WriteLine("[netoptionalcomponents]")
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objFile.WritelLine("dns=1")
objFile.Close

set objWshShell = WScript.CreateObject("WScript.Shell")
intRC = objWshShell.Run("sysocmgr /i:%windir%\inf\sysoc.inf /u:" & _
strFile, 0, TRUE)
if intRC <> 0 then
WScript.Echo "Error returned from sysocmgr command: " & intRC
else
WScript.Echo "Windows Component installed"
end if

Discussion

A Windows Component is an optional feature of the operating system. A Windows
Component can be anything from server service, such as DNS, to a small applica-
tion, like Calculator. You’ve undoubtedly used the steps I described in the graphical
solution to install a Windows Component before. Fewer people are as familiar with
the command-line (and VBScript) solutions.

You can script the installation (and uninstallation for that matter) of Windows Com-
ponents using the sysocmgr.exe utility. All you need is an answer file that contains
the components to install or uninstall. This can in fact be the same answer file you
use to do unattended installations. Sysocmgr.exe reads only the [Components] and
[Netoptionalcomponents] sections of an answer file. To see all the available compo-
nents you can include in these sections, you need to look at the unattended refer-
ence documentation that is available on the Windows Server CDs for Windows 2000
and Windows Server 2003.

On a Windows 2000 CD, navigate to \SUPPORT\TOOLS\ and open the deploy.cab
file. Within deploy.cab is a file named unattend.doc, which you’ll need to extract and
open. This file contains all answer file settings. On a Windows Server 2003 CD, you
also need to open \SUPPORT\TOOLS\deploy.cab, but instead you want to extract
ref.-chm from it. Within ref.chm is a section entitled Unattend.txt, which contains all
of the settings.

Again, you’ll want to look at the [Components] and [Netoptionalcomponents] sections
of the reference documentation. For [Components] there are over 80 different entries
you can use and for [Netoptionalcomponents] there are 13 possible entries. One dif-
ference to note about the two sections is that you enable or disable components in
the [Components] section using on (to install) or off (to uninstall) and for the
[Netoptionalcomponents] section you use 1 (to install) or 0 (to uninstall).

Here is a sample answer file that installs IIS and the DNS Server service:

[Components ]

iis_common = on

iis_www = on
iis_www_vdir_scripts = on
iis_inetmgr = on
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fp_extensions = on
iis_ftp = on
netoc = on

[NetOptionalComponents]
dns=1

L)

~ “
L)
[ 19
<

Answer files are case insensitive, so DNS=1 is the same as dns=1.

See Also
MS KB 222444 (How to Add or Remove Windows Components with Sysocmgr.exe)

2.5 Installing an Application or Service Pack

via Group Policy

Problem

You want to push an application or service pack to a group of users or computers
using group policy.

Solution

Using a graphical user interface

1.
2.

Open the Group Policy Management snap-in.

In the left pane, navigate to the GPO you want to modify. Left-click on it and
select Edit.

. If you want to publish an application to computers the GPO applies to, expand

Software Settings under Computer Configuration. If you want it to apply to
users, expand Software Settings under User Configuration.

. Right-click Software installation and select New — Package.
. Enter the UNC path of the location of the MSI installation file (even if it resides

on a local drive on the domain controller.

. Select the MSI file and click Open.

. Select Assigned if you want this application to be installed automatically on each

client the GPO applies to. Select Published if you want this application to be
downloaded and made available to be installed via an Add/Remove Programs
applet if the client chooses to install it (this option is only available for the User
Configuration section of a GPO).

. Click OK.
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Discussion

You can use group policy to install applications, hotfixes, and service packs on serv-
ers. The preferred method for installation is to use Microsoft Installer files, but you
can also use something called a ZAW down-level application package (ZAP) file to
do non-MSI-based installations (for example, using Setup.exe instead). ZAP installa-
tions can be configured only in the User Configuration section of a GPO. For more
on ZAP installations, see MS KB 231747.

When you assign an application to the User Configuration section of a GPO, the
application is automatically installed the next time targeted users log into a com-
puter. When an application is assigned to the Computer Configuration section of a
GPO, it is installed the next time the GPO is refreshed on targeted computers (or
when the computers reboot). In both cases, the application installation is finalized
the first time a user actually runs the program.

Publishing an application is a little different. You can publish an application only in
the User Configuration section of a GPO, not the Computer Configuration section.
After you publish an application, it will show up in the Add/Remove Programs
applet and be available for the user to install on demand.

)
ey You can force a GPO to be refreshed on a client using the secedit or
"‘.‘: R gpupdate utilities. For more information, see MS KB 203607 for Win-

* ks dows 2000 or MS KB 298444 for Windows XP and Windows Server
© 2003.

You can do much more than just basic assigning and publishing of applications with
GPOs. You can also upgrade and remove applications. For a quick overview of those
processes, see MS KB 314934. You can also use the GPO software installation fea-
ture to install service packs on your clients. See MS KB 278503 for more information
on how to install a service pack using a GPO.

See Also

MS KB 203607 (HOW TO: How to Modify the Default Group Policy Refresh Inter-
val), MS KB 257718 (HOW TO: Create Third-Party Microsoft Installer Package
(MSD)), MS KB 278503 (Best Practices for Using Update.msi to deploy Service
Packs), MS KB 302430 (How to assign software to a specific group by using a Group
Policy), MS KB 314934 (HOW TO: Use Group Policy to Remotely Install Software
in Windows 2000), MS KB 324750 (HOW TO: Assign Software to a Specific Group
By Using a Group Policy in the Windows Server 2003 Family), and MS KB 816102
(HOW TO: Use Group Policy to Remotely Install Software in Windows Server 2003)
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2.6 Viewing System Properties

Problem

You want to view the system properties of a server. These properties include operat-
ing system version, system manufacturer and model, processors, memory, and logon
domain to name a few.

Solution

Using a graphical user interface

From the Start menu, select All Programs (or Programs on Windows 2000) — Acces-
sories — System Tools — System Information.

You can also get some system information by going to Start - Run. Type WinVer and
click OK.

If you want to view the installed hardware on a machine, go to Start - Run. Type
devmgmt.msc and click OK.

Using a command-line interface

There are numerous ways to get system information from the command line. You
can run the new Windows Server 2003 utility, systeminfo.exe against Windows 2000,
Windows XP, or other Windows Server 2003 systems. Use the /s option to run the
command against a remote server as in this example:

> systeminfo /s <ServerName>

The srvinfo.exe utility, which is available in the Windows Server 2003 and Windows
2000 Resource Kits, can also retrieve system information remotely. It displays a list
of installed services, service packs, and hotfixes.

> srvinfo \\<ServerName>

Lastly, the Sysinternals psinfo.exe tool retrieves similar information for a local or
remote system. The tool has options for viewing hotfixes (-h option), software (-s
option), and disk volume (-d option) information.

> psinfo -h -s -d \\<ServerName>

Using VBScript

' This code prints system information similar to the systeminfo command.
ECEEETE SCRIPT CONFIGURATION ------

strComputer = "." ' e.g. rallen-srvo1

Lo END CONFIGURATION ---------

set dicProductType = CreateObject("Scripting.Dictionary")
dicProductType.Add 1, "Workstation"

dicProductType.Add 2, "Domain Controller”
dicProductType.Add 3, "Standalone Server"
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set objWMIDateTime = CreateObject("WbemScripting.SWbemDateTime")

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set col0S = objWMI.InstancesOf("Win32_OperatingSystem")
for each obj0S in col0S
Wscript.Echo "Host Name: " & objOS.CSName
Wscript.Echo "0S Name: " & objOS.Caption
Wscript.Echo "0S Version: " & obj0S.Version & " Build " & objOS.BuildNumber
Wscript.Echo "0S Manufacturer: " & objOS.Manufacturer
Wscript.Echo "0S Configuration: " & dicProductType.Item(objOS.ProductType)
Wscript.Echo "0S Build Type: " & obj0S.BuildType
Wscript.Echo "Registered Owner: " & objOS.RegisteredUser
Wscript.Echo "Registered Organization: " & objOS.Organization
Wscript.Echo "Product ID: " & objOS.SerialNumber
objWMIDateTime.Value = objOS.InstallDate
Wscript.Echo "Original Install Date: " & objWMIDateTime.CGetVarDate
objWMIDateTime.Value = objOS.LastBootUpTime
Wscript.Echo "System Up Time: " & objWMIDateTime.GetVarDate
Wscript.Echo "Windows Directory: " & objOS.WindowsDirectory
Wscript.Echo "System Directory: " & objOS.SystemDirectory
Wscript.Echo "BootDevice: " & obj0S.BootDevice
Wscript.Echo "System Locale: " & obj0S.Locale
Wscript.Echo "Time Zone: " & "GMT" & obj0S.CurrentTimezone
Wscript.Echo "Total Physical Memory: " & _
round(objOS.TotalVisibleMemorySize / 1024) & " MB"
Wscript.Echo "Available Physical Memory: " & _
round(objOS.FreePhysicalMemory / 1024) & " MB"
Wscript.Echo "Page File: Max Size: " & _
round(objOS.TotalVirtualMemorySize / 1024) & " MB"
Wscript.Echo "Page File: Available: " & _
round(objOS.FreeVirtualMemory / 1024) & " MB"
next

set colCS = objWMI.InstancesOf("Win32_ComputerSystem")
for each objCS in colCS
Wscript.Echo "System Manufacturer: " & objCS.Manufacturer
Wscript.Echo "System Model: " & objCS.Model
Wscript.Echo "System Type: " & objCS.SystemType
WScript.Echo "Domain: " & objCS.Domain
Wscript.Echo "Processor(s): " & objCS.NumberofProcessors & _
" Processor(s) Installed."
next

intCount = 0
set colProcs = objWMI.InstancesOf("Win32_Processor")
for each objProc in colProcs
intCount = intCount + 1
Wscript.Echo vbTab & "[" & intcount & "]: " & _
objProc.Caption & " ~" & objProc.MaxClockSpeed & "Mhz"
next

set colBIOS = objWMI.InstancesOf("Win32_BIOS")
for each objBIOS in colBIOS

Wscript.Echo "BIOS Version: " & objBIOS.Version
next
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Discussion

One command-line tool I didn’t mention in the solutions is wmic.exe. While it isn’t
available for Windows 2000, it is very handy on Windows Server 2003. I can simu-
late pretty much everything that the scripting solution does in four commands. Here
they are:

> wmic os list full

> wmic computersystem list full

> wmic cpu list full

> wmic bios list full
These commands actually print out more information than the scripting solution
because they display all of the properties from the associated classes, not just the
ones I chose to display. To run wmic against a remote computer, use the /node
option and be sure to enclose the target server name in quotes:

> wmic /node:"srv01" os list full

2.7 Setting the System Time, Date,
and Time Zone

Problem

You want to set the system time, date, and time zone.

Solution

Using a graphical user interface

1. From the Control Panel, open the Date and Time applet. This can also be
accomplished by double-clicking the clock on the system tray or running
timedate.cpl from the command line.

2. You can configure the year, month, day, and time on the Date & Time tab and
the time zone on the Time Zone tab.

3. On Windows Server 2003, you can configure clock synchronization (Network
Time Protocol (NTP) settings) from the Internet Time tab if the system is not
part of a domain. If it is member of a domain, then the clock is synchronized
automatically from an Active Directory domain controller.

Using a command-line interface

The following commands set the time to 11:02 p.m. and the date to November 1,
2005:

> time 23:02:00
> date 11/01/2005
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The date format may vary depending on your locale.

Run this command to display the current date, time, and time zone:
> date /t & time /t & w32tm -tz
You can use this command to display time zone information from the registry:
> reg query \\<ServerName>\HKLM\SYSTEM\CurrentControlSet\Control\TimeZoneInformation
This command sets the SNTP server list:
> net time /setsntp:<ServerlList>
For example:
> net time /setsntp:mytime.rallencorp.com,time.windows.com
This command queries the SNTP server:
> net time /querysntp
This command forces the local system to sync its time from the time source:

> net time /set

Using VBScript

' This code displays the local date, time, and time zone on a target computer
BEETTEE SCRIPT CONFIGURATION ------
strComputer = "." ' e.g. rallen-srvol
BEEEEEE END CONFIGURATION ---------
WScript.Echo "Current time using Now function:
WScript.Echo vbTab & Now

set dicDaysOfWleek = CreateObject("Scripting.Dictionary")
dicDaysOfWeek.Add 0, "Sun"
dicDaysOfWeek.Add 1, "Mon"
dicDaysOfWeek.Add 2, "Tue"
dicDaysOfWeek.Add 3, "Wed"
dicDaysOfWeek.Add 4, "Thu"
dicDaysOfWeek.Add 5, "Fri"
dicDaysOfWeek.Add 6, "Sat"

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

set objDateTime = objWMI.Get("Win32_Localtime=@")

WScript.Echo "Current time using WMI: "

WScript.Echo vbTab & dicDaysOfWeek.Item(objDateTime.DayOfWeek) & " " & _
objDateTime.Month & "/" & objDateTime.Day & "/" & _
objDateTime.Year & " " & objDateTime.Hour & ":" & objDateTime.Minute

WScript.Echo "Time zone:"

set colTZ = objWMI.ExecQuery("select * from Win32_TimeZone")

for each objTZ in colTZ

Wscript.Echo vbTab & objTZ.Caption
next
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The easiest way to set the time and date via a script is by shelling out to the time and
date commands, but this means the script must be run locally. Here is an example:

WScript.Echo "Current time: " & Now

strCommand = "cmd.exe /c time 23:02:00"
set objWshShell = WScript.CreateObject("WScript.Shell")
intRC = objWshShell.Run(strCommand, 0, TRUE)
if intRC <> 0 then

WScript.Echo "Error returned from time command: " & intRC
else

WScript.Echo "time command completed successfully"
end if

strCommand = "cmd.exe /c date 11/01/2004"
intRC = objWshShell.Run(strCommand, 0, TRUE)
if intRC <> 0 then
WScript.Echo "Error returned from date command: " & intRC
else
WScript.Echo "date command completed successfully"
end if

WScript.Echo "New time: " & Now

W N

If you want to set the time remotely, use the psexec command.
"

.

Discussion

If your server is part of a workgroup or NT 4 domain, you must manually configure
the time and date settings on it. You can either set the time and date based on some
external time source (such as your watch) or you can configure the server to synch
from a time server. The latter is the preferred method because as long as the time
server you are pointing your servers to has the correct time, your servers will have the
correct time. If your server is part of an Active Directory domain, it will automati-
cally sync its time from a domain controller.

Time and date synchronization is handled by the Windows Time service
(W32Time), which was originally developed for Windows 2000 and is a compliant
implementation of RFC 1769—Simple Network Time Protocol (SNTP). For Win-
dows Server 2003, W32Time was updated to support NTP, a more accurate proto-
col than SNTP.

W32Time is highly configurable via the registry. See MS KB 223184 for the list of
registry settings you can configure for Windows 2000. A similar KB article has not
been produced yet showing the differences for Windows Server 2003.

For a good whitepaper on the Windows 2000 Time service, visit the following URL:
http:/lwww.microsoft.com/windows2000/docs/wintimeserv.doc.
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For more on the Windows Server 2003 Time service, visit the following URL: http://
www.microsoft.com/Resources/Documentation/windowsserv/2003/all/techref/en-us/
W2K3TR_times_intro.asp.

See Also

RFC 1305, RFC 1769, MS KB 216734 (How to Configure an Authoritative Time
Server in Windows 2000), MS KB 223184 (Registry Entries for the W32Time Ser-
vice), MS KB 247873 (Description of Date and Time Format Standards), MS KB
258059 (How to Synchronize the Time on a Windows 2000-Based Computer in a
Windows NT 4.0 Domain), MS KB 262680 (A List of the Simple Network Time Pro-
tocol Time Servers That Are Available on the Internet), and MS KB 816043 (HOW
TO: Turn On Debug Logging in the Windows Time Service)

2.8 Setting the Name of a Server

Problem

You want to configure the host name for a server.
Solution

Using a graphical user interface

1. From the Control Panel, open the System applet.
. Select the Computer Name tab (or Network Identification on Windows 2000).
. Click the Change button (or Properties on Windows 2000).

. Enter the new name in the Computer name field.

b A W N

. If the computer is a member of the domain, you will be prompted for creden-
tials to use for renaming the account in the domain unless you are logged in with
a domain administrator account.

. Click OK.

7. Click OK to confirm that you’ll need to restart (this won’t actually restart the
computer).

8. Click OK again.

9. Click Yes if you want to restart now or No to restart later.

(@)

Using a command-line interface
Use this command to display the current computer name:

> hostname
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The compname.exe utility, which is available from http:/'www.willowhayes.co.uk/,
can also display the current computer name:

> compname /s
But this command can also do a whole lot more. This changes a computer’s name:
> compname /c <NewServerName>

The truly powerful feature of compname is its ability to name a system based on cer-
tain variables (or what it calls templates). You can name a computer based on its
serial number, UUID, MAC address, and date, among other things. The following
example changes a computer name to contain its serial number at the end:

> compname /c pc-?s
Run compname /? for more information on the available templates.

This is a registry-based method for setting a computer’s name:

> reg add \\<CurrentServerName>\HKLM\SYSTEM\CurrentControlSet\Services\Tcpip\
Parameters /v "NV Hostname" /d <NewServerName>

> reg add \\<CurrentServerName>\HKLM\SYSTEM\CurrentControlSet\Control\ComputerName\
ComputerName /v ComputerName /d <NewServerName>

> shutdown \\<CurrentServerName> /x

If the computer is already part of a domain and you use either the compname or reg-
istry methods, the computer’s domain account will become out of sync and it will no
longer be able to function in the domain. To rename a computer that is part of a
domain, use the netdom.exe command:

> netdom renamecomputer <CurrentServerName> /newname:<NewServerName> /userd:
<DomainUserName>

Using VBScript

' This code changes the name of a computer. It does NOT modify
' the computer's account in the domain if one exists.
ECEE T SCRIPT CONFIGURATION ------
strComputer = "<CurrentServerName>"
strNewName = "<NewServerName>"
TR END CONFIGURATION ---------
const HKLM = &H80000002
strKeyPath = "System\CurrentControlSet\Control\ComputerName\ComputerName"
set objReg = GetObject("winmgmts:\\" & strComputer & _
"\root\default:StdRegProv")
intRC = objReg.SetStringValue(HKLM, strKeyPath, "ComputerName", strNewName)
if intRC <> 0 then
WScript.Echo "Error setting ComputerName value: " & intRC

else

WScript.Echo "Successfully set ComputerName value to " & strNewName
end if
strKeyPath = "System\CurrentControlSet\Services\Tcpip\Parameters"

intRC = objReg.SetStringValue(HKLM, strKeyPath, "NV Hostname", strNewName)
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if intRC <> 0 then

WScript.Echo "Error setting NV Hostname value: " & intRC
else

WScript.Echo "Successfully set NV Hostname value to " & strNewName
end if

WScript.Echo "Rebooting system..."

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

for each obj0S in objWMI.InstancesOf("Win32_OperatingSystem")
0bj0S.Reboot( )

next

' This code renames a computer in its domain and on the computer itself.
' This script works only against Windows XP and Windows Server 2003 computers.
EEEEET SCRIPT CONFIGURATION ------

strComputer = "<ComputerName>" ' e.g., joe-xp

strNewComputer = "<NewComputerName>" ' e.g., joe-pc

strDomainUser = "<DomainUserUPN>" ' e.g., administrator@rallencorp.com
strDomainPasswd = “<DomainUserPasswd>"

strlocalUser = "<ComputerAdminUser>" ' e.g., joe-xp\administrator
strlocalPasswd = "<ComputerAdminPasswd>"

EEEEEEEE END CONFIGURATION ---------
' Connect to Computer
set objWMILocator = CreateObject("WbemScripting.SWbemLocator")
objWMILocator.Security .AuthenticationLevel = 6
set objWMIComp = objWMILocator.ConnectServer(strComputer, _
"root\cimv2", _
strlocalUser, _
strLocalPasswd)
set objWMICompSys = objWMIComp.Get("Win32_ComputerSystem.Name="" & _
strComputer & "'")
' Rename Computer
intRC = objWMICompSys.Rename(strNewComputer, _
strDomainPasswd, _
strDomainUser)
if intRC <> 0 then
WScript.Echo "Rename failed with error: " & intRC
else
WScript.Echo "Successfully renamed " & strComputer & " to " & strNewComputer
end if

WScript.Echo "Rebooting system..."
Set c0l0S = objWMIComp.InstancesOf("Win32_OperatingSystem")
for each objOS in col0S
0b3j0S.Reboot( )
next

Discussion

Setting the name of a computer is a straightforward operation, but it does require a
reboot. If the computer is member of an Active Directory domain, the corresponding
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computer account must also be renamed. Some of the solutions I described do this
automatically and some do not.

In some cases, renaming a computer can adversely affect services run-
%@ ning on the computer. For example, you cannot rename a machine

that is a Windows 2000 domain controller, Exchange 2000 or 2003
server, or a Windows Certificate Authority without first removing
those services. ‘

Using a command-line interface

The renamecomputer option in netdom is new to Windows Server 2003. You can run it
against a remote computer and it includes a /Reboot option that allows you to auto-
matically reboot the computer after the rename is done.

Using VBScript

The Win32_ComputerSystem: :Rename method must be run on the local machine unless
the computer is a member of a domain. Unlike the graphical and command-line solu-
tions, you cannot specify alternate credentials for the connection to the computer
other than domain credentials. For this reason, the user and password you use with
the Rename method must have administrative privileges on the target machine (i.e.,
part of the Administrators group) and on the computer object in Active Directory.

W \

This method is new in Windows XP and Windows Server 2003, and is
not available on Windows 2000 and earlier machines.

See Also

MS KB 228544 (Changing Computer Name in Windows 2000 Requires Restart), MS
KB 238793 (Enhanced Security Joining or Resetting Machine Account in Windows
2000 Domain), MS KB 260575 (HOW TO: Use Netdom.exe to Reset Machine
Account Passwords of a Windows 2000 Domain Controller), MS KB 325354 (HOW
TO: Use the Netdom.exe Utility to Rename a Computer in Windows Server 2003),
and MSDN: Win32_ComputerSystem::Rename

2.9 Joining a Server to a Domain

Problem

You want to join a server to an Active Directory domain so that users in the domain
can access resources on the server.
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Solution

Using a graphical user interface

1.

AN L1 bW N

Log onto the computer you want to join and open Control Panel — System
applet.

. Click the Computer Name tab.

. Click the Change button.

. Under Member of, select Domain.

. Enter the domain you want to join and click OK.

. You may be prompted to enter credentials that have permission to join the com-

puter.

7. Reboot the computer.

8. Note that the tabs in the System applet vary between Windows 2000, Windows

XP, and Windows Server 2003.

Using a command-line interface

The following command joins a computer to a domain:

> netdom join <ComputerName> /Domain <DomainName> /UserD <DomainUserUPN> /PasswordD *
/User0 <ComputerAdminUser> /Password0 * /Reboot

W 8
. The last character in the /User0 and /Password0 options is the letter O,
not the number 0.

Using VBScript

' This code joins a server to a domain.
foemeee- SCRIPT CONFIGURATION ------
strComputer = "<ComputerName>"
strDomain = "<DomainName>"
strDomainUser = "<DomainUserUPN>"
strDomainPasswd = "<DomainUserPasswd>"

strlocalUser = "<ComputerAdminUser>" ' e.g. administrator
strlocalPasswd = "<ComputerUserPasswd>"

BEEETEE END CONFIGURATION ---------

' Constants

Const JOIN_DOMAIN =1

Const ACCT_CREATE =2

Const ACCT_DELETE =4

Const WIN9X_UPGRADE 16

Const DOMAIN_JOIN_IF_JOINED 32

Const JOIN_UNSECURE = 64

e.g. joe-xp
e.g. rallencorp.com
e.g. administrator@rallencorp.com

Const MACHINE_PASSWORD PASSED = 128
Const DEFERRED_SPN_SET = 256
Const INSTALL_INVOCATION = 262144
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' Connect to Computer
set objWMILocator = CreateObject("WbemScripting.SWbemLocator™)
objWMILocator.Security_.AuthenticationLevel = 6
set objWMIComp = objWMILocator.ConnectServer(strComputer, _
"root\cimv2", _
strlocalUser, _
strLocalPasswd)
set objWMICompSys = objWMIComp.Get( _
"Win32_ComputerSystem.Name="" & _
strComputer & "'")
' Join Computer
intRC = objWMICompSys.JoinDomainOrWorkGroup(strDomain, _
strDomainPasswd, _
strDomainUser, _
vbNullString, _
JOIN_DOMAIN)
if intRC <> 0 then
WScript.Echo "Join failed with error: " & rc
else
WScript.Echo "Successfully joined " & strComputer & " to " & strDomain
end if

Discussion

To join a computer to Active Directory, a computer account must be created in the
domain. You can create this account before joining the computer or, in some cases,
the account can be created during the join operation.

Using a graphical user interface

If you have the correct permissions in Active Directory, you can actually create a
computer object at the same time as you join it to a domain via the instructions
described in the graphical solution. Since the System applet doesn’t allow you to
specify an OU for the computer object, if it needs to create a computer object it will do
so in the default cn=Computers container. However, the computer object may be pre-
created in an alternate OU if you so desire.

With Windows Server 2003 Active Directory you can change the
default container for computer objects. See Recipe 8.12 in Active
s Directory Cookbook (O’Reilly).

Using a command-line interface

The netdom.exe command attempts to create a computer object for the computer dur-
ing a join if one does not already exist. An optional /0U option can be added to spec-
ify the OU in which to create the computer object. To do so, you’ll need to have the
necessary permissions to create and manage computer objects in the specified OU.

There are some restrictions on running the netdom join command against a remote
machine. If a Windows XP machine has the ForceGuest security policy setting
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enabled, you cannot join it to a domain remotely. Running the netdom command
directly on the machine works regardless of the ForceGuest setting.

Using VBScript

In order for the Win32_ComputerSystem::JoinDomainOrWorkGroup method to work
remotely, you have to use an AuthenticationLevel equal to 6 so that the traffic
between the two machines (namely the passwords) is encrypted. You can also create
computer objects using JoinDomainOrWorkGroup by using the ACCT_CREATE flag in com-
bination with JOIN_DOMAIN.

LN
W “

This function works only with Windows XP and Windows Server

t.s‘.. . 2003 and is not available for Windows 2000 and earlier machines.
<t 4
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Just as with the netdom utility, you cannot run this script against a remote computer
if that computer has the ForceGuest setting enabled.

See Also

Recipe 8.12 in Active Directory Cookbook (O’Reilly) for more on changing the
default computers container, the following URL for more information on the
ForceGuest setting: http://www.microsoft.com/technet/prodtechnol/winxppro/reskit/
prde_ffs_ypuh.asp, MS KB 238793 (Enhanced Security Joining or Resetting Machine
Account in Windows 2000 Domain), MS KB 251335 (Domain Users Cannot Join
Workstation or Server to a Domain), MS KB 290403 (How to Set Security in Win-
dows XP Professional That Is Installed in a Workgroup), and MSDN: Win32_Com-
puterSystem::JoinDomainOrWorkgroup, and MSDN: NetJoinDomain

2.10 Testing and Resetting the Secure Channel

Problem

You want to test the secure channel of a server in a domain.

Solution

The following command tests the secure channel for a computer:
> nltest /server:<ComputerName> /sc_query:<DomainName>

The following command resets the secure channel for a computer:
> nltest /server:<ComputerName> /sc_reset:<DomainName>

The following solutions describe how to reset a computer account.

Testing and Resetting the Secure Channel | 43



Using a graphical user interface
1. Open the Active Directory Users and Computers snap-in.

2. If you need to change domains, right-click on Active Directory Users and Com-
puters in the left pane, select Connect to Domain, enter the domain name, and
click OK.

. In the left pane, right-click on the domain and select Find.

. Beside Find, select Computers.

. Type the name of the computer and click Find Now.

. In the Search Results, right-click on the computer and select Reset Account.
. Click Yes to verify.

. Click OK.

. Rejoin the computer to the domain as I described in Recipe 2.5.
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Using a command-line interface

You can use the dsmod.exe utility to reset a computer’s password. You will need to
rejoin the computer to the domain after doing this.

> dsmod computer “<ComputerDN>" -reset

Another option is to use the netdom.exe command, which can reset the computer so
that you do not need to rejoin it to the domain.

> netdom reset <ComputerName> /Domain <DomainName> /UserO <UserUPN> /Password0 *

Using VBScript

' This code resets an existing computer object's password to the

' initial default. You'll need to rejoin the computer after doing this.
set objComputer = GetObject("LDAP://<ComputerDN>")
objComputer.SetPassword "<ComputerName>"

Discussion

Every member computer in an Active Directory domain establishes a secure channel
with a domain controller. The computer’s password is stored locally on the machine
in the form of a Local Security Authority (LSA) secret and also in Active Directory
with the computer’s account. The NetLogon service on the computer uses this pass-
word to establish the secure channel with a domain controller. If for some reason the
LSA secret and computer password become out of sync, the computer will no longer
be able to authenticate in the domain. The nltest /sc_query:<DomainName> and
nltest /sc_verify:<DomainName> commands can query a computer to verify its secure
channel is working. Here is sample output from the nltest /sc_query command
when things are working:

Flags: 30 HAS_IP HAS_TIMESERV
Trusted DC Name \\dc1.rallencorp.com
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Trusted DC Connection Status Status = 0 0x0 NERR_Success

The command completed successfully
If its secure channel is failing, you’ll need to reset the secure channel. If that doesn’t
work, you’ll need to reset the computer account. Here is sample output when things
are not working or if you are logged in with cached credentials:

Flags: 0

Trusted DC Name

Trusted DC Connection Status Status = 1311 0x51f ERROR_NO_LOGON_SERVERS

The command completed successfully
To reset the computer, set the computer account password to the name of the com-
puter. This is the default initial password for new computers. Every 30 days Win-
dows 2000 and newer systems automatically change their passwords in the domain.
After you’ve set the password, you’ll need to rejoin the computer to the domain since
it will no longer be able to communicate with a domain controller due to unsynchro-
nized passwords. However, the netdom reset command will try to reset the pass-
word on both the computer and in Active Directory. If successful, you won’t have to
manually rejoin the computer to the domain. Unfortunately, the actions executed by
netdom reset cannot be done either from the GUI or from VBScript.

See Also

Recipe 2.9 for joining a computer to a domain, MS KB 156684 (How to Use NLT-
EST to Force a New Secure Channel), MS KB 216393 (Resetting Computer Accounts
in Windows 2000 and Windows XP), and MS KB 325850 (HOW TO: Use Net-
dom.exe to Reset Machine Account Passwords of a Windows Server 2003 Domain
Controller)

2.11 Viewing and Setting Environment
Variables

Problem

You want to view the current environment variables or create new ones.

Solution

Using a graphical user interface
1. From the Control Panel, open the System applet.
2. Select the Advanced tab.
3. Click the Environment Variables button.
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4. Click the New button under the User variables or System variables box depend-
ing on whether you want to create an environment variable that is visible only to
the currently logged-on user or system-wide.

5. Enter the variable name and value and click OK until all windows are closed.

w\
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The new variable(s) will not be available in any CMD windows that
are currently open. You'll need to close and reopen any CMD sessions
4" in which you want to use the new variable(s).

Using a command-line interface
To view environment variables, run the set command. You can also view a subset of
environment variables by running set and specifying the first letters of the vari-
able(s). This command displays all environment variables that begin with USER:

> set user
You can use the wmic utility to print environment variables on a remote system:

> wmic /node:"<ServerName>" environment list full
You can print the value of an environment variable using echo:

> echo %systemroot%

To set an environment variable for use in the current CMD session, use the set com-
mand. The following command sets the FOOBAR environment variable:

> set FOOBAR=test

FOOBAR will be valid only for the life of the CMD session you set it in. If you need to
create a permanent environment variable, use setx.exe:

> setx FOOBAR test

Just as with set, you will not be able to use the new variable in any CMD sessions you
had open before creating it (other than the one in which it was created).

With the Windows Server 2003 version of setx (which comes with the OS), you can
even set new environment variables on a remote server:

> setx FOOBAR test /s <ServerName> /u <UserName> /p <Password>

Using VBScript
' This code prints the environment variables.
BEEEEEEE SCRIPT CONFIGURATION ------
strComputer = "."
BEEEEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colVars = objWMI.InstancesOf("Win32_Environment")
for each objVar in colVars
WScript.Echo objVar.Name & ": " & objVar.variableValue & _
" (" & objVar.Username & ")" :
next
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' This code shows how to expand an environment variable.
set objShell = CreateObject("WScript.Shell")
WScript.Echo objShell.ExpandEnvironmentStrings("%systemroot%\notepad.exe")

This code creates a new system environment variable called FOOBAR.

REEEEEE SCRIPT CONFIGURATION ------

strVarName = "FOOBAR"

strVarValue = "Foobar Value"

strComputer = "."

EEEEEEE END CONFIGURATION ---------

set objVarClass = GetObject("winmgmts:\\" & strComputer & _
"\root\cimv2:Win32_Environment")

set objVar = objVarClass.SpawnInstance_

objVar.Name = strVarName

objVar.VariableValue = strVarValue

objVar.UserName = "<SYSTEM>"

objVar.Put_

WScript.Echo "Created environment variable " & strVarName

Discussion

Environment variables are very similar in concept to the variables you’d find in a pro-
gramming language: there is a variable identifier and an associated value. This is
extremely handy because it means that you don’t always have to know the exact path
or name of certain settings on the system.

For example, let’s say you wanted to view the NetLogon log file on a remote system.
After you log on to the system, you have to locate the file. On your computer it is
located in C:\WINNT\Debug, but that directory might not exist on the remote com-
puter. You then perform a search for the file and find it is located in D:\Windows\
Debug. If you used environment variables, finding the file would have been a lot eas-
ier. On your machine, the Debug directory lives in the CAWINNT directory, which is
the default system root path. On the remote server it was D:\Windows. The default
system root directory on Windows Server 2003 is \Windows, but since it is on the D:
drive in this case, that means whoever installed the OS chose a nondefault drive
(which is fine). Regardless of where the system root is, the SystemRoot environment
variable defines this path for us. By simply enclosing SystemRoot in percent signs (%),
we could have found our file much quicker (%systemroot%\debug\netlogon.log).

There are many different environment variables, which you can view by running the
set command without any parameters from the command line. You can see the
default environment variables provided by the OS in Appendix D.

See Also

Appendix D—List of Default Environment Variables, MS KB 41246 (How to Use Envi-
ronment Variable Substitution in Batch Files), MS KB 104011 (HOW TO: Propagate
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Environment Variables to the System), MS KB 185652 (Environment Variable Process-
ing Order in Windows 2000), and MSDN: Win32_Environment

2.12 (Configuring Page Files

Problem

You want to configure the page files on a system. It is'a common practice to move
the default page file stored on the system root drive (typically C:) to a different disk
to improve performance. The page files and system drive are frequently accessed by
the operating system and separating them on different disks can improve perfor-
mance. You may also want to increase the size of the page file or spread your page
file across multiple volumes based on the needs of your system.

Solution

Using a graphical user interface
1. From the Control Panel, open the System applet.
2. Select the Advanced tab.
On Windows Server 2003:
a. Under Performance, click the Settings button.
b. Click the Advanced tab.
c. Under Virtual memory, click the Change button.

d. You’ll see a list of all volumes and any page files that have been configured
on them. To modify the size of an existing page file, highlight the drive the
page file is on, modify the Initial size and/or Maximum size, and click Set.
You can also select System managed size to let the system control the size of
the page file. To add a new page file, select a drive that currently does not
have a page file and select either Custom size or System managed size. If
you select the former, enter the Initial size and Maximum size. Click Set
when you are done. A performance tip is to set the initial size the same as
the maximum size to reduce unnecessary I/O operations.

On Windows 2000:
a. Click the Performance Options button.
b. Click the Change button.

c. You'll see a list of all attached disks and any page files that have been config-
ured on them. To modify the size of an existing page file, highlight the drive
the page file is one, modify the Initial size and/or Maximum size, and click
Set. To add a new page file, select a drive that currently does not have a page
file, enter the Initial size and Maximum size, and click Set.
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Using a command-line interface

Page file information is stored in the registry, so you can use the reg.exe command to
display current settings:

> reg query "\\<ServerName>\HKLM\System\CurrentControlSet\Control\Session Manager\
Memory Management" /v PagingFiles

For Windows Server 2003, you can also use the systeminfo.exe command to display
page file usage:

> systeminfo | findstr Page

The list of page files is stored in a REG_MULTI_SZ value called PagingFiles in the regis-
try. By using the reg add command you can overwrite the current settings in
PagingFiles and specify the page files you want. This command configures only one
page file on the system located at d:\pagefile.sys:

> reg add "\\<ServerName>\HKLM\System\CurrentControlSet\Control\Session Manager\
Memory Management" /v PagingFiles /t REG_MULTI_SZ /d "d:\pagefile.sys 580 1024"

The first number after d:\pagefile.sys is the initial size in megabytes for the page file
and the second number is the maximum size.

This command causes there to be two page files, one on the C: drive and the other
on the D: drive:

> reg add "\\<ServerName>\HKLM\System\CurrentControlSet\Control\Session Manager\
Memory Management" /v PagingFiles /t REG_MULTI_SZ /d "C:\pagefile.sys 512 1024\0D:\
pagefile.sys 512 1024\0"

You’ll need to reboot for the changes to take effect.

Using VBScript

' This code displays the current page files on the system.

BECEEEE SCRIPT CONFIGURATION ------

strComputer = "."

BT END CONFIGURATION ---------

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

set colPF = objWMI.InstancesOf("Win32_PageFileUsage")

for each objPF in colPF
Wscript.Echo objPF.Name
Wscript.Echo " 1Initial Size: " & objPF.AllocatedBaseSize
Wscript.Echo " Max Size: " & objPF.CurrentUsage
WScript.Echo " Peak Usage: " & objPF.PeakUsage
WScript.Echo

next

You cannot change the size of a Page file with the Win32_PageFileUsage class (or any
other WMI class), you can only retrieve a page file’s properties.
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Discussion

There are two types of memory on computers: random access memory (RAM) (or
physical memory) and virtual memory. RAM is stored on specialized chips and is
very fast, whereas virtual memory is stored on hard drives and is comparatively slow.
On Windows systems, paging files are used to allocate space for virtual memory.

The operating system uses RAM when possible, but when the limits of RAM are
exceeded it turns to virtual memory. When the system needs to make room in RAM
(e.g., when you open a new application), it pages out the most infrequently used sec-
tions of RAM to virtual memory. That means the system has to perform disk reads
and writes during this process. Your goal with virtual memory should be to config-
ure the paging files so that they are big enough to handle virtual memory demands
and can be accessed quickly.

In fact, your page file configuration can have a significant impact on system perfor-
mance. When the Windows operating system is first installed, a page file is created
(called pagefile.sys) on the drive the operating system is installed on. As I mentioned
in the Problem section, you should consider moving this page file to a separate drive
so that there isn’t a lot of contention for disk I/O when the system needs to access
virtual memory. An even better practice is to create two page files. It is a good idea to
have a page file on a non-system partition, but you may still want a page file on the
system partition to handle memory dumps. If there is no page file on the system
drive and a system crash (blue screen) occurs, the system will not be able to write out
a memory dump that can be used to troubleshoot the crash. Windows uses the page
file on the least busy partition, so it should primarily use the non-system partition
page file for virtual memory. It is also worth noting that you shouldn’t bother with
creating two page files unless you have at least two disks. Creating multiple paging
files on the same disk doesn’t buy you much in terms of performance.

Regarding the size of the page files, the general rule of thumb is to have at least 1.5
times the amount of RAM, which is the default configuration. So if you had 1 GB of
RAM, you should have at least a 1.5-GB paging file. The largest any one page file can
be on a single disk is 4 GB.

Another issue to consider if security is a concern for you is clearing the paging files
during system shutdown. Some applications write sensitive information, such as
passwords, to RAM. If that data gets paged out to virtual memory, it can end up in a
page file. That information can remain in the page file for a considerable amount of
time (even after reboot) until that space is needed for something else. While the page
files are protected by the operating system, it is possible (although not very easy,
mind you) for an attacker that has gained control over the system to read that file
and any data within it. The solution for this is to clear the page files whenever the
system shuts down. To enable this you need to modify a registry setting and reboot
the computer. See MS KB 182086 for more information.
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Using a graphical user interface

The System Managed option I described in the graphical solution is only available in
Windows Server 2003. It is a new feature that lets the system determine how big the
page file needs to be. It is a good practice to use this setting unless you have a very
good reason not to do so.

Using a command-line interface

Be careful when configuring the page files from the command line. Thoroughly test
your command before trying it on a production system. The last thing you want to
do is mess up the page files on your systems!

Using VBScript

None of the WMI classes allow you to configure the page files directly—you can
only view them. If you need to do it programmatically, your best bet would be to use
the Registry WMI provider to set the corresponding registry values for page files as I
described in the command-line solution.

See Also

MS KB 182086 (How to Clear the Windows Paging File at Shutdown), MS KB
197379 (Configuring Page Files for Optimization and Recovery), and MS KB 237740
(How to Overcome 4,095-MB Paging File Size Limit in Windows)

2.13 Putting System Information
on the Desktop

Problem

You want to put information on the desktop wallpaper so that when you log into a
server you can automatically see its configuration.

Solution

Using a graphical user interface
1. Open the Sysinternals BGInfo program on the target server.

2. The default configuration information is displayed. You can modify it directly or
select a new setting in the Fields box and click the Add button. You can also cre-
ate your own custom settings by clicking the Custom button.

3. Click the Background button to customize the background color or bitmap.

4. Click the Position button to customize where the BGInfo is displayed on the
desktop.
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5. Click the Desktops button to configure the desktops where you want this infor-
mation displayed. You can put it only on your desktop, on all console users’
desktops, or on Terminal Services user’s desktop.

6. Click the Preview button to see what the new background would look like.
7. Click the Apply button to commit the changes.

Discussion

If you maintain more than three or four servers, it can be difficult to distinguish them
when you are logged onto the console or logged on with Terminal Services. And if
you support multiple vendor models that have different hardware, it can be even
more difficult to remember what is installed on each computer. Fortunately, there is
a simple, yet elegant solution. Why not just put system information on the desktop
background so that as soon as you log in, you can see how much memory is
installed, view the disk configuration, find out how many CPUs are installed, etc.?
The guys at Sysinternals have come through for us yet again by providing the BGInfo
utility that can do exactly this. It is a highly customizable tool that lets you put just
about anything you could think of on the desktop background.

You can configure where the information should be positioned in the background,
you can use any background color or wallpaper you want, and you can even choose
to configure whether only Terminal Services users should see it or whether it should
be available to anyone that logs on. Figure 2-1 shows the default configuration screen
for BGInfo.

L)

]
\
AN

If you'd like to use this across a set of servers, consider running
:‘.“ BGlInfo as part of a Group Policy logon script. It is fully scriptable
* 9% from the command line. Run bginfo /? for more details.

.

2.14 Configuring System Startup Options

Problem

You want to configure the system startup options for a server.

Solution

Using a graphical user interface
1. From the Control Panel, open the System applet.
2. Select the Advanced tab.
3. Under Startup and Recovery, click the Settings button.

4. Under the System Startup heading, you can modify the default operating system
and the amount of time the system waits before loading the default OS.
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Figure 2-1. BGInfo default configuration

5. To change additional startup options on Windows Server 2003, you can click
the Edit button to modify the boot.ini file. See the Discussion section for how to
do this on Windows 2000.

6. Click OK until all of the windows are closed.

Using a command-line interface

Windows Server 2003 includes a new tool called bootcfg.exe (also available with
Windows XP) that lets you examine and modify the system startup options (includ-
ing boot.ini) from the command line. To get a list of the current startup options, run
bootcfg without any parameters:

> bootcfg

The following command changes the timeout setting for the default OS option to 15
seconds:

> bootcfg /timeout 15
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The following command adds the /DEBUG and /S0S options to the OS option defined
by ID 2 (which you can see by running bootcfg without any options):

> bootcfg /Raw "/DEBUG /SOS" /A /ID 2

For the complete list of bootcfg options, run bootcfg /? from the command line.

Using VBScript

' This code displays the system startup settings.
BECEEEES SCRIPT CONFIGURATION ------
strComputer = "." ' e.g., rallen-srvoi
BT END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colCompSys = objWMI.InstancesOf("Win32_ComputerSystem")
for Each objCompSys in colCompSys
WScript.Echo "Startup Delay: " & objCompSys.SystemStartupDelay
for each strOption in objCompSys.SystemStartupOptions
WScript.Echo "Operating System: " & strOption
next
next

' This code sets the startup delay to 10 seconds.

T SCRIPT CONFIGURATION ------

strComputer = "." ' e.g., rallen-srvo1i

BT END CONFIGURATION ---------

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

set colCompSys = objWMI.InstancesOf("Win32_ComputerSystem")

for Each objCompSys in colCompSys
WScript.Echo "Startup Delay Before: " & objCompSys.SystemStartupDelay
objCompSys.SystemStartupDelay = 10 !
objCompSys.Put_
WScript.Echo "Startup Delay After: " & objCompSys.SystemStartupDelay

next

Discussion
For a list of options that are supported in boot.ini, see MS KB 833721.

Using a graphical user interface

The Edit button is available only on Windows Server 2003. If you want to modify
the boot.ini file on Windows 2000, you’ll have to use the procedures described next
in the command-line solution.

Using a command-line interface

Since Windows 2000 doesn’t come with the bootcfg utility, you have to modify the
boot.ini file directly. First, make the file editable:

> attrib %SystemDriveX\boot.ini -h -r -s
Then edit the file:
> edit %SystemDrive%\boot.ini
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And finally, make the file read-only and hidden again:

> attrib %SystemDrive%\boot.ini +h +r +s

Using VBScript

None of the scripting interfaces support modifying the boot.ini file (aside from direct
file manipulation).

See Also

MS KB 99743 (Purpose of the BOOT.INI File in Windows 2000 or Windows NT), MS
KB 102873 (BOOT.INI and ARC Path Naming Conventions and Usage), MS KB
242443 (Boot Menu Is Not Displayed and Timeout Value Is Not Used), MS KB 291980
(A Discussion About the Bootcfg Command and Its Uses), and MS KB 316739 (How
to Use the /USERVA Switch in the Boot.ini File to Tune /3GB Configurations)

2.15 Configuring System Failure Options

Problem

You want to configure what happens when a server encounters a critical failure and
crashes.

Solution

Using a graphical user interface
1. From the Control Panel, open the System applet.
2. Select the Advanced tab.
3. Under Startup and Recovery, click the Settings button.

4. All of the system failure options are located under the System Failure heading.
Modify the settings as necessary.

5. Click OK until all of the windows are closed.

Using a command-line interface

The system failure and recovery options are stored in the registry. You can view the
current settings by enumerating the HKLM\SYSTEM\CurrentControlSet\Control\
CrashControl subkey:

> reg query \\<ServerName>\HKLM\SYSTEM\CurrentControlSet\Control\CrashControl
On Windows Server 2003, you can also use the wmic utility to view these settings:

> wmic /node:<ServerName> recoveros list /format:list
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To modify these settings, use either the reg add command (on Windows 2000) or the
wmic command (on Windows Server 2003). Next, I'll show some examples using
wmic.

To disable admin alerts after failure, do the following:
> wmic recoveros set SendAdminAlert = False

To disable automatic reboot after failure, do the following:
> wmic recoveros set AutoReboot = False

To not write any information to a memory dump file after failure, do the following:
> wmic recoveros set DebugInfoType = 0

To set the mini-dump directory to d:\minidumps (only available with Windows
Server 2003), do the following:

> wmic recoveros set MiniDumpDirectory = d:\minidumps

To set the location of the dump file to DADump\Mem.dmp, do the following:
> wmic‘recoveros set DebugFilePath = D:\Dump\Mem.dmp

To not overwrite an existing dump file, do the following:

> wmic recoveros set OverwriteExistingDebugFile = 0

Using VBScript

' This code displays the current failure and recovery settings.
BEEEEEE SCRIPT CONFIGURATION ------
strComputer = "." ' e.g., rallen-srvoi
BEETEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colRecoveryConfig = objWMI.InstancesOf("Win32_OSRecoveryConfiguration")
for each objConfig in colRecoveryConfig
Wscript.Echo objConfig.Name
Wscript.Echo " Auto reboot: " & objConfig.AutoReboot
Wscript.Echo " Debug File Path: " & objConfig.DebugFilePath
Wscript.Echo " Debug Type: " & objConfig.DebugInfoType
Wscript.Echo " Expanded Debug File Path: " & objConfig.ExpandedDebugFilePath
Wscript.Echo Kernel Dump Only: " & objConfig.KernelDumpOnly
Wscript.Echo " Overwrite Existing: " & objConfig.OverwriteExistingDebugFile
Wscript.Echo " Send Admin Alert: " & objConfig.SendAdminAlert
Wscript.Echo " Write Debug Info: " & objConfig.WriteDebugInfo
Wscript.Echo " Write to System Log: " & objConfig.WriteToSystemLog
next

' This code modifies the system failure and recovery settings.

BETTETE SCRIPT CONFIGURATION ------

strComputer = "." ' e.g., rallen-srvol

REETEEEE END CONFIGURATION ---------

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

set colRecoveryConfig = objWMI.InstancesOf("Win32_OSRecoveryConfiguration")
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for each objConfig in colRecoveryConfig
Wscript.Echo objConfig.Name

' Uncomment the settings you want to modify:

' objConfig.AutoReboot = True

objConfig.DebugFilePath = "d:\dumps\memory.dmp"
objConfig.DebugInfoType = 1 ' Only available on W2K3
objConfig.KernelDumpOnly = False

objConfig.MiniDumpDirectory = "d:\minidumps" ' Only available on W2K3
objConfig.OverwriteExistingDebugFile = True

objConfig.SendAdminAlert = True

objConfig.WriteDebugInfo = True

objConfig.WriteToSystemLog = True

objConfig.Put_
next
WScript.Echo "Successfully modified settings.”

Discussion

Microsoft operating systems have had a reputation for frequent crashes, which can
cause the system to freeze and become unusable until it is rebooted. A crash is some-
times referred to as a system failure, bug check, stop error, or blue screen of death
(for the blue screen that is displayed after the crash). System failures were especially
common in the days of Windows 3.51 and Windows 9x. Fortunately, Microsoft has
steadily improved in this area and now Windows 2000 and Windows Server 2003
are two of the most stable operating systems available. Nevertheless, Microsoft
hasn’t been able to completely rid itself of occasional crashes due to bugs in the OS
or bad third-party drivers.

There are several settings you can configure to control what happens after a system
crash. By default, when a system crashes, it writes the contents of memory to a debug
file in the system root called memory.dmp. This file will be one of the first things
Microsoft asks for if you open a support case about the crash (see MS KB 314103 for
more information). After the debug file is written, an event is written to the System
Event log and, if configured, an administrative alert is sent to the administrator of the
system. See MS KB 310490 for more on configuring administrative alerts. Lastly, the
system automatically reboots. You may want to give some thought about this last
option because I've seen more than one case where a system continuously reboots
itself because it experienced the failure during system startup. Also, if you automati-
cally reboot and are not closely monitoring your systems, there could be sporadic
undetected crashes.

Table 2-3 lists all of the system failure options and their corresponding graphical,
registry, WMIC, and WMI settings.
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Table 2-3. System failure settings

Grophilinterface  Registyvalue  WMICandWMiproperty  Descipton

Automatically restart ~ AutoReboot AutoReboot Determines if system automatically
reboots after a system crash. The default is
true.

Dump file DumpFile DebugFilePath Path to the debug (or dump) file. The
default is %SystemRoot%\MEMORY.DMP.

Write debugging CrashDumpEnabled  DebuglInfoType Determines if debug information is writ-

information ten to the debug file after a system crash.

Values include: 0 (none), 1 (complete), 2
(kernel memory), and 3 (small memory).
The default is 1. This setting is new in

Windows Server 2003.
Write debugging KernelDumpOnly KernelDumpOnly This setting is deprecated in favor of
information DebuglnfoType.
Small dump directory ~ MinidumpDir MiniDumpDirectory Path to the directory where the small

memory dump file will be stored. The
default is %SystemRoot% MiniDump.

Overwrite any exist-  Overwrite OverwriteExistingDebugFile  Determines if an existing debug file will be

ing file overwritten. If true (the default), then
overwrite the debug file if it already exists.
If false, then do not write a debug file if

one already exists.
Send an administra- SendAlert SendAdminAlert Determines if an administrative alert will
tive alert be sent to the administrator after a system

crash. If true (the default), an alert will be
sent. I false, an alert will not be sent.

N/A N/A WriteDebugInfo This setting is deprecated in favor of
DebuglinfoType.

Write an eventtothe  LogEvent WriteToSystemLog Determines if an event will be written to

system log the System event log. If true (the default),

an event is written. If false, an event is not
written. This feature cannot be turned off
on Windows 2000 Server or Windows
Server 2003.

See Also

MS KB 307973 (HOW TO: Configure System Failure and Recovery Options in Win-
dows), MS KB 310490 (HOW TO: Set Up Administrative Alerts in Windows XP),
and MS KB 314103 (Preparation Before You Contact Microsoft After Receiving a
STOP Message on a Blue Screen)
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2.16 Viewing System Uptime

Problem

You want to find out how long a server has been running since the last restart.

Solution

Using a command-line interface
All three of the following commands display the system uptime:

> psinfo \\<ServerName> | findstr Uptime
> srvinfo \\<ServerName> | findstr /c:"Up Time"
> systeminfo /s <ServerName> | findstr /c:"Up Time"

Using VBScript

' This code prints system uptime for a host.
BEEEEEE SCRIPT CONFIGURATION ------
strComputer = "." ' e.g., rallen-srvol
T END CONFIGURATION ---------
set objWMIDateTime = CreateObject("WbemScripting.SWbemDateTime")
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set col0S = objWMI.InstancesOf("Win32_OperatingSystem")
for each objOS in col0S

objWMIDateTime.Value = objOS.LastBootUpTime

Wscript.Echo "System Up Time: " & objWMIDateTime.GetVarDate
next

Discussion

In the early days of Windows NT 3.51 and 4.0, it wasn’t uncommon for servers to
reboot or need to be rebooted on a regular basis. Applications were not as well
behaved as they are today and the operating system wasn’t as stable. This changed
with- Windows 2000, when unexpected failures became much less common. But
there were still a lot of hotfixes and patches to install on a regular basis, most of
which required reboots. Hopefully Windows Server 2003 will continue the upward
trend in availability and further reduce the number of reboots that are required.

It is a good idea to pay attention to the uptime on your servers to make sure their
availability jives with what you think it should be. Perhaps a server rebooted due to a
blue screen or even worse, because another administrator (or attacker!) did some-
thing they shouldn’t have. Looking at system uptime is the poor man’s availability
monitor. You may even want to create a script that runs at system startup on your
servers, which can serve as a notification mechanism anytime your servers reboot.
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2.17 Disabling the Manage/Configure
Your Server Screen

Problem

You want to disable the Manager Your Server and Configure Your Server screens
from being displayed when you log into a server.

Solution

Using a graphical user interface
The following directions disable the screen for the currently logged on user only. See
the command-line solution for how to disable it for all users by default.
For Windows Server 2003:
1. From the Start menu, select All Programs — Administrative Tools -~ Manage
Your Server.
2. At the bottom lefthand corner of the screen, check the box beside Don’t display
this page at logon.
For Windows 2000:
1. From the Start menu, select Programs — Administrative Tools — Configure
Your Server.
2. At the bottom of the screen, uncheck the box beside Show this screen at startup.

Using a command-line interface

Run the following command against a Windows Server 2003 or Windows 2000
machine to prevent the Manage/Configure Your Server screen from displaying for all
users:
> reg add "\\<ServerName>\HKU\.DEFAULT\Software\Microsoft\Windows NT\CurrentVersion\
Setup\Welcome" /v srvwiz /t REG_DWORD /d 0
If a user logged in before you set the previous registry value, then you’ll need to run
this command to disable it for the logged-in user (note: this command must be run
locally):

> reg add "HKCU\Software\Microsoft\Windows NT\CurrentVersion\Setup\Welcome\srviWiz"
/ve /t REG_DWORD /d 0

Using VBScript
' This code disables the Manage/Configure Your Server screen for all users
' (this only applies to users that have not logged in yet)
BEETTER SCRIPT CONFIGURATION ------ '
intEnable = 0 ' 0 = disable screen; 1 = enable screen
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strComputer = "<ServerName>" name of target server
BECET TR END CONFIGURATION ---------
const HKU = &H80000003
strkeyPath = ".DEFAULT\Software\Microsoft\Windows NT\CurrentVersion\" & _
"Setup\Welcome"
strValue = "srvwiz"
set objReg = GetObject("winmgmts:\\" & strComputer & _
"\root\default:StdRegProv")
intRC = objReg.SetDwordValue(HKU, strKeyPath, strValue, intEnable)
if intRC <> 0 then
WScript.Echo "Error setting registry value: " & intRC
else
WScript.Echo "Successfully disabled screen”
end if

' This code disables the Manage/Configure Your Server screen for
' the currently logged on user.
BEETEE SCRIPT CONFIGURATION ------
intEnable = 0 ' 0 = disable screen; 1 = enable screen
strComputer = "."
TR END CONFIGURATION ---------
const HKCU = &H80000001
strkeyPath = "Software\Microsoft\Windows NT\CurrentVersion\" & _
"Setup\Welcome\srviiz"
set objReg = GetObject("winmgmts:\\" & strComputer & _
"\root\default:StdRegProv")
intRC = objReg.SetDwordValue(HKCU, strKeyPath, "", intEnable)
if intRC <> 0 then
WScript.Echo "Error setting registry value: " & intRC
else
WScript.Echo "Successfully disabled screen"
end if

Discussion

When you log into a Windows 2000 Server or Windows Server 2003 system for the
first time, the Configure Your Server or Manage Your Server screens, respectively, are
displayed. These screens are intended to make managing a server easier by providing
links to install services and obtain help information. These screens are displayed for
every user that logs on until the user checks the box on the screen to stop the screen
from running at logon.

A setting in the registry controls whether this screen is displayed by default. When a
user logs on for the first time, the subkeys and values in the HKEY_USERS\.DEFAULT key
are copied to HKEY_USERS\<UserName>, which is the same as HKEY_CURRENT_USER for the
currently logged on user. Under the .DEFAULT key, the Software\Microsoft\Windows
NT\CurrentVersion\srviiz value dictates if the Configure/Manage Your Server screen
displays at logon. A value of 0 disables the screen from displaying and 1 enables it. If
you set it to 0 before any user logs on to the system, that screen will never display.

Disabling the Manage/Configure Your Server Screen | 61



See Also

MS KB 289080 (HOW TO: Disable the Configure Your Server Wizard in Windows
2000) and MS KB 312580 (How to Suppress the Configure Your Server Wizard)

2.18 Disabling Shutdown Tracker

Problem

You want to disable the Shutdown Tracker from running at system startup on lab or
test systems because it is annoying. Shutdown Tracker is a new feature of Windows
Server 2003 that prompts you to provide a description of the reason why a server is
being shut down or restarted. If the server unexpectedly restarted, you are prompted
during logon for this information.

Solution

You need to reboot the system for the changes to take effect after performing one of
the following.

Using a graphical user interface
1. Open the Registry Editor (regedit.exe) and connect to the target machine.

2. In the left pane, expand HKEY_LOCAL_MACHINE — SOFTWARE - Policies
— Microsoft - Windows NT.

3. If there is no subkey called Reliability, create it by right-clicking Windows NT,
selecting New — Key, and typing Reliability.

4. Right-click Reliability and select New - DWORD Value.

5. In the right pane, type ShutdownReasonOn and hit enter. Leave the default
value set to 0.

You can also disable Shutdown Tracker using group policy. The settings for it are
located in Computer Configuration - Administrative Templates — System — Dis-
play Shutdown System Tracker.

Using a command-line interface
The following command disables the Shutdown Tracker:

> reg add "\\<ServerName>\HKLM\SOFTWARE\Policies\Microsoft\Windows NT\Reliability" /v
ShutdownReasonOn /t REG_DWORD /d 0

Using VBScript

' This code disables the Shutdown Tracker from running.
BECE T SCRIPT CONFIGURATION ------
intEnable = 0 ' 0 = disable; 1 = enable screen

62 | Chapter2: System Configuration



strComputer = e.g., rallen-srvol
IR END CONFIGURATION ---------
const HKLM = &H80000002
strkeyPath = "SOFTWARE\Policies\Microsoft\Windows NT\Reliability"
set objReg = GetObject("winmgmts:\\" & strComputer & _
"\root\default:StdRegProv")
intRC1 = objReg.CreateKey(HKLM, strKeyPath)
intRC2 = objReg.SetDwordValue(HKLM, stxrKeyPath, "ShutdownReasonOn", intEnable)
if intRC1 <> 0 or intRC2 <> O then
WScript.Echo "Error setting registry value: " & intRC
else
WScript.Echo "Successfully disabled shutdown tracker"
end if

Discussion

Don’t get me wrong, I think the Shutdown Tracker is a very useful feature. In fact,
I’'m glad Microsoft added it, but it can be annoying on test systems that you want to
restart or shut down frequently. After Shutdown Tracker runs, it creates event 1074
in the System event log. Here is an example:

Event Type: Information

Event Source: USER32

Event Category: None

Event ID: 1074

Date: 10/11/2003

Time: 6:50:42 PM

User: rallen-w2k3\administrator
Computer: RALLEN-W2K3

Description:

The process Explorer.EXE has initiated the restart of computer RALLEN-W2K3 on behalf
of user RALLEN-W2K3\Administrator for the following reason: Other (Planned)

Reason Code: 0x85000000

Shutdown Type: restart

Comment: Just installed a hotfix.

For more information, see Help and Support Center at http://go.microsoft.com/fwlink/

events.asp.

Data:

0000: 00 00 00 85
You can even customize Shutdown Tracker if you want. You can create your own
shutdown reasons. There are eight by default. All it takes is some more registry
changes. See MS KB 293814 for more information.

See Also

Recipe 2.19 for restarting or shutting down a server, and MS KB 293814 (Descrip-
tion of the Shutdown Event Tracker)
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2.19 Restarting or Shutting Down a Server

Problem

You want to restart or shut down a server.

Solution

Using a graphical user interface

With Windows Server 2003 and Windows 2000 you can obviously shut a machine
down by going to Start - Shut Down, but I'll describe the new graphical interface
with the shutdown.exe command, which is available in Windows Server 2003.

1.
. Type cmd.exe and click OK.

S~ W N

X N N »n

From the Start menu select Run.

. In the CMD window, type shutdown /i and hit enter.
. Click the Add button, type the names of the server(s) you want to shut down or

restart, and click OK.

. Select whether you want to restart or shut down the server(s).

. Enter the number of seconds to warn logged on users (or uncheck to not warn).

. Configure the Shutdown Event Tracker opﬁons.

. Click OK. In the CMD window, you’ll see a status message stating if the opera-

tion was successful.

Here is another option that is available from either Windows 2000 or Windows
Server 2003:

1.
2.

® N O L b

Open the Computer Management snap-in.

If you want to target a remote system, right-click on the Computer Manage-
ment icon in the left pane and select Connect to another computer. Enter the
computer name beside Another computer and click OK.

. Right-click on the Computer Management icon in the left pane and select

Properties.

. Click the Advanced tab.

. Under Startup and recovery, click the Settings button.

. Click the Shut Down button.

. Select from the list of actions and options under Forced Closed Apps.
. Click OK. '
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Using a command-line interface

The following two commands work with the Windows Server 2003 version of

shutdown.exe. This shuts a server down after the 30 seconds (default wait timer):

> shutdown /m \\<ServerName> /s /c "Server requires reboot due to app install"
This command restarts a server after 20 seconds:
> shutdown /m \\<ServerName> /xr /t 20 /c "Server is going down for repairs"”

You can use the /f option to force applications to close.

On Windows 2000, the shutdown options are a little different. This command shuts

down a server (in 30 seconds by default):
> shutdown \\<ServerName> "Server is going down for repairs"
And this restarts (/1 option) a server in 15 seconds:
> shutdown \\<ServerName> /r /t:15 "Server requires reboot due to app install"

You can force all applications to close by using the /¢ option.

Using VBScript

' This code shuts a server down.
EETEEEE SCRIPT CONFIGURATION ------
strComputer = "<ServerName>"
BEEEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set col0S = objWMI.InstancesOf("Win32_OperatingSystem")
for each objOS in col0S
intRC = 0bjOS. Shutdown( )
if intRC <> 0 then
WScript.Echo "Error attempting to shutdown server: " & intRC
else
WScript.Echo "Shutting down server..."
end if
next

' This code forcefully shuts a server down.
BT SCRIPT CONFIGURATION ------
strComputer = "<ServerName>" ' e.g., rallen-srvo1l
intFlag = 1 + 4 ' Flag for forceful shut down
TR END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set col0S = objWMI.InstancesOf("Win32_OperatingSystem")
for each objOS in col0S
intRC = 0bjOS.Win32Shutdown(intFlag)
if intRC <> 0 then
WScript.Echo "Error attempting to shutdown server: " & intRC
else
WScript.Echo "Shutting down server..."
end if
next

Restarting or Shutting Down a Server
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' This code reboots a server.
BEEEEEE SCRIPT CONFIGURATION ------
strComputer = "<ServerName>"
EETEETE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set col0S = objWMI.InstancesOf("Win32_OperatingSystem")
for each objOS in col0S
intRC = 0bjOS.Reboot( )
if intRC <> 0 then
WScript.Echo "Error attempting to reboot server: " & intRC
else
WScript.Echo "Rebooting server..."
end if
next

Discussion

When you shut down or restart a Windows server, a signal is sent to all devices, ser-
vices, and programs running on the system. This signal announces that the system is
preparing to shut down so everything needs to close gracefully, if possible. A normal
shutdown will wait for a response from all devices and processes to make sure they
have saved any files and can close before proceeding with the shutdown. If you’ve
ever had Notepad or Word open with an unsaved file, you’ve seen the message ask-
ing if you want to save the file before the application closes.

If you need to automate the shutdown or restart of a system, then politely asking
each application to close can be problematic. If someone had an open unsaved file
on the target system, the shutdown wouldn’t proceed as expected. That’s why Win-
dows also supports forcefully shutting down a system. With the shutdown.exe com-
mand, you can specify an additional option (/f on Windows Server 2003 and /c on
Windows 2000) to force all applications to close. If an application like Notepad is
running, it automatically closes any unsaved files and your unsaved changes will be
lost.

On the programmatic side, the Win32_OperatingSystem class supports two shutdown
methods. The first one (Shutdown), performs a normal shutdown. It will not force-
fully close files. The second, however, Win32Shutdown, will. Table 2-4 contains all of
the flags that can be set with Win32Shutdown.

Table 2-4. Bitmapped Win32Shutdown flags

Value ~ Meaning
0 Log off
0+4=4 Forcefully log off
1 Shutdown
1+4=5 Forcefully shutdown
2 Restart
2+4=6 Forcefully restart
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Table 2-4. Bitmapped Win32Shutdown flags (continued)

Value Meaning
8 Power off
8+4 =12 Forcefully power off

So you can perform a forceful shutdown with a command line and from a script.
How about from the GUI? You sure can. Just hit Ctrl+Alt+Del on your keyboard.
Using the Tab key move to the Shut Down button. Hold the Ctrl key down and click
Enter. Click OK to confirm the shutdown.

One other thing that you may need to do at some point is schedule a server to reboot
or shutdown at a specific time. This is sometimes needed if an entire network or data
center needs to move or go down for maintenance. You could automate this job
pretty quickly using a combination of the scripting solutions and the Task Sched-
uler, but there is another way using the command line. The at.exe command lets you
schedule a task to run either locally or remotely at a specified time.

This command causes a server to shut down at 20:00 (8 P.M.) tonight:
> at \\<ServerName> 20:00 shutdown.exe /s /c "Datacenter move"
This command causes the server to restart at 21:00 (9 P.M.) every Friday night:

> at \\<ServerName> 21:00 /every:F shutdown.exe /r /c "Weekly restart"

See Also

MS KB 232399 (How to Enable Logon Screen Shutdown Button in Windows 2000
Server), MS KB 324268 (HOW TO: Troubleshoot Shutdown Problems in Windows
Server 2003), MS KB 325343 (HOW TO: Perform an Emergency Shutdown in Win-
dows Server 2003), MS KB 325376 (HOW TO: Enable Verbose Startup, Shutdown,
Logon, and Logoff Status Messages in the Windows Server 2003 Family), MS KB
816569 (HOW TO: Make the Shutdown Button Unavailable in the Logon Dialog
Box in Windows Server 2003), and MS KB 821287 (The Computer Does Not Auto-
matically Shut Down When the Shutdown.exe Command Is Invoked)
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CHAPTER 3
Disks, Drives, and Volumes

3.0 Introduction

Before you can start using a filesystem on a server, you have to configure the disks,
drives, and volumes. You have to split up the disks into volumes and assign drive let-
ters to the volumes. You have to format a volume with a filesystem such as NTFS or
FAT32. Filesystems are what give you features such as security, compression, and
encryption of files and folders. Once you have usable volumes in place, there are
many ongoing maintenance tasks you should do to keep your disks healthy. You’ll
want to periodically defragment your volumes so that new files aren’t spread across
many separate chunks, which decreases file access performance. You’ll want to
check your volumes for errors to ensure there aren’t any bad sectors. And if you start
running low on space, you may want to clean up a volume or see which users are
using the most space. If disk space usage is a concern for you, you can implement the
Windows quota feature that lets you limit the amount of space users’ use. In this
chapter, I cover all of these tasks and more.

Using a Graphical User Interface

The two primary graphical interfaces for managing disks, drives, and volumes are
Windows Explorer and the Disk Management snap-in. With Windows Explorer, you
can right-click a drive, select Properties, and perform functions such as enabling quo-
tas, running disk cleanup, performing defragmentation, and running an error check.

The Disk Management snap-in lets you perform lower-level disk administration and
volume management. With it you can create new volumes, assign drive letters, for-
mat volumes with a particular filesystem, and convert basic disks to dynamic disks.

Using a Command-Line Interface

Several important new command-line utilities have been added to Windows Server
2003 to help with managing disks and volumes. Tools such as diskpart and fsutil allow
you close to complete control over disks, drives, and volumes from the command line.




Most of these new command-line tools also provide interfaces for running in batch
mode, which make them easy to script. It is worth your time to get familiar with the
capabilities of these tools.

Table 3-1 lists the command-line tools used in this chapter.

Table 3-1. Command-line tools used in this chapter

Tool
chkdsk
cleanmgr
compact
defrag
diruse
diskpart
diskperf
diskuse
format
fsutil
label

net use
subst
vrfydsk
writeprot

Windows Server 2003
%SystemRoot%\system32
%SystemRoot%\system32
%SystemRoot%\system32
%SystemRoot%\system32
Windows 2003 Support Tools
%SystemRoot%\system32
9%SystemRoot%\system32
Windows 2003 Resource Kit
9%SystemRoot%\system32
9%SystemRoot%\system32
%SystemRoot%\system32
%SystemRoot%\system32
%SystemRoot%\system32
Windows 2003 Resource Kit
http://joeware.net

Windows 2000 Server
9%SystemRoot%\system32
%SystemRoot%\system32
9%SystemRoot%\system32
N/A

Window 2000 Resource Kit
N/A
9%SystemRoot%\system32
Windows 2000 Resource Kit
%SystemRoot%\system32
N/A
%SystemRoot%\system32
9%SystemRoot%\system32
%SystemRoot%\system32
N/A

N/A

Recipes
3.10

37

39

38

3.14
31,3235
33

3.14

34
3.15-17
36

312
3.13
3.10
3N

Using VBScript

Just as several new command-line tools were added to Windows Server 2003, so
were some important new WMI classes. Specifically, the Win32_Volume class allows
you to perform a variety of volume management tasks including running a chkdsk,

defragmentation, and format of a volume.

Table 3-2 lists the WMI classes used in this chapter. The only important exception to

note is that I use the MapNetworkDrive WSH method in Recipe 3.12.

Table 3-2. WMI classes used in this chapter

WMI dass
(IM_Datafile
Win32_Directory
Win32_DiskDrive
Win32_DiskQuota
Win32_LogicalDisk

Description

Enumerate and manage files.
Enumerate directories.

Enumerate and manage physical disks.

Enumerate the quota usage for a particular user.

Enumerate and manage logical disks.

Recipes
3.14
39

31
3.16-17

3.1,3.10,3.16,
317
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Table 3-2. WMI classes used in this chapter (continued)

WMidass - Description : L e
Win32_MappedLogicalDisk Enumerate and manage mapped network drives. 31
Win32_QuotaSetting Enumerate and manage disk quota settings on volumes. This class is 3.15

available only with Windows XP and Windows Server 2003.
Win32_Volume Enumerate and manage volumes. This class is available only with Win- ~ 3.4-3.6,3.8
dows Server 2003.

3.1 Viewing the Disk, Drive, and Volume Layout

Problem

You want to see how the disks, drives, and volumes are laid out on a server.

Solution

Using a graphical user interface
1. Open the Computer Management snap-in.

2. In the left pane, expand Storage and click on Disk Management. The right pane
will display the disk, volumes, and drives.

Using a command-line interface

On Windows Server 2003, you can use the diskpart utility to view the disk, drive,
and volume configuration. First, get into interactive mode:

> diskpart
Next, to view the list of disks, run the following:
> list disk
Now, to see the list of volume and assigned drive letters, run the following:

> list vol
a‘!

Unfortunately, there isn’t an equivalent utility on Windows 2000.

Using VBScript

' This code enumerates the physical and logical disks on a system.
ECEEETE SCRIPT CONFIGURATION ------

strComputer = "."

T END CONFIGURATION ---------

WScript.Echo "Physical Disks:"

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
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set colDisks = objWMI.ExecQuery("select * from Win32_DiskDrive")

for each objDisk in colDisks
WScript.Echo " Caption: " & vbTab & objDisk.Caption
WScript.Echo " Device ID: " & vbTab & objDisk.DeviceID
WScript.Echo " Manufacturer: " & vbTab & objDisk.Manufacturer
WScript.Echo " Media Type: " & vbTab & objDisk.MediaType
WScript.Echo " Model: " & vbTab & objDisk.Model
WScript.Echo " Name: " & vbTab & objDisk.Name
WScript.Echo " Partitions: " & vbTab & objDisk.Partitions
WScript.Echo " Size: " & vbTab & objDisk.Size
WScript.Echo " Status: " & vbTab & objDisk.Status
WScript.Echo

next

WScript.Echo
WScript.Echo "Logical Disks:"
set colDisks = objWMI.ExecQuery("select * from Win32_LogicalDisk")
for each objDisk in colDisks
WScript.Echo " DeviceID: " & objDisk.DeviceID

WScript.Echo " Description: " & objDisk.Description
WScript.Echo " VolumeName: " & objDisk.VolumeName
WScript.Echo " DriveType: " & objDisk.DriveType
WScript.Echo " FileSystem: " & objDisk.FileSystem
WScript.Echo " FreeSpace: " & objDisk.FreeSpace
WScript.Echo " MediaType: " & objDisk.MediaType
WScript.Echo " Name: " & objDisk.Name
WScript.Echo " Size: " & objDisk.Size
WScript.Echo
next
Discussion

The solutions show how to enumerate all the disks and volumes on a server, but if
you have any mapped drives, it won’t show those. The easiest way to see mapped
drives is to open Windows Explorer and look at My Computer or run net use from a
command line. From VBScript, you can use the Win32_MappedLogicalDisk WMI class,
which is new to Windows Server 2003 and Windows XP. Here is some sample code:

strComputer =
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colDrives = objWMI.ExecQuery("select * from Win32_MappedLogicalDisk")
WScript.Echo "Mapped Drives:"
for each objDrive in colDrives

WScript.Echo " Device ID: " & objDrive.DeviceID

WScript.Echo " Volume Name: " & objDrive.VolumeName

WScript.Echo " Session ID: " & objDrive.SessionID

WScript.Echo " Size: " & objDrive.Size

WScript.Echo
next

See Also

Recipe 3.12 for mapping a network drive.
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3.2 Converting a Basic Disk to Dynamic

Problem

You want to convert a basic disk to a dynamic disk.

Solution

Using a graphical user interface
1. Open the Computer Management snap-in.
2. In the left pane, expand Storage and click on Disk Management.

3. In the lower-right pane, right-click the disk you want to convert and select Con-
vert to Dynamic Disk (on Windows XP and Windows Server 2003) or Upgrade
to Dynamic Disk (on Windows 2000).

4. Check the box beside the disk(s) you want to convert and click OK.

5. Click Convert (on Windows XP and Windows Server 2003) or Upgrade (on
Windows 2000) and click Yes to confirm the conversion.

Using a command-line interface

On Windows Server 2003, you can use the diskpart utility to convert a disk to
dynamic. First, run diskpart to enter interactive mode:

> diskpart
You need to get a list of disks so you can select the one you want to convert:
> list disk
In the following example, I'll select disk o:
> select disk 0
Now, run the following command to convert the disk:
> convert dynamic

You may be asked to reboot for the change to take effect.

Using VBScript

None of the WMI classes support converting a disk to a dynamic disk.

Discussion

By default, disks are initialized as basic on both Windows 2000 and Windows Server
2003. You can convert a disk to dynamic to take advantage of features such as the
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ability to dynamically extend partitions. Some additional benefits of dynamic disks
include:

* You can perform disk and volume management without needing to restart the
operating system.

* You can organize dynamic disks into disk groups. Configuration information for
all disks in a group is shared and kept up-to-date even if a dynamic disk fails or
is moved to another system.

* You have more options for configuring volumes. Dynamic disks support the fol-
lowing dynamic volumes: simple volumes, spanned volumes, striped volumes,
mirrored volumes, and RAID-5 volumes.

* You are not limited on the number of volumes you create on a dynamic disk.
With a basic disk you can create up to four primary partitions or three primary
partitions and one extended partition.

Once you convert a disk to dynamic, you cannot convert it back to
= basic unless you delete all of the dynamic volumes on the disk.

See Also

MS KB 175761 (Dynamic vs. Basic Storage in Windows 2000), MS KB 309044 (How
To Convert to Basic and Dynamic Disks in Windows XP Professional), MS KB
254105 (Dynamic Disk Hardware Limitations), and MS KB 314343 (Basic Storage
Versus Dynamic Storage in Windows XP)

3.3 Enabling Disk Performance Statistics

Problem

You want to monitor disk performance and you need to enable performance statistics.

Solution

On Windows 2000 Server, run the following command and then reboot:
> diskperf -y
On Windows Server 2003, all disk performance statistics are enabled by default.

Discussion

With Windows NT, both logical and physical disk performance counters were disabled
by default. With Windows 2000, physical disk counters were enabled and logical disk

Enabling Disk Performance Statistis | 73



counters were disabled. With Windows Server 2003, both logical and physical disk
counters are enabled. Logical and physical disk counters were disabled by default in pre-
vious versions of the OS because of the concern that the impact to performance would
be too great to have them on all the time. As disk access times have steadily improved
over the years, the performance hit has become negligible. Now, you can safely have
both physical and logical disk counters enabled on either Windows 2000 or Windows
Server 2003.

)
\ Within Performance Monitor, the LogicalDisk and PhysicalDisk
g
:‘.“ objects contain the counters that are available when disk performance
' Qia statistics are enabled.
See Also

MS KB 253251 (Using Diskperf in Windows 2000)

3.4 Formatting a Volume

Problem

You want to reformat an existing volume or initialize a new one.
Solution

Using a graphical user interface
1. Open Windows Explorer.
2. Right-click on the drive letter for the volume you want to format and select Format.

3. Leave NTFS selected for File system unless you have a very good reason to use
FAT32. The same goes for the Allocation unit size; use the default selected
unless you have a good reason.

4. Type a description under Volume label.

5. Check the box beside Quick Format if you’ve previously formatted the volume
with the same filesystem and just want to delete the file table (i.e., links to all the
files and folders).

6. Check the box beside Enable Compression if you want to compress the con-
tents of the volume.

7. Click Start.
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Using a command-line interface

The following command formats the D: drive using NTFS and sets the volume label
to Data:

> format D: /fs:ntfs /v:Data

You will be prompted to enter the current label of the D: drive. Type it in and press
Enter. Then you’ll be asked for confirmation to continue by typing Y and pressing
Enter.

Add the /q option to the previous command line to perform a quick format and add
the /c option to enable compression on the volume. You can use the /x option to
force a dismount in case someone has a handle open on the volume.

Using VBScript

' This code formats a volume.
' The Win32_Volume class is new in Windows Server 2003.
BT SCRIPT CONFIGURATION ------
strComputer = "<Server>"
strDrive = "<Drive>" ' e.g., D:
strFS = "NTFS"
boolQuick = False
intClusterSize = 4096
strlabel = "Data"
boolCompress = False
BEEETEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colVol = objWMI.ExecQuery("select * from Win32_Volume where Name = '" & _
strDrive & "\\'")
if colVol.Count <> 1 then
WScript.Echo "Error: Volume not found."
else
for each objVol in colvol
intRC = objVol.Format(strFS,boolQuick,intClusterSize, _
strLabel,boolCompress)
if intRC <> 0 then
WScript.Echo "Error formatting volume: " & intRC
else
WScript.Echo "Successfully set formatted volume."
end if
next
end if

Discussion

Before you can use a volume, you first need to format it with a filesystem. On Win-
dows 2000 and Windows Server 2003, you can format a volume with FAT, FAT32,
or NTFS. Unless you have a good reason, you should use NTES due to its increased
security features.
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Another option when formatting a volume is whether to perform a quick format or
normal format. Both options erase the table that tracks file locations on the filesys-
tem. The difference is that a normal format will scan the entire volume for bad sec-
tors. This scan is responsible for most of the time required to do a format. A quick
format bypasses this, so you should only use it when the volume has been previously
formatted with a filesystem and you are confident the disk isn’t damaged.

You can also enable compression on a newly formatted volume. See Recipe 3.9 for
more on the effects of compression.

See Also

MS KB 140365 (Default Cluster Size for FAT and NTFS) and MS KB 313348 (How
to partition and format a hard disk in Windows XP)

3.5 Setting the Drive Letter of a Volume

Problem

You want to set the drive letter of a volume.

Solution

Using a graphical user interface
1. Open the Computer Management snap-in.
2. In the left pane under Storage, click on Disk Administrator.

3. In the bottom right pane, right-click the target volume or disk and select Change
Drive Letter and Paths.

4. Click the Change button.

5. Beside Assign the following drive letter, select the new drive letter from the
drop-down list and click OK.

6. Click Yes to confirm.

Using a command-line interface

The diskpart command lets you assign driver letters from the command line on Win-
dows Server 2003 and Windows XP. First, start by running the command in interac-
tive mode:

> diskpart
List the current volumes on the system:

> list vol
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From the output, select the volume in which you want to set the driver letter. In the
following command, I'm selecting volume 0:

> select vol 0
Now, assign the drive letter you want. In the following example, I'm assigning letter F:

> assign letter=F

Using VBScript

' This code sets the drive letter of a volume.
' The Win32_Volume class is new in Windows Server 2003
EETETE SCRIPT CONFIGURATION ------

strComputer = "."
strOldDrive = "I:"
strNewDrive = "J:"

RECEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colVol = objWMI.ExecQuery("select * from Win32_Volume where Name = '" & _
strOldDrive & "\\'")
if colVol.Count <> 1 then
WScript.Echo "Error: Volume not found."
else
for each objVol in colVol
objVol.Driveletter = strNewDrive
objVol.Put_
WScript.Echo "Successfully set drive letter for volume."
next
end if

Discussion

When volumes are made active and removable media are added to a system, they are
automatically assigned the next available drive letter (in alphabetical order starting
from C:). It is a straightforward operation to change the letter of a drive, but you
need to be sure nothing references the prior drive letter. If you attempt to assign a
different drive letter to an existing drive that is currently in use, the system will let
you do it and allows both the old drive letter and new drive letter to be used until the
system is rebooted. After the system restarts, the old drive letter will go back into the
pool of available drive letters.

W‘

If you want to change the drive letter of the system drive, you have to
follow special procedures. See MS KB 223188 for more information.

See Also

MS KB 234048 (How Windows 2000 Assigns, Reserves, and Stores Drive Letters)
and MS KB 223188 (How To Restore the System/Boot Drive Letter in Windows)
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3.6 Setting the Label of a Volume

Problem

You want to set the label of a volume.

Solution

Using a graphical user interface
1. Open Windows Explorer.
2. Right-click the drive you want to clean up and select Properties.
3. Click the General tab if it isn’t opened by default.

4. The lone input box on this tab is the label for the volume. Modify it as necessary
and click OK.

Using a command-line interface

Use the label command to set the label of a volume. The following example sets the
label for the C: drive to be System Volume:

> label c: System Volume

Do not put quotes around multiword labels. The label command cap-
= tures everything after the drive parameter so no quotes are necessary.

Using VBScript

' This code sets the label of a volume.

' The Win32_Volume class is new in Windows Server 2003

EEEEE SCRIPT CONFIGURATION ------

strComputer = "."

strDrive = "<Drive>" e.g., C:

strlabel = "<Label>" ' e.g., System Volume

BECEEEE END CONFIGURATION ---------

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

set colVol = objWMI.ExecQuery("select * from Win32_Volume where Name = '" & _
strDrive & "\\'")

if colVol.Count <> 1 then
WScript.Echo "Error: Volume not found."
else
for each objVol in colVol
objVol.Label = strlabel
objVol.Put_
WScript.Echo "Successfully set label for volume."
next
end if
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Discussion

The label of a volume is nothing more than a short description that is displayed in
tools such as Windows Explorer when you view the list of drives. A label can con-
tain up to 32 characters. You can use a mix of alphanumeric and special characters.
Also, labels do not have to be unique across volumes, but it defeats the purpose of
having labels in the first place if you configure multiple volumes with the same one.
And unlike setting drive letters, you can modify the label of a volume regardless of
whether the volume is the system volume or has files that are locked.

3.7 (eaning Up a Volume

Problem

You want to clean up unused or unneeded files on a volume to reclaim space.

Solution

Using a graphical user interface

1. Open Windows Explorer.

2. Right-click the drive you want to clean up and select Properties.
3. Click the General tab if it isn’t opened by default.
4

. Click the Disk Cleanup button. Depending on the size of the volume you are
scanning, this can take a while to complete.

5. Under Files to delete, check the boxes beside the type of files you want to
remove.

6. When you are done with your selections, click OK.
7. Click Yes to confirm that you want to delete the files.

Using a command-line interface

You can launch the Disk Cleanup tool from the command line by running the fol-
lowing command:

> cleanmgr
To target a specific drive, use the /d option:
> cleanmgr /d E:

You can automate the Disk Cleanup tool to run against all the drives on a system in a
couple of steps. First, you need to configure the types of files you want to clean up.
Run the cleanmgr utility with the /sageset: option following by an integer. The inte-
ger represents a Disk Cleanup profile. In the following example, I'll use 1:

> cleanmgr /sageset:1
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This opens the Disk Cleanup Settings property page. Under Files to delete, check the
boxes beside the types of files you want to clean up. Click OK when you are done.
Now, use the /sagerun: option followed by the same number we just used (1 in this
case):

> cleanmgr /sagerun:1

This command enumerates all drives on the system and performs a disk clean up
according to the profile we just created.

Discussion

Disk Cleanup is a tool to help you remove unneeded files on your system, which are
doing nothing more than taking up space. It can find temporary files used by Inter-
net Explorer and old setup files for applications such as Microsoft Office and let you
delete them.

After you’ve analyzed a particular volume, you can click on a file type—e.g., Tempo-
rary Internet Files—to see a description of that file type at the bottom of the dialog
box. As you check or uncheck boxes, you’ll see the number beside Total amount of
disk space you gain increase or decrease, respectively. Depending on the file type, a
View Files button will be displayed, which when clicked, opens a Windows Explorer
window to the location of the files. The list of file types will vary depending on the vol-
ume you are looking at. Only file types that apply to a particular volume are displayed.

The Compress old files option is a good way to minimize disk bloat over time. When
enabled, it will compress files that haven’t been accessed in a certain number of days.
It won’t delete any files, just compress them. That means files you rarely accessed are
compressed and the impact to the disk is minimized.

The More Options tab provides buttons for opening the Windows Components and
Add/Remove Programs screens and a button for removing all but the most recent
system restore point. Depending on how much space you need to reclaim, all three
of these can be good sources for reclaiming unused or rarely used disk space.

See Also

MS KB 253597 (Automating Disk Cleanup Tool in Windows) and MS KB 310312
(Description of the Disk Cleanup Tool in Windows XP)

3.8 Defragmenting a Volume

Problem

You want to defragment a volume to improve disk access performance.
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Solution

Using a graphical user interface

1.

7.

Open Windows Explorer.

2. Right-click the drive you want to defragment and select Properties.
3.
4. Click the Defragment Now button. This launches the Disk Defragmenter appli-

Click the Tools tab.

cation.

. Click the Analyze button to find out how badly the volume is fragmented. After

the analysis is complete, Windows will inform you whether it believes you
should defragment the volume.

. Click the View Report button to view statistics about fragmentation and to see

the most fragmented files.
Click the Defragment button to proceed with defragmenting the volume.

Using a command-line interface

The defrag utility is the command-line version of the Disk Defragmenter application
(available on Windows XP and Windows Server 2003). Run the following command
to perform an analysis of the D: drive:

> defrag d: /a

Add the /v option to see similar information to the View Report button in Disk
Defragmenter:

> defrag d: /a /v

Finally, include the drive and /v (for verbose output) to perform a defragmentation
of the volume:

> defrag d: /v

You can force a defragmentation even if disk space is low by including the /f option.

Using VBScript

' This code simulates the 'defrag /a /v' command except it analyzes

' all fixed disks, not just a specific one.

' The Win32_Volume class is new in Windows Server 2003

CEEE T SCRIPT CONFIGURATION ------

strComputer = "."

BT END CONFIGURATION ---------

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

set colVols = objWMI.ExecQuery("Select * from Win32_Volume where DriveType = 3")

for each objVol in colVols
WScript.Echo "Analyzing volume " & objVol.Driveletter
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intRC = objVol.DefragAnalysis(boolDefrag, objRpt)
if intRC = 0 then

WScript.Echo " Volume size: " & objRpt.VolumeSize
WScript.Echo " Cluster size: " & objRpt.ClusterSize
WScript.Echo " Used space: " & objRpt.UsedSpace
WScript.Echo " Free space: " & objRpt.FreeSpace
WScript.Echo " Percent free space: " & objRpt.FreeSpacePercent
WScript.Echo " Total fragmentation: " & _
objRpt.TotalPercentFragmentation
WScript.Echo " File fragmentation: " & _
objRpt.FilePercentFragmentation
WScript.Echo " Free space fragmentation: " & _
objRpt.FreeSpacePercentFragmentation

WScript.Echo " Total files: " & objRpt.TotalFiles

WScript.Echo " Average file size: " & objRpt.AverageFileSize

WScript.Echo " Total fragmented files: " & objRpt.TotalFragmentedFiles

WScript.Echo " Total excess fragments: " & objRpt.TotalExcessFragments

WScript.Echo " Avg fragments per file: " & _
objRpt.AverageFragmentsPerFile

WScript.Echo " Page file size: " & objRpt.PageFileSize
WScript.Echo " Total page file fragments: " & _
objRpt.TotalPageFileFragments

WScript.Echo " Total folders: " & objRpt.TotalFolders

WScript.Echo " Fragmented folders: " & objRpt.FragmentedFolders

WScript.Echo " Excess folder fragments: " & _
objRpt.ExcessFolderFragments

WScript.Echo " Total MFT size: " & objRpt.TotalMFTSize
WScript.Echo " MFT record count: " & objRpt.MFTRecordCount
WScript.Echo " MFT percent in use: " & objRpt.MFTPercentInUse
WScript.Echo " Total MFT fragments: " & objRpt.TotalMFTFragments

if boolDefrag = True Then
WScript.Echo "You should defragment this volume."

else
WScript.Echo "You do not need to defragment this volume."
end if \
WScript.Echo
else
WScript.Echo "Error during defragmentation analysis: " & intRC
end if

next

' This code simulates the 'defrag c:' command.

' The Win32_Volume class is new in Windows Server 2003
TR SCRIPT CONFIGURATION ------

strComputer = "."

strDrive = "<Drive>" ' e.g. C:

boolForce = False
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EEEEEEES END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colVol = objWMI.ExecQuery("select * from Win32_Volume Where Name = '" & _
strDrive & "\\'")
for each objVol in colVol
intRC = objVol.Defrag(boolForce,objRpt)
if intRC = 0 then
WScript.Echo "Defragmentation successful.”
else
WScript.Echo "Error defragmenting volume: " & intRC
end if
next

Discussion

When you save a file on a volume, Windows tries to save the file in one contiguous
section on the disk. However, as the disk becomes full over time, the largest avail-
able contiguous sections of the disk become smaller and smaller. New files eventu-
ally become spread over multiple sections of the disk which is called fragmentation.
This leads to decreased disk access performance because Windows has to access
multiple sections of the disk to piece together a single file.

The Windows defragmentation feature helps alleviate this problem by scanning a
disk and attempting to combine the sections of files in larger contiguous portions. To
perform a full defragmentation on a volume, the target volume needs to have at least
15% free space. This is necessary because Windows needs some space to store file
fragments it is trying to piece together. If you have less than 15% available, you’ll
need to free up some space first. See Recipe 3.7 for more details.

You can determine how badly a volume is fragmented by first analyzing the volume.
All three solutions provide options for generating a report that provides details on
the fragmentation level of a volume. The report will also recommend whether you
should perform a defragmentation or not. This is useful only as a general guide
because it may always recommend that you perform a defragmentation even after
you’ve just run one.

You should consider performing periodic defragmentation on heavily used volumes
that have become more than 50% utilized. As disk space decreases on a volume, the
level of fragmentation generally increases as the number of contiguous sections of
disk decrease. If you have really large disks that are rarely more than 25% used, per-
forming a defragmentation will not likely be of much benefit.

Defragmenting a disk can take several minutes and even hours
depending on the size of the disk and the level of fragmentation. Also,
the disk will be continually busy during the defragmentation period,
so do it during off-hours because disk access performance will defi-
nitely decrease.
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Using VBScript

Both the Defrag and DefragAnalysis methods return a report object (objRpt in the
VBScript solutions). This object contains details about the current state of fragmen-
tation on the volume in question. In the second VBScript code sample, 1 did not enu-
merate the properties of the objRpt object, but you could use all of the WScript.Echo
statements after if intRC = 0 then from the first code sample if you want to display
the analysis after defragmentation has been performed.

In the first code sample, I perform a defragmentation analysis on all local disk vol-
umes. With the ExecQuery method, I included DriveType = 3 in the query. The
DriveType property is part of the Win32_Volume class and the number 3 represents
local disks. Look up Win32_Volume in MSDN for a complete listing of other values for
DriveType (although none are important in this scenario).

See Also

Recipe 3.7, MS KB 283080 (Description of the New Command Line Defrag.exe
Included with Windows XP), MS KB 305781 (How To Analyze and Defragment a
Disk in Windows XP), MS KB 312067 (Shadow copies may be lost when you defrag-
ment a volume), and MSDN: Win32_Volume

3.9 Compressing a Volume

Problem

You want to compress a volume.

Solution

Using a graphical user interface
1. Open Windows Explorer.
. Right-click the drive you want to compress and select Properties.
. Click the General tab if it isn’t opened by default.
. Check the box beside Compress drive to save disk space and click OK.

[ B N CL I \8

. Select the radio button beside the option for compressing only the files con-
tained directly under C: or compressing all subfolders and files on the drive.

6. Click OK.

Using a command-line interface
The following command causes files only at the root of drive D: to be compressed:

> compact /c d:\
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Add the /s option to compress all files and folders on drive D:

> compact /c /s d:\

Using VBScript

' This code compresses a volume.
BT SCRIPT CONFIGURATION ------
strComputer = "."
strDrive = "<Drive>"
boolRecursive = True
BT END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colFolder = objWMI.ExecQuery("select * from Win32_Directory " & _
" where name = '" & strDrive & "\\'")

e.g., D:

if colFolder.Count <> 1 then
WScript.Echo "Error: Volume not found."
else
for each objFolder in colFolder
intRC = objFolder.CompressEx(strErrorFile,,boolRecursive)
if intRC <> 0 then
WScript.Echo "Error compressing volume: " & intRC
WScript.Echo "Stopped on file: " & strErrorFile
else
WScript.Echo "Successfully compressed volume."
end if
next
end if

Discussion

Compressing an entire volume is a good idea if disk space utilization is a concern and
you have really fast disks and adequate processing resources. And since support for
compression is built into the NTFS filesystem, compression and decompression of
files happens automatically when applications attempt to open them. That makes the
use of compression largely transparent. It will, however, have an impact on system
load since compressing and uncompressing files, especially large ones, can require
significant processing cycles. These days, disk space is much cheaper than CPUs, so
you are generally better off taking the hit in disk space than adding processing load.

If you plan on compressing a volume that has disk quotas enabled, be sure to read
MS KB 320686 first. You might think that when you compress a volume, your users’
quota usage would go down, but it doesn’t work this way. Quotas are determined by
allocated disk usage, which is the actual size of the files before compression. Due to
how compressed files are stored, it is possible for users’ quota usage to actually
increase when you enable compression. Again, if this issue pertains to you, KB
320686 goes into a good amount of detail about why this happens.
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Using VBScript

The Win32_Directory class has a Compress method in addition to the CompressEx
method I used in this solution, but it does not provide a way to perform compres-
sion recursively. It allows you simply to compress an individual directory. With
CompressEx, the third parameter is a Boolean that when true performs a recursive
compression.

The first two parameters to CompressEx are the stop file and start file. The stop file
will be populated if CompressEx encounters an error and will contain the file name the
error occurred on. The start file parameter is the file name within the directory that
compression should start from. This parameter is necessary only if you are attempt-
ing to catch failures from previous CompressEx calls. You’d pass the results from the
stop file parameter you captured after the failure as the start file to the next iteration
CompressEx. This is a little funky in my book, but it does allow you to create a robust
compression script.

See Also

Recipe 4.14 for more on compressing and uncompressing individual files, MS KB
153720 (Cannot Compress a Drive with Little Free Space), MS KB 251186 (Best
practices for NTFS compression in Windows), MS KB 307987 (How To Use File
Compression in Windows XP), and MS KB 320686 (Disk Quota Charges Increase If
You Turn On the NTFES Compression Functionality)

3.10 Checking a Volume for Errors

Problem

You want to check a volume for errors.

Solution

Using a graphical user interface
1. Open Windows Explorer.
. Right-click the drive you want to defragment and select Properties.
. Click the Tools tab.
. Under Error-checking, click the Check Now button.

vt W N

. If you want to fix any file system errors that are found, check the box beside
Automatically fix file system errors. If you want to perform a thorough scan of
the disk and check for bad sectors, check the box beside Scan for an attempt
recovery of bad sectors.

6. Check the disk options you want and click Start.
7. Click OK when the check completes.
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Using a command-line interface

The chkdsk utility can detect problems with a volume and attempt to fix them. Spec-
ify the name of the volume you want to check to run chkdsk in read-only mode:

> chkdsk D:
Use the /f option to have chkdsk attempt to fix any errors it finds:
> chkdsk D: /f

With the /f option, chkdsk will try to lock the drive, so if it is in use by another pro-
cess, you will only be able to schedule it to run during the next reboot. You can
include the /x option with /f to force the volume to be dismounted (for a nonsystem
volume).

Using VBScript

' This code tries to perform a chkdsk on the specified volume.
T SCRIPT CONFIGURATION ------
strComputer = "."
strDrive = "<Drive>" ' e.g., D:
boolFixErrors = True ' True = chkdsk /f, False = chkdsk
BEEEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objDisk = objWMI.Get("Win32_LogicalDisk.DeviceID="" & strDrive & "'")
intRC = objDisk.ChkDsk(boolFixErrors)
if intRC = 0 then
WScript.Echo "Chkdsk completed successfully."
elseif intRC = 1 then
WScript.Echo "Chkdsk scheduled on next reboot."
else
WScript.Echo "Error running chkdsk: " & intRC
end if

Discussion

On Windows Server 2003, you can use the new vrfydsk command to perform the
same function as chkdsk in read-only mode. Vrfydsk creates a shadow copy of the
target volume, assigns a drive letter to it, runs chkdsk (read-only mode) against that
drive, unassigns the drive, and removes the shadow copy. This is useful because
often when running chkdsk on an active volume it may report transient errors that
are due to the volume being in use. With vrfydsk, you don’t have to worry about disk
activity skewing the results. If vrfydsk reports that errors were found, you’ll want to
schedule a chkdsk /f as soon as possible on the volume.

See Also

MSDN: Chkdsk Method of the Win32_Volume Class, MS KB 160963
(CHKNTFS.EXE: What You Can Use It For), MS KB 187941 (An explanation of
CHKDSK and the new /C and /I switches), MS KB 191603 (Modifying the
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Autochk.exe Time-out Value), MS KB 218461 (Description of Enhanced Chkdsk,
Autochk, and Chkntfs Tools in Windows 2000), and MS KB 837326 (How to use the
Vrfydsk.exe tool to check a volume for errors without taking the volume offline in
Windows Server 2003).

3.11 Making a Disk or Volume Read-Only

This functionality is new to Windows XP and Windows Server 2003
and is not available on Windows 2000.

Problem

You want to make a disk or volume read-only so that users or programs can’t write
to it.

Solution

Using a command-line interface

The Joeware (www.joeware.net) tool, writeprot, allows you to make a disk or volume
read-only as long as no files are locked on that volume. The following command lists
the read/write state of all disks and volumes on a system:

> writeprot /mview

The following command attempts to make the D: drive read-only:
> writeprot /vol d: /ro

The following command makes the D: drive read-write:
> writeprot /vol d: /rw

The following command attempts to make all volumes on the basic disk represented
by the D: drive read-only:

> writeprot /vol d: /ro

Using VBScript

' This code makes a volume or disk read-only (if possible)
EIEEEEES SCRIPT CONFIGURATION ------

strDrive = "<Drive>" e.g., e:

' This assumes writeprot is in your PATH, if not, fully qualify
' the path to the command (e.g., c:\bin\writeprot.exe)
strCommand = "writeprot /vol " & strDrive & " /ro"

IR END CONFIGURATION ---------

set objWshShell = WScript.CreateObject("WScript.Shell")

intRC = objWshShell.Run(strCommand, 0, TRUE)
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if intRC <> 0 then
WScript.Echo "Error returned from running the command: " & intRC
WScript.Echo "Command attempted: " & strCommand

else
WScript.Echo "Command executed successfully."

end if

Discussion

Volumes on basic disks and dynamic disks are treated different when it comes to
enabling write protection. You can make individual volumes on a dynamic disk read-
only, but for basic disks, you have to write protect the entire disk including all vol-
umes. If you attempt to write protect a single volume on a basic disk with multiple
volumes using writeprot, an error will be returned. You’d need to run the same com-
mand with the -unsafe option to write protect all volumes on the basic disk.

You cannot write protect any volume that has files locked for read or write access.
Since files are always opened for reading on the system volume, you will not be able
to write protect that volume. See Recipe 4.19 for more information on finding open
files.

It was reported by some of the technical reviewers of this book that
= the third-party drivers for some storage area networks devices (HP

MSA-500 and MSA-1000 specifically) do NOT properly support write
protection.

See Also
Recipes 4.12 and 4.18

3.12 Mapping a Network Drive

Problem

You want to map a drive to a folder on a remote computer.

Solution

Using a graphical user interface
1. Open Windows Explorer.
. From the menu, select Tools - Map Network Drive.
. Beside Drive, select the drive letter you want to assign.
. Beside Folder, enter the UNC path to the network share you want to map.

b~ W N

. If you want the drive to be persistent, make sure the box beside Reconnect at
logon is checked.
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6. By default, your current credentials will be used to access the network share, if
you want to use alternate credentials, click the different username link. Enter a
user name and password and click OK.

7. Click Finish.

Using a command-line interface
The following command maps a drive to a network share point:
> net use <Drive> <Share>

The following example maps \\rtpo1\myshare to the N: drive using your current
credentials:

> net use N: \\rtpoi\myshare

The following example maps a persistent drive using alternate credentials:
> net use N: \\rtpoi\c$ /user:amer\rallen /savecred /persistent:yes

The following command lists all network connections including mapped drives:
> net use

The following command deletes the N: network drive:

> net use N: /delete

Using VBScript

' This code creates a mapped drive to a network path.
BECEEEEE SCRIPT CONFIGURATION ------

strDrive = "<Drive>" ' e.g., N:
strPath = "<Path>" ' e.g., \\rtpoi\c$\temp
strUser = "<User>" ' e.g., AMER\rallen

strPassword = "<Password>"

boolPersistent = True ' True = Persistent ; False = Not Persistent

R END CONFIGURATION ---------

set objNetwork = WScript.CreateObject("WScript.Network")

objNetwork.MapNetworkDrive strDrive, strPath, boolPersistent, _
strUser, strPassword

WScript.Echo "Successfully mapped drive"

Discussion

Mapping a drive to a folder on a remote server is primarily done for convenience.
There is nothing you can do with a mapped drive that you can’t also do with a UNC
path (e.g., \\rtpo1\myshare). However, some applications may not support accessing
files via a UNC path, so you might need to use a mapped drive instead. A mapped
drive is more convenient if you access a remote server frequently from a tool such as
Windows Explorer. Instead of typing a long UNC path, you can simple type the
drive letter and access the folder much quicker. And if you need to access the remote
folder using alternate credentials, creating a mapped drive can save you even more
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time because you can store the credentials with the mapped drive so that when your
computer starts up, the drive is automatically mapped using the alternate creden-
tials. But be warned, this approach is also a great way to create account lockouts fol-
lowing password changes.

oF 8

You can’t use the cd command within a CMD session to change direc-

tories into a UNC path. You can, however, use the pushd command,

o> which creates a temporary drive for the UNC path (much as if you

" were mapping a drive) and cd’s into that drive. After you end the CMD
session, the drive is dismounted and the previously assigned drive let-
ter becomes available again.

See Also

MS KB 149861 (How Authentication Works for Net Use Command) and MS KB
308582 (How to connect and disconnect a network drive in Windows XP)

3.13 (Creating a Virtual Drive to Another Drive
or Folder

Problem

You want to make a folder the root of a drive or you want to use multiple drive let-
ters for the same drive.

Solution

Using a command-line interface

Use the following command to create a new drive pointing to an existing path on the
system:

> subst <Drive> <Path>

The following example creates an E: drive pointing to C:\scripts:
> subst E: C:\scripts

The following example creates an F: drive pointing to C:
> subst F: C:\

Using VBScript
There aren’t any WMI or WSH interfaces for creating virtual drives, but you can
shell out to the subst command if you really want to do it via a script.

' This code creates a virtual drive.
B SCRIPT CONFIGURATION ------
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strDrive = "<Drive>" e.g., e:
strPath = "<Path>" ' e.g., c:\scripts

' This assumes subst is in your PATH, if not, fully qualify
' the path to the command here:
strCommand = "subst " & strDrive & " " & strPath
BEETEEE END CONFIGURATION ---------
set objWshShell = WScript.CreateObject("WScript.Shell")
intRC = objWshShell.Run(strCommand, 0, TRUE)
if intRC <> 0 then
WScript.Echo "Error returned from running the command: " & intRC
WScript.Echo "Command attempted: " & strCommand
else
WScript.Echo "Command executed successfully."
end if

Discussion

The subst command is a useful utility for making folders on a volume appear as a
drive. Let’s say, for example, that you like to store files in your user profile (e.g., C:\
Documents and Settings\rallen\My Documents\scripts) and need to frequently access
those files from a command line. You are starting to shown signs of getting carpal
tunnel syndrome because even with tab-completion enabled, it takes a bit of typing
to type out that path. You can use subst to create a drive that is mapped to that
folder path and save yourself a lot of typing.

There are a few caveats to be aware of when using subst:

The drives are removed after reboot. Perhaps the biggest drawback to virtual drives
is that they are removed when a machine restarts. That means to have a persis-
tent virtual drive you need to use a logon script to create it.

Shadow copies are not created. On Windows Server 2003, shadow copies are cre-
ated for all local volumes, but this doesn’t apply to virtual drives created with
subst. Since the virtual drive corresponds to a logical volume, a shadow copy is
already created for its contents.

The drives cannot be used to set quotas. Again, due to the fact the contents of a vir-
tual drive are already part of a volume, which may already have quotas enabled,
you cannot configure quotas.

Deleting the virtual drive deletes only the mapping, not the data. 1f you delete a vir-
tual drive using the /d option, only the drive mapping is deleted, not the under-
lying contents of the drive.

See Also

Recipe 3.12, MS KB 218740 (Cannot Use Subst.exe with UNC Path), and MS KB
269163 (Drives Created with the Subst Command Are Not Connected)
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3.14 Finding Large Files and Folders
on a Volume

Problem

You want to find files or folders that exceed a certain size on a volume.

Solution

Using a graphical user interface
1. From the Start menu, select Search.

2. If you are presented with the options for what to search on, click All files and
folders.

3. Click on What size is it?
4. Select the radio button beside Specify size and enter the size you want to search.
5. Select additional criteria if necessary and click Search.

Using a command-line interface

The following command finds folders that are greater than 100 MB in size on the D:
drive:

> diruse /s /m /q:100 /d d:

The /s option causes subdirectories to be searched, the /m option displays disk usage
in megabytes, the /q:100 option causes folders that are greater than 100 MB to be
marked, and the /d option displays only folders that exceed the threshold specified
by /g.

Use the diskuse command to find files over a certain size. The following command
displays files over 100 MB in size on the D: drive:

> diskuse D: /x:104857600 /v /s

The /x:104857600 option causes files over 104,857,600 bytes to be displayed and is
valid only if you include the /v option (verbose). The /s option means subdirectories
from the specified path (in this case, the D: drive) are searched.

Using VBScript

' This code finds all files over a certain size.
EEEEEES SCRIPT CONFIGURATION ------
strComputer = "<ServerName>"
intSizeBytes = 1024 * 1024 * 500 ' = 500 MB
IEEEEES END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colFiles = objWMI.ExecQuery _
("Select * from CIM DataFile where FileSize > '" & intSizeBytes & "'")
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for each objFile in colFiles
Wscript.Echo objFile.Name & " " & objFile.Filesize / 1024 / 1024 & "MB"
next

Discussion

If you find that you are running out of space on a volume and want to see what is
consuming the most space, you are better off using the diruse command-line solu-
tion. With the other solutions, you could search for all files over 100 MB, for exam-
ple, but a user could have created a bunch of 10 MB MPEG files. Unfortunately, you
can’t use the Search dialog box or VBScript to search on folder sizes, which leaves
diruse as the most appropriate tool in this scenario.

See Also
Recipe 3.7 and MSDN: CIM_DataFile

3.15 Enabling Disk Quotas

Problem

You want to use disk quotas on an NTFS-formatted filesystem.

Solution

Using a graphical user interface
1. Open Windows Explorer.

2. Browse to the drive on which you want to enable quotas, right-click it, and select
Properties.

3. Click the Quota tab.

4. Check the box beside Enable quota management. This turns on disk quota
tracking.

5. Check the box beside Deny disk space to users exceeding quota limit to turn on
disk quota enforcement.

6. Configure the default quota limit if you want to have one.

7. Under the quota logging options, check the appropriate boxes if you want to

have messages logged to the event log every time a user exceeds his quota warn-
ing or limit levels.

8. Click OK.

9. A dialog box will pop open that informs you the disk needs to be scanned to col-
lect disk statistics. Click OK.
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Using a command-line interface

The following command enables disk quota enforcement on drive D:
> fsutil quota enforce d:

The following command enables disk quota tracking on drive D:
> fsutil quota track d:

The following command disables disk quotas on drive D:
> fsutil quota disable d:

& ..

You cannot modify the default limit and warning settings with fsutil.

Using VBScript

' This code enables disk quotas on a drive.

' This code works on 2003 and XP, but not 2000 systems.

BT TR SCRIPT CONFIGURATION ------

strComputer = "."

strDrive = "<Drive>" ' e.g., D:

intEnable = 2 ' 0 = Disabled, 1 = Tracked, 2 = Enforced
intDefaultlimit = 1024 * 1024 * 500 ' 500 MB

intDefaultWarning = 1024 * 1024 * 400 ' 400 MB

BT END CONFIGURATION ---------

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objDisk = objWMI.Get("Win32_QuotaSetting.VolumePath="" & strDrive & "\\'")
objDisk.State = intEnable

objDisk.ExceededNotification = True
objDisk.WarningExceededNotification = True

objDisk.DefaultLimit = intDefaultLimit

objDisk.DefaultWarningLimit = intDefaultWarning

objDisk.Put_

WScript.Echo "Quotas enabled on " & objDisk.Caption

Discussion

NTES disk quotas are based on the files a user owns on a volume, not where those
files are located on a volume. Quotas are set on a per-volume basis so it doesn’t mat-
ter where within a volume a user owns files; they all count against any configured
quota for that volume. If you have multiple volumes you want quotas on, you have
to configure each separately.

When you initially enable quotas, you have an option to track quota usage or enforce
quota usage. Tracking quota usage means that a message will be written to the Sys-
tem event log when a user exceeds his warning or limit quota thresholds. The user
isn’t notified of this and can continue to exceed his quota limits. Enforcing quota
usage means that when the user exceeds his quota limit and attempts to add more
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files to the volume, he receives an “insufficient disk space” error message. Events are
still logged to the System event log just as with quota tracking.

There are two default settings that you can configure when quotas are enabled. The
first is the default warning threshold. After a user exceeds this size, a message is
logged to the event log. The default limit threshold is the maximum amount of stor-
age that individual users can use. If you want to apply nondefault quota parameters
to specific users or groups, see Recipe 3.16.

)
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Quotas do not apply to the Administrator account.

You can also enable quotas using group policy if your computers are in an Active
Directory domain. You can find the quota settings under Computer Configuration\
Administrative Templates\System\Disk Quotas. If your users have administrative
rights over the machine you’ve enabled quotas on, those users can disable or modify
the quota configuration. If you use group policy to configure quotas, users cannot
change them even if they are administrators.

See Also

Recipe 3.16, MS KB 183322 (How to Enable Disk Quotas in Windows 2000), MS KB
307984 (HOW TO: Create Disk Quota Reports in Windows XP), MS KB 308664
(How To Export and Import Disk Quota Settings to Other Volumes in Windows
XP), and MS KB 320686 (Disk Quota Charges Increase If You Turn On the NTFS
Compression Functionality)

3.16 Configuring a Disk Quota for a User

Problem

You want to configure disk quota limits for a particular user.

Solution

Using a graphical user interface
1. Open Windows Explorer.
2. Browse to the drive on which you want to enable quotas, right-click it, and select
Properties.
3. Click the Quota tab.

4. If quotas are enabled, click the Quota Entries button. If quotas are not enabled,
enable them as described in Recipe 3.15.
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5. To configure a new quota entry for a user, select Quota - New Quota Entry
from the menu.

6. Use the object picker to locate the target user and click OK. The Add New
Quota Entry dialog will open.

7. 1f you’ve configured a default quota, that limit will be selected by default. You
can disable disk quota enforcement for this user or set new limit and warning
levels. After you are done, click OK.

Using a command-line interface
The following command configures a quota for a particular user:
> fsutil quota modify <Drive> <WarningBytes> <LimitBytes> <Domain\User>

The following example sets a quota for user AMER\rallen with a ~381 MB warning
and ~476 MB limit:

> fsutil quota modify d: 400000000 500000000 AMER\rallen

Using VBScript

' This code configures a quota for a particular user.
BETEEEE SCRIPT CONFIGURATION ------
strComputer = "."

strUser = "<User>" ' e.g., rallen
strUserDomain = "<Domain>" ' e.g., AMER
strDrive = "<Drive>" ' e.g., D:
intlimit = 1024 * 1024 * 600 ' = 600 MB

intWarning = 1024 * 1024 * 350 ' = 350 MB

BEELEEE END CONFIGURATION ---------

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

set objDisk = objWMI.Cet("Win32_LogicalDisk.DeviceID="" & strDrive & "'")

WScript.Echo "Found disk " & objDisk.Caption

set objUser = objWMI.Get("Win32_Account.Domain='" & strUserDomain & _

"',Name="" & strUser & "'")

WScript.Echo "Found user " & objUser.Name

set objQuota = objWMI.Get("Win32_DiskQuota.QuotaVolume=" & _
"'Win32_LogicalDisk.DeviceID=""" & strDrive & """'," & _
"User="Win32_Account.Domain=""" & strUserDomain & _
""", Name=""" & strUser & """'")

objQuota.lLimit = intlLimit

objQuota.WarninglLimit = intWarning

objQuota.Put_

WScript.Echo "Set quota for user " & objUser.Name

Discussion

If you decide that you want to delete a quota entry for a particular user, perhaps
because you don’t want to limit that user anymore, you have to first reassign owner-
ship of all files owned by the user on the volume. Since quota usage is entirely deter-
mined by file ownership, you can’t have files on a quota-enabled volume that belong
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to a user that doesn’t have a quota entry. You must take ownership of the files your-
self, move the files to another volume, or permanently delete the files before deleting
the quota entry.

)

ey If you don’t want to go to all the trouble of transferring ownership of

:‘.“ files, another option would be to simply set the quota for the user
N &

* s really high (like to the overall size of the volume).

.

See Also

Recipe 3.15, MS KB 183322 (How to Enable Disk Quotas in Windows 2000), MS KB
307984 (HOW TO: Create Disk Quota Reports in Windows XP), and MS KB
308664 (How To Export and Import Disk Quota Settings to Other Volumes in Win-
dows XP)

3.17 Viewing Disk Quota Usage

Problem

You want to view the quota usage for one or more users.

Solution

Using a graphical user interface
1. Open Windows Explorer.

2. Browse to the drive on which you want to enable quotas, right-click it, and select
Properties.

3. Click the Quota tab.

4. If quotas are enabled, click the Quota Entries button. If quotas are not enabled,
enable them as described in Recipe 3.15.

5. The Quota Entries application contains a listing of all users that have quotas
configured along with their quota limit, warning limit, and amount used. You
can sort this screen by selecting View — Arrange Items from the menu and
choosing one of the options to sort by.

Using a command-line interface
Use the following command to view the quota usage for all users on drive D:
> fsutil quota query d:

Use the following command to search the event log for all users that are violating
their quota:

> fsutil quota violations
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Before using the violations options of fsutil, be sure that you’ve
enabled event logging of warning and limit errors (see Recipe 3.15).

Using VBScript
' This code displays the quota usage for users on a particular drive.
IEEEEES SCRIPT CONFIGURATION ------
strComputer = "."
strDrive = "<Drive>" ' e.g., D:
BEEEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colQuotas = objWMI.ExecQuery("select * from Win32_DiskQuota " & _
"where QuotaVolume = 'Win32_LogicalDisk.DeviceID=""" & stixDrive & """'")
for each objQuota in colQuotas
WScript.Echo "User: "& objQuota.User
WScript.Echo " Volume: "& objQuota.QuotaVolume
WScript.Echo " Quota Limit: " & _
objQuota.Limit / 1024 / 1024 & "MB"
WScript.Echo " Warning Limit: " & _
objOQuota.WarninglLimit / 1024 / 1024 & "MB"
WScript.Echo " Disk Space Used: " & _
objQuota.DiskSpaceUsed / 1024 / 1024 & "MB"
WScript.Echo ""
next

Discussion

One of the nice features of the Quota Entries application is that you can drag and
drop entries in it to a spreadsheet application like Excel. Simply highlight the entries
you’re interested in and drag them to Excel. You can also copy and paste them using
Ctrl-C and Ctrl-V.

If you’ve enabled compression on a volume where quotas are also enabled, you may
actually see quota usage increase compared to the same volume without compres-
sion. See MS KB 320686 for more information on this issue.

See Also

Recipe 3.16, MS KB 307984 (HOW TO: Create Disk Quota Reports in Windows
XP), MS KB 308664 (How To Export and Import Disk Quota Settings to Other Vol-
umes in Windows XP), and MS KB 320686 (Disk Quota Charges Increase If You
Turn On the NTFS Compression Functionality)
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CHAPTER 4
Files, Folders, and Shares

4.0 Introduction

This chapter covers some of the common tasks facing administrators when it comes
to managing the Windows file system. I'll not only touch on the really basic tasks
such as creating, deleting, renaming, and moving files and folders, but more
advanced topics such as viewing a list of all open files and identifying the process
that has a file locked.

Using a Graphical User Interface

You are undoubtedly familiar with the all-purpose file, folder, and shared folder
management tool, Windows Explorer. With it you can create, move, rename, and
delete files and folders as well as hide, encrypt, and make them read-only. As you’ll
see, this is the most used graphical tool in this chapter.

You are also probably familiar with the Shared Folder MMC snap-in, which is com-
monly seen as a part of the Computer Management tool. This snap-in allows you to
do just about anything with shares (i.e., create, delete, see who is using them, etc.).

Sysinternals produces several graphical tools that are also very helpful. These include
File Monitor (Recipe 4.19), Fundelete (Recipe 4.3), and Shareenum (Recipe 4.24).

Using a Command-Line Interface

Table 4-1 lists command-line tools used in this chapter and the recipes they are used in.

Table 4-1. Command-line tools used in this chapter

attrib %SystemRoot%\system32 9%SystemRoot%\system32 412,413
auditpol Windows 2000 Resource Kit Windows 2000 Resource Kit 418
cipher %SystemRoot%\system32 %SystemRoot%\system32 415
compress Windows 2003 Resource Kit Windows 2000 Resource Kit 4.14

100



Table 4-1. Command-line tools used in this chapter (continued)

Tool Windows Server 2003 Windows 2000 Server Recipes
copy CMD shell CMD shell 410
creatfil Windows 2003 Resource Kit Windows 2000 Resource Kit 41
del CMD shell CMD shell 41
dir CMD shell CMD shell 45
fc 9%SystemRoot%\system32 %SystemRoot%\system32 an
findstr %SystemRoot%\system32 %SystemRoot%\system32 49
forfiles %SystemRoot%\system32 Windows 2000 Resource Kit 422
handle http://sysinternals.com/ http://sysinternals.com/ 420
inuse %SystemRoot%\system32 Windows 2000 Resource Kit 4.16
junction http://sysinternals.com/ http://sysinternals.com/ 47
linkd Windows 2003 Resource Kit Windows 2000 Resource Kit 47
mkdir CMD shell CMD shell 42
move CMD shell CMD shell 410
net file 9%SystemRoot%\system32 %SystemRoot%\system32 419
net share 9%SystemRoot%\system32 %SystemRoot%\system32 423,424
openfiles 9%SystemRoot%\system32 N/A 419
ren CMD shell CMD shell 410
rmdir CMD shell CMD shell 42
sdelete http://sysinternals.com/ http://sysinternals.com/ 44
setacl http://setacl.sourceforge.net/ http://setacl.sourceforge.net/ 418
shortcut MKS Toolkit MKS Toolkit 46
strings http://sysinternals.com/ http://sysinternals.com/ 49
subinacl Windows 2003 Resource Kit Windows 2000 Resource Kit 417,425
takeown %SystemRoot%\system32 Windows 2000 Resource Kit 417
where %SystemRoot%\system32 Windows 2000 Resource Kit 49
Using VBScript

Between WMI and WSH, you have the ability to automate reading, writing, and
searching files and folders. Unfortunately, the WMI file and folder classes don’t pro-
vide the capability to do basic manipulation, which is where WSH comes in.

Table 4-2 lists all of the WSH and WMI classes used in this chapter.

Table 4-2. WMI and WSH classes used in this chapter

WMI class
Cim_DataFile

Scripting.FileSystemObject

Descriptionv

WMI class that represents files

files and folders

WSH interface for reading, writing, and manipulating

4.1,45,4.10,4.14,4.17, Iy))
41,42,411,412,4.13

Introduction | 101



Table 4-2. WMI and WSH classes used in this chapter (continued)

WMldass . Descripton Lol o Redpest
Win32_Directory WMI lass that represents folders 45,414
Win32_ShortcutFile WMI class that represents shortcut files (.Ink) 4.6

Win32_Share WMI class that represents shared folders 423,424

4.1 Creating and Deleting a File

Problem

You want to create or delete a file.

Solution

Using a graphical user interface
1. Open Windows Explorer.

2. In the left pane, browse to the folder where you want to create the file or that
contains the file you want to delete. Click on the folder.

3. To create a new file, right-click in the right pane and select New and the type of
file you want to create. To edit the file, double-click on it.

4. To delete a file, right-click the file in the right pane and select Delete. Click Yes
to confirm. This moves the file to the Recycle Bin. You can also press Shift+Del
to bypass the Recycle Bin and permanently delete the file.

Using a command-line interface

There aren’t many options for creating files from the command line. You can create a
simple text file by redirecting output from a command. Here is an example:

> echo hello > myfile.txt

One command you may not be familiar with is creatfil.exe from the Resource Kit.
With it you can create files of arbitrary length. This is useful only if you need to cre-
ate some files to test with or to test low disk space scenarios. The following com-
mand creates a 10 MB file named foobar.txt:

> creatfil foobar.txt 10240
To delete a file use the del command:

> del c:\scripts\foobar.vbs
If you want to delete a file on a remote server, you can use a psexec.exe command
like this:

> psexec \\<ServerName> cmd.exe /c del c:\scripts\foobar.vbs
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To provide alternate credentials with psexec use the /u and /p options to specify a
username and password, respectively.

Using VBScript
See Chapter 1 for examples of creating and appending to files using VBScript.
' This code deletes a file
BECEEEE SCRIPT CONFIGURATION ------
strfilePath = "<FilePath>" ' e.g., "d:\scripts\test.txt"
BECEEEE END CONFIGURATION ---------
set objFSO = CreateObject("Scripting.FileSystemObject")

objFS0.DeleteFile(strFilePath)
WScript.Echo "Successfully deleted file"

' This code deletes a file using WMI
ICETEEE SCRIPT CONFIGURATION ------
strComputer = "."
strFilePath = "<FilePath>" ' e.g., "d:\scripts\test.txt"
BECEEEEE END CONFIGURATION ---------
set objFile = GetObject("winmgmts:\\"& strComputer & _
"\root\cimv2:CIM Datafile.Name='" & strFilePath & "'")
objFile.Delete
WScript.Echo "Successfully deleted file"

4.2  (reating and Deleting a Folder

Problem

You want to create or delete a folder.

Solution

Using a graphical user interface

1. Open Windows Explorer.

2. In the left pane, browse to the folder where you want to create a new folder or
that contains the folder you want to delete. Click on the folder.

3. To create a new folder, right-click in the right pane and select New and the type
of folder you want to create.

4. To delete a folder, right-click the folder in the right pane and select Delete. Click
Yes to confirm. This moves the folder and its contents to the Recycle Bin.

W N

If you want a New Folder option when you right-click in the left pane
of Windows Explorer, see http://www.createwindow.com/freeware/
W newfold.htm.
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Using a command-line interface
To create a folder, use the mkdir command (or md for short):
> mkdir c:\scripts
To remove a folder, use the rmdir command (or rd for short):
> rmdir c:\scripts
Use the /s option to remove a folder and all files and subfolders contained within it.
Use the /q option to bypass the confirmation prompt when using /s.
To delete a folder on a remote server, use the psexec.exe command:
> psexec \\<ServerName> cmd.exe /c rmdir /s c:\temp

To provide alternate credentials with psexec, use the /u and /p options to specify a
username and password, respectively.

Using VBScript

' This code deletes a folder

REEETEET SCRIPT CONFIGURATION ------

strFolderPath = "<FolderPath>" ' e.g., "d:\temp"

BT ETE END CONFIGURATION ---------

set objFSO = CreateObject("Scripting.FileSystemObject")
0bjFS0.DeleteFolder (strFolderPath)

WScript.Echo "Successfully deleted folder"

4.3 Undeleting aFile

Problem

You want to attempt to undelete a file that you previously deleted.

Solution
Files that you delete with Windows Explorer can be restored using the Recycle Bin:

1. Double-click the Recycle Bin icon on the desktop.
2. Right-click the file you want to undelete and select Restore.

This assumes that you didn’t use the Shift+Del key combination to delete the file or
haven’t emptied the Recycle Bin since the file was deleted. One problem with this
method is that the Recycle Bin captures only files deleted from Explorer. None of the
files that are deleted over the network, via a command prompt, or with a script are
sent to the Recycle Bin.

The Sysinternals Fundelete tool can be used as a replacement for the Recycle Bin. It
works just like the Recycle Bin except it does more. The Recycle Bin icon on the
desktop is replaced with a Fundelete Bin icon. The Fundelete Bin captures any type
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file deletion that occurs on the computer. And just like the Recycle Bin, you can
restore files contained in the Fundelete Bin.

Fundelete hasn’t been updated since 2000, so if you are looking for something that is
more recently updated, Executive Software makes a product that is similar to Funde-
lete with even more features called Undelete. Unlike Fundelete, you have to pay for
Undelete. For more information, visit: http:/www.undelete.com/.

See Also
MS KB 136517 (How the Recycle Bin Stores Files)

4.4 Securely Deleting a File

Problem

You want to delete a file so that it cannot be retrieved by undeleting it.

Solution

Using a command-line interface
Use the Sysinternals sdelete.exe command to securely delete files:
> sdelete <FileName>

Use the -p option to specify the number of passes to overwrite the disk segments.
The more passes, the less likely the file can be recovered.

The -s option can be used to recursively delete everything within a folder:

> sdelete -p 4 -s c:\logs

Using VBScript
' This code runs the sdelete command
EIEEEEES SCRIPT CONFIGURATION ------
strCommand = "sdelete -p 5 c:\logs\tue.log"
IR END CONFIGURATION ---------
set objWshShell = WScript.CreateObject("WScript.Shell")
intRC = objWshShell.Run(strCommand, 0, TRUE)
if intRC <> 0 then
WScript.Echo "Error returned from running the command: " & intRC
else
WScript.Echo "Command executed successfully"
end if

Discussion

When you delete a file through Windows Explorer, it is sent to the Recycle Bin. You can
use the Recycle Bin to restore the file to its original location or you can permanently
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delete the file by emptying the Recycle Bin. But wait a second—the file doesn’t really get
deleted when you empty the Recycle Bin. All that happens is that the link to the collec-
tion of bits on the hard disk that make up the file is deleted. The bits that make up the
file are still present on the disk. And it stays like this until the file system overwrites
those bits with a new file. That means that if a bad guy stole your computer, he could
run a program to examine the hard drive and restore files that have been previously
deleted and not overwritten. That is, unless you securely delete the file using the Sysin-
ternals Sdelete program. Sdelete works by writing random characters to the bits that
made up the file before. This prevents programs from piecing the file back together.
This doesn’t prevent someone from restoring a previous copy of the file from backup,
but someone won’t be able to take the hard drive and restore a deleted file on which you
used Sdelete.

L)

Y You can also use the cipher tool to overwrite deleted data. See MS KB
:‘.“ . 814599 for more information.
N )

]
N

See Also

MS KB 136517 (How the Recycle Bin Stores Files), and MS KB 814599 (HOW TO:
Use Cipher.exe to Overwrite Deleted Data in Windows Server 2003)

4.5 Viewing the Properties of a File or Folder

Problem

You want to view the creation or last modification timestamp of a file or folder or
determine whether it is encrypted, archived, compressed, etc.

Solution

Using a graphical user interface
1. Open Windows Explorer.

2. In the left pane, browse to the parent folder of the file or folder you want to view
properties for. Click on the parent folder. This displays the list of subfolders and
files in the right pane.

3. In the right pane, right-click on the file or folder you want to view and select
Properties.

4. Several properties are displayed in the General tab. Click the Advanced button
to see additional attributes.

106 | Chapter4: Files, Folders, and Shares



Using a command-line interface

The dir command can be run as part of a CMD session to display the last-modified
time, size, and owner of a file or directory. Here is an example:

> dir /q <Path>

You can also display other attributes of a file or folder with the /A option. Run dir /?
for a complete list of options and parameters.

One way to view the files on a remote server is to use a UNC path. This command
displays the contents of the c:\scripts folder on the host fs01:

> dir /q \\fso1\c$\scripts

You can use the runas.exe command to specify alternate credentials if needed or use
the psexec.exe command.

Using VBScript
' This code displays the properties and attributes of a file
BT SCRIPT CONFIGURATION ------
strFilePath = "d:\\myfile.txt"
strComputer = "."
IEEEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objFile = objWMI.Get("CIM Datafile=""" & strfilePath & """")
WScript.Echo objFile.Name

WScript.Echo " 8.3 Name: " & objFile.EightDotThreeFileName
WScript.Echo " Drive: " & objFile.Drive

WScript.Echo " FileName: " & objFile.FileName
WScript.Echo " Extension: " & objFile.Extension
WScript.Echo " FileType: " & objFile.FileType
WScript.Echo " Path: " & objFile.Path

WScript.Echo " InUse Counter: " & objFile.InUseCount

WScript.Echo
WScript.Echo '
WScript.Echo

Creation Date: " & objFile.CreationDate
Last Accessed: " & objFile.LastAccessed
Last Modified: " & objFile.LastModified

WScript.Echo
WScript.Echo
WScript.Echo '
WScript.Echo "
WScript.Echo
WScript.Echo "

Archive: " & objFile.Archive
Compressed: " & objFile.Compressed
Encrypted: " & objFile.Encrypted
System: " & objFile.System
Writeable: " & objFile.Writeable
Hidden: " & objFile.Hidden

' This code displays the properties and attributes of a folder
RIEEEET SCRIPT CONFIGURATION ------

strDirPath = "c:\\scripts"

strComputer = "."

Ceees END CONFIGURATION ---------
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set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objFile = objWMI.Get("Win32_Directory=""" & strDirPath & """")
WScript.Echo objFile.Name

WScript.Echo " 8.3 Name: " & objFile.EightDotThreeFileName
WScript.Echo " Drive: " & objFile.Drive

WScript.Echo " Folder Name: " & objFile.FileName
WScript.Echo " File Type: " & objFile.FileType
WScript.Echo " Path: " & objFile.Path

WScript.Echo " InUse Counter: " & objFile.InUseCount

WScript.Echo
WScript.Echo "
WScript.Echo "

Creation Date: " & objFile.CreationDate
Last Accessed: " & objFile.LastAccessed
Last Modified: " & objFile.LastModified

WScript.Echo
WScript.Echo "
WScript.Echo "
WScript.Echo *
WScript.Echo
WScript.Echo "

Archive: " & objFile.Archive
Compressed: " & objFile.Compressed
Encrypted: " & objFile.Encrypted
System: " & objFile.System
Writeable: " & objFile.Writeable
Hidden: " & objFile.Hidden

Discussion

Another useful tool for displaying file information is Visual File Information (vfi.exe)
from the Resource Kit. It can display file information for several files on a single
screen. You start by selecting a folder and from there it enumerates every file con-
tained within that folder and all subfolders. You can then sort by creation or modifi-
cation date, size, extension, and a number of other attributes. The tool is good at
enumerating over hundreds or even thousands of files very quickly, so if you wanted
to find the largest file on a disk or find the most recently modified file, this would be
a great tool for the job.

Figure 4-1 shows sample output from VFI.

See Also

MS KB 320050 (HOW TO: Use the File Attribute Management Script (Fileat-
tributes.pl) in Windows 2000)

4.6 C(Creating a Shortcut

Problem

You want to create a shortcut to a file or folder. A shortcut is simply a file with a .Ink
extension that redirects you to another file or folder when clicked on in Windows
Explorer. You can also distinguish shortcut files from regular files by a small arrow in
the bottom left side of their icons.
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Figure 4-1. Visual File Information sample output

Solution

Using a graphical user interface
1. Open Windows Explorer.
2. Browse to the file or folder you want to create a shortcut for.
3. Right-click the file or folder and select Create Shortcut.
4. Move the shortcut file to desired location.

Using a command-line interface

The Windows NT Resource Kit had a tool called shortcut.exe that could be used to
create shortcuts, but it isn’t present in the Windows 2000 or Windows Server 2003
Resource Kits. The MKS Toolkit (http://www.mkssoftware.com/products/tk/), an
excellent product that provides numerous Unix-based utilities for the Windows plat-
form, contains a shortcut.exe tool, which can create shortcuts. Here is the syntax for
that tool:

> shortcut [-f dest-file] [-a arglist] [-w workdir] [-s show-keyword]
[-i iconpath[,iconindex]] [-d description] [-D] shortcut-file

-a arglist
defines any arguments to the executable file specified with the -f dest-file option.

-d description
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specifies descriptive text to be embedded in the link file. description is only
displayed when you use the -p option to print the contents of the link file. If
description includes space, the text should be enclosed in double quotes (").

-D shortcut-file
specifies the shortcut-file is on the desktop.

-f dest-file !
specifies the full path and file name of the executable file to be run when the link
file is double-clicked.

-i iconpath[,iconindex]

specifies the icon to be displayed for the link file. If the specified icon contains
multiple images, determine which image is to be displayed by entering the appropriate
number for iconindex.

displays the contents of the specified shortcut file.

-s show-keyword
specifies how the executable is displayed when invoked. show-keyword can be one of
the following:

SW_SHOW starts the program in standard mode

SW_SHOWMAXIMIZED  starts the program in full screen mode
SW_SHOWMINIMIZED  starts the program minimized

SW_SHOWMINNOACTIVE displays the program as an icon but does not start it

When this option is not specified, shortcut defaults to SW_SHOW.

-w workdir
specifies the working directory in which the program is started.

Here is an example:

> shortcut -f c:/perl/bin/perl.exe -a -L perl-link.lnk

L
The MKS Toolkit isn’t free and can be quite expensive, but there is
another shortcut utility from this site that is free: hitp://
& .

S Www.optimumsx.com.

Using VBScript

' This code creates a shortcut.
set objWSHShell = CreateObject("WScript.Shell")

' Pass the path to the shortcut
set objSC = objWSHShell.CreateShortcut("d:\mylog.1lnk")
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' Description - Description of the shortcut
objSC.Description = "Shortcut to Mylog file"

' HotKey - hot key sequence to launch the shortcut
objSC.HotKey = "CTRL+ALT+SHIFT+X"

IconLocation - Path of icon to use for the shortcut file
objSC.Iconlocation = "notepad.exe, 0" ' 0 is the index

' TargetPath = Path to source file or folder
objSC.TargetPath = "c:\windows\notepad.exe"

' Arguments - Any additional parameters to pass to TargetPath
objSC.Arguments = "c:\mylog.txt"

' WindowStyle - Type of window to create
0bjSC.WindowStyle = 1 ' 1 = normal; 3 = maximize window; 7 = minimize

' WorkingDirectory - Location of the working directory for the source app
objSC.WorkingDirectory = "c:\"

objSC.Save

WScript.Echo "Shortcut to mylog created"

' This code finds all shortcuts on a system.
BECEEEEE SCRIPT CONFIGURATION ------
strComputer = "."
BECEEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colSCs = objWMI.InstancesOf("Win32_ShortcutFile")
for each objSC in colSCs
WScript.Echo "Name: " & objSC.Name
WScript.Echo "Target: " & objSC.Target
WScript.Echo
intCount = intCount + 1
next
WScript.Echo "Total shortcuts: " & intCount

Discussion

Shortcuts can be useful to quickly access files and folders that are distributed across
the filesystem or on remote servers. The problem with shortcuts is that they can
quickly become out of date if not maintained. There is a tool in the Resource Kit to
help identify dead shortcuts called chklnks.exe. It searches for all shortcuts whose
target does not exist and displays them in a list. You can right-click on a shortcut to
see the missing target location or delete selected dead shortcuts.

See Also
MS KB 140443 (How to Create a Shortcut on the Desktop)
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4.7 Creating a Link or Junction Point

Problem

You want to create a link to a folder. This is sometimes referred to as a junction point.
Links can be created only on NTFS file systems. Junction points are useful if you want
to create a simplified path to a folder that is nested deeply in the file system.

Solution

Using a command-line interface
The linkd.exe command from the Resource Kit can create a link:
> linkd <LinkName> <Target>
This creates a link from folder c:\program files\perl to c:\perl:
> linkd c:\perl "c:\program files\perl"
This removes the link to perl.exe:
linkd c:\perl /d
You can also use the Sysinternals junction.exe tool to create and delete links:

> junction c:\perl "c:\program files\perl"
> junction /d c:\perl

A cool thing about junction.exe is that you can also use it to search for links:
> junction /s c:\

If you are browsing the file system with Windows Explorer, you won’t be able to dif-
ferentiate links from normal files and folders, but in a CMD session you can. A link
shows up as <JUNCTION>, as shown here:

> dir

Volume in drive C is System

Volume Serial Number is FOCE-2C6F

Directory of C:\

01/02/2002 09:08 AM 0 build.ini

10/06/2003 01:57 PM  <DIR> Documents and Settings
11/02/2003 12:01 AM  <DIR> Inetpub

11/18/2003 11:43 PM <JUNCTION> Perl

10/06/2003 02:14 PM  <DIR> Program Files
11/16/2003 11:25 PM  <DIR> scripts

12/04/2003 12:45 AM <DIR> WINDOWS

6 File(s) 439,283,427 bytes
7 Dir(s) 1,575,822,336 bytes free
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Using VBScript

' This code creates a link by shelling out to the linkd command.
EETTETE SCRIPT CONFIGURATION ------
strLink = "c:\perl"
strTarget = "c:\program files\perl"
BEEEEEE END CONFIGURATION ---------
strCommand = "linkd " & strLink & " " & strTarget
set objWshShell = WScript.CreateObject("WScript.Shell")
intRC = objWshShell.Run(strCommand, 0, TRUE)
if intRC <> 0 then
WScript.Echo "Error returned from running the command: " & intRC
else
WScript.Echo "Command executed successfully"
end if

Discussion

Links, or junction points, are different from shortcuts in that they are transparent to
any process or application that accesses them. A shortcut is simply a file that redi-
rects applications to a different location. A junction point is similar to a symbolic
link in Unix. When you open a junction point, applications, such as Windows
Explorer, behave as if you opened the source folder. The only difference is if you
delete the junction point in Windows Explorer, the source directory isn’t deleted—
only the junction point is deleted.

See Also
MS KB 205524 (How to create and manipulate NTFS junction points)

4.8 C(reating a Program Alias

Problem

You want to create a program alias for an application or commonly accessed file. A
program alias is a little different from a shortcut or link. It is similar in function to
the alias command common on most Unix platforms. The alias name can be used as
an alternative to typing the full program name. For example, let’s say you use the
Computer Management snap-in a lot and instead of going to Start menu — Adminis-
trative Tools - Computer Management, you prefer to type compmgmt.msc from the
Run dialog or from the command line. You could create a program alias called cmp
that points to compmgmt.msc, which reduces the number of characters you have to
type by nine.

Solution

The following is how you’d create the cmp alias I just described.
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Create a new subkey under the following key:
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\App Paths

The name of the subkey should be the alias name. So you don’t have to type an
extension when using the alias, put .exe at the end of the name. In this case, the sub-
key name would be cmp.exe. You can, in fact, call the alias anything you want, but if
the alias extension is not an executable extension such as .exe, you’ll have to type the
complete alias name when calling it. So it is perfectly fine to name the subkey
cmp.abc, but I'd have to type cmp.abc instead of just ecmp when typing it in the Run
dialog.

Next, modify the default value under the new subkey; it shows up with the name
(Default) in Registry Editor. Enter the full path to the program you are creating an
alias for, which in this example would be C:\Windows\system32\compmgmt.msc.
Actually, if the program is in your path, you only need to put the program name and
the system will find it for you, but you are probably better off putting the complete
path so there is no mistake which program you want to run.

Now you’ll be able to run ¢mp from the Run dialog. From a command prompt, you
can’t just type emp and have it launch the program. Instead you need to type start
cmp, which will do the trick.

Discussion

There are a couple of things to keep in mind when entering the path to the program
in the value under the subkey:

* Don’t use environment variables such %SystemRoot%. It won’t work.

* Passing parameters to the program (which would have made aliases even more
useful) also doesn’t seem to work.

You can force the program to start in a particular directory by creating a Path value
under the alias subkey. Create a REG_SZ value entry named Path, and for its value
put the full path to the directory where the program should start in.

4.9 Searching for Files or Folders

Problem

You want to find the files or folders that match certain criteria.
Solution

Using a graphical user interface

On Windows Server 2003, select Search from the Start menu and click All files and
folders.
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On Windows 2000, select Search — For Files or Folders from the Start menu.

1. Now you’ll be able to search for a particular file or folder name (use * as the
wildcard) or enter one or more words to search within text-based files.

2. Select the drive, drives, or folder you want to search.
3. Click the Search button (or Search Now on Windows 2000).

4. Below the Search button, you can select additional advanced search options,
which allows you to search based on file timestamp, file size, and various file
attributes.

Using a command-line interface

The where.exe utility searches the files in your path that match a pattern. This com-
mand finds all files that begin with net and have a .exe extension:

> where net*.exe

You can also use where to find files in a specific folder or tree of folders. This com-
mand finds all .vbs scripts whose names contain the letters foo:

> where /r c:\scripts *foo*.vbs

Windows comes with two other tools you can use to search for files that contain a
certain string: find.exe and findstr.exe. The latter is more robust. If you only need to
find the files in the current directory that contain the letters log, you can use this
command:

> findstr log *

This next command performs a case-insensitive search (/i) for all nonbinary files (/p)
on the d: drive (/s) that contain the text “confidential” (/c):

> findstr /s /p /i /c:"confidential" d:\*

findstr includes some regular expression support. For a list of all the features, look at
the command help information (findstr /?).

If you want to search for strings within binary files, take a look at the Sysinternals
strings.exe command. The following command displays any text strings contained in
binary files within the Program Files directory:

> strings -s “c:\program files"
See Also
MS KB 185476 (HOWTO: Search Directories to Find or List Files)
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4.10 Copying, Moving, or Renaming
a File or Folder

Problem

You want to copy or move a set of files or folders to another location on the file sys-
tem or to another server.

Solution

Using a graphical user interface
1. Open Windows Explorer.

2. In the left pane, browse to the parent folder of the file or folder you want to
copy, move, or rename.

3. In the right pane, right-click the file or folder.
a. To rename, select Rename, enter the new name and hit Enter.

b. To move or copy, select Cut or Copy, respectively. Browse to the new loca-
tion, right-click in the folder, and select Paste.

Using a command-line interface
Moving, copying, and renaming files is pretty straightforward from the command
line:

> move <Source> <Destination>
> copy <Source> <Destination>
> ren <Source> <Destination>

Using VBScript
' This code shows how to rename (same as move in WMI) and copy a file
' or folder.
RECES T SCRIPT CONFIGURATION ------
strComputer = "."
strCurrentFile = "<CurrentFilePath>" ' Path to existing file or folder
strNewFile = "<NewFilePath>" ' New path of file or folder

BECEEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objFile = objWMI.Get("Cim Datafile='" & strCurrentFile & "'")
WScript.Echo "Renaming " & strCurrentFile & " to " & strNewFile
intRC = objFile.Rename(strNewFile)
if intRC <> 0 then

WScript.Echo "There was an error renaming the file: " & intRC
else

WScript.Echo "File rename successful”
end if

116 | Chapter4: Files, Folders, and Shares



BEETTEEE SCRIPT CONFIGURATION ------

strComputer = "."
strCurrentFile = "<CurrentFilePath>" ' Path to existing file or folder
strNewFile = "<NewFilePath>" ' Path to copy file or folder

BT EEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objFile = objWMI.Get("Cim_Datafile='" & strCurrentFile & "'")
WScript.Echo "Copying " & strCurrentFile & " to " & strNewFile
intRC = objFile.Copy(strNewFile)
if intRC <> 0 then

WScript.Echo "There was an error copying the file: " & intRC
else

WScript.Echo "File copy successful"
end if

4.11 Comparing Files or Folders

Problem

You want to compare the contents of two files or two folders to determine the differ-
ences.

Solution

Using a graphical user interface
1. Open the WinDiff application (windiff.exe) from the Resource Kit.

2. To compare two files, select File — Compare Files from the menu. To compare
two directories, select File -+ Compare Directories.

Using a command-line interface

The fc.exe command compares two or more files:
> fc <FileiPath> <File2Path>

Here is an example:
> fc c:\netdiag.log c:\old\netdiag.log

To compare two binary files, include the /b option in the previous command.

Using VBScript

' This code compares the contents of two text-based files.
BEEETEE SCRIPT CONFIGURATION ------

strFile1l = "<FilePath1>" ' e.g., c:\scripts\testi.vbs
strFile2 = "<FilePath2>" ' e.g., c:\scripts\test2.vbs
EIEEEEEE END CONFIGURATION ---------

set objFSO = CreateObject("Scripting.FilesystemObject")
set objFilel = objFSO.opentextfile(strFile1,1)

set objFile2 = objFSO.opentextfile(strFile2,1)
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arrfFilel = split(objFilel.ReadAll,vbNewLine)
arrfFile2 = split(objFile2.ReadAll,vbNewLine)
objFile1.close
objFile2.close

if ubound(arrFile1) < ubound(arrFile2) then
intLineCount = ubound(arrFile1)
strError = strfile2 & " is bigger than " & strFile1
elseif ubound(arrFile1l) > ubound(arrFile2) then
intLineCount = ubound(arrFile2)
strError = strfFile2 & " is bigger than " & strFile1
else
intLineCount = ubound(arrFile2)
end if

for i = 0 to intLineCount
if not arrFile1(i) = arrFile2(i) then
exit for
end if
next

if i < (intLineCount + 1) then
WScript.Echo "Line " & (i+1) & " not equal"
WScript.Echo strError
elseif strError <> "" then
WScript.Echo strError
else
WScript.Echo "Files are identical.”
end if

Discussion

Of all of the methods I described, Windiff is by far the smartest in terms of identify-
ing when lines have been added to a file or a section of text has been moved around.
By comparison, the VBScript isn’t nearly as robust. It simply checks line by line to
determine if two text files are identical.

See Also
MS KB 159214 (How to Use the Windiff.exe Utility)

4.12 Hiding a File or Folder

Problem

You want to hide a file or folder from view within Windows Explorer.
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Solution

Using a graphical user interface
1. Open Windows Explorer.
2. Browse to the file or folder you want to hide.
3. Right-click the file or folder and select Properties.
4. Check the box beside Hidden (to hide) or uncheck the box (to unhide).
5. Click OK.

Using a command-line interface

To hide a file, use the attrib.exe command:
> attrib +H <Path>

Here is an example:
> attrib +H d:\mysecretscript.vbs

To unhide a file, use the -H option:
> attrib -H <Path>

Here is an example:

> attrib -H d:\mysecretscript.vbs

Using VBScript
' This code hides or unhides a file.
BECEEEEE SCRIPT CONFIGURATION ------
strFile = "<FilePath>" ' e.g., d:\mysecretscript.vbs
boolHide = True ' True to hide, False to unhide
Y emeeee END CONFIGURATION =--------
set objFSO = CreateObject("Scripting.FileSystemObject")

' Change this to GetFolder to hide/unhide a folder
set objFile = objFSO.GetFile(strFile)

if boolHide = True then
if objFile.Attributes AND 2 then
WScript.Echo "File already hidden"
else
objFile.Attributes = objFile.Attributes + 2
WScript.Echo "File is now hidden"
end if
else
if objFile.Attributes AND 2 then
objFile.Attributes = objFile.Attributes - 2

Hiding a File or Folder
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WScript.Echo "File is not hidden"
else
WScript.Echo "File is already not hidden"
end if
end if

Discussion

There are many operating system files that are hidden by default. Microsoft did this
so you don’t get yourself into trouble by accidentally editing or deleting important
system files. You also may want to do this if you don’t want users to see certain files
or folders. The files and folders will still be accessible if the users know the full path;
they just won’t be visible by default in Windows Explorer. That, however, can be
easily circumvented. Windows Explorer provides an option to make all hidden files
and folders viewable. From the menu, select Tools - Folder Options. Click the
View tab. You just need to select Show hidden files and folders and you’ll be able to
see them. If you truly don’t want users to be able to access certain files or folders,
your best bet is to restrict access to them via NTFS permissions.

See Also
MS KB 141276 (How to View System and Hidden Files in Windows)

4.13 Making a File or Folder Read-Only

Problem

You want to prevent a file or folder from being updated by making it read-only.
Solution

Using a graphical user interface
1. Open Windows Explorer.
2. Browse to the file or folder you want to hide.
3. Right-click the file or folder and select Properties.
4. Check the box beside Read-only.
5. Click OK.

Using a command-line interface

To make a file read-only, use the attrib.exe command:
> attrib +R <Path>

Here is an example:

> attrib +R d:\mysecretscript.vbs
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To make a file available for reading and writing, use the -R option:
> attrib -R <Path>
Here is an example:

> attrib -R d:\mysecretscript.vbs

Using VBScript

' This code enables or disables the read-only attribute of a file.
BEEETEE SCRIPT CONFIGURATION ------

strfFile = "<FilePath>" ' e.g., d:\mysecretscript.vbs
boolReadOnly = True ' True = read-only, False = not read-only
RECEEEEE END CONFIGURATION ---------

set objFSO = CreateObject("Scripting.FileSystemObject")

' Change this to GetFolder to hide/unhide a folder
set objFile = objFSO.GetFile(strFile)

if boolReadOnly = True then
if objFile.Attributes AND 1 then
WScript.Echo "File already read-only"
else
objFile.Attributes = objFile.Attributes + 1
WScript.Echo "File is now read-only"
end if
else
if objFile.Attributes AND 1 then
objFile.Attributes = objFile.Attributes - 1
WScript.Echo "File is not read-only"
else
WScript.Echo "File is already not read-only"
end if
end if

4.14 Compressing a File or Folder

Problem

You want to regain some space on the hard disk by compressing files or folders.

Solution

Using a graphical user interface
1. Open Windows Explorer.

2. In the left pane, browse to the parent folder of the file or folder you want to com-
press. Click on the parent folder. This displays the list of subfolders and files in
the right pane.

3. In the right pane, right-click on the target file or folder and select Properties.
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4. Click the Advanced button.
5. Check the box beside Compress contents to save disk space.
6. Click OK and Apply.

Using a command-line interface

The compact command can compress and decompress files similar to Windows
Explorer. The following command compresses all files in the current directory (/c
option) and all subdirectories (/s option):

> compact /c /s

This command also causes all future files added anywhere under the current direc-
tory to be compressed.

To decompress all the files in the current directory and cause all future files to not be
compressed, use the /u option with /s:

> compact /u /s

The following command compresses all of the files with the .doc extension (i.e.,
Word documents) in the c:\docs directory:

> compact /c /s:c:\docs *.doc

The compress.exe utility works a little bit differently from compact. It doesn’t com-
press files transparently within the filesystem using NTFS compression. Instead it
creates a compressed copy of a file. Here is an example:

> compress largetextfile.txt compressedfile.txt

The source file (largetextfile.txt) remains unchanged and the target file
(compressedfile.txt) is a compressed version of that file. To compress all of the files in
a directory, use this command:

> compress -R *.*

This creates compressed versions of each file and names them by replacing the last
character of the source file with an underscore. For example, the compressed version
of test.txt would be named test.tx_.

i"‘

To decompress files that you compressed with the compress com-
mand, you must use the extract command.

Using VBScript

" This code compresses a folder and its contents using NTFS compression
BT SCRIPT CONFIGURATION ------

strComputer = "."

strfile = "<FilePath>" ' e.g., d:\scripts\test.vbs

ICETEEE END CONFIGURATION ---------
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set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objFile = objWMI.Get("Cim_Datafile='" & strFile & "'")
WScript.Echo objFile.Name
intRC = objFile.Compress ' To uncompress change this to objFile.Uncompress
if intRC <> 0 then
WScript.Echo "There was an error compressing the file: " & intRC
else
WScript.Echo "File compression successful"
end if

' This code compresses a folder and its contents using NTFS compression
EEEEEE SCRIPT CONFIGURATION ------
strComputer = "." .
strFolder = "<FolderPath>" ' e.g. d:\scripts
BEEEEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objFolder = objWMI.Get("Win32_Directory='" & strFolder & "'")
intRC = objFolder.Compress ' To uncompress change this to objFolder.Uncompress
if intRC <> 0 then
WScript.Echo "There was an error compressing the folder: " & intRC
else
WScript.Echo "Folder compression successful”
end if

Discussion

NTES compression is a great feature because once you compress a file, NTFS handles
decompressing it automatically for you when you attempt to view it or copy/move it
to another folder. However, you shouldn’t start using compression everywhere.
Decompressing and compressing files is CPU intensive. Be very careful when enabling
compression on frequently accessed or modified files because it can have an adverse
impact on performance.

NTEFS compression works only on partitions that were formatted using
= a 4-KB cluster size (the default) or smaller. See MS KB 171892 for

more information.

See Also

MS KB 171892 (Err Msg: The File System Does Not Support Compression), MS KB
198038 (INFO: Useful Tools for Package and Deployment Issues), MS KB 251186
(Best Practices for NTFS Compression in Windows), MS KB 307987 (HOW TO: Use
File Compression in Windows XP), MS KB 314958 (How To Use the COMPRESS,
COMPACT, and EXPAND Commands to Compress and Expand Files and Folders
in Windows 2000), and MS KB 323425 (HOW TO: Use the COMPACT Command
to Compress and Uncompress Files and Folders in Windows Server 2003)

Compressing a File or Folder | 123



4.15 Encrypting a File or Folder

Problem

You want to encrypt a file or folder so that other users cannot read its contents.

Solution

Using a graphical user interface
1. Open Windows Explorer. -

2. In the left pane, browse to the parent folder of the file or folder you want to com-
press. Click on the parent folder. This displays the list of subfolders and files in
the right pane.

. In the right pane, right-click on the target file or folder and select Properties.
. Click the Advanced button.

. Check the box beside Encrypt contents to secure data.

. Click OK and Apply.

A L bW

Using a command-line interface

With the cipher.exe command, you can encyrpt and decrypt files and folders. Run-
ning it without any options lists the files in the current directory with a flag indicat-
ing which ones are encrypted (U = unencrypted, E = encrypted):

> cipher

The following command encrypts a single file:
> cipher /e /a <FileName>

Here is an example:
> cipher /e /a mysecretfile.doc

The following command causes any new file added to the scripts directory to get
encrypted. Existing files are not encrypted:

> cipher /e d:\scripts
The following command encrypts all files in a directory and any subdirectories:
> cipher /e /f /a /s:d:\scripts

This is the same command, with /e replaced by /d, which causes everything within
the d:\scripts directory to become unencrypted:

> cipher /d /f /a /s:d:\scripts
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Discussion

NTEFS supports the Encrypting File System (EFS) for encrypting the contents of files.
Similar to compression, EFS is built into the file system so encryption and decryp-
tion of EFS-enabled files and folders is seamless to the enduser. And just like com-
pression, enabling EFS should only be done after much thought about its impact.
EFS can have a significant hit on the performance of a server and the access times for
files.

For more on how to use EFS, including the recovery mechanisms built-in to EFS, see
MS KB 324897.

See Also

MS KB 230520 (HOW TO: Encrypt Data Using EFS in Windows 2000), MS KB
298009 (Cipher.exe Security Tool for the Encrypting File System), and MS KB
324897 (HOW TO: Manage the Encrypting File System in Windows Server 2003
Enterprise Server)

4.16 Replacing a File That Is in Use

Problem

You want to replace a file that is currently locked by a process.

Solution

Using a command-line interface

You can use the inuse.exe command to replace a file that is locked by a process. You
need to reboot after running the command for the change to take effect.

> inuse c:\foo.dll c:\windows\system32\foo.dll

In this example, the file c:\windows\system32\foo.dll will be replaced by c:\foo.dll after
the system reboots.

Using VBScript

' This code executes the inuse command to replace a file.
BEEE T SCRIPT CONFIGURATION ------
' Modify the command string as necessary
strCmdString = "inuse.exe c:\foo.dll c:\windows\system32\foo.d11l"
EEEEEEE END CONFIGURATION ---------
set objWshShell = CreateObject("WScript.Shell")
set objExec = objWshShell.Exec(strCmdString)
do while not objExec.StdErr.AtEndOfStream
WScript.Echo objExec.StdErr.ReadLine()
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loop

do while not objExec.StdOut.AtEndOfStream
WScript.Echo objExec.StdOut.ReadLine( )

loop

Discussion

Ever needed to replace a DLL or other file, but couldn’t because the system said it
was in use? With the inuse utility, you can replace files that are currently locked. Sim-
ply pass inuse the location of the new version of the file and the location of the cur-
rently locked file, and on reboot, the file will be overwritten. inuse works by setting a
registry value that Windows looks at when booting up to determine if there are any
pending file renames. For more information on the specific key and value, see MS KB
181345.

On Windows 2000, inuse is a Resource Kit tool and therefore not officially sup-
ported by Microsoft, so use it at your own risk. On Windows Server 2003, the com-
mand is part of the default installation and is supported. Also keep in mind that
there is no “undo” function. So once you’ve overwritten a file, unless you made a
copy of the original previously, you won’t be able to revert back to it.

See Also

Recipe 4.20 for more on finding the process that has a file open, MS KB 181345
(How to replace in-use files at Windows restart), and MS KB 228930 (How to
replace currently locked files with Inuse.exe)

4.17 Taking Ownership of a File or Folder

Problem

" You want to take ownership of a file or folder. This may be necessary if you find that
NTES permissions have you locked out of a file or folder. As long as you are an
administrator of the system, you should be able to take control of it and reset permis-
sions as necessary.

Solution

Using a graphical user interface
1. Open Windows Explorer.

2. In the left pane, browse to the parent folder of the file or folder you want to take
ownership of. Click on the parent folder. This displays the list of subfolders and
files in the right pane.

3. In the right pane, right-click on the target file or folder and select Properties.
4. Select the Security tab.

126 | Chapter4: Files, Folders, and Shares



5. Click the Advanced button.
6. Select the Owner tab.
7. Under the Change owner to heading select the new owner and click Apply.

Using a command-line interface

Use the following command to attempt to take ownership of a file:
> takeown <FileName>

For example:
> takeown d:\iwanna.exe

If you want to grant ownership to someone else, use the subinacl.exe command:
> subinacl /file <FilePath> /setowner=<User>

For example:

> subinacl /file \\rallen-svri\docs\guide.doc /setowner=AMER\rallen
Or you can even grant ownership to a user over all the files in a directory:

> subinacl /subdirectories \\rallen-svri\docs\* /setowner=AMER\rallen

Using VBScript
' This code transfers ownership of the specified file to the
' user running the script. If strFile is set to a folder path
' then ownership of all files within the folder will be changed.
BECEEEEE SCRIPT CONFIGURATION ------
strFile = "<FilePath>" ' e.g., d:\scripts
strComputer = "<ServerName>" ' e.g., rallen-svri or . for local server
BEETEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objFile = objWMI.Get("CIM DataFile.Name='" & strFile & "'")
intRC = objFile.TakeOwnership
if intRC = 0 then
WScript.Echo "File ownership successfully changed"

else
WScript.Echo "Error transferring file ownership: " & intRC

end if

Discussion

If you are taking ownership of a file or folder because you were locked out of it, even
after you take ownership you still have to go in and grant yourself the necessary
NTES permissions to access and manipulate the file or folder.

With Windows Explorer on Windows 2000, you can only assign one of the mem-
bers of the local administrators group as an owner of a file or folder. With Windows
Server 2003, there is a new button called Other Users or Groups that lets you use the
object picker to select any user as an owner.
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See Also

MS KB 268019 (HOW TO: Take Ownership of Files), and MS KB 320046 (HOW
TO: Use the File Ownership Script Tool (Fileowners.pl) in Windows 2000)

4.18 Finding Who Last Opened or Modified a File

Problem

You want to find who last opened or modified a file.

Solution

To find who last opened or modified a file, you have to enable auditing on that file.
To enable auditing, you have to enable auditing at the server level and then enable
auditing on the particular object (in this case, a file) in which you are interested.

Using a graphical user interface
Do the following to enable auditing at the server level:

1. From the Administrative Tools, open the Local Security Policy snap-in.
2. In the left pane, expand Local Policy and click on Audit Policy.

3. In the right pane, double-click Audit object access.

4. Check the boxes beside Success or Failure (as needed).

5. Click OK.

Now you need to enable auditing on the target file(s) or folder(s):

1. Open Windows Explorer.

2. In the left pane, browse to the parent folder of the file or folder on which you
want to enable auditing. Click on the parent folder. This displays the list of sub-
folders and files in the right pane.

. In the right pane, right-click on the target file or folder and select Properties.
. Select the Security tab.

. Click the Advanced button.

. Select the Auditing tab.

. Click the Add button.

. Enter the user or group you want to audit access for (use the Everyone principal
to audit all access) and click OK.

®©® N O (L W

9. In the Auditing Entry dialog box, select the types of access you want to audit.
You have to select Success events separately from Failure events. Click OK when
you are done.

10. Click Apply.
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Using a command-line interface
Use the auditpol.exe command to enable auditing at the server level:
> auditpol \\<ServerName> /enable /object:all

Microsoft doesn’t provide a tool to configure the audit settings of files. However, you
can do this with the setacl.exe tool. It is available for download from SourceForge at
http://setacl.sourceforge.net/. Here is an example of setting an audit entry on the file
d:\myimportantfile.txt for all failed access attempts by the Everyone principal:

> setacl -on "d:\myimportantfile.txt" -ot file -actn ace -ace "n:everyone;p:full;m:
aud_fail;w:sacl"

Discussion

Be careful when enabling auditing on a frequently accessed set of files or folders. The
number of audit messages in the Security event log can grow quickly with just a few
accesses of the file. Monitor the Security event log closely after initially enabling
auditing just to make sure you don’t flood it.

See Also
Recipe 11.1

4.19 Finding Open Files

Problem

You want to find the open files on a server.

Solution

There are two different categories of open files on a system. Since the days of Win-
dows NT, the operating system has supported the capability to view the files that are
open from shared folders. This is useful when you want to see who is accessing files
on a file server, especially if you need to take the system down for maintenance and
you want to notify the impacted users.

First seen in Windows XP and supported in Windows Server 2003 is the ability to
view all open files on a system (not just shared folders). To use this feature, you first
have to enable support for it. The reason this isn’t enabled by default is because there
is a slight system-wide performance impact when tracking all open files.

Using a graphical user interface

None of the standard graphical tools provide a list of the open files on a system. The
closest thing to it would be the Sysinternals File Monitor tool. For more informa-
tion, see Recipe 4.21.
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To view the open files from shared folders, do the following:
1. From the Administrative Tools, open the Computer Management snap-in.
2. In the left pane, expand System Tools — Shared Folders » Open Files.

- 3. To close an open file, right-click on it in the right pane and select Close Open
File.

Using a command-line interface
To view the open files from shared folders, run this command:
> net file

The output from that command displays open files and their associated ID. Using
this ID, you can close a specific file:

> net file <ID> /close
To view all open files, first enable support for it:
> openfiles /local on

You’ll need to reboot the system before this setting takes effect. At that point, you
can see open files using this command:

> openfiles

Use the /s <ServerName> option to target a remote server. Similar to the net file com-
mand, you can close any open file by running this command:

> openfiles /disconnect /id <ID>
You can also disconnect all the files open by a particular user:

> openfiles /disconnect /a <UserName>

See Also
Recipe 4.21

4.20 Finding the Process That Has a File Open

Problem

You want to find the process or processes that have a file open. This is often neces-
sary if you want to delete or modify a file, but are getting errors because it is in use by
another process.
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Solution

Using a graphical user interface
1. Open the Sysinternals Process Explorer (procexp.exe) tool.
2. Click the Find icon (binoculars) or select Search — Find from the menu.
3. Beside Handle substring, enter the name of the file and click Search.

Using a command-line interface

Use the Sysinternals handle.exe command to view the processes that have a lock on a
file:

> handle <FileName>

This example commands shows all the processes that have a handle to the
personal.pst file:

> handle personal.pst

Using VBScript

' This code prints the output from the handle.exe command
BECEEEEE SCRIPT CONFIGURATION ------
strfilePattern = "<FileName>" ' e.g., personal.pst
strHandleExec = "handle.exe" If handle.exe isn't in your PATH, you will
need to specify the full path.
ICEEEEE END CONFIGURATION ---------
set objWshShell = CreateObject("WScript.Shell")
set objExec = objWshShell.Exec(strHandleExec & " " & strFilePattern)
do while not objExec.StdOut.AtEndOfStream
WScript.Echo objExec.StdOut.ReadLine()
loop

Discussion

Processes running on your system are constantly opening and closing files (see Rec-
ipe 4.21 for more on how to see this activity). When a process accesses a file, the pro-
cess is said to have a handle to the file. Processes can also have handles to other
system resources, such as Registry keys and values. For certain types of file accesses,
a process may obtain an exclusive lock on the file (such as when it needs to write to
the file), which means no other processes can modify the file; you may still be able to
read the file, but you won’t be able to overwrite, move, or delete it.

This may be a bit annoying if there is a file you need to do something with. You have
a couple of options. First, if you determine the process that has a handle to the file is
not important, you could try to kill it (see Recipe 6.3). This will often remove the
lock on the file, but this isn’t the most graceful approach. If you just want to replace
the file, another option entails following the instructions in Recipe 4.16, which will
replace a file after the next reboot.
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See Also

Recipes 4.16, 4.21, 6.2, and MS KB 242131 (How to: Display a List of Processes That
Have Files Open)

4.21 Viewing File Activity

Problem

You want to view the file activity on a server.
Solution

Using a graphical user interface

Open the Sysinternals File Monitor (filemon.exe). It automatically starts logging all
file activity when it is opened.

To stop capturing file activity, click the Capture icon (magnifying glass), select File
— Capture Events from the menu, or type Ctrl-E.

To search the captured data, click the Find icon (binoculars), select Edit — Find from
the menu, or type Ctrl-F. The text you enter will be matched against any part of the
captured data (index, time, process name, request, and file path).

To filter the captured data so that only the entries that match your filter are dis-
played, click the Filter icon, select Options — Filter/Hightlight from the menu, or
type Ctrl-L.

If you double-click a particular entry in File Monitor, it will open a Windows
Explorer window to the directory containing the target file.

Discussion

Ever hear your hard disks spinning or disk indicator light flashing, but you don’t
know why? You may not appear to have any applications open or running, but some-
thing is still accessing the hard disks. The Sysinternals File Monitor utility lets you
see what processes are reading or writing files. It has some robust filter and search
capability as well, which is helpful considering the fact that File Monitor can capture
thousands of operations in a matter of minutes. Figure 4-2 shows sample output
from File Monitor.
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Figure 4-2. File Monitor screen

4.22 Performing an Action on Several Files
at Once

Problem

You want to perform an action on several files at once.

Solution

Using a command-line interface

The forfiles.exe utility is a handy tool that lets you search and iterate over a group of
files and perform an action against them. For example, this command searches the
d:\ drive for all files with a .zip extension and prints out the name of each file and its
size:

> forfiles /p d:\ /s /m *.zip /c "cmd /c echo @file : @fsize"

Here is another example that opens everything that ends in .txt with notepad. It per-
forms a check to make sure only files are opened, not directories (@isdir==FALSE):

> forfiles /m *.txt /c "cmd /c if @isdir==FALSE notepad.exe @file"
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For more information about the command-line options forfiles supports, run
forfiles /? for the Windows Server 2003 version and forfiles -h for the Windows
2000 version. The two versions vary slightly.

Using VBScript

' This code shows how to iterate over all the zip files on a system
TR SCRIPT CONFIGURATION ------

strComputer = "."

strExtension = "zip"

T END CONFIGURATION ---------

set colFiles = objWMI.ExecQuery("select * from Cim DataFile " & _

" where extension = '" & strExtension & "'")
WScript.Echo "Files with a ." & strExtension & " extension:"
intCount = 0
for each objFile in colFiles
WScript.Echo " " & objFile.Name

' Do some action here

intCount = intCount + 1
next
WScript.Echo "Total: " & intCount

Discussion

If you aren’t familiar with the forfiles command, I highly recommend that you check
it out. I don’t know how many times I’ve had to write a script or piece together a
long command line to iterate over a series of files and perform some action. Forfiles
makes the process much easier.

4.23 (Creating and Deleting Shares

Problem

You want to create or delete a shared folder.

Solution

Using a graphical user interface
1. Open Windows Explorer.
2. In the left pane, browse to the folder you want to start or stop sharing.

3. Right-click on the folder and select Sharing and Security (or Sharing on Win-
dows 2000).

4. To stop sharing the folder, select Do not share this folder.
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5. To share the folder, select Share this folder. Enter the Share name, enter a
description for the share in the Comment field, and specify the User limit.

6. Click OK to close the dialog box.

Using a command-line interface
The following command creates a share called Perl Libs:
> net share "Perl Libs"=d:\perl\lib /unlimited /remark:"Core Perl modules"

The /unlimited option means that an unlimited number of users can access the share
simultaneously. You can limit the number of simultaneous users by using the /users:
<Number> option instead.

This command deletes a share:

> net share "Perl Libs" /delete

Using VBScript

' This code creates a share.
BEEEEEE SCRIPT CONFIGURATION ------

strComputer = "."

strPath = "d:\perl\lib"

strName = "Perl Libs"

intType = 0 ' share a disk drive resource
intMaxAllowed = 10

strDescr = "Core Perl modules"

BECETEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objShare = objWMI.CGet("Win32_Share")
intRC = objShare.Create(strPath, strName, intType, intMaxAllowed, strDescr)
if intRC <> 0 then
WScript.Echo "Error creating share: " & intRC
else
WScript.Echo "Successfully created share"
end if

' This code deletes a share.
BEEETEEE SCRIPT CONFIGURATION ------
strComputer = "."
strName = "Perl Libs"
ICEEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objShare = objWMI.Get("Win32_Share.Name='" & strName & "'")
intRC = objShare.Delete
if intRC <> 0 then
WScript.Echo "Error deleted share: " & intRC
else
WScript.Echo "Successfully deleted share"
end if
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Discussion

After you create a share, you need to modify the access control list (ACL) to include
the users and groups that can access the contents of the share (see Recipe 4.25 for
more on this).

If you want to create a hidden share, simply append “$” to the end of the share
name. The only difference in a hidden share is that it won’t be directly viewable
when listing the shared folders on a server. Hiding shares is kind of like hiding files
(Recipe 4.12); it is up to the application to display them or not. So hidden shares are
not truly hidden, but they will not be visible to the casual user.

See Also

MS KB 324267 (HOW TO: Share Files and Folders over the Network in a Windows
Server 2003 Domain Environment)

4.24 \Viewing Shares

Problem

You want to view the list of shares on a server.

Solution

Using a graphical user interface
1. Open the Computer Management snap-in.
2. In the left pane, expand System Tools — Shared Folders — Shared Folders.

3. To view the properties of a share, double-click on it in the right pane. To disable
a share, right-click on it and select Stop Sharing.

Using a command-line interface
The following command displays administrative and nonadministrative shares:
> net share

To view the list of shares on a remote server, use the Sysinternals psexec.exe utility to
run the net share command against the server:

> psexec \\<ServerName> -u <User> net share
For example:
> psexec \\srv0l -u administrator net share

You can also view all of the nonadministrative shares on a remote server using this
command:

> net view \\<ServerName>
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Using VBScript

' This code displays all of the shares on a system.

BECEEEEE SCRIPT CONFIGURATION ------

strComputer = "."

EEEEEES END CONFIGURATION ---------

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

set colShares = objWMI.InstancesOf("Win32_Share")

for each objShare in colShares
WScript.Echo objShare.Name
WScript.Echo " Path: " & objShare.Path
WScript.Echo " Allow Max: " & objShare.AllowMaximum
WScript.Echo " Caption: " & objShare.Caption
WScript.Echo " Max Allowed: " & objShare.MaximumAllowed
WScript.Echo " Type: " & objShare.Type
WScript.Echo

next

Discussion

The Sysinternals Shareenum program is another tool that you can use for viewing
shares. It lists the shared folders on all hosts in a particular domain. Depending on
the number of hosts in the domain, it can take a while to complete. It is interesting to
see the output and discover what types of shared folders users have created. You may
even want to periodically check the security on these shared folders to ensure that
users are following your documented policies for shared folder security.

4.25 Restricting Access to a Share

Problem

You want to restrict access to a share.

Solution

There are two ways to restrict access to a share; you can set share permissions or
NTEFS permissions. I'm going to describe how to set share permissions, but see the
Discussion section for more on NTFS permissions, the preferred method.

Using a graphical user interface
1. Open Windows Explorer.
2. In the left pane, browse to the shared folder.

3. Right-click the folder and select Sharing and Security (or Sharing on Windows
2000).

4. Select the Sharing tab.
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5. Click the Permissions button.

6. From here, you can grant users or groups Full Control, Read, or Change access
to the share.

Using a command-line interface

This command grants the AMER\rallen user with Full Control over the Perl Libs
share:

> subinacl /share "Perl Libs" /grant=amer\rallen=F
This command revokes the permission:

> subinacl /share "Perl Libs" /revoke=amer\rallen

Discussion

The generally accepted way to manage share permissions is to not actually manage
permissions on the shares themselves, but on the underlying files and folders using
NTFS permissions. With Windows 2000, this is pretty straightforward. By default,
share and NTFES permissions are both set to allow Everyone Full Control. So you cre-
ate a share and just modify the NTFS permissions to include the user or groups that
should have access and remove the Everyone entry.

With Windows Server 2003, it isn’t as straightforward. In an effort to make things
more secure, Microsoft changed the default share permissions when creating a new
share to allow Everyone only Read access. That means that, regardless of whether the
underlying NTFS permissions grant Write access to a group, members of that group
won’t be able to write to the share until you also grant Change (or more appropri-
ately, remove the Read restriction) on the share permissions. I said that this is the
generally accepted way to manage permissions because you may find some people
prefer to rely on share permissions. In my mind, using share permissions makes
things a little more complicated, but to each his own.

See Also

MS KB 301195 (HOW TO: Configure Security for Files and Folders on a Network
(Domain) in Windows 2000), and MS KB 324267 (HOW TO: Share Files and Fold-
ers over the Network in a Windows Server 2003 Domain Environment)

4.26 Enabling Web Sharing

Problem

You want to enable web sharing for a folder. This allows users from non-Windows-
based PCs to view the contents of a share using the web.
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Solution

Using a graphical user interface
1. Open Windows Explorer.
2. In the left pane, browse to the folder you want to share.

3. Right-click on the folder and select Sharing and Security (or Sharing on Win-
dows 2000).

4. Select the Web Sharing tab.
5. Select Share this folder.

6. A dialog box appears with the settings you can configure for the web share.
Click OK when you are done.

7. Click OK to close the dialog box.

Discussion

To use Web Sharing, you must have IIS installed and running. When you create a
web share, you are doing nothing more than creating a virtual directory in IIS. See
Recipe 12.5 for more on virtual directories.

The security for a web share is a little different from a regular share: you have to
select the access permissions and application permissions you want to use. Here is a
list of access permissions:

Read
Allows web users to read files in the folder

Write
Allows web users to write files in the folder

Script source access
Allows web users to view the source code of scripts in the folder

Directory browsing

Allows web users to browse the folder contents
And here are the application permissions:
None

Does not allow the execution of scripts or programs

Scripts
Allows the execution of scripts, but not programs

Execute
Allows the execution of both scripts and programs

Keep in mind that NTFS and Web server permissions also apply to web shares. If the
user is accessing the share without authenticating, the permissions will be based on
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the IUSR account IIS is running under (normally IUSER_<computername>). If the user
authenticates, permissions will based on his or her credentials.

See Also
Recipe 12.4

4.27 Publishing a Share in Active Directory

Problem

You want to publish a share in Active Directory so that other users can find it.

Solution

Using a graphical user interface
1. Open the Active Directory Users and Computers (ADUC) snap-in.
2. In the left pane, browse to the OU in which you want to publish the share.

3. Right-click the OU and select New — Shared Folder (if you don’t see the New
heading then you don’t have permission to create objects in the OU).

4. For Name, enter the name of the share as you want it displayed to users.
5. For UNC Path, enter the network path of the share (e.g., \\s01\myshare).
6. Click OK.

Using VBScript

' This code publishes a share in AD.

BEEETEEE SCRIPT CONFIGURATION ------

strComputer = "ad-01" ' name of a domain controller
strShareName = "Perl Libraries"

strSharePath = "\\fso01\perl-libs"

strShareDescr = "Core Perl libraries"

set objRootDSE = GetObject("LDAP://" & strComputer & "/RootDSE")
strParentDN = "/0U=SharedFolders," & objRootDSE.CGet("defaultNamingContext")
BT END CONFIGURATION ---------

set objOU = GetObject("LDAP://" & strComputer & strParentDN)

set objVol = objOU.Create("volume", "cn=" & strShareName)

objVol.Put "uncName", strSharePath

objVol.Put "Description”, strShareDescr

objVol.SetInfo

WScript.Echo "Successfully created object: " & objVol.Name

Discussion

After you’ve created a shared folder, your users may not be able to find it or even
know about it. One way to make available sby publishing them to Active Directory.
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Shared folders are represented by the volume object class in Active Directory. The
main pieces of information you need in order to create a volume object are the share
name, the share UNC path, and a share description.

Users can search shared folders in Active Directory using the Find Users, Contacts,
and Groups dialog box. You can get to this box going to My Network Places and
clicking Search Active Directory in the left pane, or by running the Active Directory
Users and Computers snap-in, right-clicking the target domain in the left pane and
selecting Find. After the box is displayed, select Shared Folders beside Find, enter
your search criteria, and click Find Now.

The one major downside to publishing shares in Active Directory is the maintenance
overhead. Unlike printer publishing in Active Directory, there is no automatic prun-
ing or maintenance process that will cleanup volume objects for shares that no longer
exist. Unless you create a process to update Active Directory whenever a share is cre-
ated, moved, or deleted, Active Directory will eventually become out of date and ulti-
mately be an unreliable source of shared folder information.

)
o Another way to solve this problem is to use DFS whereby you have a
:‘.“\ R single directory tree of shared folders, but that is beyond the scope of

* o, this chapter.

.

See Also
MS KB 234582 (Publishing a Shared Folder in Windows 2000 Active Directory)
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CHAPTER 5
Running and Scheduling Tasks

5.0 Introduction

As a system administrator, it is important to understand how to run tasks. A task is
simply a program, application, command, or script that does something useful. In
the Windows environment, you need to know how to run tasks with alternate cre-
dentials, so you aren’t always logged on to your workstation with administrator cre-
dentials. You need to know how to run tasks against remote servers or workstations,
which enables you to do daily administration tasks without ever leaving the comfort
(and security) of your workstation. Often it can be beneficial to have tasks run as
soon as someone logs into a system and there are several ways you can set this up.
Finally, if you are trying to automate certain tasks (as all good system administrators
should), you’ll need to schedule tasks to run at certain times of the day or night. I
cover all of this and more in this chapter.

5.1  Running a Task with Alternate Credentials

Problem

You want to run a task using a username and password other than the one you are
currently logged in with.

Solution

Using a graphical user interface
1. Open the Start Menu.
2. Browse to the application you want to open.
3. For Windows 2000, press the Shift key and right-click on the application.
4. For Windows Server 2003, right-click on the application.

142



5. Select Run As.

6. You will be prompted to enter the username, password, and domain of the user
whose credentials you want use for running the task.

Using a command-line interface

The runas.exe command allows you to run a command with alternate credentials:
> runas /user:<User> "<ExectuablePath>"

Here is an example:
> runas /user:AMER\rallen.adm "mmc.exe"

If you want to authenticate using credentials of a user that does not have logon privi-
leges to the local machine, you’ll need to specify the /netonly option to the runas
command.

Using VBScript

' This code shows how to use alternate credentials using WMI
EEEEEEE SCRIPT CONFIGURATION ------
strServer = "<ServerName>" ' e.g., fso1i
strUser = "<User>" ' e.g., AMER\rallen.adm
strPasswd = "<Password>"
ECEEEEE END CONFIGURATION ---------
on error resume next
set objlLocator = CreateObject("WbemScripting.SWbemLocator")
set objWMI = objlLocator.ConnectServer(strServer, "root\cimv2", _
strUser, strPasswd)
if Err.Number <> 0 then
WScript.Echo "Authentication failed: " & Err.Description
end if

' Now you can use the objWMI object to get an instance of a class
' or perform a WQL query. Here is an example:
colDisks = objWMI.InstancesOf("Win32_LogicalDisk")
" This code shows how to spawn a new process using alternate creds
toemeee- SCRIPT CONFIGURATION ------
strServer = "<ServerName>" ' e.g., fsO1
strUser = "<User>" ' e.g., AMER\rallen.adm
strPasswd = "<Password>"
strProcessPath = "<ExecutablePath>" 'e.g., Notepad.exe
REEEEEEE END CONFIGURATION ---------
set objlLocator = CreateObject("WbemScripting.SWbemLocator™")
set objWMI = objLocator.ConnectServer(strServer, "root\cimv2", _
strUser, strPasswd)
set objStartup = objWMI.Get("Win32_ProcessStartup")
set objConfig = objStartup.SpawnInstance_
set objProcess = GetObject("winmgmts:root\cimv2:Win32_Process")
intRC = objProcess.Create(strProcessPath, null, objConfig, intProcessID)
if intRC <> 0 then
WScript.Echo "Error spawning process: " & intRC
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else
WScript.Echo "Successfully spawned process."”
end if

Discussion

A best practice system administrators should follow is to log on to desktop systems
using a normal user account that has no administrator level privileges other than on
that system. This has three distinct advantages:

* It reduces the impact a virus can have on your network if your machine becomes
infected.

* It reduces the chance of accidentally deleting important files and folders or mak-
ing administrative changes unknowingly.

* It ensures the network remains secure even if someone gains physical access to
your workstation while you are logged in.

If you need to access a network resource with administrator privileges, you should
do so using alternate credentials as I showed in the solutions. This is also necessary if
you want to access a resource on a machine in a different, untrusted domain from
the one in which your account resides. For example, if you have some test systems in
a lab that are not part of your domain, you’ll have to use alternate credentials to
access them.

Using a graphical user interface

If you need to run several different programs at the same time using alternate creden-
tials, it can be annoying if you have to follow the graphical or command-line solu-
tion for each one. In that case, you'd probably be better off just using a remote
desktop client to log on to the machine as the target user.

Another option is to open a cmd.exe session with alternate credentials. Then any
programs you open with that session will also be using the alternate credentials. The
following is an example:

> runas /user:AMER\rallen.adm cmd.exe

Using a command-line interface

One problem with runas is you cannot specify the password for the user on the com-
mand line or even by piping it in. That means runas will always prompt you to enter
a password. Some may argue that this is intentional because it is insecure to specify
passwords on the command line; however, passing a password on the command line
can be useful in situations where you need runas capability in a batch file. Fortu-
nately, an alternative exists in the form of the Joeware cpau.exe utility. It works very
similar to the runas /netonly command, but you can specify the -p option to pass in
a password.

> cpau -u <User> -p <Password> -ex "<ExectuablePath>"
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It also has a more secure option. You can create an encrypted “job” file that contains
the command to run and the password to use. If you open a job file, all you’ll see is a
string of letters and numbers. This prevents people from casually reading a pass-
word from a batch file.

To use this feature, you must first create the job file:
> cpau -u <User> -p <Password> -ex "<ExecutablePath>" -enc -file <JobFile>
Then to execute a job file, use the following command:

> cpau -dec -file <JobFile>

W ..

If you don’t want to type a runas or cpau command every time you

open a certain tool, consider creating a shortcut that automatically
N . . .

ks, does this for you. For more on creating shortcuts, see Recipe 4.6.

Using VBScript

Obviously, hard coding passwords within a script is not the most secure practice.
There are a few alternatives. You can invoke a script as you would any other com-
mand-line tool using runas or cpau. Also, if you want to schedule the script to run
periodically, you can specify credentials when you create the scheduled task.

See Also

MS KB 225035 (Secondary Logon (Run As): Starting Programs and Tools in Local
Administrative Context)

5.2 Running a Task on a Remote Server

Problem

You want to run a task on a remote server. By this, I don’t mean running a task
against a remote server, but the command or script actually runs on the remote
server. This is useful if the tool you want to use can only be run locally on a system,
or if it generates a lot of network traffic and could work more efficiently if run
locally.

Solution

Using a graphical user interface

To run a command or utility on a remote computer via a graphical interface, you’ll
need to use a remote desktop application like Remote Desktop or VNC.
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Using a command-line interface

The following command executes the diruse utility on the host fs01 to find directo-
ries that contain more than 100 MB of data:

> psexec \\fsol c:\tools\diruse.exe /s /m /d /q:100 c:\

This assumes that c:\tools\diruse.exe exists on fs01. You can also have psexec copy
the command you want to run from the local system to the target system by specify-
ing the -c option. The following command executes the same one as before, except
the diruse utility is copied to the target system:

> psexec \\fso1 -c diruse.exe /s /m /d /q:100 c:\

As with other Sysinternals tools, you can specify alternate credentials with psexec
using the -u option. Here is an example:

> psexec \\fs01 -u CORP\rallen -c c:\diruse.exe /s /m /d /q:100 c:\

Using VBScript

' This code shows how to run a task on a remote server.
BT SCRIPT CONFIGURATION ------
strComputer = "<ServerName>"
strCommand = "cscript.exe c:\scripts\dircheck.vbs"
TR END CONFIGURATION ---------
set objController = WScript.CreateObject("WSHController")
set objRemoteScript = objController.CreateScript(strCommand, strComputer)
WScript.ConnectObject objRemoteScript, "remote "
objRemoteScript.Execute
do While objRemoteScript.Status <> 2

WScript.Sleep 100
loop
WScript.DisconnectObject objRemoteScript

Discussion

If you want to use psexec to run a CMD command (e.g., dir, date, set, etc.), you can
use either the /c or /k option available with ¢md.exe. The following command sim-
ply lists the contents of the C: drive on fs01:

> psexec \\fso1 cmd /c dir c:\

Occasionally I have seen where executing a command such as dir will not display any
results when run with psexec. If you encounter this, you can create an interactive
CMD session on the remote server using the /k option. Here is an example:

> psexec \\fs01 cmd /k dir c:\

This will print the results of dir, but also leave you at a command prompt on the
remote server thereby allowing you to run additional command-line utilities without
calling psexec again.
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5.3  Running a Task When a User Logs On

Problem

You want to run a task when a user logs on to a system.

Solution

There are four ways you can make tasks run automatically after a user logs on: the
Registry, startup folders, login scripts, and Group Policy. I explain how to use login
scripts in Recipe 5.4 and Group Policy in Recipe 5.5. Here, I’ll describe the Registry
and startup folder options.

Registry

There are four Registry keys that you can use to run tasks automatically. To use any
of the keys, simply create a value entry of type REG_SZ under the key. Give the value
any name you want and specify the full path to the program or script and any param-
eters as the value data. See Figure 5-1 for some example entries.

Coprogram FlesiDiGStreamidostream.exe

REG SF siProgran

REG 52 “Criprogram Fles RyFhpe.exe”

REG S "CProgr EXE” [STRNDALONE
REG 52 CiProgram Fles\SyrsplicsiSyrTRSynTREnh, xe

REB_SZ Coprogram Files{Synaptes\SynTP S TPLY Bxe

Figure 5-1. Sample Registry Run key values

Values defined under this key cause tasks to run for every user that logs on to the
system:

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Run
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Values defined under this key cause tasks to run whenever the user that is currently
logged on logs on to the system:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run

Values defined under this key cause a task to run the next time any user logs on to
the system (and not after that):

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\RunOnce

Values defined under this key cause a task to run the next time the current user logs
on to the system:

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\RunOnce
&N

The values under the RunOnce keys are deleted once the tasks start.

Startup Folders

Similar to the Run and RunOnce Registry keys, programs contained in the startup fold-
ers run after a user logs on. Generally, shortcut files (.Ink files), not the actual pro-
grams, are placed in the startup folders, but you can do it either way.

Programs placed in the following folder are run after any user logs on to the system:
%ALLUSERSPROFILE%\Start Menu\Programs\Startup

Programs placed in this folder are run for a specific user:
ZUSERPROFILE%\Start Menu\Programs\Startup

Discussion

By default, tasks defined under the Run and RunOnce keys are not executed if the sys-
tem is booted into Safe mode. You can force tasks defined under the RunOnce keys to
execute even if the system is booted into Safe mode by prefixing the value names
under the RunOnce key with an asterisk (*).

RunOnce value entries may also be prefixed with an exclamation point (!), which
causes the associated task not to be deleted until after the program completes. With-
out this, each value entry is deleted before each task is executed.

Multiple value entries under the Run or RunOnce keys and multiple programs in the
Startup folders are loaded in an indeterminate order, so you can’t assume one will
run before another. If this is an issue for you, you could create a batch file that calls
the programs in a particular order and put only the batch file in the Run or RunOnce
key.

There are several other Registry keys that can cause tasks to run automatically. For a
complete list of all of these Registry keys and folders, see Recipe 5.6.
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See Also

Recipe 5.6, MS KB 137367 (Definition of the RunOnce Keys in the Registry), MS KB
179365 (INFO: Run, RunOnce, RunServices, RunServicesOnce and Startup), and
MB KB 314866 (A Definition of the Run Keys in the Windows XP Registry)

5.4  Running a Task via a Login Script

Problem

You want to set the login script for a local or domain user account.

Solution

The following solutions describe how to set the login script for a local user account
on a system.

Using a graphical user interface

1. Open the Computer Management snap-in (compmgmt.msc).

2. In the left pane under System Tools, expand Local Users and Groups.
3. Click the Users folder.
4

. In the right pane, double-click the user for which you want to set the login
script.

. Select the Profile tab.

. Beside Logon script, enter the relative path (from the NETLOGON share) of the
login script (e.g., myscript.vbs).

7. Click OK.

AN

Using a command-line interface
The following command sets the login script for a local user:
> net user <UserName> /scriptpath:<ScriptName>

<ScriptName> should be the relative path of the script from the NETLOGON share.

Using VBScript

' This code sets the login script for a local user

ETEEE SCRIPT CONFIGURATION ------

strComputer = "<ServerName>"

strUser = "<UserName>" e.g., administrator

strloginScript = "<ScriptName>" ' e.g., login.vbs

BEEEEEE END CONFIGURATION ---------

set objUser = GetObject("WinNT://" & strComputer & "/" & strUser & ",user")
objUser.loginScript = strloginScript
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objUser.SetInfo
WScript.Echo "Set login script for " & objuser.Name

The following solutions describe how to set the login script for a domain user
account.

Using a graphical user interface
1. Open the Active Directory Users and Computers snap-in (dsa.msc).

2. In the left pane, connect to the domain that contains the user you want to set the
login script for.

. Browse to the container the user account is located in.
. In the right pane, right-click the user and select Properties.
. Select the Profile tab.

. Beside Logon script, enter the relative path (from the NETLOGON share on the
DCs) of the login script.

7. Click OK.

AN L1 W

Using a command-line interface
The following command sets the login script for a domain user:
> net user <UserName> /domain /scriptpath:<ScriptName>

The following command also sets the login script for a domain user (not available on
Windows 2000):

> dsmod user "<UserDN>" -loscr <ScriptName>

<ScriptName> should be the relative path of the script from the NETLOGON share
on the DCs.

Using VBScript
' This code sets the login script for a local user
BEEEEEEE SCRIPT CONFIGURATION ------
strUserDN = “"<UserDN>" ' e.g., cn=administrator,cn=users,dc=rallencorp,dc=com
strScriptPath = "<ScriptName>" ' e.g., login.vbs
EEEEEEEE END CONFIGURATION ---------
set objUser = GetObject("LDAP://" & strUserDN)
objUser.Put "scriptPath", strScriptPath
objUser.SetInfo
WScript.Echo "Login script set for " & objUser.Name

Discussion

A login script can be a Windows batch file (.bat extension) or anything supported by
Windows Scripting Host on the system that runs the script. By default, this includes
VBScript and JScript.
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The login script setting you configure in a user’s profile must contain the name of the
script and the relative path from the NETLOGON share. When a user (with a local
user account) logs into a system, a check is done to see if there is a login script
defined for that user—Ilet’s say that login.vbs has been configured. The system then
attempts to run WocalhosANETLOGON\ogin.vbs using the credentials of the user.
The default location for the NETLOGON share is %Systemroot%\System32\Repl\
Imports\Scripts, but this path doesn’t exist on member or workgroup servers. You
can either create that directory structure and a NETLOGON share pointing to it, or
you can use another directory. In fact, if you have your scripts in a directory called c:\
Scripts, you can create the NETLOGON share pointing to that and forgo creating the
RepNmports\Scripts directory. You can also create subdirectories under your main
NETLOGON folder. If the NETLOGON share is pointing to c:\Scripts and I created
a subdirectory under that called Local, then I'd need to configure my local user’s
login script setting to be LocalNogin.vbs.

The same logic applies to domain controllers; except that by default, the NETL-
OGON share already exists and points to %SystemRoot%\sysvo\<DomainName>\
Scripts. When you add scripts to that directory, they replicate out to all domain con-
trollers in the domain <DomainName> using the File Replication Service (FRS).

See Also

MS KB 258286 (HOW TO: Assign a Logon Script to a Profile for a Local User in
Windows 2000) and MS KB 315245 (How to Assign a Logon Script to a Profile for a
Local User)

5.5 Running a Task via Group Policy

Problem

You want to configure Group Policy so that a task runs at system startup or shut-
down or when a user logs on or off.

Solution

Using a graphical user interface
1. Open the Group Policy Management Console (gpmc.msc).
2. In the left pane, browse to the Group Policy Object you want to edit.
3. Right-click on it and select Edit. This will launch the Group Policy Object Editor.
4. If you want a task to run during user logon or logoff:

a. Expand User Configuration — Windows Settings and click on the Scripts
icon.

b. In the right pane, double-click on Logon to configure a script to run at user
logon or double-click Logoff to configure a script to run at user logoff.
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If you want a task to run during system startup or shutdown:

a. Expand Computer Configuration - Windows Settings and click on the
Scripts icon.

b. In the right pane, double-click on Startup to configure a script to run at sys-
tem start or double-click Shutdown to configure a script to run at system
shutdown.

5. Click the Add button.
6. Fill in Script Name and Script Parameters and click OK.
7. Click OK.

Discussion

You have two options for where you can store the scripts or commands you run via
group policy. One option is to specify a UNC path to the script (this could reference
a remote file server), in the Script Name field. The key here is that all users that the
Group Policy applies to must have at least read-only access to the script with their
domain account. The second method is to copy the script to the folder within the
Group Policy template on the file system of a domain controller (you can see this by
clicking Browse on the Add screen.) If you do this, the script will be copied automat-
ically via the File Replication Service (FRS) to all domain controllers in the domain.
This is the more efficient option in terms of client performance. If you use a UNC
path, the client has to access the file on a remote server, which may not be geograph-
ically close to it.

And as I described in Recipe 5.4, scripts specified in Group Policy can be a Win-
dows batch file (.bat extension) or anything supported by Windows Scripting Host
on the system that runs the script. By default, this includes VBScript and JScript.

LAY

]
N
Aty

With a startup script, the credentials of the computer account are used
. p p . . . p .
{s‘ when running the script. With a login script, the credentials of the
. @
8 user are used.

A

See Also

MS KB 198642 (Overview of Logon, Logoff, Startup, and Shutdown Scripts in Win-
dows 2000) and MS KB 322241 (HOW TO: Assign Scripts in Windows 2000)

5.6 Listing Automatic Tasks

Problem

You want to find the tasks that run during system startup or user logon. This is inter-
esting to check, especially after you’ve installed new software, to see what tasks and
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applications are started automatically. This often helps me identify applications that
configured to run automatically without my knowledge (e.g., spyware).

Solution

Using a graphical user interface

The Sysinternals Autoruns utility displays all registry- and file-based entries that
cause tasks to be run at system startup or user logon. Run the following from a com-
mand line or Start - Run:

> autoruns

You can open Registry Editor or Windows Explorer to the specific location that
defines a task by right-clicking the task and selecting Jump To. You can delete a task
by right-clicking it and selecting Delete.

Discussion

In Recipe 5.3, I described some of the Registry keys you can configure to make tasks
run at user log on, but as you can see with Autoruns, there are many more available
that can do the same thing. Figure 5-2 shows the Autoruns screen, which has a list-
ing of all of the Registry keys, files, and folders that cause a task to run automatically.

5.7 Scheduling a Task

Problem

You want to schedule a task to run at a certain time or periodically.

Solution

Using a graphical user interface
1. From the Control Panel, open the Scheduled Tasks applet.
. Double-click Add Scheduled Task.
. Click Next.
. Select the program you want to schedule to run.
. Type a name for the task, select the frequency in which to run it, and click Next.

AN L A W N

. Enter the username and password of the user the task should run as and click
Next.

7. If you want to go back and modify any of the settings for the task, check the box
beside Open advanced properties and click Finish.

SchedulingaTask | 153



ed CAWINDOWSE S system 32 userini. exe

EF HRUMSOF TWARE \Mictosoi\indows NTACur. .

4 Esplorer.ave
@ HRLMSOFTWARE MicrosoWindows\Cunent,..

£} CAProgram Fles\Synaptics\SyrT PASsnTPLpt....

&) D¥Program Fles\Synaptics\SynT FASTPEn. .

P atimeun exve

£ 0Progiam Fles\AT) TechnologiessAT) Cont..
C:\Program Files\inalog Devicas\SoundMaX ..

L3 \Progam Fles\Analog Devices\SoundMa. .
TpShocks.exne

T Progiam Fles\altiis\Allids Agert\AeXAge. .

0\ Program FilesNetwork iates\Winss..

g “CAProgram Files\Network AssocistastComm,.,
DiProgram FilesTures\iTunesHelper exe

£ "C\Program Files\Buick Time\attask exe’ -ath,..
M0 Program Flesulava\iZie] 4.2_0B\binusch, ..
& CAPROGRA™ALIMMON 1 \WinT aolsiWTo...
™ "C\Prowam Fles\Common Filss\Real\Update..

2 CWINDOWS A Temp\T Buninst.exe fremove
gHKw\c A hdn B ks Zo o o

a”&%‘mgam Files\Massengerimemsgs.exe” ..

COWINDDWShaystem32ictimon exe

§o:\?mm Files\Microsoft Time Zone\TimaZ..,
Py, AN rewded Bneede Dokt

Usesinit Logan Applcation

Windows Esplorer

TouchPad Drver Helper Spplic.,.
Synaptics TouchPad Enhance...

ATH 2D Mode component
ATl Deskiop Control Panel
SMandPNP MFC Application
SoundMAi Control Canter
1BM Active Protection Spetem

. Onaccess soarmer statistios

Common User Interface
TunssHelper Module

fritemet Exploer
Realblebworbs Scheduler
SrarchT oolbar Plugin Sarver

CWINDOWS euploret axe

CAProgram Fles\Synaptics' Sy
DAProgram Files\SynapticahSy

. CAWINDOWS \spsten¥24Ati2)
. E\Program Files\AT! Technoli

CAProgram Files\analog Devie.
CiPragram Files\dnalog Devid
CAANDII WS spstem3i Tph
C:5Program Fles\Altis\Alide £
CAProgram Files\Network Ass
CAProgram Fles\Network Ass
D AProgram Files\iTures\iTums
CAProgram Filles\Quick Time'c
D:\Program FlesMava\izrel 4
CAProgran Flles\Dormon File
C:\Pragram Fles\Commeon File
CAWINDOWSEAT emp\T Bunin:

CAProgram Files\Messengers’

D4Program FlesiMicrosoft Tin

CAWINDOWS \apstem32ietin
FilesbBronied R

Figure 5-2. Sysinternals Autoruns utility

Using a command-line interface

On Windows Server 2003 or Windows XP, you can use the schtasks.exe command to
schedule a task. The following command creates a task to run weekly at 1:00 AM:

> schtasks /create /SC WEEKLY /TN "Disk Space Checker" /TR "c:\perl\bin\perl.exe
c:\scripts\diskchecker.pl" /ST 01:00

On Windows 2000, you can use the at.exe command to schedule tasks. This com-
mand is functionally equivalent to the previous schtasks.exe example:

> at 01:00 /next:Sunday "c:\perl\bin\perl.exe c:\scripts\diskchecker.pl”

The at command is available on Windows Server 2003 as well, but you
. are better off using schtasks.

Using VBScript

' This code schedules a task to run every Sunday at 1:30AM.

const MON
const TUE = 2
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const WED = 4
const THU = 8
const FRI = 16
const SAT = 32
const SUN = 64

BEEET R SCRIPT CONFIGURATION ------
strComputer = "."
strCommand = "c:\perl\bin\perl.exe c:\scripts\diskchecker.pl"
strStartTime = "*#¥k¥¥¥**513000.000000-240" ' 01:30 EDT
'YYYYMMDDHHMMSS . MMMMMM- /+TZ0
boolRepeat = TRUE ' Repeat the task periodically
intWeekDay = SUN ' Repeat task every Sunday
intMonthDay " ' Set this if you want the task to repeat monthly
boolInteract = FALSE ' Do not interact with the desktop
ICEE T END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "")
set objNewTask = objWMI.Get("Win32_ScheduledJob")
intRC = objNewTask.Create(strCommand,
strstartTime, _
boolRepeat,
intWeekDay,
intMonthDay, _
boollInteract, _
intJobID)

if intRC <> 0 then
Wscript.Echo "Error creating task: " & intRC
else
WScript.Echo "Successfully scheduled task."
WScript.Echo "JobID: " & intJobID
end if

Discussion

Recipes 5.3-5.5 describe how to set up tasks to run when a user logs on or off, or the
system starts up or shuts down, but if you want to schedule a job to run at a specific
time, you’ll need use the Task Scheduler service. The Task Scheduler service is simi-
lar to cron on Unix; it allows you to schedule jobs using a variety of time-based crite-
ria. You can run a job only once, once a week, every Monday and Tuesday night, etc.

The Task Scheduler service runs under the LocalSystem account by default. That
means that scheduled tasks will have full access to the local system, but if the job
needs to access any network resources, it won’t have sufficient permissions. In this
case, you can do one of two things. You can either run the Task Scheduler service
under a different set of credentials (see Recipe 7.4) or you can set a user account and
password the task should run as. The Scheduled Tasks applet lets you set the user
account and password by entering the account name beside the Run as field and
clicking the Set Password button. You can do the same thing using the schtasks.exe
utility by specifying the /RP and /RU options. You can get more information on this
by running schtasks /create /? from a command line.
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Often I find that after I create a new scheduled task, I want to run it once to make
sure it does what I expect. You can force a scheduled task to run immediately in the
Scheduled Tasks applet by right-clicking it and selecting Run. Likewise, with the
schtasks utility you can do the same using the /Run option. Here is an example:

> schtasks /Run /TN "Disk Space Checker"

With the at.exe command, you can create scheduled tasks, but they are a little differ-
ent and less flexible than the ones you create using schtasks or the Scheduled Tasks
applet. You cannot create a task using at that relies on alternate credentials like you
can schtasks. Also, scheduled tasks created using schtasks cannot be displayed or
modified using at. Another difference is that at tasks are represented by a number
(id) that is automatically generated when you create the task; whereas with schtasks,
you can assign a name to a given task.

Win32_ScheduledJob represents at jobs, so it is not possible to set alternate credentials
when creating a new task with it. And if you query for all Win32_ScheduledJob objects,
you are going to get only the jobs created with the at command or Win32_ScheduledJob
class, not necessarily all the scheduled tasks.

See Also

Recipes 5.8, 5.9, and 7.4

5.8 Deleting a Scheduled Task

Problem

You want to delete a scheduled task.
Solution

Using a graphical user interface
1. From the Control Panel, open the Scheduled Task applet.
2. Right-click on the target task and select Delete.
3. Click Yes to confirm.

Using a command-line interface

On Windows Server 2003, you can use the schtasks.exe command to delete a task.
The following command deletes the task named Ata1:

> schtasks /delete /tn Ati

156 | Chapter5: Runningand Scheduling Tasks



On Windows 2000, you need to use the at.exe command. The following command
deletes the job associated with ID 3:

> at 3 /delete

Using VBScript

' This code deletes a scheduled task.
feeeee- SCRIPT CONFIGURATION ------
intJobID = <JID> 'e.g., 1452
strComputer = "<ServerName>" ' e.g., dnsol
BEEEEEES END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
Set objInstance = objWMI.Get("Win32_ScheduledJob.JobID=" & intJobID)
intRC = objInstance.Delete
if intRC <> 0 then
Wscript.Echo "Failure deleting task id: " & intJobID
else
Wscript.Echo "Sucessfully deleted task id: " & intJobID
end if

Discussion

Using a graphical user interface

The only downside is that you can’t use this applet to delete a task on a remote
system. However, you can still delete scheduled tasks on a remote machine. By
default, a Scheduled Tasks share is created on all Windows 2000 and Windows
Server 2003 servers, which contains the job files for each scheduled task. Simply
browse to \\<SeverName>\Scheduled Tasks and you should see the list of scheduled
tasks on that server (if you have administrator privileges). From here you can right-
click a task and select Delete.

Using a command-line interface

In the command-line solutions, you need to know the task name (for schtasks) or the
job ID (for at) in order to delete a task. Unless you know it off the top of your head,
more than likely you’ll need to query the current scheduled tasks to find the name or
ID of the one you want to delete. See Recipe 5.9 for more on how to do that.

Using VBScript
You can write a script to delete all scheduled tasks by combining the code in Recipe
5.9 with this code.

See Also

Recipes 5.7, 5.9, and MS KB 310424 (HOW TO: Work with Scheduled Tasks on
Remote Computers in Windows XP)
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5.9 Listing the Scheduled Tasks

Problem

You want to view the list of scheduled tasks on a server.

Solution

Using a graphical user interface
From the Control Panel, open the Scheduled Task applet.

Using a command-line interface

On Windows Server 2003, the following command lists the scheduled tasks on
server dc01:

> schtasks /query /s dcoi
To get detailed information about each tasks, run the following command:
> schtasks /query /s dcoi /v /fo list

On Windows 2000, the following command lists the scheduled at tasks on server
dc01:

> at \\dco1

Using VBScript

' This code lists the scheduled AT tasks on a computer.
BEEETEEE SCRIPT CONFIGURATION ------
strComputer = "<ServerName>"
IEEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colScheduledJobs = objWMI.ExecQuery("Select * from Win32_ScheduledJob")
for each objJob in colScheduledJobs
WScript.Echo "Job ID: " & objJob.JobID
for each objProp in objJob.Properties_
WScript.Echo " " & objProp.Name & ": " & objProp.Value
next
next

Discussion

Another quick way to view the scheduled tasks on a server is to simply browse the
Scheduled Tasks share point on the server (\««SeverName>\Scheduled Tasks). When
you create a scheduled task, a job file is created that contains the settings for the
task, which is placed in %SystemRoot%\Tasks. This directory is shared out as
Scheduled Tasks. Unfortunately, the job files are stored in a binary format, so you
cannot simply create or modify them with a text editor. You can, however, copy and
paste jobs between servers. If you want to copy a job from ServerA to ServerB, open
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the Scheduled Tasks share point on both servers, right-click on the target job on
ServerA and select Copy, then paste it into the Scheduled Tasks share of ServerB.
Make sure any localized settings in the task are modified on ServerB after the copy is
complete.

See Also

Recipes 5.7, 5.8, and MS KB 310424 (HOW TO: Work with Scheduled Tasks on
Remote Computers in Windows XP)
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CHAPTER 6
Processes

6.0 Introduction

Processes are a fundamental component of the Windows operating system. Any-
thing you do on a system, whether it is deleting a file, starting a service, or writing
text in Notepad, has a process behind it. Since processes are so important, it is criti-
cal that administrators understand how to manage, monitor, and troubleshoot them.

Processes use system resources, such as CPU and memory, in order to run. But not
all processes are created equal. Some use more resources than others and often you’ll
run into situations where you need to identify processes that are using more
resources than they should, which may make it difficult for other processes to do
work. Processes also frequently open files, DLLs, and Registry keys and values.
These resources are known as handles and often when a process has one open, no
other process can modify or delete the resource. This can make it problematic if you
need, for example, to rename a file that a process has locked.

In Appendix E, I include a list of the default processes used in Windows. There are
several processes that start by default whenever a Windows server boots. Any appli-
cations you’ve installed that run at system startup will also have one or more pro-
cesses running, all without you doing a thing. It is for this reason that you need to be
able to create, query, suspend, and terminate processes on demand or else it is very
easy for you to lose control over how your system performs.

In this chapter, I'll review how to identify process-related issues and cover many of
the process-related tasks you should be familiar with. Now you may not need to use
some of these tasks, but it is important to understand what is possible so if you run
into a certain situation where, for example, you need to suspend a process, you know
how to do it.
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Using a Graphical User Interface

When it comes to the GUI, there are only two tools you need to be familiar with to
manage processes. Task Manager (taskmgr.exe) is a native Windows tool that lets
you view and kill any running applications or processes, and lets you view the perfor-
mance of processes including CPU and memory utilization. Task Manager was
updated in Windows Server 2003 to include a new Networking tab and Users tab.
The Networking tab lets you view the current network activity of the system
(although it doesn’t show network information by process). The Users tab lets you
see which users are currently logged on and lets you disconnect or log them off.

The other tool is Process Explorer (procexp.exe) from Sysinternals, and it is very simi-
lar to Task Manager except it provides much more process management functional-
ity. It lets you view all the associated handles and DLLs of a process and even lets
you search for specific processes, handles, and DLLs. Neither tool lets you manage
processes on a remote server. To do that, you’ll need to use one of the available com-
mand-line tools, of which there are many.

Using a Command-Line Interface

There are several process-related command-line tools, many of them from Sysinter-
nals. Windows 2000 didn’t provide any good process management utilities natively,
but there were a few in the Resource Kit. In Windows XP and Windows Server 2003,
Microsoft added the tasklist and taskkill utilities, which are installed with Windows
and are very powerful. For advanced process manipulation and query tools, look no
farther than Sysinternals. See Table 6-1 for a complete list of command-line tools
used in this chapter along with where they can be found and what Recipes they are
used in.

Table 6-1. Command-line tools used in this chapter

Tool Windows Server 2003 © Windows2000 Recipes
handle Sysinternals Sysinternals 6.11
listdlls Sysinternals Sysinternals 6.9

netstat %SystemRoot%\system32 %SystemRoot%\system32 6.12
netstatp Sysinternals Sysinternals 6.12
portqry MS KB 310099 MS KB 310099 6.12

pslist Sysinternals Sysinternals 6.4,6.5,6.8
pskill Sysinternals Sysinternals 6.3,6.14
pssuspend Sysinternals Sysinternals 6.2

Introduction | 161



Table 6-1. Command-line tools used in this chapter (continued)

Tool Windows Server 2003 Windows 2000  Recipes
taskkill %SystemRoot%\system32 N/A 6.3,6.14
tasklist %SystemRoot%\system32 N/A 6.4,6.5,6.6,6.7,6.13
tlist N/A Resource Kit Supplement 1 6.5,6.6
top N/A Resource Kit Supplement 1 6.4
wmic %SystemRoot%\system32 N/A 6.1,6.4,6.7
Using VBScript

The Win32_Process WMI class represents individual processes and is the only class I
use extensively in this chapter. With it, you can create, terminate, and set the prior-
ity of a process. Additionally, you can get very detailed information about each pro-
cess using the properties of Win32_Process objects. For your convenience, I've
included the complete list of methods and properties available with Win32_Process in
Tables 6-2 and 6-3.

Table 6-2. Win32_Process methods

Name
AttachDebugger
Create
GetOwner
GetOwnerSid
SetPriority
Terminate

Description

Launches the registered debugger for the process.

Creates a new process.

Returns the user name that is running the process.

Returns the user security identifier (SID) that is running the process.

Changes the priority of the process.

Kills the process.

Table 6-3. Win32_Process properties

‘Name

Caption

CommandLine
CreationDate

(SName

Description
ExecutablePath

Handle

HandleCount
KernelModeTime
MaximumWorkingSetSize
MinimumWorkingSetSize
Name

Description

Name of the process executable (e.g., notepad.exe).

Command line used to start the process.

Date the process was initially executed.

Name of the computer running the process.

Name of the process executable (e.g., notepad.exe).

Path to the process executable.

Process ID (PID) of the process.

Total number of handles currently open by the process.

The amount of time (in 100 nanosecond units) the process has spent in kernel mode.

Maximum working set size of the process.

Minimum working set size of the process.

Name of the process executable (e.g., notepad.exe).
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Table 6-3. Win32_Process properties (continued)

Name
OtherOperationCount

OtherTransferCount

PageFaults
PageFileUsage
ParentProcessld
PeakPageFileUsage
PeakVirtualSize
PeakWorkingSetSize
Priority

PrivatePageCount

Processld
QuotaNonPagedPoolUsage
QuotaPagedPoolUsage
QuotaPeakNonPagedPoolUsage
QuotaPeakPagedPoolUsage
ReadOperationCount
ReadTransferCount

Sessionld

TerminationDate

ThreadCount
UserModeTime
VirtualSize
WorkingSetSize
WriteOperationCount
WriteTransferCount

Description

Number of /0 operations performed by the process that were neither read nor write
operations.

Amount of data transferred (in bytes) by the process that were neither read nor write
operations.

Number of total page faults the process has generated.

Amount of page file space (in kilobytes) that the process is using.
Process ID (PID) of the parent process.

Peak amount of page file space (in kilobytes) that the process has used.
Peak virtual address space (in bytes) that the process has used.

The peak working set of a process (in kilobytes).

Current priority of the process ranging from 0o 31 (0 is the lowest and 31 is the
highest).

Number of pages allocated to the process.

Process ID (PID) of the process.

Quota usage of nonpaged pool for the process.

Quota usage of paged pool for the process.

Quota usage of peak nonpaged pool for the process.
Quota usage of peak paged pool for the process.
Number of read operations performed by the process.
Amount of data read (in bytes) by the process.
Session ID that initiated the process.

Date the process was terminated. A handle to the process must be held open in order to
get this.

Number of threads the process has opened.

The amount of time (in 100 nanosecond units) the process has spent in user mode.
Current size of the virtual address space (in bytes) that a process is using.

Amount of memory (in bytes) used for the working set of the process.

Number of write operations performed by the process.

Amount of data written (in bytes) by the process.

Another process-related WMI class that may be of interest to you is Win32_
ProcessStartup. While I don’t cover it in this book, you may find it useful if you need
control over how processes are created. You can pass an instance of the Win32_
ProcessStartup class as a parameter when you invoke the Win32_Process.Create
method. It allows you to specify various window settings and the priority of the new
process. Search for Win32_ProcessStartup at http://msdn.microsoft.com/ for more

information.
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6.1 Setting the Priority of a Process

Problem

You want to raise or lower the priority of a process. This is beneficial if you want to
boost a CPU-starved process or limit a process that is hogging the CPU.

Solution

Using a graphical user interface
1. Open Windows Task Manager (taskmgr.exe).
2. Click on the Processes tab.

3. If you do not see the process you want to set, be sure the box beside Show pro-
cesses from all users is checked.

4. Right-click on the target process, select Set Priority, and select the desired priority.

You can also accomplish the same task using the Sysinternals Process Explorer
(procexp.exe) tool: right-click on the process and select Set Priority.

Using a command-line interface

With the start command, you can set the priority of a process when you initially run
it. The following example shows how to create a process with a high priority:

> start /HIGH <ProgramPath>

The other valid priority options include /LOW, /NORMAL, /REALTIME, /ABOVENORMAL, and
/BELOWNORMAL.

Using VBScript

' This code sets the priority of a process
Const NORMAL = 32

Const IDLE = 64

Const HIGH_PRIORITY = 128

Const REALTIME = 256

Const BELOW_NORMAL = 16384

Const ABOVE_NORMAL = 32768

BECEEEEY SCRIPT CONFIGURATION ------

strComputer = "."

intPID = 3280 ' set this to the PID of the target process

intPriority = ABOVE_NORMAL ' Set this to one of the constants above

BT END CONFIGURATION ---------

WScript.Echo "Process PID: " & intPID

set objWMIProcess = GetObject("winmgmts:\\" & strComputer & _
"\root\cimv2:Win32_Process.Handle='" & intPID & "'")

WScript.Echo "Process name: " & objWMIProcess.Name
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intRC = objWMIProcess.SetPriority(intPriority)
if intRC = 0 Then
Wscript.Echo "Successfully set priority.”
else
Wscript.Echo "Could not set priority. Error code: " & intRC
end if

Discussion

Windows 2000 and Windows Server 2003 use a priority-driven, preemptive schedul-
ing system. This means that processes are given priorities and those with higher pri-
orities get more CPU time and subsequently, run quicker. This is useful for
administrators to know because in certain situations, it can be advantageous to play
with the priorities of processes to get the desired result from your system. For exam-
ple, if you find a process that is pegging the CPU on a system, if you are able to run
Task Manager, you can lower the priority of that process, which should help you
launch other processes or applications to diagnose and troubleshoot the badly
behaving process. Another way to tackle this problem is to suspend the process,
which I describe in Recipe 6.2.

Windows supports six priority classes. The following is a list of the classes and their
corresponding numeric value:

Realtime (24)
This is the highest priority class. Be extremely careful when setting this priority
because it preempts all other non-realtime processes, including operating sys-
tem processes. A realtime process can interrupt normal functioning of the com-
puter, including mouse and keyboard I/O and disk read/writes. Note that
realtime priority does not make a program run in realtime, it simply gives as
much CPU time as the program can use and is available.

L)

Windows operating systems are not considered real-time operating
systems because they do not (and cannot) give performance guaran-
Q@

s, tees.

High (13)
This priority class indicates that the process needs to perform time-sensitive
functions that must be executed immediately upon being called. An example
application that uses this priority is Task Manager, which needs a higher prior-
ity than normal processes so you can kill any that are CPU bound. Be careful
when setting this priority class because a high priority process that is CPU
bound can tie up the system indefinitely.

Above Normal (10) .
This is an intermediate priority class that is above Normal but below High.
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Normal (8)
This is the default priority class assigned to applications that do not require any
special scheduling needs.

Below Normal (6)
This is an intermediate priority class that is above Idle but below Normal.

Idle or Low (4)
This priority indicates that the process only runs when the system is idle. Screen
saver is an example application that utilizes this priority.

To view the current priority of all processes, run the following command:
> wmic process get name,processid,priority

You can also see the priority of processes in pslist output (the Pri column).

See Also

Recipe 6.2, MS KB 110853 (PRB: Can’t Increase Process Priority), and MS KB
193846 (HOWTO: Modify the Process Priority of a Shelled Application)

6.2 Suspending a Process

Problem

You want to suspend a process from running. This is helpful if you want to tempo-
rarily stop an application from running, perhaps due to high CPU consumption, but
you don’t want to kill it. This can give you an opportunity to launch further diagnos-
tic utilities to troubleshoot the process.

Solution

Using a graphical user interface

Open the Sysinternals Process Explorer tool (procexp.exe). To suspend a process,
right-click on the target process and select Suspend. To resume a process, right-click
on the target process and select Resume.

Using a command-line interface
The following command suspends a process:
> pssuspend <PID>
Replace <PID> with the process ID of the target process.
The following command resumes a suspended process:

> pssuspend -x <PID>
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Using VBScript
Currently, no scripting API supports suspending processes. However, you can use

the SuspendThread and ResumeThread functions that are defined in kernel.lib if you are
using a high-level language such as Visual Basic or C++.

Discussion

Applications are much better behaved these days than they were a few years ago, but
that still doesn’t mean you won’t see one from time to time peg the CPU on a sys-
tem and render it virtually useless. If this happens on a remote system, it can be diffi-
cult to even use Terminal Services to access the machine. So what can you do? Well,
if you can find out which process is causing the problem—perhaps by using one of
the methods in Recipe 6.4—you can use pssuspend to remotely suspend it. You can
also specify alternate credentials using the -u (user) and -p (password) options. If you
specify -u without -p, it will prompt you to enter the password (this is the more
secure way to do it). Here is an example command line that does this:

> pssuspend \\jamison -u rallen notepad.exe

See Also
Recipe 6.4

6.3 Killing a Process

Problem

You want to terminate a process. Even though Windows has come a long way in the
past 10 years, the operating system can’t prevent buggy or poorly written applica-
tions from becoming unresponsive.

Solution

Using a graphical user interface
1. Open the Windows Task Manager (taskmgr.exe).
2. Click on the Processes tab.

3. If you do not see the process you want to set, be sure the box beside Show pro-
cesses from all users is checked.

4. Right-click on the target process, select End Process, and select the desired
priority.
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You can also accomplish the same task using the Sysinternals Process
Explorer (procexp.exe) tool by right-clicking the process and selecting
%8¢ Kill Process.

Using a command-line interface

The following command kills a process by PID:
> taskkill -pid <PID>

And this command kills a process by name on a remote server:
> taskkill /s <ServerName> -im <ProcessName>

Use the /f option to forcefully kill the process.

The pskill.exe utility works in a very similar manner. Here are two examples:

> pskill <PID>
> pskill \\<ServerName> <ProcessName>

Using VBScript
' This code terminates the specified process.
BEEEEEEE SCRIPT CONFIGURATION ------
intPID = 2560 ' PID of the process to terminate
strComputer = "."
BEEETEEE END CONFIGURATION ---------
WScript.Echo "Process PID: " & intPID
set objWMIProcess = GetObject("winmgmts:\\" & strComputer & _
"\root\cimv2:Win32_Process.Handle='" & intPID & "'")
WScript.Echo "Process name: " & objWMIProcess.Name
intRC = objWMIProcess.Terminate( )
if intRC = 0 Then
Wscript.Echo "Successfully killed process."
else
Wscript.Echo "Could not kill process. Error code: " & intRC
end if

Discussion

Manually killing processes is not something you should be in the habit of doing, but
it is a necessary evil of system administration. Be selective about forcibly killing a
process, because it will also terminate any child processes in an ungraceful manner
and can leave lingering remnants of the process in memory, which may cause prob-

lems if you attempt to restart the process later.

a5,

There are some processes that you won’t be able to manually termi-
nate. Generally this applies to system-level process, such as Isass.

AN
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6.4 Viewing the Running Processes

Problem

You want to see all processes that are currently running on a system.

Solution

Using a graphical user interface
1. Open the Windows Task Manager (taskmgr.exe).
2. Click on the Processes tab.

You can also accomplish the same task using the Sysinternals Process Explorer
(procexp.exe) tool.

Using a command-line interface

There are several options for viewing the running processes via the command line.
You can use tasklist.exe on Windows XP and Windows Server 2003 (use the /S
option to target a remote system):

> tasklist

Another Windows XP and Windows Server 2003 tool that you can use to get a pro-
cess list is wmic as shown here (use the /node: option to target a remote system):

> wmic process list brief

The Sysinternals pslist.exe utility is available for Windows Server 2003 or Windows
2000 and can be run against a remote host:

> pslist \\<ServerName>

There is also the top.exe command, which is available in the Windows 2000
Resource Kit. It provides a continually updated view of the top running process (by
CPU):

> top
W N

You can do something similar to top with pslist by specifying the -s
option.

Using VBScript

' This code displays the running processes on the target computer.
BEEEEEEE SCRIPT CONFIGURATION ------

strComputer = "." ' Can be a hostname or "." to target local host
BEEEEEEE END CONFIGURATION ~--------

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colProcesses = objWMI.InstancesOf("Win32_Process")
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for each objProcess In colProcesses
WScript.Echo objProcess.Name & " (" & objProcess.ProcessID & ")"
next

Discussion

Sometimes it is difficult to associate an application (e.g., Internet Explorer) with its
underlying process (e.g., iexplore.exe). In each of the command-line solutions, only
the process name will be shown, which may be completely different from the name
of the application. With Internet Explorer, it is pretty easy to figure out that
iexplore.exe is probably the underlying process, but how can you tell for sure? One
way is to look at Sysinternals Process Explorer. It displays a Description field that
generally contains the application name of the process. Alternatively, you can spec-
ify the /v option with the tasklist command, which displays the Window Title field
for each process. This typically includes the name of the application. Here is an
example command you can run:

> tasklist /v /fo list

Unfortunately, there you can’t retrieve the Window Title using the Win32_Process
class.

6.5 Searching Processes

Problem

You want to find processes that match certain criteria. This is useful if you want to
find processes that have a certain process name or that are utilizing a certain amount
of memory.

Solution

Using a graphical user interface
1. Open the Sysinternals Process Explorer tool (procexp.exe).
2. From the menu, select Find — Find Handle.

3. Type the name of a process or handle to match (substring searches are allowed)
and click the Search button.

Using a command-line interface

The Windows Server 2003 tasklist.exe command is very flexible. It provides several
options for searching processes. This command searches for all iexplore (Internet
Explorer) processes being run by the Administrator user:

> tasklist /FI "IMAGENAME eq iexplore*" /FI "USERNAME eq Administrator"

170 | Chapter6: Processes



You can also use tasklist.exe to perform searches based on PID, memory usage, CPU
time, and other attributes. The following command finds all processes running on
host dhcpO01 that are consuming more than 10 MB of memory:

> tasklist /S dhcpol /FI "MEMUSAGE gt 10240"

On Windows 2000, you can use the tlist.exe (or pslist.exe) command in combination
with findstr.exe to find processes. This returns all CMD processes:

> tlist | findstr cmd.exe

Using VBScript

' This code finds the processes that have a memory usage greater
' than the specified amount. To search on different criteria,
' modify the WOL used in the ExecQuery call.
EEEEEEE SCRIPT CONFIGURATION ------
strComputer = "."
intMaxMemKB = 1024 * 10000
BECEEEE END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colProcesses = objWMI.ExecQuery("Select * from Win32_Process " & _
" Where workingsetsize > " & intMaxMemKB )

WScript.Echo "Process, Size (in KB)"
for each objProcess in colProcesses

WScript.Echo objProcess.Name & ", " & objProcess.WorkingSetSize / 1024
next

Discussion

Sometimes it is necessary to take a snapshot of the current status of processes in a
system and have a means of documenting that status. Using the command-line and
scripting solutions provides a mechanism for generating a snapshot containing cus-
tom information.

6.6 Finding the Services Run from a Process

Problem

You want to find the services being run from a process. In some cases, multiple ser-
vices may be run from a single process.

Solution

Using a graphical user interface
1. Open the Sysinternals Process Explorer tool (procexp.exe).
2. Double-click on the process you want to view.

3. If there are services being run from the process, a Services tab will be available
from the process properties window.
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Using a command-line interface
The following command displays the services that are run from the Isass.exe process:
> tasklist /svc /FI "IMAGENAME eq lsass.exe"

You can also use the tlist.exe command from the Windows 2000 Support Tools to
show similar information: .

> tlist -s | findstr Svcs: | findstr lsass.exe

Using VBScript

" This code displays the services run from the specified process.

BEETEEEE SCRIPT CONFIGURATION ------

stxComputer = "."

strProcess = "lsass.exe" name of process

REEEEEEE END CONFIGURATION ---------

set objWMI = GetObject("winmgmts: \\" & strComputer & "\root\cimv2")

set colProcess = objWMI.ExecQuery("Select ProcessID from Win32_Process " & _
" Where Name = '" & strProcess & "'" )

for each objProcess in colProcess
intPID = objProcess.ProcessID
next

WScript.Echo "Services run from process: " & strProcess
set colProcesses = objWMI.ExecQuery("Select Name from Win32_service " & _
" Where ProcessID = " & intPID)
for each objProcess in colProcesses
WScript.Echo " " & objProcess.Name
next

Discussion

It is not uncommon for a single process to host multiple services. A good example of
this is the svchost.exe process. Typically, you’ll see several svchost processes running
at any time on a system. That is because svchost is a generic process that is used by
services that are run from dynamic link libraries (DLLs). If all of the code for a service
is housed in a DLL, it still needs a process to accept and respond to SCM requests and
handle other process management functions. svchost provides this functionality.

WA

This recipe shows you how to find all of the services that a particular
process is responsible for; to find the reverse of this (i.e., the process a
N . . . . . .
. particular service is associated with), refer to Recipe 7.9.

See Also

MS KB 250320 (Description of Svchost.exe in Windows 2000) and MS KB 314056
(A description of Svchost.exe in Windows XP)
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6.7 Viewing the Properties of a Process

Problem

You want to view the properties of a process. This includes the process executable
path, command line, current working directory, parent process (if any), owner, and
startup timestamp.

Solution

Using a graphical user interface
1. Open the Sysinternals Process Explorer tool (procexp.exe).
2. Double-click the process you want to view.
3. The Image tab contains process properties.

Some of this information can also be viewed using Windows Task Manager
(taskmgr.exe). After starting taskmgr.exe, click on the Processes tab. Select View —
Select Columns from the menu, and check the boxes beside the properties you want
to see.

Using a command-line interface

The tasklist.exe command can display a subset of the properties described in the
Problem section. Here is an example that displays properties for a specific process:

> tasklist /v /FI "IMAGENAME eq <ProcessName>" /FO list

Using VBScript

' This code displays the properties of a process.

BT SCRIPT CONFIGURATION ------

intPID = 3280 ' PID of the target process

strComputer = "."

BECEETE END CONFIGURATION ---------

WScript.Echo "Process PID: " & intPID

set objWMIProcess = GetObject("winmgmts:\\" & strComputer & _
"\root\cimv2:Win32_Process.Handle='" & intPID & "'")

WScript.Echo "Name: " & objWMIProcess.Name

WScript.Echo "Command line: " & ObjWMIProcess.CommandLine

WScript.Echo "Startup date: " & ObjWMIProcess.CreationDate

WScript.Echo "Description: " & ObjWMIProcess.Description

WScript.Echo "Exe Path: " & ObjWMIProcess.ExecutablePath

WScript.Echo "Parent Process ID: " & ObjWMIProcess.ParentProcessId

objWMIProcess.GetOwner strUser,strDomain

WScript.Echo "Owner: " & strDomain & "\" & strUser
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Discussion

Another option from the command line is to use wmic to harness the power of WML
You can retrieve all of the properties defined by the Win32_Process class (see
Table 6-3) by running this simple command:

> wmic process list full

You can also limit the output to a single process. The following example retrieves the
properties for the snmp.exe process:

> wmic process where name="snmp.exe" get /format:list

See Also

Recipe 6.1 for a list of Win32_Process properties

6.8 Viewing the Performance Statistics
of a Process

Problem

You want to view the memory, 1/0, and CPU statistics of a process. This is useful if
you want to examine the resources a process is using. If you find that you are run-
ning low on memory on a particular system, it can often be attributed to a single pro-
cess that has consumed a large amount. If you can terminate that process, the system
should go back to a stable state.

Solution

Using a graphical user interface
1. Open the Sysinternals Process Explorer tool (procexp.exe).
2. Double-click the process you want to view.

3. The Performance tab contains the process properties.

This information can also be viewed using Windows Task Manager (taskmgr.exe).
After starting taskmgr.exe, click on the Processes tab. Select View — Select Columns
from the menu and check the boxes beside the properties you want to see. And for
yet another way to trend out process performance metrics (using more granular met-
rics), open Performance Monitor and look at the Process object.

Using a command-line interface
The following command displays all of the performance metrics for a process:

> pslist -x <ProcessName>
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Replace <ProcessName> with the name of the process without its extension. For example:

> pslist -x iexplore

Using VBScript

' This code displays the performance stats of a process.

REEEEEE SCRIPT CONFIGURATION ------

intPID = 3280 ' PID of target process

strComputer = "."

BT EEEY END CONFIGURATION ---------

WScript.Echo "Process PID: " & intPID

set objWMIProcess = GetObject("winmgmts:\\" & strComputer & _

"\root\cimv2:Win32_Process.Handle="" & intPID & "'")

arrProps = Array("Name", "KernelModeTime", "UserModeTime", _
"MaximumWorkingSetSize", "MinimumWorkingSetSize", _
"PageFaults”, "PageFileUsage", "VirtualSize", _
"WorkingSetSize", "PeakPageFileUsage", "PeakVirtualSize", _
"PeakWorkingSetSize", "PrivatePageCount", _
"QuotaNonPagedPoolUsage", "QuotaPagedPoolUsage", _
"QuotaPeakNonPagedPoolUsage”, "QuotaPeakPagedPoolUsage", _
"ThreadCount")

for each strProp in arrProps

WScript.Echo strProp & ": " & objWMIProcess.Properties_(strProp)
next

Discussion

If you need to get serious about analyzing performance statistics for one or more pro-
cesses, you should consider using Performance Monitor (perfmon.exe). With the Pro-
cess performance object (click the little + icon in the System Monitor and select
Process under Performance object), you can graph a variety of metrics for individual
processes or all of them together using the Total instance.

Even if you don’t want to use Performance Monitor to monitor processes, the tool
provides some good information about process metrics, such as Working Set. Click
the Explain button when you view the Process performance object, which will cause
another dialog to appear that contains additional information about what each
counter means. These counters are mostly the same ones as you’ll find in Task Man-
ager, pslist, and Win32_Process.

6.9 Viewing the DLLs Being Used by a Process

Problem

You want to view the DLLs being used by a process or find the processes using a spe-
cific DLL. This can come in handy if you need to update a DLL and want to find out
which programs are actively using it, or if you are trying to delete a DLL, but cannot
due to a lock on the file by a process that is using it.
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Solution

Using a graphical user interface
To view the DLLs being used by a process, do the following:

1. Open the Sysinternals Process Explorer tool (procexp.exe).
2. From the menu, select View — Lower Pane View — DLLs.
3. Click on the process you want to view. In the bottom window, the list of DLLs
being used by that process is displayed.
To view the processes using a specific DLL, do the following:

1. Open the Sysinternals Process Explorer tool (procexp.exe).
2. From the menu, select Find — Find DLLs.
3. Type the name of the DLL (partial string accepted) and click the Search button.

Using a command-line interface

To view the DLLs being used by a process, use the following command:
> listdlls <ProcessName>

To view the processes using a specific DLL, use the following command:
> listdlls -d <DLLName>

Using VBScript
There are no scripting interfaces available to get this information. To get it program-

matically, you must use the Win32 API or .NET Framework, or shell out to the
listdlls utility.

Discussion

Ever visited DLL hell? Things aren’t as bad as they once were in the early days of
Windows NT, but keeping track of DLL versions for certain applications can still be
a pain. DLL hell was the term given to the problem where applications would over-
write DLLs with older or incompatible versions. This would cause applications to fail
in unexpected ways. Starting with Windows 2000, this problem was reduced with
the introduction of the Windows File Protection (WFP). Now, applications can’t
replace system DLLs—only system updates can, such as when you install a service

pack or hotfix.

If you really want to dig down into a process and see what it is doing, check out Rec-
ipe 6.10 where I talk about viewing the APIs that a process calls. I'll also show you
another way to view the DLLs loaded by a process.
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See Also

MS KB 222193 (Description of the Windows File Protection Feature) and MS KB
247957 (SAMPLE: Using DUPS.exe to Resolve DLL Compatibility Problems)

6.10 Viewing the APIs Called by a Process

Problem

You want to view the application programming interfaces (APIs) that a particular
process invokes while running. This is useful for application developers who need to
troubleshoot programs, but it can also be useful to system administrators who want
to dig into the internals of a troublesome application.

Solution

Using a graphical user interface

1. Open the API Monitoring tool (apimon.exe) from the Windows 2000 Resource
Kit.

2. From the menu, select File -+ Open (or click the open folder icon).

3. Browse to the executable you want to monitor and click OK.

4. From the menu, select Tools — Start Monitor (or click the play button). This
launches the selected application. Within the API Monitor screen there will be a
DLLs In Use window and API Counters window. The API information will con-
tinue to be collected until you stop it.

5. From the menu, select Tools — Stop Monitor (or click the stop button).

Discussion

If you have any Unix experience, you may be familiar with the truss utility. With
truss, you can view all the system calls and APIs that a particular process is calling.
Having this capability can be extremely beneficial when you are trying to debug why
a particular application is failing or not behaving correctly. API Monitor provides
similar functionality on the Windows platform. It displays the DLLs loaded by the
target process, each function it calls, the number of times it calls a function, and the
amount of time it took for each function call to complete.

If the API Monitor is the kind of thing that gets you excited, then you’ll want to take
a look at the Dependency Walker (depends.exe) in the Support Tools, which pro-
vides even more information.
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6.11 Viewing the Handles a Process Has Open

Problem

You want to view all the handles a process has open. This is handy if you want to
find out all of the files and registry keys a particular process is using.

Solution

Using a graphical user interface
1. Open the Sysinternals Process Explorer tool (procexp.exe).
2. From the menu, select View — View Handles.

3. Click on the process you want to view. In the bottom window, the list of handles
being used by that process will be displayed.

Using a command-line interface

To view all of the handles a process has open, use the following command:
> handle -a -p <ProcessName>

You can also search for a specific handle using the following command:
> handle <HandleName>

For example, if you want to find all processes that have the c:\test directory open,
you would replace <HandleName> with c:\test.

Using VBScript
There are no scripting interfaces to get this information. To get it programmatically,
you must use the Win32 API or .NET Framework, or shell out to the handle utility.

Discussion

Have you ever wanted to see all of the resources a particular process is using? Per-
haps you have a new application or service and you want to see what files it touches,
what registry keys it has open, what Windows stations it uses, etc. The lovely Pro-
cess Explorer (and handle.exe command-line equivalent) can give you this and much
more. The cool thing about Process Explorer is that it even lets you close a particular
handle if you want to; from the bottom window simply right-click on the handle and
select Close Handle. This is helpful if you are trying to delete a file or Registry key,
but a process has a lock on it.
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6.12 Viewing the Network Ports a Process
Has Open

Problem

You want to view the network ports on which a process is communicating. This is
useful if you want to see the type of traffic a particular process is generating.

Solution

Using a graphical user interface
1. Open the Sysinternals TCPView tool (tcpview.exe).

2. The complete list of processes and associated ports are displayed by default.
New connections show up in green and terminating connections show up in red.

Using a command-line interface

The following command displays the open ports and the process ID of the process
associated with the port. The -o option is new to netstat.exe in Windows XP and
Windows Server 2003:

> netstat -o

The Sysinternals netstatp.exe command is similar to netstat.exe, except it displays the
process name associated with each port:

> netstatp

And for yet another extremely useful port querying tool, check out portqry.exe (see
MS KB 310099 for more information). With portqry you can get even more informa-
tion than netstatp. Run this command to output all of the ports and their associated
processes:

> portqry -local

That command also breaks port usage down by service (e.g., DnsCache). You can
watch the port usage for a particular PID and log it to a file. The following com-
mand does this for PID 1234:

> portqry -wpid 1234 -wt 5 -1 portoutput.txt -v

The -wt defines the watch time, which is how long portqry waits before examining
the process again (the default is 60 seconds). The -v option is for verbose output.

Using VBScript
None of the scripting interfaces provide a way to access information about the ports
a process has open. However, the netstatp tool comes with complete source that
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shows how to do it via IP Helper functions that can be directly accessed with a non-
scripting language.

Discussion

Each connection to and from a client computer is associated with a process. This
connection is also associated with a particular port. Most of the open ports you’ll see
will be numbered above 1024. This is because well-known ports use port numbers
lower than 1024 so Windows dynamically allocates ports above that.

A connection has a state, which you’ll see when running any of the utilities described
in the solution. This state indicates the type of activity going on over the connection.
Most of the connections you’ll see are in the ESTABLISHED state, which simply
means the connection is open and prepared to send or receive traffic. For a list of all
the states, see Table 6-4.

Table 6-4. TCP connection states

State Description

SYN_SEND Indicates an active open of a connection

SYN_RECEIVED Server received SYN from the client

ESTABLISHED (lient received server's SYN and session s established

LISTEN Server is ready to accept a connection

FIN_WAIT_1 Indicates an active close of the connection

TIMED_WAIT Client enters this state after an active close

CLOSE_WAIT Indicates a passive close of the connection. Server just received first FIN from a client

FIN_WAIT_2 Client just received acknowledgment of its first FIN from the server

LAST_ACK Server has sent its own FIN

CLOSED Server received acknowledgment from dlient and closed the connection
See Also

MS KB 137984 (TCP Connection States and Netstat Output) and MS KB 310099
(Description of the Portqry.exe Command-Line Utility)

6.13 Script: Process Doctor

Have you ever wanted to know when a particular process terminates on a system?
Perhaps an application is failing mysteriously and you find out about it only after a
user complains. Or maybe you have an application that fails periodically and you
want to start it up immediately after it fails. This is pretty easy to accomplish using
both VBScript and the command line.
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Using VBScript

With WMI and event handlers, process monitoring is straightforward. The follow-
ing code monitors the calc.exe process, and as soon as it recognizes that it is no
longer running, restarts it:

BEEET T SCRIPT CONFIGURATION ------
strProcess = "calc.exe" ' Image name of the process you want to monitor
strComputer = "."
Coeeeees END CONFIGURATION ---------
set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colProcesses = objWMI.ExecNotificationQuery(_
"select * from __instanceDeletionevent " _
& " within 2 where TargetInstance isa 'Win32_Process’
& " and TargetInstance.Name = '" & strProcess & "'")

do
set objProcess = colProcesses.NextEvent
WScript.Echo "Process " & strProcess & _

" (" & objProcess.TargetInstance.ProcessID & ") terminated"
intRC = objWMI.Get("Win32_Process").Create(strProcess, , , intProcessID)
if intRC = 0 Then

Wscript.Echo strProcess & " started. PID: " & intProcessID
else
Wscript.Echo strProcess & " did not start. Error code: " & intRC
end if
loop

The main method to note in this script is ExecNotificationQuery, which executes a

WQL query and receives events that result from it. Let’s break the query down. The
select statement pulls all __instanceDeletionEvent objects:

"select * from __instanceDeletionEvent "

Anytime a process terminates, or a file is deleted, or a service is removed, that event
is registered as a deletion event in WMI (__instanceDeletionEvent).” This is incredi-
bly powerful. The select statement I used matches ALL deletion events, which isn’t
quite what we want. This is why the next statement is needed:

within 2 where TargetInstance isa 'Win32_Process'

TargetInstance isa 'Win32_Process' filters out all deletion events except those of
type Win32_Process. The within 2 statement informs WMI how often to check the
system (in seconds) to see if anything new matches this query.

At this point, the query would match all terminating processes, so I restrict it to just
the one we are interested in:

and TargetInstance.Name = '" & strProcess & "'")

* Likewise, new instances of processes, files, services, etc., are captured as __instanceCreationEvent objects
and anytime an instance is modified, it is registered as an __instanceModificationEvent.
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In the case of Win32_Process instanceDeletionEvent objects, the TargetInstance.Name
property equals the name of the process. So here I set that equal to the strProcess
variable, which contains calc.exe.

After I've called ExecNotificationQuery, I am ready to enter a loop to start retrieving
events. I used a do loop, which makes this script run until you kill it. The first line in
the do loop invokes the NextEvent method. This is a synchronous call that waits until
an event occurs before the script continues. If the calc.exe process never dies, the
script never moves beyond this step. If it does catch the process terminating, it prints
out that process’s PID and creates a new instance of the process.

Using a Command-Line Interface

You can do the exact same thing as the VBScript solution using a command line.
Here is the complete command:

> for /L %v in (1,1,40) do (tasklist /FI "IMAGENAME eq calc.exe" /FO CSV /NH |
findstr "calc.exe" || calc.exe) & sleep 15

Let’s break this long command line down. The first part is a for loop that starts at 1
and goes to 40 by 1 (i.e., 1,2, 3,4 . . . 40). The loop counter is placed in the %v variable.

for /L %v in (1,1,40)

Next is the command to execute within the loop. The first part of the command sim-
ply runs the tasklist.exe utility and performs a search for the calc.exe process. The last
two options tell tasklist to print the results (/FO) in a comma-separated list (CSV) and
not to print any headers (/NH).

do (tasklist /FI "IMAGENAME eq calc.exe" /FO CSV /NH
If calc.exe is running, this command would produce this output:
"calc.exe","4156","Console","0","2,804 K"
Whereas if it is not running, it would produce this:
INFO: No tasks running with the specified criteria.
The second part of the command pipes the output from tasklist to the findstr.exe
utility:
| findstr "calc.exe"

I do this because we need a way to determine if calc.exe is running. All we really want
is for tasklist to produce some output if it is running and not to generate anything if it
isn’t. So this findstr command helps out by removing the INFO: No tasks. ... output if
calc.exe isn’t running.

Now, if the tasklist and findstr commands do not generate any output, the next com-
mand executes:

|| calc.exe)
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If they generate output, this command won’t execute, which is exactly what we
want. It will run calc.exe only if calc.exe isn’t running.

After we’ve done all this work to determine if calc.exe is running and to start it other-
wise, we need to take a breather. Remember, this whole thing is in a for loop that
will run 40 times. If we didn’t put some sort of break in it, it would run 40 consecu-
tive times without a pause. This is where the next command comes into play:

& sleep 15

This pauses the whole command for 15 seconds. And since we are using a loop with
40 iterations, the whole command will run over a 10-minute period (15x40/60 = 10
minutes). If you want this monitor to run for longer, simply change the number of
seconds after the sleep command or the number of iterations in the for loop.

6.14 Script: Process Terminator

Have you ever wanted to prevent a process from running? Perhaps the process keeps
starting and you haven’t been able to find what is starting it. Or maybe you know
what is causing the process to start, but you can’t prevent it from happening. I called
the script the Process Doctor because it tries to revive processes that die. In this rec-
ipe, I'll describe the opposite. The Process Terminator kills a certain process every
time it tries to run.

Using VBScript

The code in this script is very similar to that of the Process Doctor. The primary dif-
ference is that instead of looking at instanceDeletionEvent objects, we are looking
for instanceCreationEvent objects, that is, new instances of the calc.exe process.
Here is the script:

b SCRIPT CONFIGURATION ------
strProcess = "calc.exe"

strComputer = "."

L END CONFIGURATION ---------

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set colProcesses = objWMI.ExecNotificationQuery(_
"select * from __instanceCreationEvent " _
& " within 1 where TargetInstance isa 'Win32_Process'
& " and TargetInstance.Name = '" & strProcess & "'")

do
set objProcess = colProcesses.NextEvent
WScript.Echo "Terminating process " & strProcess & _
" (" & objProcess.TargetInstance.ProcessID & ")"
objProcess.TargetInstance.Terminate
loop
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Also, instead of creating a new instance of the process when a creation event is
found, I terminate the process. For more on terminating process, see Recipe 6.3.

Using a Command-Line Interface

Just as with the Process Doctor, you can perform similar functionality to the Process
Terminator using a command line. But fortunately, the command line in this case
isn’t quite as complicated. Here is the command-line version of the Process Termina-
tor using the taskkill.exe command:

> for /L %v in (1,1,10) do taskkill /IM calc.exe /F /T & sleep 60

The first part is very similar to the Process Doctor command line. This is a for loop
that iterates from 1 to 10 by 1’s.

for /L %v in (1,1,10)

The taskkill command matches any process with an image name of calc.exe and
forcefully terminates its process tree (/F and /T):

do taskkill /IM calc.exe /F /T
Lastly, we sleep for 60 seconds and start the next iteration of the loop:
& sleep 60
You can also do the same thing using the Sysinternals pskill.exe command:

> for /L %v in (1,1,10) do pskill calc.exe & sleep 60
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CHAPTER 7
Services

7.0 Introduction

Windows services are nothing more than continually running processes that are con-
trolled by the Service Control Manager (SCM). Instead of directly creating a service
process, you (or the system itself) sends a start or stop message to the SCM, which
takes care of starting or stopping the associated process. The DHCP Client provided
with the Windows operating system is an example of a service. It is responsible for
requesting and renewing DHCP requests (i.e., obtaining an IP address dynamically),
and, interestingly, performing dynamic DNS registrations. After the system begins
the boot-up process, the SCM starts the DHCP Client service, which kicks off a pro-
cess that runs in the background to handle DHCP requests. You can stop the DHCP
Client service via the Services snap-in, which causes the SCM to terminate the under-
lying DHCP Client process. If you start the service, the SCM starts the process.

Each service has a corresponding key in the Registry contained under HKEY_LOCAL_
MACHINE\SYSTEM\CurrentControlSet\Services. This stores basic configuration infor-
mation about the service including service dependencies, the command line to exe-
cute to start the service, and startup type (automatic, manual, or disabled). You can
find the associated registry key for a service by running the following command:

> sc getkeyname "<ServiceDisplayName>"
For example, this returns the key for the DHCP Client service:

> sc getkeyname "DHCP Client"

[SC] GetServiceKeyName SUCCESS Name = Dhcp
For more information on service registry values, take a look at MS KB 103000 (Cur-
rentControlSet\Services Subkey Entries).

One of the knocks Windows 2000 received was that it had too many services
enabled by default. This was both a good and a bad thing. On one hand, it meant
that a lot of functionality was turned on out of the box. The downside was that many
of the default services, such as IIS, had security issues, so all default installations
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were vulnerable. As a result, Microsoft changed their stance in Windows XP and
Windows Server 2003, opting for a more secure approach. Many of the services that
were started up by default in Windows 2000 are now disabled at startup in Win-
dows Server 2003. For a list of the changes in the default startup mode, see MS KB
812519 (Services That Are Turned Off by Default in Windows Server 2003). For a
list of the default services in Windows Server 2003, see Appendix F.

Using a Graphical User Interface

The primary graphical interface for managing services is the Services snap-in
(services.msc). Largely unchanged since Windows 2000, the Services snap-in is the
one-stop shop for stopping and starting services (Recipe 7.1), setting various service
properties such as startup type (Recipe 7.4), service account (Recipe 7.5), recovery
options (Recipe 7.6), and viewing service dependences (Recipe 7.10). You can do all
of these actions against a remote computer by right-clicking the Services icon in the
left pane and selecting “Connect to another computer.”

There are a few tasks that you cannot do with the Services snap-in and you have to
rely on other tools. For example, if you need to manually install or uninstall a service
(Recipes 7.2 and 7.3), you’ll need to use the Service Creation Wizard (srvinstw.exe),
which is available in the Windows 2000 Resource Kit, or the Service Installer
(instsrv.exe), which is available in the Windows Server 2003 Resource Kit Tools.
Likewise, if you want to find services that have certain properties (e.g., find all ser-
vices run under the Local System account and that have a startup type of Auto-
matic), you’ll need to use the sc.exe command-line utility (Recipe 7.8).

Using a Command-Line Interface

Table 7-1 lists the command-line utilities used in this chapter. The sc.exe utility is
installed by default with Windows Server 2003, which makes it the de facto service
management command-line tool. You can accomplish virtually any service manage-
ment task with sc. If you are familiar with WMI and the Win32_Service class, which
I’ll discuss in the next section, you’ll also want to take a look at the wmic.exe com-
mand. With it, you can tap into any Win32_Service properties or methods from the
command line.

Table 7-1. Command-line tools used in this chapter

Tool Windows Server 2003 Windows2000  Redipes

eventquery.vbs  %SystemRoot%\System32 N/A 712

instsrv Windows Server 2003 Resource Kit Windows 2000 Resource Kit 72,73

net %SystemRoot%\System32 %SystemRoot%\System32 71

ntrights Windows Server 2003 Resource Kit Windows 2000 Resource Kit Supple- 75

ment 1

psloglist Sysinternals Sysinternals 712
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Table 7-1. Command-line tools used in this chapter (continued)

Tool Windows Server 2003 Windows 2000 Recipes

psservice Sysinternals Sysinternals 7.1,7.7,7.8,7.10

qqrep Windows Server 2003 Resource Kit Windows 2000 Resource Kit 7.12

s¢ %SystemRoot%\System32 Windows 2000 Resource Kit 7.1-7.10
Supplement 1

subinacl MS Downloada MS Download* 7.13

wmic %SystemRoot%\System32\ Wbem N/A 7.1,7.7

a subinaclis available in the Windows 2000 and Windows Server 2003 Resource Kits, but | advise downloading the latest version from the Microsoft
Download site (http.//www.microsoft.com/downloads/details.aspx?FamilylD=e8ba3e56-d8fe-4a91-93cf-ed6985e3927b&displaylang=en or by
going to http.//www.microsoft.com/downloads and searching for “subinad”). There have been many updates to the tool and downloading the
latest version is the best way to avoid bugs in the earlier versions.

Using VBScript

The primary interface for programmatically managing services is the Win32_Service
WMI class. It is used extensively throughout this chapter. Table 7-2 lists the useful
properties available with this class, and Table 7-3 contains the methods for this class.
All of the properties are read-only. To modify a particular service setting, you have to
use a method, such as Change.

Table 7-2. Win32_Service properties

Name
AcceptPause
AcceptStop
Caption
CheckPoint

Description
Desktoplnteract
DisplayName
ErrorControl
ExitCode

DatetimelnstallDate
Name

PathName
Processid

Description

Boolean that indicates whether the service can be paused (some services cannot).
Boolean that indicates whether the service can be stopped (some services cannot).
Short description of the service.

The service increments this periodically to report its progress during a long start, stop, pause, or
continue operation. For example, the service increments this value as it completes each step of its
initialization when it is starting up. For services that do not have a start, stop, pause, or continue
operation pending, this value should be zero.

Textual description of the service.

Boolean that indicates whether the service interacts with the desktop.
Display name of the service.

Severity of the error if this service fails to start during startup.

Windows error code defining any problems encountered in starting or stopping the service. This
property is set to ERROR_SERVICE_SPECIFIC_ERROR (1066) when the erroris unique to the service,
and information about the error is available in the ServiceSpecificExitCode property.

Date and time the service was installed (generally not populated).

Short name for the service. This is the same name that appears as part of the service’s Registry key
and that you use to manage the service using the sc.exe utility.

Full command-line path the service invokes when starting.
Process ID (PID) of the process the service is being run from.
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Table 7-2. Win32_Service properties (continued)

Name

ServiceSpecificExitCode

ServiceType

Started
StartMode
StartName
State

SystemName
Tagld

WaitHint

Service-specific error code for errors that occur while the service is either starting or stopping. The
exit codes are defined by the service represented by this class. This value is set only when the
ExitCode property value is ERROR_SERVICE_SPECIFIC_ERROR (1066).

The type of service, which can be Kernel Driver, File System Driver, Adapter, Recognizer Driver,
Own Process, Share Process, or Interactive Process.

Boolean that indicates whether the service has been started.
Startup mode for the service.
Account under which the service runs.

Current state of the service, which can be Stopped, Start Pending, Stop Pending, Running, Con-
tinue Pending, Pause Pending, Paused, or Unknown.

Name of the system on which the service runs.

For services that are part of a service group, this ID number determines the relative order within
the group where the service starts. A value of 0 or no value indicates the service is not loaded as
part of a group.

Estimated time required (in milliseconds) for a start pending, stop, pause, or continue operation.
After the specified amount of time has elapsed, the service makes a call to update its status with
either an incremented CheckPoint value or a change in state.

Table 7-3. Win32_Service methods

MethodName
StartService
StopService
PauseService
ResumeService
InterrogateService
UserControlService
Create
Change

ChangeStartMode
Delete

 Method Description

Attempts to start the service.

Attempts to stop the service.

Attempts to pause the service.

Attempts to resume the service.

Requests that the service update its state with the SCM.
Sends user-defined control code to the service.

(reates a new service.

Modifies one or more properties of a service. These include DisplayName, PathName,
ServiceType, ExrorControl, StartMode, DesktopInteract, StartName,
StartPassword, LoadOrdexrGroup, LoadOrderGroupDependencies, and
ServiceDependencies.

Changes the startup mode of a service.
Deletes a service.

7.1 Starting and Stopping a Service

Problem

You want to start or stop a service.
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Solution

Using a graphical user interface
1. Open the Services snap-in.
2. In the right pane, right-click on the service and select Start or Stop.

Using a command-line interface:
Run any of the following commands to start a service:

> psservice start <ServiceName>

> sc start <ServiceName>

> wmic service <ServiceName> call StartService
> net start <ServiceName>

Run any of the following commands to stop a service:

> psservice stop <ServiceName>

> sc stop <ServiceName>

> wmic service <ServiceName> call StopService
> net stop <ServiceName>

You can use the wmic, psservice, and sc commands against a remote server.

Using VBScript

' This code stops and starts (effectively restarts) a service.

BEEEEEE SCRIPT CONFIGURATION ------

strComputer = "<ServerName>" e.g., fs-rtpo1 (use . for local server)
strSvcName = "<ServiceName>" e.g., dnscache

BT TEE END CONFIGURATION ---------

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")

set objService = objWMI.Get("Win32_Service.Name='" & strSvcName & "'")

intRC = objService.StopService
WScript.Sleep 5000 ' Give the service 5 seconds to stop

if intRC > o then .

WScript.Echo "Error stopping service: " & intRC
else

WScript.Echo "Successfully stopped service"
end if

intRC = objService.StartService
if intRC > 0 then
WScript.Echo "Error starting service: " & intRC
else
WScript.Echo "Successfully started service"
end if
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Discussion

Starting and stopping a service is a straightforward procedure that every administra-
tor has to do at one point or another. The only potentially tricky thing you need to
be aware of when it comes to stopping a service is service dependencies. For exam-
ple, if ServiceA depends on ServiceB and both services are currently running, you
can’t stop ServiceB unless you first stop ServiceA (the service that is dependent on it).
If you are using the Services snap-in or the command-line tools, they are nice enough
to stop all dependent services if there are any (use the /y option with the net stop
command). From VBScript, the process is more manual. You first need to look up
the dependent services and stop them. You will, in fact, receive an error when you
use the StopService method on a service that has active dependencies. For a more
robust example that automates stopping dependent services from VBScript, see Rec-
ipe 7.14.

See Also

Recipe 7.10, MSDN: StartService Method of the Win32_Service Class, and MSDN:
StopService Method of the Win32_Service Class

7.2 Running Any Program or Script as a Service

Problem

You want to run a program or script as a service. This is useful when you want a pro-
gram to run continuously regardless if someone is logged in.

Solution

The following solutions install the Perl script monitor.pl as a service named MyMonitor.

Using a graphical user interface
1. Open the Service Creation Wizard (srvinstw.exe).
. Select Install a service and click Next.
. Select the target machine to install the service on and click Next.
. Enter MyMonitor for the service name and click Next.
. Enter the path of the srvany.exe executable and click Next.
. Select Service is its own process and click Next.
. Select the account to run the service under and click Next.
. Select the service startup type and click Next.
. Click Finish.
. Open the Registry Editor (regedit.exe).

O 00 N O L bW N
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o
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11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.

In the left pane, browse to the service’s registry key by opening HKEY_LOCAL _

MACHINE - SYSTEM — CurrentControlSet — Services - MyMonitor.
Right-click on MyMonitor and select New — Key.

Enter Parameters and press Enter.

Right-click on Parameters and select New — String Value.

Enter Application and press Enter twice.

Enter the path to the Perl executable (e.g., c:\perN\bin\perl.exe) and click OK.
Right-click on Parameters and select New — String Value.

Enter AppParameters and press Enter twice.

Enter the path to the Perl script (e.g., c:\scripts\monitor.pl) and click OK. .
Open the Services snap-in.

In the left pane, right-click on MyMonitor and select Start.

Using a command-line interface:
Run the following four commands to install the MyMonitor service:

> instsrv MyMonitor "C:\Windows Resource Kits\Tools\srvany.exe"

> reg add HKLM\System\CurrentControlSet\Services\MyMonitor\Parameters
/v Application /d "c:\perl\bin\perl.exe"

> reg add HKLM\System\CurrentControlSet\Services\MyMonitor\Parameters
/v AppParameters /d "C:\scripts\monitor.pl"

> sc start MyMonitor

Using VBScript

' This code creates and starts the MyMonitor Perl service
BEEETEEE SCRIPT CONFIGURATION ------

strComputer = "."

strSvcName = "MyMonitor"

strSrvAnyPath = "c:\Windows Resource Kits\Tools\srvany.exe"
strPerlPath = "c:\perl\bin\perl.exe"

strPerlScript = "c:\scripts\monitor.pl"
C e END CONFIGURATION ---------
const HKLM = &H80000002

Service Type

Const KERNEL_DRIVER =1
Const FS_DRIVER =2
Const ADAPTER =4
Const RECOGNIZER_DRIVER =8
Const OWN_PROCESS = 16
Const SHARE_PROCESS =32

"
N
A\l
(o))

Const INTERACTIVE_PROCESS

INTERACT_WITH_DESKTOP = FALSE

Running Any Program or Script as a Service
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Error Control

Const NOT_NOTIFIED
Const USER_NOTIFIED
Const SYSTEM_RESTARTED
Const SYSTEM_STARTS

"
w N R O

set objWMI = GetObject("winmgmts:\\" & strComputer & "\root\cimv2")
set objService = objWMI.Get("Win32_Service")
intRC = objService.Create(strSvcName, _
strSvcName, _
strSrvAnyPath, _
OWN_PROCESS, _
NOT_NOTIFED, _
"Automatic", _
INTERACT_WITH_DESKTOP, _
"NT AUTHORITY\LocalService",
")
if intRC > 0 then
WScript.Echo "Error creating service: " & intRC
WScript.Quit
else
WScript.Echo "Successfully created service"
end if

strKeyPath = "SYSTEM\CurrentControlSet\Services\" &
strSvcName & "\Parameters"

set objReg = GetObject("winmgmts:\\" & _
strComputer & "\root\default:StdRegProv")

objReg.CreateKey HKLM,strKeyPath

objReg.SetStringValue HKLM,strKeyPath, "Application",strPerlPath

objReg.SetStringValue HKLM,strKeyPath, "AppParameters”,strPerlScript

WScript.Echo "Created registry values"

set objService = objWMI.Get("Win32_Service.Name='" & strSvcName & "'")
intRC = objService.StartService
if intRC > 0 then
WScript.Echo "Error starting service: " & intRC
else
WScript.Echo "Successfully started service"
end if

Discussion

Do you have cool script or an executable that you’d like to run continuously? You
could use Task Scheduler to periodically run the job, but that doesn’t give you much
flexibility to stop, start, and monitor the job. Another option is to turn the program
into a service as outlined in