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Part 1 1

CHAPTER 1

Getting Around in the Networking
Services Library

Networking is pervasive in this digital age in which we live. Information at your fingertips,
distributed computing, name resolution, and indeed the entire Internet—the advent

of which will be ascribed to our generation for centuries to come—imply and require
networking. Everything that has become the buzz of our business and personal lives,
including e-mail, cell phones, and Web surfing, is enabled by the fact that networking
has been brought to the masses (and we’ve barely scraped the beginning of the trend).
You, the network-enabled Windows application developer, need to know how to lasso
this all-important networking services capability and make it a part of your application.
You’ve come to the right place.

Networking isn’t magic, but it can seem that way to those who aren’t accustomed to

it (or to the programmer who isn’t familiar with the technologies or doesn’t know how to
make networking part of his or her application). That’s why the Networking Services
Developer’s Reference Library isn't just a collection of programmatic reference
information; it would be only half-complete if it were. Instead, the Networking Services
Library is a collection of explanatory and reference information that combine to provide
you with the complete set that you need to create today’s network-enabled Windows
application.

The Networking Services Library is the comprehensive reference guide to network-
enabled application development. This library, like all libraries in the Windows
Programming Reference Series (WPRS), is designed to deliver the most complete,
authoritative, and accessible reference information available on a given subject of
Windows network programming—uwithout sacrificing focus. Each book in each library is
dedicated to a logical group of technologies or development concerns; this approach has
been taken specifically to enable you to find the information you need quickly, efficiently,
and intuitively.

In addition to its networking services development information, the Networking Services
Library contains tips designed to make your programming life easier. For example,

a thorough explanation and detailed tour of MSDN Online is included; as is a section
that helps you get the most out of your MSDN subscription. Just in case you don’t have
an MSDN subscription, or don’t know why you should, I've included information about
that too, including the differences between the three levels of MSDN subscription, what
each level offers, and why you’d want a subscription when MSDN Online is available
over the Internet.
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To ensure that you don't get lost in all the information provided in the Networking
Services Library, each volume’s appendixes provide an all-encompassing programming
directory to help you easily find the particular programming element you’re looking for.
This directory suite, which covers all the functions, structures, enumerations, and other
programming elements found in network-enabled application development, gets you
quickly to the volume and page you need, saving you hours of time and bucketsful

of frustration.

How the Networking Services Library Is Structured

The Networking Services Library consists of five volumes, each of which focuses on
a particular aspect of network programming. These programming reference volumes
have been divided into the following:

Volume 1: Winsock and QOS

Volume 2: Network Interfaces and Protocols

Volume 3: RPC and WNet

Volume 4: Remote Access Services

Volume 5: Routing

Dividing the Networking Services Library into these categories enables you to quickly
identify the Networking Services volume you need, based on your task, and facilitates
your maintenance of focus for that task. This approach enables you to keep one
reference book open and handy, or tucked under your arm while researching that aspect
of Windows programming on sandy beaches, without risking back problems (from toting
around all 3,000+ pages of the Networking Services Library) and without having to
shuffle among multiple less-focused books.

Within the Networking Services Library—and in fact, in all WPRS Libraries—each
volume has a deliberate structure. This per-volume structure has been created to further
focus the reference material in a developer-friendly manner, to maintain consistency
within each volume and each Library throughout the series, and to enable you to easily
gather the information you need. To that end, each volume in the Networking Services
Library contains the following parts:

e Part 1: Introduction and Overview
e Part 2: Guides, Examples, and Programmatic Reference
e Part 3: Intelligently Structured Indexes
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Part 1 provides an introduction to the Networking Services Library and to the WPRS
(what you're reading now), and a handful of chapters designed to help you get the most
out of networking technologies, MSDN, and MSDN Online. MSDN and WPRS Libraries
are your tools in the developer process; knowing how to use them to their fullest will
enable you to be more efficient and effective (both of which are generally desirable
traits). In certain volumes (where appropriate), I've also provided additional information
that you’ll need in your network-enabled development efforts, and included such
information as concluding chapters in Part 1. For example, Volume 3 includes a chapter
that explains terms used throughout the RPC development documentation; by putting

it into Chapter 5 of that volume, you always know where to go when you have a question
about an RPC term. Some of the other volumes in the Networking Services Library
conclude their Part 1 with chapters that include information crucial to their volume’s
contents, but I've been very selective about including such information. Publishing
constraints have limited the amount of information | can provide in each volume

(and in the library as a whole), so I've focused on the priority: getting you the most
useful information possible within the number of pages | have to work with.

Part 2 contains the networking reference material particular to its volume. You'll notice
that each volume contains much more than simple collections of function and structure
definitions. A comprehensive reference resource should include information about how
to use a particular technology, as well as definitions of programming elements.
Consequently, the information in Part 2 combines complete programming element
definitions with instructional and explanatory material for each programming area.

Part 3 is a collection of intelligently arranged and created indexes. One of the biggest
challenges of the IT professional is finding information in the sea of available resources
and network programming is probably one of the most complex and involved of any
development discipline. In order to help you get a handle on network programming
references (and Microsoft technologies in general), Part 3 puts all such information into
an understandable, manageable directory (in the form of indexes) that enables you

to quickly find the information you need.

How the Networking Services Library Is Designed

The Networking Services Library (and all libraries in the WPRS) is designed to deliver
the most pertinent information in the most accessible way possible. The Networking
Services Library is also designed to integrate seamlessly with MSDN and MSDN Online
by providing a look and feel consistent with their electronic means of disseminating
Microsoft reference information. In other words, the way a given function reference
appears on the pages of this book has been designed specifically to emulate the way
that MSDN and MSDN Online present their function reference pages.

The reason for maintaining such integration is simple: to make it easy for you to use the
tools and get the ongoing information you need to create quality programs. Providing a
“common interface” among reference resources allows your familiarity with the
Networking Services Library reference material to be immediately applied to MSDN or
MSDN Online, and vice-versa. In a word, it means consistency.
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You'll find this philosophy of consistency and simplicity applied throughout WPRS
publications. I've designed the series to go hand-in-hand with MSDN and MSDN Online
resources. Such consistency lets you leverage your familiarity with electronic reference
material, then apply that familiarity to enable you to get away from your computer if you'd
like, take a book with you, and—in the absence of keyboards and e-mail and upright
chairs—get your programming reading and research done. Of course, each of the
Networking Services Library volumes fits nicely right next to your mouse pad as well,
even when opened to a particular reference page.

With any job, the simpler and more consistent your tools are, the more time you can
spend doing work rather than figuring out how to use your tools. The structure and
design of the Networking Services Library provide you with a comprehensive,
presharpened toolset to build compelling Windows applications.



CHAPTER 2

What’s In This Volume?

Volume 4 of the Networking Services Developer’s Reference Library gives its undivided
attention to Remote Access Services, commonly referred to simply as RAS.

The Remote Access Service (RAS) APl is included in Microsoft Windows NT 4.0. RAS is
used to create client applications that can display any of the Routing and RAS common

- dialog boxes, start and end a remote access connection, manipulate phone-book entries
and network addresses that are mapped to phone-book entries, and get information
about existing RAS connection status or RAS-capable devices.

RAS makes it possible to connect a remote client computer to a network server over a
Wide Area Network (WAN) link or a Virtual Private Network (VPN). The remote computer
can then participate on the server’s LAN as though the remote computer was connected
to the LAN directly. The RAS API enables programmers to access the features of RAS
programmatically. The API is applicable in any networking environment that utilizes RAS.
Part 2 of this volume provides a complete treatment of RAS.

This volume also has information about how you can use development resources such
as MSDN, MSDN Online, and developer support resources. This helpful information is
found in various chapters in Part 1, and those chapters are common to all WPRS
volumes. By including this information in each library and in each volume, a few goals of
the WPRS are achieved:

e | don’t presume you have bought, or expect you to have to buy another WPRS Library
to get access to this information. Maybe your primary focus is network programming,
and your budget doesn’t allow for you to purchase the Active Directory Developer’s
Reference Library. Since I've included this information in this library, you don’t have
to.

® You can access this important and useful information regardless of which volume you
have in your hand. You don’t have to (nor should you have to) fumble with another
physical book to refer to information about how to get the most out of MSDN, or where
to get support for questions you have about a particular Windows development
problem you're having.

e Each volume becomes more useful, more portable, and more complete in and of
itself. This goal of the WPRS makes it easier for you to grab one of its libraries’
volumes and take it with you, rather than feeling like you must bring multiple volumes
with you to have access to the library’s important overview and usability information.

These goals have steered this library’s content and choices of included technologies;
I hope you find its information is useful, portable, a good value, and as accessible as it
can be.
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Part 2 of this volume provides RAS information in the following chapter-based focuses:

RAS Programming Guide

This guide takes you through the steps necessary to implement RAS capabilities in your
Windows application. All such tasks are grouped in task-oriented categories, such as
connection operations, AutoDial, server administration, and more.

RAS Reference

A collection of chapters appears after the RAS programming guide that provide a
complete treatment of the RAS API.

RRAS Overview

This chapter provides an overview of the new Remote Access capabilities built into
RRAS, which is the successor of RAS.

RAS Administration

This chapter provides information and programmatic reference for performing RAS
Administration programming using RRAS-based RAS administration. Where there are
differences in the treatment of RAS on Windows NT 4.0 and Windows 2000, such
differences are clearly noted in the text.

EAP

Windows 2000 supports the Extensible Authentication Protocol (EAP). EAP allows third-
party authentication modules to interact with the implementation of the Point-to-Point
Protocol (PPP) included in Windows 2000 Remote Access Service (RAS).

EAP is an extension to PPP, providing a standard support mechanism for authentication
schemes such as token cards, Kerberos, Public Key, and S/Key. EAP has been made
available in response to increasing demand to augment RAS authentication with third-
party security devices.

EAP is fully supported on both the Windows 2000 Dial-Up Server and the Dial-Up
Networking Client. EAP is a critical technology component for secure Virtual Private
Networks (VPN), protecting them against “brute force” or “dictionary” attacks and
password guessing.

EAP improves on previous authentication protocols such as Password Authentication
Protocol (PAP) and Challenge Handshake Authentication Protocol (CHAP). Windows
2000 supports these earlier authentication protocols as well.

Tracing

The final chapter in this volume describes the implementation of the common tracing
DLL, which provides a uniform mechanism for generating diagnostic output for the
Windows NT/Windows 2000 Routing and RAS components (as well as any other
application that wishes to use the DLL). The DLL provides dynamic configuration
change, allowing a user to direct output to a console or to a specified file.



CHAPTER 3

Using Microsoft Reference
Resources

Keeping current with all the latest information on the latest networking technology is like
trying to count the packets going through routers at the MAE-WEST Internet service
exchange by watching their blinking activity lights: It's impossible. Often times,
application developers feel like those routers might feel at a given day’s peak activity; too
much information is passing through them, none of which is being absorbed or passed
along fast enough for their boss’ liking.

For developers, sifting through all the available information to get to the required
information is often a major undertaking, and can impose a significant amount of
overhead upon a given project. What's needed is either a collection of information that
has been sifted for you, shaking out the information you need the most and putting that
pertinent information into a format that’s useful and efficient, or direction on how to sift
the information yourself. The Networking Services Developer’s Reference Library does
the former, and this chapter and the next provide you with the latter.

This veritable white noise of information hasn’t always been a problem for network
programmers. Not long ago, getting the information you needed was a challenge
because there wasn’t enough of it; you had to find out where such information might be
located and then actually get access to that location, because it wasn’t at your fingertips
or on some globally available backbone, and such searching took time. In short, the
availability of information was limited.

Today, the volume of information that surrounds us sometimes numbs us; we’re
overloaded with too much information, and if we don’t take measures to filter out what
we don’t need to meet our goals, soon we become inundated and unable to discern
what's “white noise” and what’s information that we need to stay on top of our respective
fields. In short, the overload of available information makes it more difficult for us to find
what we really need, and wading through the deluge slows us down.

This fact applies equally to Microsoft’s reference material, because there is so much
information that finding what you need can be as challenging as figuring out what to do
with it once you have it. Developers need a way to cut through what isn’t pertinent to
them and to get what they’re looking for. One way to ensure you can get to the
information you need is to understand the tools you use; carpenters know how to use
nail-guns, and it makes them more efficient. Bankers know how to use ten-keys, and it
makes them more adept. If you’re a developer of Windows applications, two tools you
should know are MSDN and MSDN Online. The third tool for developers—reference
books from the WPRS—can help you get the most out of the first two.
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Books in the WPRS, such as those found in the Networking Services Developer’s
Reference Library, provide reference material that focuses on a given area of Windows
programming. MSDN and MSDN Online, in comparison, contain all of the reference
material that all Microsoft programming technologies have amassed over the past few
years, and create one large repository of information. Regardless of how well such
information is organized, there’s a lot of it, and if you don’t know your way around,
finding what you need (even though it’s in there, somewhere) can be frustrating, time-
consuming, and just an overall bad experience.

This chapter will give you the insight and tips you need to navigate MSDN and MSDN
Online and enable you to use each of them to the fullest of their capabilities. Also, other
Microsoft reference resources are investigated, and by the end of the chapter, you’ll
know where to go for the Microsoft reference information you need (and how to quickly
and efficiently get there).

The Microsoft Developer Network

MSDN stands for Microsoft Developer Network, and its intent is to provide developers
with a network of information to enable the development of Windows applications. Many
people have either worked with MSDN or have heard of it, and quite a few have one of
the three available subscription levels to MSDN, but there are many, many more who
don’t have subscriptions and could use some concise direction on what MSDN can do
for a developer or development group. If you fall into any of these categories, this
section is for you.

There is some clarification to be done with MSDN and its offerings; if you've heard of
MSDN, or have had experience with MSDN Online, you may have asked yourself one of
these questions during the process of getting up to speed with either resource:

e Why do | need a subscription to MSDN if resources such as MSDN Online are
accessible for free over the Internet?

¢ What is the difference between the three levels of MSDN subscriptions?

e |s there a difference between MSDN and MSDN Online, other than the fact that one is
on the Internet and the other is on a CD? Do their features overlap, separate,
coincide, or what?

If you have asked any of these questions, then lurking somewhere in the back of your
thoughts has probably been a sneaking suspicion that maybe you aren’t getting the most
out of MSDN. Maybe you’re wondering whether you're paying too much for too little, or
not enough to get the resources you need. Regardiess, you want to be in the know and
not in the dark. By the end of this chapter, you’ll know the answers to all these questions
and more, along with some effective tips and hints on how to make the most effective
use of MSDN and MSDN Online.
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Comparing MSDN with MSDN Online

Part of the challenge of differentiating between MSDN and MSDN Online comes with
determining which has the features you need. Confounding this differentiation is the fact
that both have some content in common, yet each offers content unavailable with the
other. But can their difference be boiled down? Yes, if broad strokes and some
generalities are used:

¢ MSDN provides reference content and the latest Microsoft product software, all
shipped to its subscribers on CD or DVD.

e MSDN Online provides reference content and a development community forum, and
is available only over the Internet.

Each delivery mechanism for the content that Microsoft is making available to Windows
developers is appropriate for the medium, and each plays on the strength of the medium
to provide its “customers” with the best possible presentation of material. These
strengths and medium considerations enable MSDN and MSDN Online to provide
developers with different feature sets, each of which has its advantages.

MSDN is perhaps less “immediate” than MSDN Online because it gets to its subscribers
in the form of CDs or DVDs that come in the mail. However, MSDN can sit in your
CD/DVD drive (or on your hard drive), and isn’t subject to Internet speeds or failures.
Also, MSDN has a software download feature that enables subscribers to automatically
update their local MSDN content over the Internet, as soon as it becomes available,
without having to wait for the update CD/DVD to come in the mail. The interface with
which MSDN displays its material—which looks a whole lot like a specialized browser
window—is also linked to the Internet as a browser-like window. To further coordinate
MSDN with the immediacy of the Internet, MSDN Online has a section of the site
dedicated to MSDN subscribers that enable subscription material to be updated (on their
local machines) as soon as it’s available.

MSDN Online has lots of editorial and technical columns that are published directly to
the site, and are tailored (not surprisingly) to the issues and challenges faced by
developers of Windows applications or Windows-based Web sites. MSDN Online also
has a customizable interface (somewhat similar to MSN.com) that enables visitors to
tailor the information that's presented upon visiting the site to the areas of Windows
development in which they are most interested. However, MSDN Online, while full of
up-to-date reference material and extensive online developer community content,
doesn’t come with Microsoft product software, and doesn’t reside on your local machine.

Because it’s easy to confuse the differences and similarities between MSDN and MSDN
Online, it makes sense to figure out a way to quickly identify how and where they depart.
Figure 3-1 puts the differences—and similarities—between MSDN and MSDN Online
into a quickly identifiable format.
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Figure 3-1: The similarities and differences in coverage between MSDN and
MSDN Online.

One feature you'll notice is shared between MSDN and MSDN Online is the interface—
they are very similar. That's almost certainly a result of attempting to ensure that
developers’ user experience with MSDN is easily associated with the experience had on
MSDN Online, and vice-versa.
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Remember, too, that if you are an MSDN subscriber, you can still use MSDN Online and
its features. So it isn’t an “either/or” question with regard to whether you need an MSDN
subscription or whether you should use MSDN Online; if you have an MSDN
subscription, you will probably continue to use MSDN Online and the additional features
provided with your MSDN subscription.

MSDN Subscriptions

If you’re wondering whether you might benefit from a subscription to MSDN, but you
aren’t quite sure what the differences between its subscription levels are, you aren'’t
alone. This section aims to provide a quick guide to the differences in subscription levels,
and even provides an estimate for what each subscription level costs.

The three subscription levels for MSDN are: Library, Professional, and Universal. Each
has a different set of features. Each progressive level encompasses the lower level's
features, and includes additional features. In other words, with the Professional
subscription, you get everything provided in the Library subscription plus additional
features; with the Universal subscription, you get everything provided in the Professional
subscription plus even more features.

MSDN Library Subscription

The MSDN Library subscription is the basic MSDN subscription. While the Library
subscription doesn’'t come with the Microsoft product software that the Professional and
Universal subscriptions provide, it does come with other features that developers may
find necessary in their development effort. With the Library subscription, you get the
following:

® The Microsoft reference library, including SDK and DDK documentation, updated
quarterly

Lots of sample code, which you can cut-and-paste into your projects, royalty free
The complete Microsoft Knowledge Base—the collection of bugs and workarounds
Technology specifications for Microsoft technologies

The complete set of product documentation, such as Microsoft Visual Studio,
Microsoft Office, and others

Complete (and in some cases, partial) electronic copies of selected books and
magazines

¢ Conference and seminar papers—if you weren't there, you can use MSDN’s notes

In addition to these items, you also get:

Archives of MSDN Online columns

Periodic e-mails from Microsoft chock full of development-related information
e A subscription to MSDN News, a bi-monthly newspaper from the MSDN folks

. ® Access to subscriber-exclusive areas and material on MSDN Online
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MSDN Professional Subscription

The MSDN Professional subscription is a superset of the Library subscription. In addition
to the features outlined in the previous section, MSDN Professional subscribers get the
following:

¢ Complete set of Windows operating systems, including release versions of
Windows 95, Windows 98, and Windows NT 4 Server and Workstation

¢ Windows SDKs and DDKs in their entirety
¢ International versions of Windows operating systems (as chosen)
¢ Priority technical support for two incidents in a development and test environment

MSDN Universal Subscription

The MSDN Universal subscription is the all-encompassing version of the MSDN
subscription. In addition to everything provided in the Professional subscription,
Universal subscribers get the following:

¢ The latest version of Visual Studio, Enterprise Edition

¢ The Microsoft BackOffice test platform, which includes all sorts of Microsoft product
software incorporated in the BackOffice family, each with a special 10-connection
license for use in the development of your software products

¢ Additional development tools, such as Office Developer, Microsoft FrontPage, and
Microsoft Project

¢ Priority technical support for two additional incidents in a development and test
environment (for a total of four incidents)

Purchasing an MSDN Subscription

Of course, all the features that you get with MSDN subscriptions aren’t free. MSDN
subscriptions are one-year subscriptions, which are current as of this writing. Just as
each MSDN subscription escalates in functionality of incorporation of features, so does
each escalate in price. Please note that prices are subject to change.

The MSDN Library subscription has a retail price of $199, but if you're renewing an
existing subscription you get a $100 rebate in the box. There are other perks for existing
Microsoft customers, but those vary. Check out the Web site for more details.

The MSDN Professional subscription is a bit more expensive than the Library, with a
retail price of $699. If you’re an existing customer renewing your subscription, you again
get a break in the box, this time in the amount of a $200 rebate. You also get that break
if you’re an existing Library subscriber who’s upgrading to a Professional subscription.

The MSDN Universal subscription takes a big jump in price, sitting at $2,499. If you're
upgrading from the Professional subscription, the price drops to $1,999, and if you're
upgrading from the Library subscription level, there’s an in-the-box rebate for‘$200.
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As is often the case, there are academic and volume discounts available from various
resellers, including Microsoft, so those who are in school or in the corporate environment
can use their status (as learner or learned) to get a better deal—and in most cases, the
deal is in fact much better. Also, if your organization is using lots of Microsoft products,
whether or not MSDN is a part of that group, ask your purchasing department to look into
the Microsoft Open License program; the Open License program gives purchasing
breaks for customers who buy lots of products. Check out www.microsoft.com/licensing
for more details. Who knows, if your organization qualifies you could end up getting an
engraved pen from your purchasing department, or if you’re really lucky maybe even a
plague of some sort for saving your company thousands of dollars on Microsoft products.

You can get MSDN subscriptions from a number of sources, including online sites
specializing in computer-related information, such as www.iseminger.com (shameless
self-promotion, | know), or from your favorite online software site. Note that not all
software resellers carry MSDN subscriptions; you might have to hunt around to find one.
Of course, if you have a local software reseller that you frequent, you can check out
whether they carry MSDN subscriptions.

As an added bonus for owners of this Networking Services Developer’s Reference
Library, in the back of Volume 1, you'll find a $200 rebate good toward the purchase of
an MSDN Universal subscription. For those of you doing the math, that means you
actually make money when you purchase the Networking Services Developer’s
Reference Library and an MSDN Universal subscription. With this rebate, every
developer in your organization can have the Networking Services Developer’s Refence
Library on their desk and the MSDN Universal subscription on thier desktop, and still
come out $50 ahead. That's the kind of math even accountants can like.

Using MSDN

MSDN subscriptions come with an installable interface, and the Professional and
Universal subscriptions also come with a bunch of Microsoft product software such as
Windows platform versions and BackOffice applications. There’s no need to tell you how
to use Microsoft product software, but there’s a lot to be said for providing some quick
but useful guidance on getting the most out of the interface to present and navigate
through the seemingly endless supply of reference material provided with any MSDN
subscription.

To those who have used MSDN, the interface shown in Figure 3-2 is likely familiar; it's
the navigational front-end to MSDN reference material.

The interface is familiar and straightforward enough, but if you don’t have a grasp on its
features and navigation tools, you can be left a little lost in its sea of information. With a
few sentences of explanation and some tips for effective navigation, however, you can
increase its effectiveness dramatically.
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Navigating MSDN
One of the primary features of MSDN—and to many, its primary drawback—is the sheer
volume of information it contains, over 1.1GB and growing. The creators of MSDN likely
realized this, though, and have taken steps to assuage the problem. Most of those steps
relate to enabling developers to selectively navigate through MSDN’s content.

SDN Library - October 19

msdn,

What's
New

MSDN Library -
October 1999

& @ Welcome to the MSDN Library
@ Visual Studio 6.0 Documentation
i3] Q Office Developer Documentation
@ windows CE Documentation

& @ Platiorm SDK

Welcome to the Qctober 1999
release of the MSDN Library.

The MSDN Library is the essential reference for developers, with

& @ 5SDK Documentation
Q DDK Documentation
@ Windows Resource Kits
@ Tools and Technologies
Q Knowledge Base

@ Technical Atticles

: Backgrounders
Specifications

Books

Partial Books

® @ Peiodicals

Q Samples

more than a gigabyte of technical programming information,
including sample code, documentation, technical articles, the
Microsoft Developer Knowledge Base, and anything else you
might need to develop solutions that implement Microsoft
technology.

Dr. GUI's Espresso Stand

Dr. GUI introduces the October 1999 release of the MSDN Library. The
good doctor examines new Library content, including articles and

documentation about Windows 2000, Windows CE, Office 2000, and
databases and data access, plus several new technical article sample
suites.

What's New on the Library

Read through this document for summaries of what's new and follow
the links to the new titles.

Figure 3-2: The MSDN interface.

Basic navigation through MSDN is simple and is a lot like navigating through Microsoft
Windows Explorer and its folder structure. Instead of folders, MSDN has books into
which it organizes its topics; expand a book by clicking the + box to its left, and its
contents are displayed with its nested books or reference pages, as shown in Figure 3-3.
If you don’t see the left pane in your MSDN viewer, go to the View menu and select
Navigation Tabs and they’ll appear.

The four tabs in the left pane of MSDN—increasingly referred to as property sheets
these days—are the primary means of navigating through MSDN content. These four
tabs, in coordination with the Active Subset drop-down box above the four tabs, are the
tools you use to search through MSDN content. When used to their full extent, these
coordinated navigation tools greatly improve your MSDN experience.
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@ Welcome to the MSDN Library
2| Visual Studio 6.0 Documentation
Office Developer Documentation

® Q ‘Windows CE Documentation
= (§) Platform SDK.

a Getting Started

H
= @ Base Services
@ Component Services
@ DataAccess Services

3 @ Graphics and Multimedia Services

= @ Management Services

Design Strategies and Standards

MADCAP

Purpose

MADCAP, or Multicast Address
Dynamic Client Allocation
Protocol, is a technology
aimed at making it easy for
clients to renew and release
Multicast addresses, enabling
clients to dynamically
"connect" and "disconnect"
from multicast network
transmissions.

Overview

General
information
about
MADCAP,

Reference

Documentation
of MADCAP
functions and
structures.

’ Messaging and Collaboration Services
=] Qﬂ Networking and Directory Services
] Q Active Directory, ADSI, and Directory Services standards for MADCAP is
@ Common Intemet File System Protocal ongoing, and falls under the
@ Fax Service Multicast Address allocation feature
1 Intemet Protacol Helper . (malloc) Warking Group at the reguests
Q Lightweight Directory Access Protocol (LDAP) IETF. dilictly to
= @ Microsoft SNA Server Microsoft.
L 3tiulticast &ddiess Dynamic Client Allocation Pio Where Applicable

Network M. t
g N:tzz:k M::;g[emen Developers can use MADCAP
to

The development of Feedback

Make error
reports and

Figure 3-3: Basic navigation through MSDN.

The Active Subset drop-down box is a filter mechanism; choose the subset of MSDN
information you’re interested in working with from the drop-down box, and the
information in each of the four Navigation Tabs (including the Contents tab) limits the
information it displays to the information contained in the selected subset. This means
that any searches you do in the Search tab, and in the index presented in the Index tab,
are filtered by their results and/or matches to the subset you define, greatly narrowing
the number of potential results for a given inquiry. This enables you to better find the
information you're really looking for. In the Index tab, results that might match your
inquiry but aren’tin the subset you have chosen are grayed out (but still selectable). In
the Search tab, they simply aren’t displayed.

MSDN comes with the following predefined subsets (these subsets are subject to
change, based on documentation updates and TOC reorganizations):

Platform SDK, Networking Services
Platform SDK, Security

Platform SDK, Tools and Languages
Platform SDK, User Interface Services

Platform SDK, Web Services
Platform SDK, Win32 API
Repository 2.0 Documentation
Visual Basic Documentation
Visual C++ Documentation

Entire Collection

MSDN, Books and Periodicals

MSDN, Content on Disk 2 only
(CD only — not in DVD version)

MSDN, Content on Disk 3 only
(CD only — not in DVD version)

MSDN, Knowledge Base

MSDN, Technical Articles and
Backgrounders
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Office Developer Documentation Visual C++, Platform SDK and

Platform SDK, BackOffice WinCE Docs

Platform SDK, Base Services Visual C++, Platform SDK, and

Platform SDK, Component Services Enterprise Docs

Platform SDK, Data Access Services Visual FoxPro Documentation

Platform SDK, Getting Started Visual InterDev Documentation

Platform SDK, Graphics and Visual J++ Documentation
Multimedia Services Visual SourceSafe Documentation

Platform SDK, Management Services Visual Studio Product Documentation

Platform SDK, Messaging and Windows CE Documentation

Collaboration Services

As you can see, these filtering options essentially mirror the structure of information
delivery used by MSDN. But what if you are interested in viewing the information in a
handful of these subsets? For example, what if you want to search on a certain keyword
through the Platform SDK’s ADSI, Networking Services, and Management Services
subsets, as well as a little section that's nested way into the Base Services subset?
Simple—you define your own subset by choosing the View menu, and then selecting the
Define Subsets menu item. You're presented with the window shown in Figure 3-4.

Defining a subset is easy; just take the following steps:

1. Choose the information you want in the new subset; you can choose entire subsets or
selected books/content within available subsets.

2. Add your selected information to the subset you’re creating by clicking the Add button.

3. Name the newly created subset by typing in @ name in the Save New Subset As box.
Note that defined subsets (including any you create) are arranged in alphabetical
order.

You can also delete entire subsets from the MSDN installation. Simply select the subset
you want to delete from the Select Subset To Display drop-down box, and then click the
nearby Delete button.

Once you have defined a subset, it becomes available in MSDN just like the predefined
subsets, and filters the information available in the four Navigation Tabs, just like the
predefined subsets do.

Quick Tips

Now that you know how to navigate MSDN, there are a handful of tips and tricks that you
can use to make MSDN as effective as it can be.

Use the Locate button to get your bearings. Perhaps it's human nature to need to
know where you are in the grand scheme of things, but regardless, it can be bothersome
to have a reference page displayed in the right pane (perhaps jumped to from a search),
without the Contents tab in the left pane being synchronized in terms of the reference
page’s location in the information tree. Even if you know the general technology in which
your reference page resides, it’s nice to find out where it is in the content structure.
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This is easy to fix. Simply click the Locate button in the navigation toolbar and all will be
synchronized.

MSDN Library - October 1999 2 MSDN Library - October 1999
Welcome ta the MSDN Library L Platform SDK
Visual Studio 6.0 Documentation Netwaorking and Directory Services
Office Developer Documentation |: [uality of Service: Platform SDK,
Windows CE Documentation = Platform SDE.
Platform SDK.
Gatting Started

Design Strategies and Standards
Base Services

Component Services

Data Access Services

Graphics and Multimedia Service:
Management Services
Messaging and Collaboration Ser

Winsock-Q05

Figure 3-4: The Define Subsets window.

Use the Back button just like a browser. The Back button in the navigation toolbar
functions just like a browser’s Back button; if you need information on a reference page
you viewed previously, you can use the Back button to get there, rather than going
through the process of doing another search.

Define your own subsets, and use them. Like | said at the beginning of this chapter,
the volume of information available these days can sometimes make it difficult to get our
work done. By defining subsets of MSDN that are tailored to the work you do, you can
become more efficient.

Use an underscore at the beginning of your named subsets. Subsets in the Active
Subset drop-down box are arranged in alphabetical order, and the drop-down box shows
only a few subsets at a time (making it difficult to get a grip on available subsets, | think).
Underscores come before letters in alphabetical order, so if you use an underscore on all
of your defined subsets, you get them placed at the front of the Active Subset listing of
available subsets. Also, by using an underscore, you can immediately see which subsets
you've defined, and which ones come with MSDN—it saves a few seconds at most, but
those seconds can add up.
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Using MSDN Online

MSDN underwent a redesign in December of 1999, aimed at streamlining the
information provided, jazzing things up with more color, highlighting hot new
technologies, and various other improvements. Despite its visual overhaul, MSDN Online
still shares a lot of content and information delivery similarities with MSDN, and those
similarities are by design; when you can go from one developer resource to another and
immediately work with its content, your job is made easier. However, MSDN Online is
different enough that it merits explaining in its own right—it's a different delivery medium,
and can take advantage of the Internet in ways that MSDN simply cannot.

If you've used MSN’s home page before (www.msn.com), you're familiar with the fact
that you can customize the page to your liking; choose from an assortment of available
national news, computer news, local news, local weather, stock quotes, and other
collections of information or news that suit your tastes or interests. You can even insert a
few Web links and have them readily accessible when you visit the site. The MSDN
Online home page can be customized in a similar way, but its collection of headlines,
information, and news sources are all about development. The information you choose
specifies the information you see when you go to the MSDN Online home page, just like
the MSN home page.

There are a couple of ways to get to the customization page; you can go to the MSDN
Online home page (msdn.microsoft.com) and click the Personalize This Site button near
the top of the page, or you can go there directly by pointing your browser to

msdn. microsoft.com/msdn-online/start/custom. However you get there, the page you'll
see is shown in Figure 3-5.

As you can see from Figure 3-5, there are lots of technologies to choose from (many
more options can be found when you scroll down through available technologies). If
you're interested in Web development, you can select the checkbox at the left of the
page next to Standard Web Development, and a predefined subset of Web-centered
technologies is selected. For technologies centered more on Network Services, you can
go through and choose the appropriate technologies. If you want to choose all the
technologies in a given technology group more quickly, click the Select All button in the
technology’s shaded title area.

You can also choose which tab is selected by default in the home page that MSDN
Online presents to you, which is convenient for dropping you into the category of MSDN
Online information that interests you most. All five of the tabs available on MSDN
Online’s home page are available for selection; those tabs are the following:

¢ Features

* News

e Columns

¢ Technical Articles

Training & Events
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Save Elear it ¢ Rotrieve Profile

Preset Templates o Featwes defail fob o the Bome sooe

Select or clear the check boxes
below to choose a pre-set
template of information for that
technology

I™ Database
Development/Administration

Personalize the information that appears on your MSDN Online home page. ‘

Select your preferences from the sections below, then return here and choose Save. (Yes, we
know it's a lot of choices. There's a lot of information on this site.) You can update your choices |
at any time by visiting this Personalization page.

Database Web Development

a0

Office/vBA Developer

Standard Web Development

[} components (General Info) I activex Controls

Component Object Model (COM) I coM+ (Component Services)

Dbcom [l Design-Time Contrals

I Message Queuing (MSMQ) [ Microsoft Transaction Server (MTS)
i Server components

=

Windows Development

med,

[T abo
I} Data Binding
[ Engli

Databases {General Info)
Cpao

Figure 3-5: The MSDN Online Personalize Page.

Once you've defined your profile—that is, customized the MSDN Online content you
want to see—MSDN Online shows you the most recent information pertinent to your
profile when you go to MSDN Online’s home page, with the default tab you’ve chosen
displayed upon loading of the MSDN Online home page. '

Finally, if you want your profile to be available to you regardless of which computer
you're using, you can direct MSDN Online to store your profile. Storing a profile for
MSDN Online results in your profile being stored on MSDN Online’s server, much like
roaming profiles in Windows 2000, and thereby makes your profile available to you
regardless of the computer you're using. The option of storing your profile is available
when you customize your MSDN Online home page (and can be done any time
thereafter). The storing of a profile, however, requires that you become a registered
member of MSDN Online. More information about becoming a registered MSDN Online
user is provided in the section titted MSDN Online Registered Users.
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Navigating MSDN Online

Once you're done customizing the MSDN Online home page to get the information
you’re most interested in, navigating through MSDN Online is easy. A banner that sits
just below the MSDN Online logo functions as a navigation bar, with drop-down menus
that can take you to the available areas on MSDN Online, as Figure 3-6 illustrates.

SN Qnline

g Windows 2000
What's New in XML for Microsoft %ML
windows 2000

Learn about the new features, bug fixes, and other
impravements to the Microsoft XML parser coming in
Windows 2000, in this column by Charlie Heinemann of

Yisual Studio

DLL Help
Database

B MSDN Subscriptions
# MSDN Training

B Products the Microsoft XML team, Charlie also explains why the
Partnering new version of the parser is better equipped for server
& International use, {Dec 21, Coluron) E8

My Links

* IT Professionals

Columns | Technical Articles | Training & Events

MSDN Flash
(e- newsletter)
@ send Tune in to the MSDN Show
Your Feedback Learn about new technologies coming out of Microsoft in MSDN Online's

first streaming media show. This show's topics include XML and BizTalk.
{Dec 15, Streaming video) &8

{ Site Guide

msd,

Introducing the New MSDN Online
..MSDN Online managing editor Norvin Leach explains the

Figure 3-6: The MSDN Online Navigation Bar with Its Drop-Down Menus.

Following is a list of available menu categories, which groups the available sites and
features within MSDN Online:

Home Resources
Magazines Downloads
Libraries Search MSDN
Developer Centers

The navigation bar is available regardless of where you are in MSDN Online, so the
capability to navigate the site from this familiar menu is always available, leaving you a
click away from any area on MSDN Online. These menu categories create a functional
and logical grouping of MSDN Online’s feature offerings.



Chapter 3 Using Microsoft Reference Resources 21

MSDN Online Features

Each of MSDN Online’s seven feature categories contains various sites that comprise
the features available to developers visiting MSDN Online.

Home is already familiar; clicking on Home in the navigation bar takes you to the MSDN
Online home page that you've (perhaps) customized, showing you all the latest
information about technologies that you've indicated you're interested in reading about.

Magazines is a collection of columns and articles that comprise MSDN Online’s
magazine section, as well as online versions of Microsoft’s magazines such as MSJ,
MIND, and the MSDN Show (a Webcast feature introduced with the December 1999
remodeling of MSDN Online). The Magazines feature of MSDN Online can be linked to
directly at msdn.microsoft.com/resources/magazines.asp. The Magazines home page is
shown in Figure 3-7.

*  Magazines
MS] «
MIND o Print and online publications for current information on all types of development.
MSDN Newspapsr » .
. Microsaft Systems Journal (MS81}

MSDN Show
S I MS7 is the magazine that brings developers monthly features on the most important tools and
technologies such as XML, Windows 2000, ATL, MFC, Windows CE, DirectX, C++, as well as monthly
% columns on visual programming, Win 32, COM, debugging, security, and more.

Microsoft Internet Developer (MIND)

MIWD is the monthly magazine for Internet and intranet developers that covers tools and technologies
including XML, Visual Basic, scripting, ADO, SQL Server, 118, and anything else a developer might need
to build an interactive or e-commerce site.

MSDN News

The MSON News is a printed newspaper, published bi-monthly for the developer audience. The
newspaper features new technical articles and ongoing columns, including the popular "ask Dr. GUL," as
well as a regular series of posters. Subscriptions are free to MSDN subscribers,

The MSDN Show
This regular Webcast brings you inside Microsoft to talk with developers and planners about our hottest
new technologies. The segments range from broad overviews to down-and-dirty coding, with some

news and entertainment mixed in, too.

Figure 3-7: The Magazines Home Page.

For those of you familiar with the Voices feature section that formerly found its home on
the MSDN Online navigation banner, don’t worry; all content formerly in the Voices
section is included the Magazines section as a subsite (or menu item, if you prefer) of
the Magazines site. For those of you who aren’t familiar with the Voices subsite, you’ll
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find a bunch of different articles or “voices” there, each of which adds its own particular
twist on the issues that face developers. Both application and Web developers can get
their fill of magazine-like articles from the sizable list of different articles available (and
frequently refreshed) in the Voices subsite. With the combination of columns and online
developer magazines offered in the Magazines section, you're sure to find plenty of
interesting insights.

Libraries is where the reference material available on MSDN Online lives. The Libraries
site is divided into two sections: Library and Web Workshop. This distinction divides the
reference material between Windows application development and Web development.
Choosing Library from the Libraries menu takes you to a page through which you can
navigate in traditional MSDN fashion, and gain access to traditional MSDN reference
material. The Library home page can be linked to directly at msdn.microsoft.com/library.
Choosing Web Workshop takes you to a site that enables you to navigate the Web
Workshop in a slightly different way, starting with a bulleted list of start points, as shown
in Figure 3-8. The Web Workshop home page can be linked to directly at
msdn.microsoft.com/workshop.

ESSENTIALS «
Camponent Development » Component Welcome

Cortent & Component Delivery »  Dievelopment The MSDN Online Web

Data Access & Databases ¢ Thjs section contains  Workshop provides the latest
Design «  information you'll need to infarmation about Internet
DHTML, HTML % CS$S »  create components for your technologies, including
Languages & Development Tools »  Web pages, using either . reference material and in-

Messaging & Collaboration o ActiveX or DHTML scriptlet depth art'icles an all aspects
Networking, Protocals » technology, as well as related | of Web site design and
& Data Formats information about COM, development. Choose the
Reusing Browser Technalogy «  2CHveX Scripting, Active cate-gories‘on the Ieﬂ{tol
Security & Cryptography s Docurnents, and offline i nawgatq via content listings.
browsing. ¢ Use the index to look up

Sarver Technologies keywords, and the search

page for specific queries.
Web Content Management » Check our What's New page
XML (Extensible Markup Languags) for updates.

msdi,

© 1999 Microsoft Corporation, All rights reserved. Terms of use,

Streaming & Interactive Meadia «

The MSDM Online team

Figure 3-8: The Web Workshop Home Page.’



Chapter 3 Using Microsoft Reference Resources 23

Developer Centers is a hub from which developers who are interested in a particular
area of development—such as Windows 2000, SQL Server, or XML—can go to find
focused Web site centers within MSDN Online. Each developer center is dedicated to
providing all sorts of information associated with its area of focus. For example, the
Windows 2000 developer center has information about what's new with Windows 2000,
including newsgroups, specifications, chats, knowledge base articles, and news, among
others. At publication time, MSDN Online had the following developer centers:

¢ Microsoft Windows 2000
¢ Microsoft Exchange
Microsoft SQL Server
Microsoft Windows Media
e XML

In addition to these developer centers is a promise that new centers would be added to
the site in the future. To get to the Developer Centers home page directly, link to
msdn.microsoft.com/resources/devcenters.asp. Figure 3-9 shows the Developer Centers
home page.

Microsoft Windows «  MSDN Developer Centers

MSDN Developer Centers provide access to all the developer resources MSDN has to offer for specific
products and technologies. From the Developer Centers you can also find the latest links to all the best
Microsoft Windows new technical articles, downloads, samples, product news, and more. While we'll be adding more
Media Developer Centers to the site in the future, you can visit the following Developer Centers today:
HML e

«

Microsoft Exchange
Microsoft SQL Server

.

»

Microsoft Yindows 2000
Microsoft Exchange
Microsoft SGL Server
Microsoft Windows Media

L

Figure 3-9: The Developer Centers Home Page.
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Resources is a place where developers can go to take advantage of the online forum of
Windows and Web developers, in which ideas or techniques can be shared, advice can
be found or given (through MHM, or Members Helping Members), and the MSDN User
Group Program can be joined or perused to find a forum to voice their opinions or chat
with other developers. The Resources site is full of all sorts of useful stuff, including
featured books, a DLL help database, online chats, case studies, and more. The
Resources home page can be linked to directly at msdn.microsoft.com/resources. Figure
3-10 provides a look at the Resources home page.

DLL Help Database
MSDN Online Support

Additional MSDN Online Resources

MSDN Online is about more than just technical articles and documentation. Check out the wide variety

of resources we offer to help you get your job done.

»
.
Mewsgroups =
Peer Journal »

&

Members Helping «  phe DLL Help Database

MSDHN User Group s Microsoft's DLL Help database provides a searchable database of information about file versions that
Prograrmn ship with a selected set of Microsoft products,
MSDN Online Chats

MSDN Training

Events

MSDN Online Support

MSDN Online Support offers a large variety of technical resources, including the Microsoft Knowledge
Base; service packs, hotfixes, and tools; and Support Web Casts, live presentations by Support
e professionals,

b Newsgroups

MSDN Online provides access to selected developer-focused public newsgroups through our browser-
based newsreader, Microsoft's public newsgroups allow you to interact with the Microsoft developer
community and MYPs {Mast Valuable Professionals). Public newsgroups are a great way to solve
technical problems, learn more about a specific product or technology, or keep up with the latest buzz
in the developer cornmunity. Microsoft employees do not monitor Microsoft's public newsgroups.

Developer Books

Peer Journal

Figure 3-10: The Resources Home Page.

The Downloads site is where developers can find all sorts of useable items fit to be
downloaded, such as tools, samples, images, and sounds. The Downloads site is also
where MSDN subscribers go to get their subscription content updated over the Internet
to the latest and greatest releases, as described previously in this chapter in the Using
MSDN section. The Downloads home page can be linked to directly at
msdn.microsoft.com/downloads. The Downloads home page is shown in Figure 3-11.
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3*’“';* "*‘I“‘ *  Welcome to the MSDN Online Downloads Area
amples »

Tools *  gervice Packs
Beta and Freview +

Releases Service Packs and product updates provide bug fixes and address other issues that customers have

Images discovered since a product's release.

*

Sounds

.

lsoftware Development » Samples

Kits (SDKs) In this section, you will find a great variety of samples that demonstrate ways to use the latest and
MSDN Subseriber «  greatest Microsoft technologies to make your applications the best they can be. All samples have code
Downloads that can be downloaded, most can be browsed online, and many have live demonstration pages.

Choose from the Table of Contents to find samples focused on a particular product or technology.

Entries prefixed with & are for users registered with Visual Studio only. To get access to these, register
your product today.

Tools

Want to try out some great new products? Check out our tools area, where users can download more
than 40 trial, beta, and full versions of the latest developer products.

Visit the Visual Studio Solutions Center for sample solutions designed to help you learn and understand
end-to-end application architecture and design.

Beta and Preview Releases

Beta and pre

Figure 3-11: The Downloads Home Page.

The Search MSDN site on MSDN Online has been improved over previous versions,
and includes the capability to restrict searches to either library (Library or Web
Workshop), as well as other fine-tune search capabilities. The Search MSDN home page
can be linked to directly at msdn.microsoft.com/search. The Search MSDN home page is
shown in Figure 3-12.

There are two other destinations within MSDN Online of specific interest, neither of
which is immediately reachable through the MSDN navigation bar. The first is the MSDN
Online Member Community home page, and the other is the Site Guide.
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1. Enter your search word(s) or phirase

2. gelect your search criteria:  [QISACIC I
3. Specify your search scope:

Choosing this.option will allow you to search the developer topics in the Microsoft Knowledge Base.
Or you can go to the Support area for an advanced Knowledge Base Search.

Figure 3-12: The Search MSDN Home Page.

The MSDN Online Member Community home page can be directly reached at
msdn.microsoft.com/community. Many of the features found in the Resources
navigation menu are actually subsites of the Community page. Of course, becoming a
member of the MSDN Online member community requires that you register (see the next
section for more details on joining), but doing so enables you to get access to Online
Special Interest Groups (OSIGs) and other features reserved for registered members.
The Community page is shown in Figure 3-13.

Another destination of interest on MSDN Online that isn’t displayed on the navigation
banner is the Site Guide. The Site Guide is just what its name suggests—a guide to the
MSDN Online site that aims at helping developers find items of interest, and includes
links to other pages on MSDN Online such as a recently posted files listing, site maps,
glossaries, and other useful links. The Site Guide home page can be linked to directly at
msdn.microsoft.com/siteguide.
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. Welcome to the MSDN Online Member Community

Jein*  Updated October 14, 1999
“four Membership «

og5iGs «  With an MSDN Online membership, developers can easily access technical
information, tools, and a community of developers ready to help solve the
toughest challenges, Join riow and take advantage of member benefits.

Peer Journal ¢
Case Studies #
Downloads «

) Online Special-Interest Groups
Members Helping »

Mernbers Access the information you need, when you need it, with Online Spscial-Intersst
Offers »  Groups {(OSIGs), Web-based access to relevant newsgroups, sorted by product,
make it easy for you to get information you need to do your job. Take advantage
of special offers, find useful links, and stay up to date with the |atest product and

e technology news.

Mamh Healning Mamh
s Helping S

Members Helging Members (MHM) is a networking and support tool that helps
developers get connected, solve problems, and gain recognition within the
developer community. Get answers quickly by searching the MHM database for
people who can answer your technical questions. Or, register as a volunteer and
help other developers when they need it. Sign up niow!

Training
MSDN Stores »

Roaming Profiles

Sign up for an MSDN Online membership, and we will save your customized

Figure 3-13: The MSDN Online Member Community Home Page.

MSDN Online Registered Users

You may have noticed that some features of MSDN Online—such as the capability to
create a store profile of the entry ticket to some community features—require you to
become a registered user. Unlike MSDN subscriptions, becoming a registered user of
MSDN Online won't cost you anything more but a few minutes of registration time.

Some features of MSDN Online require registration before you can take advantage of
their offerings. For example, becoming a member of an OSIG requires registration. That
feature alone is enough to register; rather than attempting to call your developer buddy
for an answer to a question (only to find out that she’s on vacation for two days, and your
deadline is in a few hours), you can go to MSDN Online’s Community site and ferret
through your OSIG to find the answer in a handful of clicks. Who knows; maybe your
developer buddy will begin calling you with questions—you don'’t have to tell her where
you’re getting all your answers.
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There are a number of advantages to being a registered user, such as the choice to
receive newsletters right in your inbox if you want to. You can also get all soris of other
timely information, such as chat reminders that let you know when experts on a given
subject will be chatting in the MSDN Online Community site. You can also sign up to get
newsletters based on your membership in various OSIGs—again, only if you want to. It's
easy for me to suggest that you become a registered user for MSDN Online—I'm a
registered user, and it's a great resource.

The Windows Programming Reference Series

The WPRS provides developers with timely, concise, and focused material on a given
topic, enabling developers to get their work done as efficiently as possible. In addition to
providing reference material for Microsoft technologies, each Library in the WPRS also
includes material that helps developers get the most out of its technologies, and
provides insights that might otherwise be difficult to find.

The WPRS currently includes the following libraries:
® Microsoft Win32 Developer’s Reference Library

o Active Directory Developer’s Reference Library
* Networking Services Developer’s Reference Library

In the near future (subject, of course, to technology release schedules, demand, and
other forces that can impact publication decisions), you can look for these prospective
WPRS Libraries that cover the following material:

Web Technologies Library

Web Reference Library

MFC Developer’s Reference Library
e Com Developer’s Reference Library

What else might you find in the future? Planned topics such as a Security Library,
Programming Languages Reference Library, BackOffice Developer’'s Reference Library,
or other pertinent topics that developers using Microsoft products need in order to get
the most out of their development efforts, are prime subjects for future membership in
the WPRS. If you have feedback you want to provide on such libraries, or on the WPRS
in general, you can send email to winprs @ microsoft.com.

If you’re sending mail about a particular library, make sure you put the name of the
library in the subject line. For example, e-mail about the Networking Services
Developer’s Reference Library would have a subject line that reads “Networking
Services Developer’s Reference Library.” There aren’t any guarantees that you'll get a
reply, but I'll read all of the mail and do what | can to ensure your comments, concerns,
or (especially) compliments get to the right place.
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CHAPTER 4

Finding the Developer Resources
You Need

Networking is complex, and its resource information vast. With all the resources
available for developers of network-enabled applications, and the answers they can
provide to questions or problems that developers face every day, finding the developer
information you need can be a challenge. To address that problem, this chapter is
designed to be your one-stop resource to find the developer resources you need,
making the job of actually developing your application just a little easier.

Microsoft provides plenty of resource material through MSDN and MSDN Online, and the
WPRS provides a great filtered version of focused reference material and development
knowledge. However, there is a lot more information to be had. Some of that information
comes from Microsoft, some of it from the general development community, and yet
more information comes from companies that specialize in such development services.
Regardless of which resource you choose, in this chapter you can find out what your
development resource options are, and be more informed about the resources that are
available to you.

Microsoft provides developer resources through a number of different media, channels,
and approaches. The extensiveness of Microsoft’s resource offerings mirrors the fact
that many are appropriate under various circumstances. For example, you wouldn’t go to
a conference to find the answer to a specific development problem in your programming
project; instead, you might use one of the other Microsoft resources.

Developer Support

Microsoft’s support sites cover a wide variety of support issues and approaches,
including all of Microsoft’s products, but most of those sites are not pertinent to
developers. Some sites, however, are designed for developer support; the Product
Services Support page for developers is a good central place to find the support
information you need. Figure 4-1 shows the Product Services Support page for
developers, which can be reached at www.microsoft.com/support/customer/develop.htm.

Note that there are a number of options for support from Microsoft, including everything
from simple online searches of known bugs in the Knowledge Base to hands-on
consulting support from Microsoft Consulting Services, and everything in between.

The Web page displayed in Figure 4-1 is a good starting point from which you can

find out more information about Microsoft’'s support services.
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I Welcome to Microsoft Product Support Services for Developers - Microsoft Internet Explorer

hitp:ffwwaw. microsoft. comisupportfcustomer/develop. htm

Whether you are a Software or Web Developer, developing or porting
commercial applications to run on Microsoft platforms requires a unique
level of support to ensure those applications optimize both current and
emerging technologies. Microsoft provides access to a wide range of
product and application development expertise to help developers
accelerate the development cycle and produce successful applications.
This includes the Microsoft Developer Network (MSDN™) - a specially
dedicated Web site packed with news, resources and technical services.
¥ Premier Support far
Developers

m Go to Support Phone Numbers Click here

Professional Support
for Developers
PREMIER SUPPORT FOR DEYELOPERS
For large organizations developing products using Microsoft technologies
who require a direct, proactive and managed support relationship with
Microsoft, Premier Support offers comprehensive and flexible high-end
support,

*\:.) Click here for details

PROFESSIONAL SUPPORT FOR DEYELOPERS
Professional Support for Developers provides information services and
incident-based support to help create and enhance your software

Figure 4-1: The Product Services Support page for developers.

Premier Support from Microsoft provides extensive support for developers, and
includes different packages geared toward specific Microsoft customer needs. The
packages of Premier Support that Microsoft provides are:

e Premier Support for Enterprises

e Premier Support for Developers

¢ Premier Support for Microsoft Certified Solution Providers

® Premier Support for OEMs

If you're a developer, you could fall into any of these categories. To find out more
information about Microsoft's Premier Support, contact them at (800) 936-2000.

Priority Annual Support from Microsoft is geared toward developers or organizations
that have more than an occasional need to call Microsoft with support questions and
need priority handling of their support questions or issues. There are three packages
of Priority Annual Support offered by Microsoft.
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e Priority Comprehensive Support
® Priority Developer Support
® Priority Desktop Support

The best support option for you as a developer is the Priority Devéloper support. To
obtain more information about Priority Developer Support, call Microsoft at
(800) 936-3500.

Microsoft also offers a Pay-Per-Incident Support option so you can get help if there’s just
one question that you must have answered. With Pay-Per-Incident Support, you call a toll-
free number and provide your Visa, MasterCard, or American Express account number,
after which you receive support for your incident. In loose terms, an incident is a problem
or issue that can’t be broken down into subissues or subproblems (that is, it can’t be
broken down into smaller pieces). The number to call for Pay-Per-Incident Support

is (800) 936-5800.

Note that Microsoft provides two priority technical support incidents as part of the MSDN
Professional subscription, and provides four priority technical support incidents as part
of the MSDN Universal subscription.

You can also submit questions to Microsoft engineers through Microsoft’s support Web
site, but if you’re on a time line you might want to rethink this approach and consider
going to MSDN Online and looking into the Community site for help with your
development question. To submit a question to Microsoft engineers online,

go to support.microsoft.com/support/webresponse.asp.

Online Resources

Microsoft also provides extensive developer support through its community of
developers found on MSDN Online. At MSDN Online’s Community site, you will find
OSIGs that cover all sorts of issues in an online, ongoing fashion. To get to MSDN
Online’s Community site, simply go to msdn.microsoft.com/community.

Microsoft's MSDN Online also provides its Knowledge Base online, which is part of the
Personal Support Center on Microsoft’s corporate site. You can search the Knowledge
Base online at support.microsoft.com/support/search.

Microsoft provides a number of newsgroups that developers can use to view
information on newsgroup-specific topics, providing yet another developer resource for
information about creating Windows applications. To find out which newsgroups are
available and how to get to them, go to support.microsoft.com/support/news.

The following newsgroups will probably be of particular interest to readers of the Active
Directory Developer’s Reference Library:

® microsoft.public.win2000.*

* microsoft.public.msdn.general

* microsoft.public.platformsdk.active.directory

® microsoft.public.platformsdk.adsi
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microsoft.public.platformsdk.dist_svcs
microsoft.public.vb.*

microsoft.public.ve.*

microsoft.public.vstudio. *microsoft.public.cert.*
microsoft.public.certification.”

Of course, Microsoft isn’t the only newsgroup provider on which newsgroups pertaining
to developing on Windows are hosted. Usenet has all sorts of newsgroups—too many to
list—that host ongoing discussions pertaining to developing applications on the Windows
platform. You can access newsgroups on Windows development just as you access any
other newsgroup; generally, you'll need to contact your ISP to find out the name of the
mail server and then use a newsreader application to visit, read, or post to the

Usenet groups.

For network developers with a taste for Winsock (and QOS) programming, another site
of interest is www.stardust.com, which is chock full of up-to-date information about
Winsock development and other network-related information. There’s other information
about network programming on the site, so it's worth a look.

Internet Standards

Many of the network protocols and services implemented in Windows platforms conform
to one or more Internet standards recommendations that have gone through a process
of review and comments. One especially useful source of information about such
standards, recommendations, and ongoing comment periods is the Internet Engineering
Task Force, or IETF. Rather than go into some long-winded (page-eating) explanation
of what the IETF is, does, and stands for, let me simply say that this is the place where
networking protocols and other various Internet-related services are often born,
scrutinized, recast, commented upon, and although not standardized or implemented,
recommended in a final form called a request for comment, or RFC, even though it's
essentially a standard by the time it gets to RFC stage.

If you want to get a clear technical picture of a given technology or protocol, or if you’re
inclined to comment on the creation and subsequent scrutiny of such things, the place
you should go is www.jetf.org. This site can tell you all you want to know about the
goings on of the IETF, their (non-profit) mission, their Working Groups, and all the
information you might ever want about almost anything that has to do with networking
recommendations.

If you're curious about a given protocol or networking technology, and want to find an
unadulterated (albeit technical) version of its explanation, this is a great place to go.
It's a virtual hangout for the brightest people in networking, and it's worth a look or two,
even just for the sake of satisfying curiosity.
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Learning Products

Microsoft provides a number of products that enable developers to get versed in

the particular tasks or tools that they need to achieve their goals (or to finish their tasks).
One product line that is geared toward developers is called the Mastering series, and its
products provide comprehensive, well-structured interactive teaching tools for a wide
variety of development topics.

The Mastering Series from Microsoft contains interactive tools that group books and CDs
together so that you can master the topic in question, and there are products available
based on the type of application you're developing. To obtain more information about the
Mastering series of products, or to find out what kind of offerings the Mastering series
has, check out msdn.microsoft.com/mastering.

Other learning products are available from other vendors as well, such as other
publishers, other application providers that create tutorial-type content and applications,
and companies that issue videos (both taped and broadcast over the Internet)

on specific technologies. For one example of a company that issues technology-based
instructional or overview videos, take a look at www.compchannel.com.

Another way of learning about development in a particular language (such as C++,
FoxPro, or Microsoft Visual Basic), for a particular operating system, or for a particular
product (such as Microsoft SQL Server or Microsoft Commerce Server) is to read the
preparation materials available for certification as a Microsoft Certified Solutions
Developer (MCSD). Before you get defensive about not having enough time to get
certified, or not having any interest in getting your certification (maybe you do—there are
benefits, you know), let me just state that the point of the journey is not necessarily to
arrive. In other words, you don’t have to get your certification for the preparation
materials to be useful; in fact, the materials might teach you things that you thought you
knew well but actually didn’t know as well as you thought you did. The fact of the matter
is that the coursework and the requirements to get through the certification process are
rigorous, difficult, and quite detail-oriented. If you have what it takes to get your
certification, you have an extremely strong grasp of the fundamentals (and then some) of
application programming and the developer-centric information about Windows
platforms.

You are required to pass a set of core exams to get an MCSD certification, and then
you must choose one topic from many available electives exams to complete your
certification requirements. Core exams are chosen from among a group of available
exams; you must pass a total of three exams to complete the core requirements. There
are “tracks” that candidates generally choose which point their certification in a given
direction, such as C++ development or Visual Basic development. The core exams and
their exam numbers (at the time of publication) are as follows.
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Desktop Applications Development (one required):

¢ Designing and Implementing Desktop Applications with Visual C++ 6.0 (70-016)
¢ Designing and Implementing Desktop Applications with Visual FoxPro 6.0 (70-156)
¢ Designing and Implementing Desktop Applications with Visual Basic 6.0 (70-176)

Distributed Applications Development (one required):

¢ Designing and Implementing Distributed Applications with Visual C++ 6.0 (70-015)
® Designing and Implementing Distributed Applications with Visual FoxPro 6.0 (70-155)
¢ Designing and Implementing Distributed Applications with Visual Basic 6.0 (70-175)

Solutions Architecture:

¢ Analyzing Requirements and Defining Solution Architectures (70-100)

Elective exams enable candidates to choose from a number of additional exams

to complete their MCSD exam requirements. The following MCSD elective exams are

available:

¢ Any Desktop or Distributed exam not used as a core requirement

¢ Designing and Implementing Data Warehouses with Microsoft SQL Server 7.0
(70-019)

¢ Developing Applications with C++ Using the Microsoft Foundation Class Library
(70-024)

¢ Implementing OLE in Microsoft Foundation Class Applications (70-025)

¢ Implementing a Database Design on Microsoft SQL Server 6.5 (70-027)

¢ Designing and Implementing Databases with Microsoft SQL Server 7.0 (70-029)

¢ Designing and Implementing Web Sites with Microsoft FrontPage 98 (70-055)

e Designing and Implementing Commerce Solutions with
Microsoft Site Server 3.0, Commerce Edition (70-057)

¢ Application Development with Microsoft Access for Windows 95 and the
Microsoft Access Developer’s Toolkit (70-069)

¢ Designing and Implementing Solutions with Microsoft Office 2000 and
Microsoft Visual Basic for Applications (70-091)

¢ Designing and Implementing Database Applications with Microsoft Access 2000
(70-097) .

¢ Designing and Implementing Collaborative Solutions with Microsoft Outlook 2000 and
Microsoft Exchange Server 5.5 (70-105)

¢ Designing and Implementing Web Solutions with Microsoft Visual InterDev 6.0
(70-152)

e Developing Applications with Microsoft Visual Basic 5.0 (70-165)
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The good news is that because there are exams you must pass to become certified,
there are books and other material out there to teach you how to meet the knowledge
level necessary to pass the exams. That means those resources are available to you—
regardless of whether you care about becoming an MCSD.

The way to leverage this information is to get study materials for one or more of these
exams and go through the exam preparation material (don’t be fooled by believing that if
the book is bigger, it must be better, because that certainly isn’t always the case.) Exam
preparation material is available from such publishers as Microsoft Press, IDG, Sybex, and
others. Most exam preparation texts also have practice exams that let you assess your
grasp on the material. You might be surprised how much you learn, even though you may
have been in the field working on complex projects for some time.

Exam requirements, as well as the exams themselves, can change over time; more
electives become available, exams based on previous versions of software are retired,
and so on. You should check the status of individual exams (such as whether one of the
exams listed has been retired) before moving forward with your certification plans. For
more information about the certification process, or for more information about the
exams, check out Microsoft’s certification web site at www.microsoft.com/train_cert/dev.

Conferences

Like any industry, Microsoft and the development industry as a whole sponsor
conferences on various topics throughout the year and around the world. There are
probably more conferences available than any one human could possibly attend and still
maintain his or her sanity, but often a given conference is geared toward a focused topic,
so choosing to focus on a particular development topic enables developers to winnow
the number of conferences that apply to their efforts and interests.

MSDN itself hosts or sponsors almost one hundred conferences a year (some of them
are regional, and duplicated in different locations, so these could be considered one
conference that happens multiple times). Other conferences are held in one central
location, such as the big one—the Professional Developers Conference (PDC).
Regardless of which conference you’re looking for, Microsoft has provided a central site
for event information, enabling users to search the site for conferences, based on many
different criteria. To find out what conferences or other events are going on in your area
of interest of development, go to events.microsoft.com.

Other Resources

Other resources are available for developers of Windows applications, some of which
might be mainstays for one developer and unheard of for another. The list of developer
resources in this chapter has been geared toward getting you more than started with
finding the developer resources you need; it's geared toward getting you 100 percent of
the way, but there are always exceptions.
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Perhaps you're just getting started and you want more hands-on instruction than MSDN
Online or MCSD preparation materials provide. Where can you go? One option is to
check out your local college for instructor-led courses. Most community colleges offer
night classes, and increasingly, community colleges are outfitted with pretty nice
computer labs that enable you to get hands-on development instruction and experience
without having to work on a 386/20.

There are undoubtedly other resources that some people know about that have been
useful, or maybe invaluable. If you know of a resource that should be shared, send me
e-mail at winprs @ microsoft.com, and who knows—maybe someone else will benefit
from your knowledge.

If you're sending mail about a particularly useful resource, simply put “Resources” in the
subject line. There aren’t any guarantees that you’ll get a reply, but I'll read all of the mail
and do what | can to ensure that your resource idea gets considered.



37

CHAPTER 5

Understanding Remote Access
Transmission Technologies

First things first: This chapter is not absolutely necessary to develop programs that make
use of RAS or the remote access capabilities of RRAS. But then again, you don’t need
an electrician’s certification to play with circuit breakers and wiring (but the knowledge
that goes along with that certification can really help). The point is that garnering a
knowledge base for the technologies associated with your work (whether it's developing,
plumbing, or electrical work) can go a long way in helping you better understand what
you’re working with.

This chapter is geared toward providing you with a quick, reasonably concise
explanation of the transmission technologies associated with remote access. Of course,
there are likely going to be improvements and changes to these technologies as time
marches on, but from this basis, you will be better prepared to understand those
changes. How can this chapter help you develop better applications? If you're doing the
debugging or testing of your applications, these can help tremendously; is it your
application that isn’t working properly (or providing the best performance), or is it the fact
that your 56k modem is actually achieving only 33kbps (because noisy lines can make
modems drop in their transmission rates to achieve a reliable connection)? Is ATM a
telephone technology for Regional Bell Operating Companies (RBOCs), or is it a network
transmission technology (see the ATM section later in this chapter)? Knowing the
answers to questions such as these (and many more) can make you a more savvy
remote access developer, and might even expand your knowledge base a bit, which is a
worthy achievement in its own right.

Analog Modem Technology

Analog modems make up the bulk of the long-distance computer communications
devices today. These modems are analog because we live in a world (or a time) where
the most widely available network—the telecommunications network—is based almost
entirely on analog connectivity for the end user (this is changing with ADSL and Cable
Modems, but it has a long way to go).
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As most of you know, however, computers don’t function natively on analog signals;
when the computer is communicating internally between subsystems, such as when the
hard drive is loading an application into memory, it doesn’t communicate with analog
data. The computer instead functions on digital data (ones and zeros), requiring some
means of converting the digital information on a computer into a form that can be
transmitted over the analog device connected to the telephone network. The devices
used to achieve this transition are today’s analog modems.

What is a modem? Most people can point one out in a lineup, but actually answering
what a modem is, what it does, how it does what it does, and where it got its name are
generally not too clear. Quick answers: Modems are communications devices that use
the telecommunications network to transmit data over geographically distant sites.
Modems take digital signals (from the computer) and turn them into analog signals that
can be transmitted over the telephone network. Modems do this by taking the serial data
they receive from a COM port and translating it into specific analog signals that can be
understood by the modem on the other side of the connection and translated back into
digital data. Modem stands for MOdulator/DEModulator.

Getting Data to the Modem

It's late at night and you have a sales information file on your hard drive at home (which
is where you are for this illustration), which absolutely needs to -be on the company
server before the day ends. That means you need to get the sales information file from
your computer at home to the server at work, and that’s going to be achieved when you
make the connection between your modem and one of the modems hanging off the
RRAS Server at corporate headquarters. What does that mean? It means that you need
to get the data from your hard drive to the modem, then the modem needs to send it
over the telecommunications network (PSTN, from here forward) to the corporate
modem, which will then forward it appropriately to the server to which you're trying to
transfer the file. Nothing to it.

Parallel Versus Serial Communication

A computer communicates in parallel communication, which means that it sends multiple
bits of data at once. Serial communication, in contrast, sends one bit at a time. Think of it
this way: When you go to Disneyland or one of the Six Flags theme parks, at the front
gate there are a number of turnstiles that funnel incoming guests through the ticket gate.
If there are eight turnstiles, when looked at as a whole, they are letting people through
the gates eight people at a time. So you have eight lines, and if the ticket-takers are
synchronized (taking tickets at precisely the same time), people would be entering the
park eight people at a time.

Serial communication, in this example, would be like a theme park that had only one
turnstile, and thus could let people come through the gate only one at a time.
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Because your computer’s bus utilizes parallel communication to send data wherever it's
going around the computer, and the communications port needs to communicate
serially, there must be a means by which the computer’s parallel means of
communication and the serial port’s serial means of communication are translated for
one another. This is done by a chip called a Universal Asynchronous
Receiver/Transmitter (UART). Each communications (COM) port on your computer also
has a UART associated with it, which translates parallel data to serial data, and vice
versa. Figure 5-1 illustrates the mechanism.

To Computer Bus To COM (seriai)Port

4
v

Parallel Data =
. Changed fo Serial

Serial Data
Changed fo Paraliel

Figure 5-1: Parallel Data Going Through the UART to the Communications Port,
and Vice Versa.

Part of the responsibility of the UART is to. add (upon transmission to the COM port) and
remove (upon reception from the COM port) start and stop bits that “frame” serial data to
let the receiver of the data know when the beginning and end of a byte’s data is reached.
In very loose terms, a start bit is similar to the capitalization we do at the beginning of a
sentence and the stop bit is similar to the period we put at the end of a sentence.
Without either, it would be much more difficult for us to determine where a sentence
starts and where one ends; though we may be able to figure it out from context, there is
still room for ambiguity and computers don’t have much tolerance for such inaccuracies.
The start and stop bits in a sentence let us read more clearly, understand much better,
and are universally (in English, at least) accepted delimiters. The same can be said for
start and stop bits in serial communication.

All UARTSs are not created equal. Some are better than others, some are faster than
others, and some still are faster and better than all the others—and of course, generally
more expensive. Internal modems use a UART that comes built into the modem card
itself and thus doesn’t utilize the UART (or COM port) built into your computer.
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Whether this is good news or not is largely a matter of opinion, but know that you are at
the mercy of the modem manufacturer for the quality of your internal modem’s UART,
which means that there is another performance parameter to take into consideration
when purchasing your internal modem (if you do such a thing—! wouldn’t suggest it). For
the rest of this example, I'll presume you have an external modem.

Back to the sales file. You've instructed your computer to send it to the corporate LAN
('m presuming at this point that you’re connected to the corporate LAN using your
modem) and now the UART on your computer is taking the data that the hard drive is
sending over the bus (the computer’s internal freeway system for its data) and
translating it from the computer’s native parallel form of communication to serial
communication—in other words, to the COM port. Your modem, then, is connected to
your COM port and is accepting the serial data from the COM port. Your modem takes
this serially transmitted data, looks at it, maybe compresses it if that's part of its
functionality/feature set, and then sends it out over the wire and across the PSTN. This,
of course, is where the modem’s laws of physics kick in.

How Analog Modems Operate

How were all of these analog transmissions achieved, once this data got to the modem?
How did modem makers go from 300bps—that’s bits, not bytes, per second—to aimost
200 times that throughput? It all has to do with the means by which they modulated the
data, and an explanation of how such modulation is done requires more than a cursory,
narrative description of how modems came into being and took their permanent place at
the PC dinner table. That explanation requires an overall view of the means by which
modulation is achieved, the constraints under which modems must function (dictated by
the PSTN), and the means by which these conditions are married in today’s
contemporary modems. In short, such an explanation requires details. Only after these
details are fleshed out will we see why the bandwidth available for the analog modem is
running out.

PSTN Bandwidth

I've already mentioned the confines within which modems connect to the PSTN, but here
we're going to look a little closer and throw in a couple of illustrations to show just where
these lines are drawn.

Remember that the PSTN was built around the need to provide voice service to the
masses. Two terms are important in that statement: “voice” and “masses.” When the
infrastructure of the PSTN was being created and the decision regarding how much
bandwidth to provide was made (and where that bandwidth was on the analog
spectrum), economics ruled, as they probably should have. A certain level of quality was
necessary, but to provide crystal-clear voice transmissions wasn’t the goal; the goal was
to provide voice service to the masses, and that meant having the capability to transmit
massive amounts of calls over the PSTN infrastructure all at once, or at least a lot of
them at once.
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It was found that the range of analog signals necessary for transmission of intelligible,
reasonably clear communicated speech could be constrained to the range of 300 to
3300 Hz. Such constraint provided for an economy in the transmission of lots of these
voices because the more range provided, the more bandwidth necessary for
transmission over the PSTN infrastructure. The range over which the transmission of
voice was allowed to transpire was set, and the equipment that handled voice traffic
(switches) filtered everything below and above this set range. The result was an
available range similar to what you see in Figure 5-2.

: Approximate Range of Human hearing
i} Reproduction Range of Stereo Speak

Available PSTN Transmission Range s -

Hz ' 1 1 1 1 1 1
I | 1,000 2,000 3,000

300 3,300 | 20,000

[ = PSTN Filtering
Figure 5-2: The Range Available for Voice Transmission Over the PSTN.

This worked great for the telecommunications network—it could limit the amount of
resources necessary to transmit voice from one end of the network to the other—but the
same factor that provided an economy of transmission for the telecommunications
network also bridled the amount of theoretical bandwidth available for the transmission
of data. In short, PSTN filtering limits the amount of bandwidth available to analog
modems.

Modulation

Modulation is the conversion of digital data into tones, or analog form. For example,
when you put the receiver to your ear and hit a number key on the telephone, a certain
and specific tone is emitted for as long as you hold down that number. On the receiving
side of things (the PSTN), the tone is recognized as the representation of a number (the
number of the key you pressed), and as those numbers are pressed, the phone
company knows that your intent is to connect to another telephone and it puts the signal
through. Modems do much the same thing, except that the tones that they emit are
going much, much faster than your finger can press, and the means by which they
generate these tones (as well as the way the present certain characteristics of the tone,
such as its phase) follow a set of standards that all modems understand and translate
into data. The three major means by which analog modems throughout their existence
have transmitted their data are Frequency Modulation (FM), Amplitude Modulation (AM),
and Phase Modulation (PM) or Phase Shift Keying (PSK).

A word of warning: A true, complete, and in-depth technical treatment of modem
modulation is the subject of an entire book, not one chapter’s section. I'll give you a good
overview and enough information and explanation to help you understand how it works.
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If you want more specifics, more mathematical depth, or just more bulk, there are
technical papers and telecommunication tomes in abundance that can articulate what
equations were used to get where we are today. This is the hands-on version; the
“pencils-on” and “calculators-on” versions can be found at your local university bookstore
in the “in-depth treatment of technical telecommunications theories” section.

Modulation methods

FM, utilized in early modems, implements a changing of the carrier frequency (i.e., the
analog signal, or sine wave) to represent the value of the bit being transmitted. For
example, if we use a frequency of 1070Hz to represent zero, and a frequency of 1270Hz
to represent one (remember that we must operate in the 300Hz to 3300Hz range or the
PSTN will filter us out), then we can switch between these two frequencies and transfer
data. If the baud rate is 300, which means that the signal can change 300 times per
second, and with each change we communicate one bit of information, then the bit rate
is equivalent to the baud. If this is the case, then we also know—because a baud rate of
300 means that there are 300 signal changes per second—that the duration of one of
these little pieces of information is 1/300th of a second. Figure 5-3 presents a visual
representation of FM.

Frequency Modulation

1.0 1 0 0 1 0 0 0 1 1

i : ]
l 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th l
Time (in seconds) >

W

Figure 5-3: Frequency Modulation.

1 NS\ =0 300 baud, 300 bits/second

Though FM was used in some modems that operated at higher speeds than 300bps, in
contemporary modems FM has been replaced by a combination of the two following
approaches.

AM achieves the transmission of zeros and ones through the use of a change in the
amplitude, or height, of the analog signal. Figure 5-4 puts this into a picture.

As you can see from Figure 5-4, AM uses a change in the amplitude of the analog signal
carrying its information to create the distinction between ones and zeros. If AM is
straightforward and easy to comprehend, then the third means to impress intelligence on
an analog signal (or in simpler terms, to transmit data using an analog signal), PM,
makes up for it.
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Amplitude Modulation
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Figure 5-4: Amplitude Modulation.
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PM changes the phase of the sine wave being transmitted in order to represent a value.
PM is certainly best explained with a picture (Figure 5-5) and | think a thousand words is

on the low side.

Phase Modulation
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Figure 5-5: Phase Modulation.
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PM is reserved for more sophisticated modems, generally those that are 14,400bps and
above, which puts most (or all) of our contemporary modems in the category of PM, also
knows as PSK. As mentioned earlier, AM and PM are often combined, the result of
which is that a single signal can represent more than one bit. More on that later. First,
let's take a look at what a simple modulation scenario, using a modem that implements
FM, might shake out to be.

Simple modulation

In terms of implementation and explanation, the simple version of modulation comes
when the bit rate is equal to the baud. This hasn’t been the mode of operation since
early in the 2400bps/baud modem days, but it is the building block of more complex
modulation methods, so the discussion appropriately starts here.

We already know what bits per second is—the amount of bits (ones or zeros) that can be
transmitted in a given second—but we haven't really clarified baud. This is a perfect
point at which to clarify.

The term baud is defined as the number of signal changes for an analog transmission in
a given second. In early modems, the baud rate was equal to the bits per second rate,
because each change in the analog signal (actually a sine wave) represented one bit.
From our earlier explanation of FM, we were talking about a modem that transmitted
zeros with a signal setting of 1070Hz, and transmitted ones with a signal setting of
1270Hz. In the simple version of modulation, a zero will be communicated across the
PSTN by transmitting the carrier signal at 1070Hz for the duration allotted once signal
value (that's 1/300th of a second on a 300 baud modem). If the next bit to be transmitted
is also a zero, the carrier signal will continue at the frequency that corresponds to zero
(1070Hz) for the duration of another signal value (another 1/300th of a second). This is
very straightforward, and as Figure 5-6 suggests, the mapping of single bit to each signal
change makes for an easily understood scenario.

Specific Frequencies =0 or 1

1 0 1, 0 0 1 0 0 0 1 1

| 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th 1/300th l
Time (in seconds) >

NS\, =1070 Hz (represents binary 0)
’\M]\, =1270 Hz (represents binary 1)

Figure 5-6: Mapping One Bit for Each Baud.
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But in real life, things are rarely that simple. The next section explains the more complex
version of analog modem modulation.

Complex modulation

To respond to the increasing need for speed, modem manufacturers developed a way to
transmit more data through the same (finite) baud rate available through the analog
PSTN. In other words, they figured out how to transmit more than one bit for each signal
change. Of course there were some acronyms that evolved from such ideas; dibit
encoding deals with the encoding of two bits per signal change, tribit encoding involves
allowing each signal change to represent three bits (imagine that). There’s also the
venerable QAM, or Quadrature Amplitude Modulation, which results in four bits being
transmitted for each signal change (QAM32 and QAM64 are variations of QAM that
represent five and six bits respectively). These days, however, bit transmission rates are
in the nine bits per signal change neighborhood for analog modems.

This mapping of more than one bit per signal change is generally achieved through the
combination of PM or PSK (PM/PSK) and AM. But a little bit of explanation is required
for a reasonable amount of understanding to be achieved with regard to how this
mapping is done; it isn’t quite as straight-forward as it sounds at first pass. QAM, with its
four bits per signal change operation, requires 16 distinct states. 16?7 Yes, because as
you remember, we're talking about the representation of binary information, and for all
possible combinations of four binary bits to be provided, there must be 16 states. Look at
Figure 5-7.

As you increase the amount of bits you want to transmit with each signal change, the
number of discreet states that must be available to represent every available bit
combination grows in a binary fashion. In other words, the amount of discreet states that
must be represented doubles every time you add one bit to the number of bits you're
trying to transmit with each signal change. With QAM, which represents four bits per
signal change, you need 16 (24) discreet states; if you want to send five bits per signal
change, you need 32 (25) discreet states. Once you get to 9 bits, you need 512 (29)
discreet states. That's a lot of states; too many to transmit on conventional PSTN lines
without lots of errors, actually. As the states increase, the difference (in amplitude or
phase shift) between the states becomes smaller and smaller, until you get to the point
where the state changes are so susceptible to noise in the line—noise that can attenuate
the signal and thus make it appear changed once it gets to the receiver—that the
transmission becomes error laden to the point that the use of so many signal states
becomes its own worst enemy. A better way to manage errors was needed, and in order
to get past the 14,400bps modem speed with any consistency, it was absolutely
necessary. That better way came in the form of Trellis Coding.
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4 binary bits represent 16 distinct values...

Bit values are cumulative. If two bits are set,
simply add their values to get the numeric value
from its binary representation.

The first bit (if set, or =1) has a value of 1

I I First Bit The second bit (if set, or =1) has a value of 2
Second Bit The third bit (if set, or =1) has a value of 4

Third Bit The fourth bit (if set, or =1) has a value of 8
Fourth Bit

16 possible values
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
111

L
When we combine PSK and AM, then, we can efficiently create 16 distinct states. PSK accounts for
the first two bits, AM accounts for the second two bits; together, they form a four bit series of data.

PSK Value = 09 00 10 14 10 11 00 00 ot 1 00
AM Value [ I Y & o1 10

Binary Value (PSK+AM) 0101 0011 1006 1101 1011 1101 0010 0001 0101 1101 0010
1 : ; H |

] 1baud 1 baud 1 baud 1 baud 1 baud 1 baud 1 baud 1 baud 1 baud 1 baud 1 baud 1 baud ' -

Time (in

PSK (Phase Modulation) Legend:

Figure 5-7: Four Binary Bits Being Represented as 16 Changes.

AM (Amplitude Modulation) Legend:
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Trellis Coding is a method of encoding data that is much more robust than conventional
QAM encoding; Trellis Coding can tolerate more than twice as much noise or other line
imperfections as QAM modems, and its sophisticated error detection techniques reduces
the likelihood of transmission errors by orders of magnitude. The decrease in errors is
achieved by adding redundancy into the bit stream that essentially “steers” the
interpretation of the received signal to the correct value. In Trellis Coding, only certain
sequences of ones and zeros are valid. As the data stream passes through the Trellis
coding logic, its bit sequences (zeros and ones) are evaluated and then impressed with
redundant bits and sent over the wire. When the transmission reaches its intended
receiver, the value is sent back through the receiving modem’s Trellis Coding logic and
checked for “Trellis Coding” validity, and then handled appropriately (rejected or
passed).

Today’s modems transmitting at 33.6kbps use Trellis Coding and other techniques such
as equalization (built-in components that compensate for channel distortion) to get all
sorts of data across the wire. We’ve hit the major points here.

The bottom line, then, is that contemporary modems take the synchronous bits (received
through the COM port via the UART, which has converted the parallel data from the
computer into serial data that the modem can understand) and group them into multiple
bit groups (often groups of nine), then represent that group of bits by choosing the
unique signal state (through a combination of AM and PM) that corresponds to that
specific group of bits, then transmits that unique signal (and thus the bit group) within a
single cycle. To avoid errors—errors that would certainly result from the closely aligned
constellation patterns of today’s modems—contemporary modems use the complex
mathematical formulas and encoding logic incorporated in Trellis Coding to greatly
reduce the chance of mistaken signal state identity.

The 56k version

56k technology takes even the reduced Trellis Coding mistaken signal-state identity
problems to task. This analog modem technology, which is actually a hybrid digital-
analog technology, comes in the form of a touted but mostly untrue 56,000bps
downstream throughput technology commonly referred to as 56k technology.

56k technology is based on the fact that most remote access service providers, such as
an MSN or an ISP, or many mid-sized or larger corporate remote access facilities, have
digital T1 connections servicing their modem banks. This digital connection, the T1
servicing the server modems, is critical to the implementation of 56k technology, for it
ensures that only one digital to analog conversion will occur in the path between the
server modem and the client modem and removes all errors associated with degraded or
distorted analog signals on the server modem’s loop. Notice here that we can specify, or
define, server modem and client modem: The server modem is the 56k modem that is
directly attached to the digital T1 facility, while the client modem is the 56k modem that is
attached to the user’s standard analog subscriber loop. Notice also that both modems
are 56k modems, which is a prerequisite for establishing 56k connections. Figure 5-8
shows how the physical setup of this configuration would look in terms of the elements
involved in creating the connection between modems.
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PSTN = Public Switched Telephone Network,

or the Telecommunications network

T1 Line

Digital o Analog
Conversion

156k Modem Bank

» = Downstream 56k Digital Data Transmission

Figure 5-8: The PSTN, with a Remote Access Provider Connected to a T1 and a
Client Connected to the Telephone Line.

The effects of this isolation of digital to analog conversions provides the means by which
56k technology can be implemented. The PSTN digitizes transmissions when coming
from the analog subscriber loop, or in more widely used terms, does an analog-to-digital
conversion of the data. The information travels across the digital core PSTN until it
reaches the Central Office (CO) servicing the receiving connection’s subscriber loop,
where the digital information that has traversed the PSTN is turned back into analog
form.

56k technology removes the initial analog-to-digital conversion, creating a
communication between modems that contains only one conversion—that which occurs
as the digital information sent from the server's 56k modem reaches the client modem'’s
subscriber loop, where it is put into analog form. There are 256 possible representations
of analog information (8-bits per sample, which in binary creates 256 possible
representations); the 56k server modem uses that knowledge to its advantage by
transmitting those specific codes. By avoiding the analog-to-digital conversion, and thus
avoiding the Analog to Digital Converter’s (ADC) interpretation of analog signals that
may have been distorted or attenuated by line noise, server modems equipped with 56k
technology can transmit the binary representations of the analog signals, thus avoiding
all errors associated with the first analog loop.
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Although not all of the 256 representations can be utilized, largely because as they
approach OHz the space between those analog representations of digital data is too
small and thus too prone to errors with even the smallest line noise (line noise is still an
issue on the client modem’s subscriber loop), many of the 256 representations can be |
utilized and discretely transmitted to and through the Digital to Analog Converter (DAC)
to the client. It is digital all the way to the client subscriber loop DAC, and due to that
fact, errors and limitations resulting from what would be the server’s analog-to-digital
conversion are removed, allowing throughput levels that approach the absolute ceiling of
DSO0s (Digital Signal level 0), the individual analog line payload, 64kbps.

ISDN Technology

First a quick disclaimer: ISDN technology is not analog modem technology, but its
discussion as a (waning) client-end transmission technology meant its discussion fit
better here (in this section) than in any of the others. Disclaimer complete.

You've probably heard of ISDN, and depending on whom you were listening to, probably
heard how it will never get off the ground, or how it’s noticeably way, way faster than
even 56k technology. In remote access connectivity reality, both may be correct. The
technology has drawn praise and prejudice, and along the way pro tem meanings have
been coined to usurp the official acronym, such as ISDN standing for “I Still Don’t Know.”
Whoever thought that one up obviously wasn’t a spelling bee champion.

ISDN actually stands for Integrated Services Digital Network, and its most notable
technological departure from today’s analog modems is easily explained: ISDN removes
the analog part of the data transmission process. There is no analog local loop; it is
instead all digital, and that digital connection enables users to achieve the full 64kbps
per channel that T-Carriers and ISDN PRI frames offer to each channel every 125
microseconds, thanks in part to its technological design that puts signaling and
administration features out-of-band. I've loaded this paragraph with plenty of
unexplained technology tidbits; let’s get to the explanation part of it.

First, the all-digital part. Telephone lines are analog, so they can take your voice (an
analog signal) in its native format (as you talk into the phone) and do their conversion
from its natural analog form into digital form so that the PSTN can send the
representation of your voice over the PSTN infrastructure in an efficient way. With ISDN,
you call up your local telephone company and say, “I'd like ISDN.” If ISDN service is
available in your area, and once all the details of getting the service are ironed out, your
telephone line (or your extra line) is physically changed at your CO to an ISDN interface,
and in effect, the analog-to-digital converter that is on everyone else’s line is removed.
To clarify this, take a look at Figure 5-9.
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Before ISDN...

Analog Subsciiber Loop

After ISDN...

Digital Subscriber Loop

Analog conversion of digital

data no longer takes place at the

Central Office; the digital information

is put into ISDN format and sent

along to the customer’s line unmodulated,
or, as digital information.

Figure 5-9: An Original Analog Line Getting Changed to an ISDN Line.

On to the second point: ISDN provides the ability to utilize the entire 64kbps channel
provided by the T-Carrier/ISDN PRI standard. Explanation-of this brings us back to the
digital end-to-end characteristic of ISDN. Through such digital implementation, the need
to interpret analog information and translate that analog information into its binary
representation is removed. What that leaves, then, is the ability to use all 8-bits of the
per-cycle sample for data (still accomplished at 8,000 samples per second, or in 125*s
intervals. This is a trend you will see throughout telecommunications and its new
technologies). 8,000 samples * 8-bits per sample = 64,000 bits per second, per channel.

ISDN comes in two standard interfaces: Basic Rate Interface (BRI) and Primary Rate
Interface (PRI).
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BRI is geared more for the end user or small company, and its standard offering is two
bearer or B Channels, each operating at 64kbps as explained earlier, and one data or D
channel. This configuration is often referred to as 2B+D. The B channels handle the data
(or voice, video transmission, or whatever other ISDN-featured technology you want to
use the channel for), while the D channel manages the administrative part of the ISDN
service suite.

PRI is geared toward the remote access service center, or PBX, or other multi-line (the
term is being used loosely here) services planned for the ISDN PRI interface. PRl is
similar in use to a T1 in that it can support multiple remote access sessions through one
interface. PRI also has a bandwidth of 1.536Mbps, as does a T1, but its division is
slightly different than that of a T1. The PRI is generally divided (in remote access
solutions) into 23 64k B channels and one D channel. Thus the PRI is the ISDN interface
that would be used at the corporate RRAS/remote access site to provide ISDN
connectivity to remote users.

ISDN is more complex than conventional modems. Its implementation requires more
patience, especially since you can't just plug into your existing phone line and call it
good. And with the availability of ADSL or Cable Modems these days (both of which
provide much more bandwidth), it'’s a hard sell to just about anyone.

Residential Broadband Technology
ADSL Technology

What's one of the biggest financial assets of the telecommunications industry? The
existing wiring plant; all those pairs of twisted wire running under the ground of almost
every street in America, bringing a dial tone to anyone who wants it and everyone who
needs it. It's everywhere, and it's a huge asset. It's in everyone’s home, everyone’s
business, and in many places, there’s more than one pair of wires to each residence.
That's a lot of contact with a lot of people, and those people want a lot of bandwidth for a
lot of different reasons. The telephone companies want to provide that bandwidth,
however it gets to you. What’s perhaps the best way to do so? Well, | suspect using an
existing, omni-present, already-paid-for telephone wiring infrastructure would be a good
means of providing high data-rate services, at least as far as the local telephone
companies are concerned. The problem lies with their wiring: Standard twisted pair
wiring, the kind that everyone has in their house, was meant for voice, not high-speed
data services. The telephone companies thought (and said to Bell Labs, now Lucent),
“what if we could use that existing wiring infrastructure to provide high speed data
services?” Enter ADSL. ' ‘
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ADSL stands for Asymmetric Digital Subscriber Line, and its technology is the result of a
search to find a way to utilize existing copper twisted-pair wiring—standard phone
lines—to provide a high bandwidth solution. It has had a few (too many) acronyms,
including HDSL, SDSL, RADSL, VADSL and VDSL, and although some of these
acronyms stand for differing applications of the overall DSL technology, ADSL has

emerged the most widely known, likely because it's the most used application of xDSL.
The reason for its wide use (in terms of xDSL technologies) is that ADSL’s distance
requirements encompass the majority of existing telephone lines, and because it has the
potential to be deployed in large volume in the near future. VDSL is actually a higher-
throughput rate of ADSL; differentiation and explanations of the differences between
them and the other xDSL technologies will be covered in the following section.

ADSL Technology Overview

As the term “Asymmetric” suggests, ADSL technology provides different throughput
levels for each direction, or in more direct terms, ADSL can pull data downstream at a
much higher throughput rate than it can send data upstream.

ADSL’s theory is relatively straightforward in its explanation: Through the use of a
modem pair, one at the customer premise and one at the local CO, data is transferred at
very high speeds to the customer premise equipment (downstream). A lower level of
bandwidth is afforded for the upstream communication, but the ratio is very much in the
downstream favor (for example, 756kbps downstream : 128kbps upstream), which
coincides perfectly with the way people use their residential services. Audio and/or video
content such as movies (incoming, or downstream), Internet access (Web page viewing
is mostly downstream), and radio (downstream, and reproduced with great clarity if it's
digital) are all downstream content deliverables, and these are just some of the more
obvious examples.

One of the most attractive aspects of ADSL is the fact that it incorporates the use of your
existing telephone line into its technology, which means you need only one telephone
line to keep your existing unmodified (as far as you can tell) telephone service, and you
get the full range of bandwidth associated with ADSL without any conflict. People in the
household can be on the telephone, surfing the Web, listening to some heavy metal
radio station, watching some on-demand movie, and playing an interactive Internet-
based Quake Arena deathmatch, all at the same time with ADSL. No more obnoxious
data signals or interrupted transfers because someone picked up the phone when you
were getting a fax or sending e-mail. The setup of ADSL in the home looks similar to
Figure 5-10.

ADSL’s technical implementation is somewhat more complex, but because we’ve
already been through analog modem explanations, it will be much easier to explain and
understand.
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Figure 5-10: ADSL in Simultaneous Use in the Home.

We remember that standard telephone service uses the 300Hz to 3300Hz frequency
range for telephone calls; for more practical reading, we’ll simply say that standard
telephone services uses frequencies between 0kHz and 4kHz (OHz and 4000Hz—some
of the frequency spectrum above 3.3khz is used for administrative purposes). As stated
previously, data within that spectrum is digitized and passed along the circuit toward its
destination and any signal or information above that range is filtered out at the local CO.
This is why standard analog modems have such constraints under which they must
operate, since all the data they want to transmit must be sent within that frequency
range, as it otherwise would be filtered out and never reach its destination. | remember
thinking, “why don’t they just do away with that filtering and allow for more use of the
frequency spectrum?” Guess what: ADSL technology does away with that filtering.

By removing the constraints of the standard PSTN filtering, ADSL can appropriately
divide the resulting available spectrum among standard telephone service, data service,
video-on-demand service, radio service, and whatever other services come along.

With all this high-throughput talk, there is one very important consideration to keep in
mind when touting the benefits of ADSL or any xDSL technology: It is distance-oriented,
and the greater the distance between the residence and CO, the lower your maximum
throughput. There are limits to the frequency at which ADSL or any xDSL modem can
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operate due to attenuation and other physical characteristics that degrade the signal as
it travels down the twisted pair wire. These signal losses or distortions, and their
aggregated effects on the signal being transmitted between modems, result in the
distance limitations placed on throughput capabilities of ADSL. Longer wire runs mean
more signal distortion or loss, and as the wire gets shortened these effects are
minimized, leaving more frequency range available for transmitting data. There are some
ADSL implementations that attempt to adapt to imperfections in the attached telephone
line, such as Rate-Adaptive ADSL (RADSL), which tests the line for noise or
transmission impairments and adjusts its transmission to get the most throughput
possible out of the available line quality (a great advantage of ADSL technology, IMHO).
Despite this adaptation to the noise inherent with telephone lines, ADSL is still sensitive
to line distances; the shorter the distance the better. Thus, shorter distances provide
greater available bandwidth, and that discussion brings us to VDSL.

VDSL or Very high data rate Digital Subscriber Line, sometimes called VADSL when
“Asymmetric” is thrown into that line of words, can be called the short, stocky cousin of
ADSL. In short (excuse the pun), VDSL is a very high-speed version of ADSL. Though
sometimes called VADSL, it is inaccurate at this early stage in the game to presume that
VDSL will be asymmetric. Indeed, though maximum line lengths would be compromised
in the process, it is possible that customers who would need the extremely high VDSL
data rates would want (and get) symmetric service; in other words, those customers
would want the high throughput in both directions of the connection.

The question then becomes: How does ADSL get all that information from one modem to
the other? There are two technological camps with regard to which method is better, and
those are CAP and DMT.

CAP stands for Carrierless Amplitude/Phase modulation, and is essentially a variant of
QAM, which was discussed earlier in this chapter as a means of representing multiple
bits with one signal change. CAP was not in the ANSI T1.413 standardization for ADSL
technology, but success in its implementation in some field trials have reportedly
resulted in some big name manufacturers of ADSL equipment lobbying for its inclusion in
the ANSI standard.

DMT stands for Discrete Multi-Tone. DMT (in general terms) effectively divides the
available frequency spectrum into discrete frequency segments, each of which (or many
of which, for certain segments) is specifically allocated in its ADSL application for certain
uses such as video channels, ISDN channels, or administrative signaling, which also
reserves existing frequency ranges for standard telephone service. Often these
segments are called channels. DMT is included as the standardized ADSL transmission
technology in the ANSI T1.413 recommendation.

ADSL technology, though somewhat easy to explain in its theoretical and
implementation approaches, is certainly not a simple feat of engineering; it is a genius of
invention and implementation in its hardware and the algorithms that go into the innards
of an ADSL modem, and we're fortunate enough take be able to take it for granted.



Chapter 5 Understanding Remote Access Transmission Technologies 55

Cable Modem Technology

Cable companies also have a very large, very valuable installed infrastructure base,
though it differs widely from the installed telecommunications base, as we’ll investigate
further when we discuss the technology behind cable modems. One differentiating
feature of cable modem technology, however, is that cable modem technology has lots
of potential bandwidth on which it can operate. How much? More than a T3. More than
your Fast Ethernet can handle. More than an OC-3. More than an STS-5. Lots. But if we
lived in a world where it was all that easy, we’d all have cable modems, there would be
no such thing as bottlenecks, and money would grow on trees (at least in my yard).

Cable Modem Technology Overview

Cable modem functionality requires a quick overview of the way CATV operates, and the
means by which we get all those nifty, never-watched cable channels piped into our
living rooms. ’

CATV technology creates individual channels through the use of Frequency Division
Multiplexing, or FDM, by dividing the available frequency spectrum of the well-shielded
CATV coax cable into 6Mhz segments. These segments, more appropriately called
channels, are used to transmit (broadcast) one-way information out to the attached
nodes. Those nodes, connected in a branching tree (or tree and branch) topology, have
certain tuners attached to them that allow them to focus on a particular 6Mhz channel
and transmit the information they receive onto some medium (often a television).

Cable Modem technology, then, utilizes a 6Mhz channel that has been reserved for
receiving data; current downstream rates are either approximately 10Mbps or 36Mbps,
depending on whether QAM64 is utilized as the transmission technology (advantage:
higher throughput) or QPSK—Quaternary Phase Shift Keying—is utilized as the
transmission technology (advantage: more robust, including Forward Error Correction).
The return path utilizes a lower frequency range than the receive path and it is here
where the technological concerns of the cable modem arise. The concerns are twofold:
the shared cable wiring infrastructure and the traditionally one-way transmission
direction. We’'ll take each in turn.

Shared wiring infrastructure

The concern with the fact that cable companies have a shared cable infrastructure
stems, literally, from its tree and branch topology. Cable wiring, with regard to the
transmission of one-way, downstream, identical signals that are used in everyday CATV
viewing, is economical and appropriate for such uses. It allows for amplifiers to be
placed along the cable path every once in a while to boost the signal to a necessary
level in order to get the signal out to all the nodes. The problem this presents with regard
to bursty data is that current cable modem technology will operate in localized
“branches” under a shared transmission medium design, in which a community of x
number of users will share the same 6Mhz channel for getting their bandwidth. Figure 5-
11 illustrates the tree and branch topology, then shows the isolated view of a certain
“branch” among which its nodes, or users, must share bandwidth.
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Figure 5-11: Tree and Branch Topology of CATV Wiring, and the Issue of Sharing
Bandwidth Among Residences on a Certain Branch of the Cable Network.

Is this really a valid concern? To a certain bandwidth utilization, the answer is no. The
means of regulating access to the shared medium (in this case, the 6Mhz channel
devoted to data) employed in many CATV systems is reportedly efficient, meaning that
the 10Mbps (or 36Mbps) can be utilized even with many nodes transmitting near the
maximum rate. 10Mbps is a lot of bandwidth for the home, unless you’re using it for lots
of applications (movies, Internet access, and telecommuting) or there’s a hot new killer
app out that requires lots of bandwidth and all your neighbors have it. Whether or not it’s
a valid concern, having to share the bandwidth with the neighborhood isn’t too
appealing; if your throughput depends on your neighbor not using their access too much,
that could make your area a bad neighborhood.
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Another questionable issue regarding shared wiring has to do with how far up the trunk
data must go in order to get to the head end (the place where this data is going to be
redirected to wherever it's going, like the Internet). The farther up the branch you go, the
higher the number of users who must share the bandwidth. At some point the
requirements will be too much and it is there where some sort of transmission medium,
such as fiber, must be taken to get more bandwidth closer to the neighborhood.

The last question to pose is: When has there ever been enough bandwidth, at any level
of the network, for any amount of time? If you've ever had to suffer through waiting on
the cable company to fix your line because you didn’t want to miss an episode of
Friends, imagine if you had to endure that same wait for your mission-critical and career-
critical corporate access.

Traditional one-way transmissions

To get the obvious out of the way: Cable is traditionally a unidirectional transmission and
its infrastructure has been built around that premise. Also, cable head-ends are
generally islands that exist as the products of one-way transmission mediums; in other
words, they aren’t necessarily connected to other cable head-ends, making data
exchange between and among them not immediately available and not intrinsic to their
infrastructure. In contrast, every CO in the world is interconnected in one way or another,
and prewired for bidirectional communications. This fact—that cable companies are
traditionally downstream-centric or unidirectional—lends itself to other concerns.

If we revisit the earlier diagram that outlines the tree and branch topology of the
traditional CATV wiring infrastructure, this time looking a little closer at the means by
which the content signal (the TV channel signal) is propagated down the tree and to all
the branches, we see that the signal is boosted along the way by amplifiers. This fact
starts to dig into the wallet issue surrounding cable operators and their ability to provide
the hardware upgrades necessary for Residential Broadband over cable, as shown in
Figure 5-12.

Notice that these amplifiers are pointing in the downstream direction. The implications of
this fact are that cable operators, in order to provide residential broadband services, are
going to need to replace those amplifiers with amplifiers that can send data both ways,
or augment their downstream amplifiers with upstream amplifiers (much like
telecommunications COs will have to outfit themselves with ADSL modems). The
difference is that the CO can outfit itself with enough ADSL modems (or ADSL line
multiplexer capacity) to cover its subscribed users and add more modems/interfaces as
demand merits. With cable amplifiers, proper amplifier additions must be added before
even one downstream customer can subscribe to the service. Not an impossible task,
just something that must be done; however, the economics of Internet users wanting
more bandwidth are convincing and compelling reasons to complete such a task.

A couple of other concerns many people share with regard to cable operating companies
are network management and general market perception. Unfortunately, the perception
of both is not positive.
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Figure 5-12: The Tree and Branch Topology, with the Amplifiers That Boost the
Signal to Get It into the Neighborhoods.

One thing that cable modems do have going for them, however, is content. The cable
companies are the kings of content, and once residential broadband kicks in and
bandwidth enough to get movies on demand, services on demand, all sorts of other data
on demand, and pay-per-view prize fight equivalents is available, there will be few who
can compete with the content delivery experience cable companies have.
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WAN Technologies

X.25

The following is intended to familiarize you with WAN technologies and their
applications, fundamental behavior, and market implementations. It isn’t a full
dissertation on any of the technologies, so if you're interested in knowing facts such as
which bit in the header of a Frame Relay PDU constitutes its candidacy for being
dropped when the EBR for a given node is exceeded (the DE bit, for Discard Eligibility),
you’ll need to look elsewhere, because that isn’t the intention here (it's the second bit,
after the flag).

Entire books (such as the bookstore inhabitants mentioned earlier) can and are
committed to the detailed treatments of each of the following WAN technologies; such
detail doesn’t further the mission of this chapter, which is to familiarize you with remote
access technologies (including WAN technologies) to the point of being conversationally
familiar with them and enable you to understand them when you’re developing remote
access applications. It's context-based knowledge and the imparting of such knowledge
is the overall goal of the WPRS, after all.

We're starting this section with the genesis of WAN technologies, the beginnings of the
WAN as a standardized means of providing wide area access for data networks. That
first, old, widely deployed technology is X.25.

If you remember one thing about X.25, remember that it has intrinsic data integrity
checks throughout its network “cloud,” the overhead of which introduces latency and
makes X.25 less desirable for transmission between and among today’s powerful
desktop computers. If you remember two things about X.25, then also remember that it
is not a standard for a public packet-switched network; it is a recommendation for
interfacing with a public packet-switched network.

X.25 was created as a result of an ITU-T (the CCITT back then) study group charged
with defining a standard interface recommendation for a public data network; to the
companies that needed such a service, it promised a means of avoiding the inhibiting
proprietary network protocols in use at the time, provided by the likes of IBM (many
different protocols from IBM), DEC, and others. It also meant a standard to which access
devices for different vendors’ equipment could be manufactured, against which such
devices could be tested for compliance, and by which different types of equipment,
made by different manufacturers, could use a common carrier to send their data across
wide distances. It was also a means by which such user-requested features such as
Quality of Service could be implemented (QOS is an old technology for WAN
technologies, but a relative newcomer to the realm of LANSs).

X.25 has been widely deployed and used over the years, both with public networks and
private network implementations, because of its “abstraction” characteristics and
because it generates a network cloud within which connections can be made with other
devices that are connected to that cloud. The result is the creation of a common and
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centralized connection arena, or in more common terms, a public data network. The
advantages of such a public network were two-fold and certainly economic: Rather than
having to create a private network with expensive (and almost always grossly
underutilized, though wholly paid for) leased lines running from each node to which
connectivity was required (a mesh network), only one connection for each node was
required. By creating a standard access protocol (okay, a recommendation), different
types of computers, mainframes, or terminals could connect to the network and send
their data; there was no need for separate networks for each type of device or each
proprietary protocol. It put the means by which access was gained at arm’s length, and it
allowed for a pooling of network resources, which in turn resulted in lower costs.

Figure 5-13 outlines how a public data network, such as an X.25 network, can reduce
the costs of access when many nodes require connectivity to many other nodes; or in
simpler terms, the connectivity requirement of the network is many-to-many.

The actual recommendation from the ITU-T (CCITT) came in 1974. It was since revised
in 1976, 1978, 1980, 1984, and in its “Blue Book” recommendation of 1988, which is
today’s most common implementation.

Notice the term recommendation instead of the term standard. The ITU-T isn’t in the
business of providing standards and instead provides recommendations, which the
industry then promptly takes and calls a standard. Though it generally becomes a
standard, the line of recommendation versus standards is clearly not crossed, for
reasons such as endorsements, walking the middle-line...you get the idea.

Though X.25 has a lot of good qualities to it, among them its cost-effectiveness and wide
availability, it does have limitations that are more a result of changing computing power
and network architecture, as well as reduced tolerance of technology by today’s
compelling applications, and less a result of problems with the technology itself.

X.25 Technology Overview

X.25 is a connection-oriented WAN technology, which means that “calls” are initiated,
placed, and then dismantled as a matter of course for sending data from one node to the
other, similar to our telephone network and dissimilar to today’s LAN technologies. In
order for most PCs to interface with an X.25 network, a PAD (Packet
Assembler/Disassembler) is required. X.25 utilizes 128 or 256 byte packet sizes, which
are too big to be good for voice and video applications and too small to be optimum for
native data network formats. With the move toward multimedia content delivery and
interaction over the network (which would include the WAN link, certainly), such limiting
factors—latency and less-than-ideal packet size—don’t put X.25 in the very small
pedestal that will hold the WAN technology of the future.

As mentioned earlier, X.25 does a number of checks on any given packet as it passes
through the X.25 network, which creates a delay (compared to networks that do very
little checking of packet integrity, such as an Ethernet LAN) in the overall delivery of the
packet. Simply put, the checks X.25 performs take time, and that time accumulates as
the packet crosses an X.25 network. This factor is perhaps one of the most limiting
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aspects of X.25 and will ultimately spell its demise in the face of other WAN
technologies. There is a reason for this, however; when X.25 first came onto the scene,
there was a need for such data integrity checks.

Point-to-Point

Branch 1 Branch 5

Branch 4

Branch 2

Branch 3

Public (or private) Data Network

Branch 1 Branch 5

Branch 2

Branch 3

= WAN Router

Figure 5-13: The Difference Between Using Leased Lines and a Public Data
Network.

X.25 was created when the devices utilizing its services were, compared to today’s
standards, processor-poor. The requirements of the data network, in the time it was
created and even revised, included a need to ensure the integrity of the data that
crossed through its network cloud. That meant that checkpoints for data integrity at each
stop (hop) along the network way had to be a part of the network, and when integrity
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checks are done at the packet level, the requisite overhead and consequent latency is
significant. Today’s computers, with their 300 million or so cycles per second, don’t
require such hand-holding transfers, because they have the computing horsepower to
implement data integrity (error) checks and balances upon receipt of packets. If errors
occur, the receiving computer simply lets the sending computer know of such errors
(through NAKs) and requests the appropriate response, such as a retransmission.

T-Carrier

T-Carrier facilities have been around for over 30 years, and were designed as a means
of digitizing and transmitting multiple voice channels over twisted pair media
(multiplexing), increasing overall telephone network transmission capacity.

A T1 line, by definition, is a digital transmission facility that provides 24 digitized
channels over two twisted pairs (a total of four wires). As time has gone on and T-Carrier
services have been widely used, the differentiation between the widely used T-Carrier
facility and its throughput levels—transmission capability levels more accurately
described with DSOs or DS1s—began to muddy. Today, many people intermingle the
term T1 among carrier type and throughput capability, which tends to confuse the
understanding of the technology.

Thus, T-Carrier is a tricky bit of work, since its name is used to denote transmission
signaling, throughput rates, and the carrier system itself. So if you say, “l have T1 access
to the Internet,” that could be interpreted to mean you have a dedicated T1 line that
connects you to an ISP, and the equipment on either end creates one big 1.536Mbps
pipe, or you have a Frame Relay connection to the Internet that runs over a T1 line,
which operates at 1.536Mbps. Which do you mean? Either would be correct, though
technically it would be more accurate (and descriptive) if the latter were to say, “l have a
Frame Relay connection to the Internet. It’s running over a T1.” Does anyone wonder
why T-Carrier technology can get a bit confusing?

So to reiterate and conclude in one sentence: T-Carrier both defines the transmission
medium (over copper) and is a defined transmission signaling technology (24 DSO
channels of 64kbps each).

T-Carrier Technology Overview

The T-Carrier facility is based on DSO (the 64kbps digital payload), which in this
discussion will be called a channel. Note that the DSO is a digital transmission facility.

A T1 is divided among 24 individual channels, each of which is generally used to support
one telephone conversation, one analog modem connection to wherever, or one fax
transmission coming in from your favorite office supply shop—the point being that a T1
provides 24 virtual “telephone lines,” and what you do with them depends on how that T1
is used. Through the use of compression, some applications of T1s can squeeze more
voice channels out of one T1 line, but that application is in the PBX and voice end of
things, not the remote access end of things. With remote access applications, you'll be
getting 24 digitized 64kbps channels out of your T1. Because T1s are so prevalent,
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the subject of T1s and how they work merits some more depth; see the section titled
T1s, E1s, PRIs and All Those Bits.

T-Carrier facilities use a signaling mechanism called Time Division Multiplexing, which is
best explained by an analogy. Imagine you have a line of trucks taking payload to a
destination in preordained, very specific intervals (precisely 8,000 times per second in
this case, which is a pretty fast truck), and the trailer (open at the top in this example)
has exactly 24 evenly spaced slots into which cargo can be placed. Now let’s say that
you have 24 different companies that have reserved a spot—the same spot on each
truck—within those 24 slots for the transport of their payload. When a truck starts moving
out, it is loaded with its payload and heads across the T1 highway toward its destination.
Thus, the 7th spot on the first truck’s trailer is occupied by payload from Company XYZ,
as is the 7th spot on the second truck, the third truck, and so on, until Company XYZ
hangs up its cargo contract and no longer wants to transmit its goods across the T1
highway. The 7th spot on all the trucks then becomes available. We could call this the
Channelized Trucking Company, since its trailers are all divided among 24 individual
channels.

A T1 behaves in a similar manner. Each of the 24 channels on a T1 has a specific
payload capacity, which is equivalent to a DSO (or vice versa, meaning that a DSO0 is
equivalent to the payload available on one channel of a T1—it’s kind of a chicken and
egg deal), or 64,000 bits per second.

This is all great and interesting if you're putting together a rack of modems that need
individual lines, but we’re in the WAN section, and we want one big pipe to the Internet,
a specific remote location, or wherever; we don’t want it divided. How does that work?
Well, let’s take a look at the Unchannelized Trucking Company to find out.

Back to the line of trucks waiting to take payload to their destination across the T1
highway. With the Channelized Trucking Company, each of its trucks had trailers that
were divided into 24 separate slots, into which a company such as Company XYZ could
place its payload of up to 64,000 bits per second. In contrast, the Unchannelized .
Trucking Company has trucks with trailers that aren’t divided into separate slots, and
instead have the full 1.536Mbps of available payload to make available to one customer
(for the reason why a T1 has a payload of 1.536Mbps instead of the generally stated
1.544Mbps, see Technical Talk: T1s, E1s, PRIs and All Those Bits). Figure 5-14 shows
the difference between these trucking companies.

As mentioned earlier, the T-Carrier facility is based on its transmission of the DSO (the
64kbps digital payload) in increments of 24, which when aggregated into the T1 frame
format becomes the basis of the entire North American Digital Hierarchy in the form of
the DS1 (1.544Mbps). Figure 5-15 outlines the DS hierarchy and their corresponding
voice channel capabilities.
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Figure 5-14: The Channelized Trucking Company and Its Payload Division Versus
the Unchannelized Trucking Company and Its One Big Payload.
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Figure 5-15: The North American Digital Hierarchy and Its Corresponding
Throughput Capabilities and Voice Channels.

T2s are uncommon except in movie sequels. Generally, T1s are used until a throughput
requirement somewhere around a T3 is required.
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Tis, E1s, PRIs and All Those Bits

You've heard talk of T1 and E1, and you may have heard that they don’t have the same
bandwidth capabilities and are not compatible, but you may be wondering: What's the
difference, and why have two similar kinds, if not for entertainment/confusion value?
Good questions, and a good subject for a Technical Talk.

First we’ll define the T1 in technical terms: A T1 consists of 24 DS0 channels. Each DS0
carries 64,000 bits of information per second, and with the addition of one control bit per
T1 frame (the 193rd bit of a T1 frame), we get a total transmission rate of 1.544Mbps
(1.536Mbps of which is available to the user).

In the North American digital signal hierarchy, a DS1 (Digital Signal level 1) is equivalent
to 24 DSOs (a T1), and the telecommunications infrastructure in North America is based
on that hierarchy. (See Figure 5-15) Different parts of the world, however, have
developed their own, different digital signal hierarchies.

In Europe, the European Hierarchy defines a DS1 as carrying 30 DSOs. In Japan, the
Japanese Hierarchy defines a DS1 as 24 DSO0s, but defines a DS3 as 480 DSO0s, versus
the North American Hierarchy which defines a DS3 (T3) as 672 DSO0s. Thus when there
are discussions about T1s and E1s, and their differences in bandwidth and voice/data
channel handling capabilities, the reasons for their incompatibilities and the need for
different interfaces for each become clear.

Back in North America, where T1s live in close quarters with ISDN PRI interfaces, the
differences between the two require a closer look. The difference between the
transmission characteristics of T1s and PRiIs are that (as we know) T1s utilize 24 DS0Os
and add a bit to the T1 frame for control, whereas PRIs utilize exactly 24 DSO0s, but
reserve the last (24th) DSO0 for the ISDN D Channel use. Figure 5-16 illustrates the
difference.

T1 Frame
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Figure 5-16: The Difference Between T1 Frames and PRI Frames.
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Because the ISDN PRI utilizes one of the DSO0s for its signaling, it doesn’t require the
additional control bit to be added to each frame as T1s do. Thus, you may see bit (not
big) differences between transmission rates of T1s (1.544Mbps) and ISDN PRIs
(1.536Mbps), despite the fact that they both “utilize” 24 DSO0s.

ISDN PRI Technology

ISDN PRI technology was discussed earlier in this chapter. We won't beat it up again
here in too much detail, though we will go over some (WAN-centric) concepts not
covered earlier.

As mentioned previously, ISDN has similar bandwidth capabilities as a T1, and uses the
same 64kbit DSO as its basic building block. ISDN provides comprehensive
administrative capabilities much better than a T1. The technical aspects of how it
implements its administrative services are too involved (and provides definitions, not
explanations). It can be loosely introduced by stating that ISDN has its own management
“language,” which ISDN equipment (more accurately, ISDN Network Terminators, which
are built into ISDN equipment) understands and can respond to, providing a native and
inherent management structure within the technology itself. This is sometimes referred
to, in ISDN and other technologies, as a management layer or a management “plane.”
For those who want more technical information, and even more terminology, this
management comes in the form of Q.931 messages and is carried within the LAPD
frame.

Like (one aspect of) T-Carrier, ISDN PRI is a signaling standard. Though ISDN isn’t the
WAN technology or common carrier of the future, it has immediate, real-world
applications today and is being implemented, more so recently, as increases in ISDN
popularity have been making incremental appearances in the residence and office.

Despite ISDN’s seemingly sputtered break into the WAN and the home, what can be
attributed to ISDN’s success and track record is the use of control messaging (Q.931)
and call setup/teardown (LAPD) for the WAN; both have been implemented in one form
or another with stronger WAN candidates such as Frame Relay and ATM.

For technical details on how ISDN PRI differs from T1s and even E1s, see the previous
section titled T1s, E1s, PRIs and All Those Bits.

ISDN’s competition and implementations as a WAN technology are quite similar to
T-Carrier. Though its future isn’t doomed by inadequate administrative facilities, other
more attractive WAN technologies have more going for them than ISDN, and in
comparison to the two following technologies, ISDN’s future is not destined for big
things, but it’s certain to be around for some time to come.
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Frame Relay

Frame Relay could be called the modern makeover of X.25. Frame Relay came on to the
WAN technology scene in the early 1990s, though standardization groups began work
on it in the late 1980s, and has been growing in its installed base since its introduction to
the market. There are a lot of things about Frame Relay that make sense, and it solves
most of the problems other WAN technologies run into, including bursty traffic handling,
administrative facilities, QOS capabilities, upper throughput range, latency (resulting
from network “touching” of packets), wasted leased-line bandwidth and costs, and
others. Is it the golden WAN technology? Some people would give you a very quick and
resounding NO to that question, many would say it probably isn’t. | think it's hard to say
at this point, but Frame Relay has a lot of attractive characteristics, is placed in the
overall telecommunications network scheme in such a way that allows the BISDN
infrastructure to augment it, not replace it, and has throughput limits that seem to provide
a lot of headroom.

Frame Relay Technology Overview

Like X.25, Frame Relay is a connection-based recommendation. A Frame Relay network
is a public (or private, or some combination of the two) packet switching network, whose
most appealing characteristic is that it does very little, in fact as little as possible, to the
data that gets sent across its network. Instead, Frame Relay relies on end nodes to
provide error correction, ACKs, NAKs, sequencing, and other processing-intensive
operations. Frame Relay was designed to do as little as possible, and in so doing, keep
latency across its networks to a minimum and the cost of its core network hardware to a
minimum (cost savings which are passed on to the user).

Similar to X.25, Frame Relay is an interface standard, and says nothing about the
internal workings of the Frame Relay cloud. For end users, that's fine: We don’t care
what happens in the core network cloud, as long as we can get and send our data
quickly, efficiently, cost effectively, and with lots of throughput.

The most attractive aspects of Frame Relay include the following:

* Frame Relay does very little to the data that passes through its network, which results
in much lower latencies than X.25, though not as low as ATM.

* Frame Relay is based on a mesh network instead of a point-to-point network, which
makes connection to a Frame Relay network much more economical than leased-line
alternatives.

¢ Since Frame Relay networks do less processing to their data, implementation of
Frame Relay networks are more cost-effective than other, more processor-intensive
WAN solutions.

¢ Frame Relay has the ability to move data at T3 (approximately 45Mbps) rates and
even slightly higher rates.
® The maximum Frame Relay PDU is 4,096 bytes and is variable, allowing LAN frames

to get Frame Relay headers prepended and then sent on their way (no slicing and
dicing of the original frame).
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ATM

Frame Relay uses an economical approach to the transmission of data called Statistical
Time Division Multiplexing (STDM). STDM is similar to the Channelized Truck Company
discussed in the T-Carrier section (which used TDM), with a few important distinctions:
The Frame Relay Company’s trucks don’t leave at preordained intervals and will carry
any payload in their slots. Also, their trucks’ payload slots are not necessarily
constrained to specific sizes. There is also a buffer near the loading dock that can store
payload for a certain, small amount of time. If it helps (since Frame Relay often runs over
T-Carrier), you can consider Frame Relay over T-Carrier in the following way: When
Frame Relay is in charge, the Frame Relay Company takes over management of the
loading dock and cargo-placing booms, and is more flexible with its payload and
scheduling requirements than the Channelized Truck Company. Though they may use
the Channelized Truck Company’s trucks and trailers, they allow their customers’
varying-sized payloads to be dropped off with them, and then they (the Frame Relay
Company) deal with stuffing those varying-sized payloads into the compartmentalized
trucks of the Channelized Truck Company, and also deal with unloading (and putting
back together) when the trucks reach their destination. ,

Frame Relay works on the basis of Committed Information Rates, Committed Burst
Rates and Excess Burst Rates (CIR, CBR and EBR respectively). That means that
bursty networks such as LANs can get Frame Relay service at a certain CIR and exceed
that rate during bursty periods up to the CBR or EBR (extended periods at or above EBR
will make your data eligible for being dropped) without having to waste financial
resources on leased lines that equate to the EBR. For example, you might have a
512kbps Frame Relay CIR that's been brought to your premises via T1; if your
corporation at times exceeds 512kbps, perhaps up to 1Mbps under certain conditions,
the Frame Relay interface will handle that excessive data. If your EBR were 1Mbs and
you had bursts that were hitting 1.2Mbps, then 1.2Mbps would be eligible for being
dropped within the Frame Relay network. The advantage of Frame Relay’s ability to
handle bursty traffic, in this situation, is that you don’t have to lease an expensive T1 line
to get burst rates of 1Mbps or 1.2Mbps; if your sustained average throughput is
512kbps, you can base your usage on that rate, not on your peak, or burst, rate. There
are other, more sophisticated means of provisioning peak rates in Frame Relay, which
have to do with buckets and credits, but the details of such algorithms are outside the
scope of this discussion.

ATM stands for Asynchronous Transfer Mode, and has been positioned as the
underlying technology to take networking—both data networking, video transmission,
and telecommunications—through the 21st century, all onthe same wire. And if the
amount of planning, theorizing, debating, refining, and general thought that has gone
into ATM is any representation of its chances of achieving that lofty intention, then ATM’s
chances are good.

ATM, however, can be intimidating, often because of the sheer volume of dry reading or
research that must be done to achieve even a reasonable familiarity. The result, too
often, is a break after only sipping on its details, from which many never return.
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This treatment of ATM is an intentional departure: It’s been structured to explain why
ATM is the way it is, and by doing so should let you get through it with the least amount
of pain or sleepiness.

Getting to ATM

We’ve gone through technical overviews of other prominent WAN technologies already,
and we’ve seen a sort of trend. X.25 brought the cost-effectiveness of standardization
and shared mesh topologies to data networks; T-Carrier utilized a digital
telecommunications infrastructure, and the well understood T-Carrier technology, to get
data moved from point to point using the existing and ubiquitous PSTN. Frame Relay
improved on both, taking the attractive shared network packet-switching attributes of
X.25 and the low-latency attributes of T-Carrier, and then threw in its own added features
to make it a great solution as a shared mesh data network for today’s high-speed client
computing. And in the beginning, the middle, and still today, there was the need to
transmit plain old voice data throughout the world.

We also found that there is another network sending out data of one sort or the other,
which is the CATV network. It utilizes its own means of moving data, whether that’s
movies, digital music, or 24 hours of television shopping, which implements none of the
transmission technologies discussed above.

But there has been something missing throughout all of this; a fundamental
cohesiveness that all these WAN solutions and voice transmission facilities lack. What's
missing is a common network, certainly, but also a common carrier, which is the aim of
ATM. ATM strives to be a common carrier for voice, data, audio, video, and any other
data that can be transmitted over one network that would become the Information
Superhighway. You name it, and ATM wants to be able to send it, and has been
designed to be able to do just that.

Creating the Common Carrier’s Shopping List

In order to be the common carrier of data, voice, video, and any other type of data, ATM
must provide all of the services each of the data types need, but must do so within the
constraints of one data type.

The difficulty with trying to please all of the people (or data types) all of the time centers
on the fact that different data types are best serviced at different sized PDUs. Voice is
best served by small packet sizes, such as 32 bytes per PDU, while “computer” data is
served best my much larger sized PDUs (Frame Relay, a data-centric technology, has a
maximum PDU of 4,096 bytes). Thus, there is a disparity between voice and data. How
do you solve these differences? First, you must be very fast; so fast that the
compromised (smaller or larger than you would like) size of the PDU is grossly
outweighed by the increase in speed or throughput. Second, you must promise and
deliver compelling reasons—real world reasons—why changing from the status quo is
worth it in the short term, the near future, and the long run.
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The means of dealing with the difference in optimum PDU size is: being fast and being
everywhere. That brings us back to the “one data type for all” philosophy. Why one data
type? Because one data type, with a fixed length and fixed header sizes, would enable
that same data type (regardiess of its content) to traverse the network quickly, efficiently,
and in hordes and hordes, gigabits and terabits at a time. It is so efficient to use fixed
sized PDUs that the switches that forward them can actually function and process at
rates higher than the line speeds themselves. That's fast switching. Even if you have to
chop up larger PDUs from their native format (like Ethernet with its 1518 byte maximum
PDU) into smaller PDUs to utilize the network, the benefits of the anticipated cost
effective and higher bandwidth WAN service availability and low latency associated with
the smaller PDU implementation make the work involved in chopping up the data (and
reassembling at the other end, if necessary) worth the effort.

The means of providing compelling reasons for changing from the status quo are
somewhat less immediately tangible, but certainly are at least as important as all the
technical reasons combined. In the short term, the common carrier can actually
concentrate on a subset of its strengths: the ability to move data in large volumes. One
short term use might be upgrading existing LAN backbones to the higher capacity
capabilities of a common carrier technology. A mid-range or near-future reason for
utilizing the benefits of a common carrier might be to augment the “coming of age” of
multimedia applications to the desktop. This movement requires a significant amount of
bandwidth, and also a means of guaranteeing a certain level of service (voice and video
over data networks exist today, with Internet phones and monitor-top desktop cams, but
they’re jittery and hog all of the available bandwidth, and generally speaking, at best are
novelties rather than real solutions). For the long term, compelling reasons for a common
carrier include all of the preceding reasons, as well as the ability to turn multiple
information service networks into one cohesive delivery platform. This is one compelling
reason to move to a common carrier; if you could take advantage of using one network
even for data and voice (and thus make it more cost effective in terms of service
charges, administration, application and content development, and new market
potentials), concessions would be made to integrate those services.

When we put these requirements of a common carrier into shopping-list form, the end
result, much more concisely presented, looks something like the following:

e Carry all sorts of different data, including voice, “computer” data, video, and others.

e When carrying that data, allow users to request various levels of “service” so that
information delivery that is sensitive to delay, bandwidth constraints, or timely
sequential arrival can be accommodated.

e Carry the data in large volumes, quickly, and efficiently. In specific terms, provide for
lots of bandwidth, low latency, and make sure switching infrastructure processing
power (“inside-the-network-cloud” equipment efficiency) isn’t prohibitively expensive.

¢ Be media-independent, allowing existing transmission facilities (copper, fiber, or co-
ax) to migrate without making expensive physical changes to their infrastructure.

¢ Create the ability to merge all the various information networks, including voice, data,
video, into one network.



Chapter 5 Understanding Remote Access Transmission Technologies n

¢ In merging those networks, allow graceful handling of different transmission
characteristics, such as bursty transmissions (variable bit rate) versus continuous
transmissions (constant bit rate).

¢ Allow for an incremental migration from other technologies; avoid the requirement of
an “all or nothing” approach.

¢ Be designed in such a way that limits the likelihood of being outdated in the near
future. Don’t be an interim solution, be the long term solution.

We can boil these requirements down even further if we try to:

. e Carry all information data types efficiently and meet the different transport
requirements of each.

e Be available over any transport media and provide mechanisms to interact with
existing technologies.

¢ Be the transmission technology for the long term future of information delivery.

One issue that was alluded to but not directly addressed comes last. We have worldwide
PSTN interconnectivity, which means you can call someone across the globe just as
easily as you can call your neighbor across the street. Being the common carrier of the
future of information delivery necessitates that information boundaries, in a world where
the economy is global rather than local, be non-existent. It further requires that such
technology not be implemented in one way in North America, another way in Europe,
and another way in Japan and Asia. This brings us to the last item on the common
carrier shopping list:

e The common carrier must be a worldwide standard.

ATM Technology Overview

With all those shopping list items, you can imagine the difficulty coming up with a
technology that met all the requirements. Perhaps an even more challenging task would
be choosing among the different ideas and methods, often heatedly defended and
promoted, for going about achieving such a standard. An international body comprised
of industry leaders in both the telecommunications and data industries, those who
(choose the word as you will) created, devised, invented, or standardized ATM, have
done it. The means by which ATM reaches those lofty goals is the subject of the
following sections.

Carrying all data types

The means by which ATM carries all data types in an efficient, fast-switching, low-
latency means is by having a standard sized ATM PDU, called a cell, of 53 bytes.
Hereafter, the ATM PDU will be referred to as a cell, much like an Ethernet frame is
often referred to as a packet.



72

Volume 4 Remote Access Services

The ATM Cell. An ATM cell is always 53 bytes. An ATM cell always has a 5-byte
header, leaving a 48-byte payload. Always. This presents a deterministic, or specific and
predictable, means of determining the beginning and end of an ATM cell, which in turn
makes equipment that must handle ATM cells efficiently and quickly. The handling of all
data types, including voice, data, and video, is thus done within the 53-byte cell. ATM
transmission characteristics (such as service requirements, routing information, source
and destination addresses, path identifiers, and payload type identifiers) are carried in
the 5 byte ATM header. The information (the actual “data” that’s being transmitted), plus
that data’s information necessary for its adaptation to ATM, is handled in the 48-byte
payload. That is the crux of ATM. All other features, services, capabilities, and
characteristics must do their work within those confines. Figure 5-17 puts this into a
picture.

ATM Cell

48 byte Payload: 5 byte ATM Header:
Carries data payload, as well as Provides cell information such as service
necessary LAN frame headers and AAL requirements, routing information, source and

information used to reconstruct the LAN destination addresses, and payload content.
frame upon arrival at LAN destination.

Figure 5-17: The ATM Cell, with the Division of Carried Information Between the
Header and the User-Available Payload.

ATM Connections. Pick up the telephone, dial your friend’s number, and you've
completed a call. You have a number identifier (the telephone number), and within the
telecommunications network you have a circuit assigned to your call, which is sent over
larger, multi-circuit transmission facilities (multiplexed). Though ATM connections don’t
fit exactly into that example, they’re similar. ATM connectivity works on the basis of two
identification elements: the Virtual Channel Identifier (VCI) and the Virtual Path Identifier
(VPI). Combined, these two channel elements constitute the Virtual Circuit Identifier.

Perhaps a better comparison is a TCP/IP address: In the TCP/IP network address
210.21.98.3 with a subnet mask of 255.255.255.0, you have the network address
(210.21.98) and the local address (3) which together constitutes the IP address. Network
address + local address = IP address. In ATM terms, VCI + VPI = Virtual Circuit
Identifier. Both the IP address (in IP networks) and the Virtual Circuit Identifier (in ATM
networks) are used for routing their respective PDUs across their networks.
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The reason the telephone example is pertinent, though, is the virtue of its connection-
oriented sequence. With the telephone call, the circuit is created when necessary (when
the person picks up the telephone and dials the number) and torn down when they hang
up. ATM works in a similar manner, though its general usage provision differs slightly.
Switched Virtual Channels, or SVCs, are similar to telephone calls in that they are
created when the user requests use of the network (in computer terms, your “request”
might be an attempt to connect to a server on the other side of an ATM WAN link, at
which time the connection would likely be initiated and made so quickly that it appears
as though the connection were always “up”). In contrast to the need to initiate a call to
establish the connection, Permanent Virtual Circuits, or PVCs, are always up. Examples
of an SVC and a PVC, respectively, would be a dial-up connection to the Internet and a
dedicated connection; with a dial-up connection you must tell your modem to dial your
ISP, at which time a connection is made. An example of a dedicated connection to the
Internet would be an ISDN connection that’s on 24 hours a day, always connected and
ready for transferring data to or from the Internet, whether any data is passing back and
forth or not. '

Adaptation to ATM. To be the carrier of all data types, all data types must be
convertible into ATM cells. This conversion, or adaptation, is done through the ATM
Adaptation Layer (AAL). With this abstraction of ATM, or in less technical terms, by
outsourcing the means by which other technologies (or data types) become compatible
with ATM, the technology makes itself available to any type of data. Figure 5-18
illustrates this.

Because some data-type technologies have additional information necessary to provide
adaptation to ATM, part of the 48-byte payload may be dedicated to the adaptation of a
given data type. Such data types have been specified and standardized within ATM
technology. Figure 5-19 illustrates those AAL types.

Although the ATM cell facilitates one size for all sorts of different data types, and the
AAL allows those different data types to be adapted to ATM cells, neither inherently
solves the issues surrounding different data types’ dissimilar service requirements. LAN
data is traditionally bursty; voice traffic is traditionally a constant state. Video is sensitive
to timing requirements. ATM addresses these issues through traffic classification.

Classification of ATM Traffic. The classes of traffic within ATM have been categorized,
recategorized, uncategorized, and then rethought and represented. Throughout all the
changes of classification naming and conventions the fundamental requirements have
remained the same. Those requirements deal with which service parameters the traffic
being adapted by the AAL is most sensitive to. They fall into a few categories:

¢ Constant bit rate requirements.

¢ Variable bit rate requirements, which are sensitive to timing constraints.

e Connection-oriented variable bit rate requirements, such as bursty computer-data
applications.

¢ Variable bit rate requirements, such as bursty computer-data and Frame Relay WAN
applications.
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Adaptation of LAN data to ATM

LAN Frame | | E

5 byte ATM Heade
Provides cell information such as service
1
4 byte AAL ‘header’: te AAL ‘h ) requirements, routing information, source and
Carries necessary AAL information destination addresses, and payload content.
used to reconstruct the LAN frame
upon arrival at LAN destination.
. *Note that many uses of AAL Type 3/4 are being moved to Type 5,
44 byte Payload: which has lower overhead than Type 3/4; Type 5 uses less bytes
Carries LAN data payload. to transmit overhead information than the 4-byte ‘AAL header’

seen here in Type 3/4.

Adaptation of Voice to ATM
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.
e
.

48 byte Payload 5 byte ATM Heade
Carries Voice data. Provides cell information such as service

requirements, routing information, source and
destination addresses, and payload content.

Figure 5-18: The ATM Adaptation Layer.
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ATM Adaptation Layer Types

Variable Bit rate connection oriented data requiring Variable, but more than Type 3/4 (44)
minimal sequencing or error detection (contrast to Type
3/4). Used in support of upper protocol (such as Frame

Relay) transmission over ATM,

* Type 3/4 and Type 5 currently garner the most interest. Types 1 and 2 were initial (and not widely used) definitions.

Figure 5-19: ATM Adaptation Layer Types.

These classifications were grouped into Types, such that there were Type 1, Type 2,
Type 3/4 (Types 3 and 4 were combined), and Type 5 standards established for
adapting different data types to ATM. Each different type has a specific means by which
data is placed into an ATM cell's payload. For a technical example, a Type 1 PDU starts
with a 4-bit sequence number (placed at the beginning of the payload part of the cell),
then has a second 4-bit sequence dedicated to providing error correction to the first 4-bit
sequence, then has an optional 8-bit (one byte) pointer field (its use or nonuse identified
within the initial 4-bit sequence field), leaving the 46 or 47 bytes available for actual data.
Why the technical example? The importance of the example is that a Type 5 does not
have the same 4-bit, 4-bit, then optional 8-bit fields in its payload field; these types
specify how data is segment and “formatted” into an ATM cell, in order to best
accommodate different data types individual service needs.

Thus, while ATM has a standard 5-byte header and 48-byte payload, the format of the
payload differs among different AAL “Types.” Yes, my nose is getting a little fizzy too.
But such classification of types for ATM allows switches to make very quick decisions
regarding the servicing of a cell based on its type, which contributes to and facilitates the
overall ability of ATM to provide the appropriate quality of service to many different types
of data, all within the same transport technology, or to keep with our terminology, allows
ATM to become the common carrier.

Whew. So all these attributes of ATM—the size of the cell, its means of connection to
other ATM equipment, the adaptation of different data types to ATM formats, and the
classification of ATM traffic—all contribute to (or facilitate, depending on your
perspective) ATM’s ability to carry all data types.

Media independence

Media independence is achieved with ATM because its standard does not require that a
certain medium be employed. It is media independent, much like you can buy a
Windows NT machine and put an Ethernet, Token Ring, or FDDI card in it and still
achieve network capabilities. Thus a manufacturer, if it so chooses, could implement
ATM over standard CAT 5 UTP networking cable (found all over the place in Ethernet
LANs today). Or a manufacturer could implement ATM over multimode fiber, utilizing the
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high transmission rate traits of fiber and the fast switching capabilities of ATM to create a
backbone that speeds all sorts of data over a backbone. Or a manufacturer could
implement ATM over microwave transmission facilities.

Of course, there is engineering to be done to figure out how to get, say, CAT 5 UTP to
transmit the electrical signals that will carry the signal on which ATM will be transmitted.
With Windows NT, you cannot simply touch a network wire to the outside of the box and
expect to get connectivity; you must have an interface card, engineered and designed
for a certain medium such as Ethernet, installed and configured to run with Windows NT
in order for network connectivity to be achieved. ATM’s requirements, whether
implementing it on Windows NT, a Cisco router, or in a Northern Telecom
telecommunications switch, are similar.

To ensure interoperability among different vendors’ products, there are guidelines
created to provide an understood piaying field for different media implementations.
Standards exist today for the transmission of ATM over certain media including CAT 5
UTP, T1, E1, T3, E3 and fiber, to name many.

The long-term carrier

ATM’s design to send all known data types is augmented with its abstracted
transmission model, which allows the unknown data types of the future to fit into its
model, or to be fit into its model, without having to rewrite the technology’s infrastructure.
This, of course, is due to the planning and future-minded engineering that went

into ATM.

Another requirement for the common carrier of the future centers around its need to be
relatively light in terms of processing requirements, which is a reflection of the evolution
of the client computer. As mentioned in the X.25 and Frame Relay technology sections,
the computer that sits on today’s desktop is far and away more powerful than those that
sat on desktops 10 or 20 years ago. In fact, it's more powerful than the mainframes that
were servicing the terminals that were sitting on desktops 10 or 20 years ago. As a
result, the processing burden for ensuring the integrity of data transmissions can be
placed on the end unit, not the core network switch. For the “computer” data part of
ATM’s long-term common carrier candidacy, that means that ATM’s hands-off approach
to sending data (ATM doesn’t do significant, and therefore processor- and latency-
intensive, error checking on its cells as they move through the network) situates it well
for long-term viability. There are other data types to be concerned with, though, such as
voice.

Another advantage of the continuous leapfrogging in processor power and technology is
that its benefits, in the ability to move tons of data, are also reaped in switches. That
means that any data being sent over an ATM switch (not just “computer” data) is
benefiting from process speed improvements. More than the quality of service available
for voice, this fact becomes pertinent because of ATM’s ability to handle lots of data
without introducing latencies, which any common carrier that will serve information
transmissions for the long term must certainly be able to do. Handle lots of data and
handle it quickly, which brings us to video.
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Video is inherently bandwidth hungry. It also has many QOS requirements, such as a
constant bit transmission rate that the network can guarantee for the duration of the
connection, which puts additional processor (and logic) burdens on the network, while
ensuring very little loss. In order for a common carrier to be viable for video and
multimedia transmission applications, it must have the ability to provide a guaranteed
QOS so that video or audio is smooth and constant, not jittery and intermittent due to
dropped or delayed cells. With the combination of video and data networks, the issue of
QOS is equally important, indeed perhaps more important, for mission-critical
applications as well. When bandwidth-hungry multimedia applications are utilizing
perhaps disproportionate network resources, it is vital that mission-critical applications
not be starved of bandwidth, latency, or other QOS requirements. ATM has the
mechanisms built into it to facilitate all of those requirements.

Another requirement of the long-term common carrier technology that will prevail is that it
must have administrative facilities. The need to be able to get administrative information
from the common carrier of the future is a must, and ATM is well situated in that category
as well.
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CHAPTER 6

RAS Programming Guide

Remote Access Service (RAS) provides remote access capabilities to client applications
on computers using Microsoft® Windows® operating systems. RAS client applications
can perform the following tasks:

e Display any of the RAS common dialog boxes. This includes the main Dial-Up
Networking dialog box, the Dial-Up Networking Monitor property sheet, and other
dialog boxes for creating, editing, copying, or dialing a phone-book entry.

e Start and end a RAS connection operation using the common dialog boxes or the low-
level dialing functions.

¢ Create, edit, or copy phone-book entries using the common dialog boxes or the low-
level phone-book functions.

¢ Work with entries in the RAS AutoDial mapping database. This database maps
network addresses to the phone-book entry that can establish a connection to the
address.

¢ Get RAS information, including information about existing RAS connectioné,
information about the RAS-capable devices configured on the local computer, and
notifications when a RAS connection begins or ends.

Microsoft® Windows NT® version 4.0 also provides support for RAS server
administration and for third-party extensions to RAS server security and connection
management. Windows® 95 does not provide RAS server support.

RAS Common Dialog Boxes

Windows NT 4.0 provides a set of functions that display the RAS dialog boxes provided
by the system. These functions make it easy for applications to display a familiar user
interface so that users can perform RAS tasks. For example, users can establish and
monitor connections, or work with phone-book entries. Windows 95 does not currently
support these functions.

The RasPhonebookDIg function displays the main Dial-Up Networking dialog box.
From this dialog box, the user can dial, edit, or delete a selected phone-book entry,
create a new phone-book entry, or specify user preferences. The RasPhonebookDIg
function uses the RASPBDLG structure to specify additional input and output
parameters. For example, you can set members of the structure to control the position of
the dialog box on the screen. You can use the RASPBDLG structure to specify a
RasPBDIgFunc callback function that receives notifications of user activity while the
dialog box is open. For example, RAS calls your RasPBDIgFunc function if the user
dials, edits, creates, or deletes a phone-book entry.
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You can use the RasDialDIg function to start a RAS connection operation without
displaying the main Dial-Up Networking dialog box. With RasDialDIg, you specify a
phone number or phone-book entry to call. The function displays a stream of dialog
boxes that indicate the state of the connection operation. The RasDialDlg function uses
a RASDIALDLG structure to specify additional input and output parameters, such as
position of the dialog box and the phone-book subentry to call.

To display the Dial-Up Networking Monitor property sheet, call the RasMonitorDig
function. This dialog box enables the user to monitor the status of existing connections.
The RasMonitorDIg function uses a RASMONITORDLG structure to specify additional
input and output parameters, such as the position of the dialog box and the property
sheet page to display on top.

You can call the RasEntryDlg function to display a property sheet for creating, editing,
or copying a phone-book entry. The RasEntryDIg function uses a RASENTRYDLG
structure to specify additional input and output parameters, such as the position of the
dialog box and the type of phone book operation.

RAS Connection Operations

Windows NT 4.0 and later versions provide the RasPhonebookDIg and RasDialDig
functions that display the built-in user interface for starting a RAS connection operation.
For most applications, this is the preferred way to start a RAS connection operation.
Windows 95 does not currently support these functions.

The remainder of this section describes the low-level functions for starting a RAS
connection. These functions are available on both Windows NT 4.0 (and later versions), -
and Windows 95.

A RAS client application uses the RasDial function to establish a connection to a RAS
server. The RasDial function starts the connection operation, which is then carried out
by the Remote Access.Connection Manager.

The Remote Access Connection Manager is a service that handles the details of
establishing the connection to the remote server. This service also provides the client
with status information during the connection operation. The Remote Access Connection
Manager starts automatically when an application loads the RASAPI32.DLL.

The RasDial call specifies the following information when it starts a connection
operation:

¢ The connection information that the Remote Access Connection Manager needs to
establish the connection.

e An optional notification handler that receives progress notifications during the
connection operation. If the RasDial call specifies a notification handler, the call is
asynchronous; otherwise, it is synchronous.
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e An optional RASDIALEXTENSIONS structure to enable or disable extensions to the
RasDial operation. The extensions permit a RAS client to directly enable some
modem settings, to control whether RAS uses the prefixes and suffixes in a phone-
book entry, and to support paused states during the connection operation.

Synchronous Operations

When RasDial is invoked as a synchronous operation, the function does not return until
the connection has been established or an error occurs. Synchronous mode provides a
simple way for a RAS client to establish a connection. The client can simply call
RasDial, wait for the function to return, and then call the RasGetConnectStatus
function to determine whether the connection operation was successful. Once the
connection has been established, the client application can terminate without breaking
the connection. If an error occurs, the client application must shut down the connection
operation before terminating.

The disadvantage of synchronous mode is that the client does not receive progress
notifications as the connection operation proceeds. As a workaround for this lack of
progress notifications, a synchronous mode client can use a separate thread that calls
RasGetConnectStatus to poll for and display the current state. However, for RAS
clients that want to receive progress information, the preferred technique is to invoke
RasDial asynchronously.

Asynchronous Operations

When RasDial is invoked as an asynchronous operation, the function returns
immediately. In asynchronous mode, the RasDial call must specify a notification handler
that the Remote Access Connection Manager uses to inform the client whenever the
connection operation changes states or an error occurs.

The notification handler can be a window to receive messages, or a RasDialFunc,
RasDialFunc1, or RasDialFunc2 callback function. The Remote Access Connection
Manager makes its asynchronous notifications in the context of the thread that made the
RasDial call. For this reason, the calling thread must not terminate until the connection
operation has been successfully established or an error occurs. As in synchronous
mode, the client application can safely terminate once the connection has been
established, and it must shut down the connection operation if an error occurs.

Phone-Book Files and Connection Information

A RasbDial call must specify the information that the Remote Access Connection
Manager needs to establish the connection. Typically, the RasDial call provides the
connection information by specifying a phone-book entry. The connection information in
a phone-book entry includes phone numbers, bps rates, user authentication information,
and other connection information.
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A RAS client uses the parameters of the RasDial function to specify a phone-book file
and an entry in that file. The lpszPhonebookPath parameter can specify the name of a
phone-book file, or it can be NULL to indicate that the default phone-book file should be
used. The IpRasDialParams parameter points to a RASDIALPARAMS structure that
specifies the name of the phone-book entry to use.

To display a list of phone-book entries from which the user can select a connection, a
RAS client can call the RasEnumEntries function to enumerate the entries in a phone-
book file.

To make a connection without using a phone-book entry, the RasDial call can specify an
empty string for the szEntryName member of the RASDIALPARAMS structure. The
RASDIALPARAMS.szPhoneNumber member must contain the number to call. In this
case, the Remote Access Connection Manager uses the first available modem port and
default values for all other settings.

User Authentication InformatiAon

The Remote Access Connection Manager service on the client computer sends a user
name and password to the RAS server on the remote computer. Before it will establish a
connection, the remote server uses this information to authenticate the user. By default,
the Remote Access Connection Manager sends the user name and password of the
currently logged-on user. The RAS client can use the RASDIALPARAMS structure
specified in the RasDial call to specify a different user name and password.

If the remote server cannot authenticate the user with the specified information, it can
allow the connection operation to enter a paused state to enable the RAS client to collect
different authentication data from the user.

Other Connection Information

The members of the RASDIALPARAMS structure can also specify the following
connection information:

¢ A phone number to override the number in the phone-book entry.

¢ A callback phone number that the remote server can call back to establish the
connection.

e The name of the remote network domain on which the authentication is to occur.

For the callback number and the domain, the RASDIALPARAMS members can either
indicate that RAS should use the information in the phone-book entry, or it can provide
information that overrides the phone-book data.

A RAS client can use the IpRasDialExtensions parameter of the RasDial function to
control whether RAS uses a phone number prefix or suffix specified in a phone-book
entry.
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~Connection States

During the process of connecting to a remote server, the Remote Access Connection
Manager and the RAS server on the remote computer perform several steps to establish
the connection. Each of these steps is identified by a connection state. The
RASCONNSTATE enumeration is a set of values that correspond to these connection
states. The connection states can be divided into the following three groups:

Running states
The running states are the parts of the connection operation that RAS handies
automatically, such as connecting to the necessary devices, authenticating the user,
and waiting for a callback from the remote server. Unless an error occurs, the RAS
client need take no action other than to pass the notification on to the user.

Paused states
The paused states occur when the remote server pauses the connection operation to
get additional input from the user. During a paused state, the user can type a callback
number, a different user name and password if the user authentlcatlon fails, or a new
password if the old one has expired.

Terminal states
The terminal states occur when the connection has been successfully established, the
connection operation has failed, or the connection has been broken by a RasHangUp
call.

- There are several mechanisms that a RAS client can use to determine the current state
of a connection operation. When a RAS client executes the RasDial function
asynchronously, the Remote Access Connection Manager sends progress notifications
to the client’s notification handler whenever the connection state changes. In addition,
the client can use the RasGetConnectStatus function to get the current state of any
RAS connection operation.

Notification Handlers

An asynchronous RasDial call must specify a notification handler. During an
asynchronous connection operation, the Remote Access Connection Manager uses the
notification handler to inform the RAS client whenever the connection state changes or
an error occurs.

The actions performed by a notification handler can be divided into the following
categories:
¢ Handling errors.

* Providing feedback to the user as the connection operation proceeds through the
various connection states. See Informational Notifications.

e Handling paused states.

e Signaling the RAS client application when the connection operation has been
completed. See Completion Notifications.



84

Volume 4 Remote Access Services

There are three types of notification handlers, each of which receives the same basic
information: the current connection state and an error code that is nonzero only if an
error has occurred.

Value Definition

RasDialFunc A callback function prototype that receives only the current
connection state and error code information.

RasDialFunci A callback function prototype that receives the HRASCONN
connection handle and extended error information in addition to the
basic information. The connection handle parameter makes
RasDialFunc1 useful for client applications that support multiple
simultaneous connection operations. This allows the client.to specify
the same callback function for all operations, and enables the
callback function to determine which connection is changing states.

RasDialFunc2 A callback function similar to RasDialFunc1. However,
RasDialFunc2 is enhanced to support multilink connections.

Window handle A window handie to which RAS sends WM_RASDIALEVENT
messages containing the current connection state and error code
information. Use this method if your source code must be compatible
with 16-bit Windows, because 16-bit Windows does not support
either of the callback functions. '

The Remote Access Connection Manager suspends the connection operation until the
notification handler returns. For this reason, the handler should return as soon as
possible unless an error has occurred.

The RasDial function should not be called from within a notification handler. The other
remote access functions (RasGetConnectStatus, RasEnumEntries,
RasEnumConnections, RasGetErrorString, and RasHangUp) can be called from
within a handler.

Handling RAS Errors

When an error occurs, the Remote Access Connection Manager invokes the client’s
notification handler. The notification indicates the connection state when the error
occurred, and a code that identifies the error. In these cases, the notification handler
should call RasHangUp to end the RAS connection.

The RAS client can use the RasGetErrorString function to get a display string
describing the error. '
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Informational Notifications

For the connection states known as running states, no action is required of the
notification handler unless an error occurs. Running states occur during the parts of the
connection operation that RAS handles automatically, such as connecting to the
necessary devices, authenticating the user, and waiting for a callback from the remote
server. The notification is simply a progress report to the client.

The client can choose to pass these informational notifications on to the user. In some
running states, the client may want to display additional information. For example, a
notification handler that receives a RASCS_ConnectDevice notification can call the
RasGetConnectStatus function to get the name and type of the device being connected
to. Another example is when the client receives a RASCS_Projected notification. This
occurs when the RAS projection phase of the connection operation has been completed.
The client can call the RasGetProjectionlnfo function to get additional information about
the projection. The client can use this information to notify the user as to which network
protocols can be used by this connection.

You should avoid writing code that depends on the order or occurrence of particular
informational states, because this may vary between platforms.

Completion Notifications

The Remote Access Connection Manager continues progress notifications until the
connection operation has been completed. This occurs in the following situations:

® The handler receives a RASCS_Connected, or RASCS_Disconnected notification.
The RAS client application can exit without breaking any established connection.

® An error occurs. The handler receives a notification indicating the error and the
connection state when the error occurred. The RAS client application can exit.

The RAS client application should not assume the connection operation is complete after
calling RasHangUp. It should wait for one of the preceding conditions before exiting.

Paused States

During a connection operation, there can be times when the remote server cannot
proceed without additional information from the local user. Beginning with Microsoft®
Windows NT® version 3.5, the RasDial function supports paused states. A paused state
allows the Remote Access Connection Manager to suspend a connection operation so
the RAS client application can collect information from the user.

Paused states are useful in the following situations:

e When the user needs to provide a callback number.

¢ When the user authentication fails, the user can type in a different user name and
password.

e When the user’s password has expired, the user can provide a new password.
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By default, paused state support is disabled. RAS clients that want to support paused
states must set the RDEOPTS_PausedStates flag in the RASDIALEXTENSIONS
structure passed as a parameter to RasDial.

When a paused state occurs, the Remote Access Connection Manager invokes the
client’s notification handler. If paused state support is disabled, the notification message
indicates an error, and the connection operation fails. If it is enabled, the Connection
Manager pauses the connection operation to wait for the RAS client’s response. The
RAS client can resume the connection operation by a second RasDial call, or terminate
it by calling the RasHangUp function.

After ge{ting the user’s input, the RAS client restarts the connection operation by calling
RasDial again. This second RasDial call must specify the following information:

* The connection handle that was returned by the original RasDial call.

* The same notification handler as the original RasDial call.

e The user’s input in the appropriate members of the RASDIALPARAMS structure.
Other members of the RASDIALPARAMS structure should have the same
information as specified in the original RasDial call.

The second RasDial call cannot be made from within the notification handler.

Callback Connections

RAS supports connections in which the remote server hangs up and then calls back to
the client to establish the connection.

For each user that can connect to a RAS server, the server stores a callback attribute
that controls how the connection is made. The default attribute is No Callback, which
means that the user can connect to the RAS server without a callback. Alternatively, the
administrator of the RAS server can assign to a user either the Preset or Set-By-Caller
callback attribute.

For a user assigned the Preset restriction, the administrator specifies a phone number
that the RAS server must call back to establish a connection. The user cannot specify a
different number, and the connection cannot be made without a callback.

A Preset callback operation is handled automatically by the Remote Access Connection
Manager and the remote server. The RAS client application does not need to do
anything other than provide feedback to the user when the notification handler is called
during the various states of the callback operation.

A user assigned the Set By Caller privilege can choose to connect either with or without
a callback. The RasDial call uses the szCallBackNumber member of the
RASDIALPARAMS structure to indicate the choice.
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The szCallBackNumber member can simply specify the callback number; or, to
establish the connection without a callback, szCallBackNumber can point to an empty
string, “". In either of these cases, the Remote Access Connection Manager handles the
connection operation automatically. As with a Preset callback operation, the RAS client
does not need to perform any action other than to provide feedback to the user.

If the RasDial call enables paused states, szCallBackNumber can point to an asterisk
string, “*”, to indicate that the connection operation should enter a paused state to allow
the user to type in the callback number. In this case, the connection operation for a Set
By Caller user enters a paused state after the remote server has authenticated the user.
During the paused state, the RAS client gets the callback number input from the user.
The client then resumes the connection operation by making a second RasDial call in
which szCallBackNumber specifies the number supplied by the user.

Note If paused states are not enabled there is a different meaning when
szCallBackNumber points to an asterisk string, “*”. In this case, the asterisk indicates
that the callback number is stored in the phone-book file specified by the RasDial call.

Disconnecting

When a RAS client application starts a connection operation, the RasDial call receives
an HRASCONN connection handle to identify the connection. If the returned handle is
not NULL, the client must eventually call the RasHangUp function to end the connection.
If an error occurs during the connection operation, the client must call RasHangUp even
though the connection was never established.

The application that calls RasHangUp should not exit immediately, because the Remote
Access Connection Manager needs time to properly terminate the connection. Instead,
the application should wait until the RasGetConnectStatus function returns
ERROR_INVALID_HANDLE, indicating that the connection has been deleted.

A RAS client application might need to end a connection even though it does not have
the handle returned by RasDial. For example, the application that called RasDial might
have exited once the connection was successfully established. In this case, the
disconnecting application can use the RasEnumConnections function to get all the
current connections. For each connection, RasEnumConnections returns a RASCONN
structure containing the HRASCONN connection handle and the phone-book entry
name or phone number specified when the connection operation was started. This
information can be used to display a list of connections from which the user can select
the connection to end.

RAS Custom Scripting

Developers can create a custom-scripting DLL that resides on a RAS client computer.
This DLL can communicate with the server during the process of establishing a
connection.
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Setting Up the DLL

To set up the DLL, create a value with the name CustomScriptDIIPath under the
following registry key:

\\HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\Rasman\
Parameters\

This value should be of type REG_EXPAND_SZ. The value should contain the path to
the custom-scripting DLL. Only one custom-scripting DLL is supported for each RAS
client computer.

Configuring the Phone-Book Entries

RAS will invoke RasCustomScriptExecute for a connection only if the phone-book
entry for the connection has the RASEO_CustomScript option set. See the dwfOptions
member of RASENTRY for a description of phone-book entry options. Use the
RasGetEntryProperties and RasSetEntryProperties functions to set this option
programmatically.

Interaction Between the Server, RAS, and the
Custom-Scripting DLL

The custom scripting DLL should export a single entry point:
RasCustomScriptExecute. RAS will call this function during the RASCS_lInteractive
state of the connection process. The RASCS_lInteractive state is a paused state, which
allows the user to interact with a user interface presented by the custom-scripting DLL.
See RASCONNSTATE for more information about connection states.

RAS will pass as parameters to the RasCustomScriptExecute function:

A handle to the port on the client computer that is being used for the connection.
Strings that identify the phone book and entry for the connection.

RAS also passes in a handle to a window to enable the DLL to present a user
interface.

A set of function pointers that the DLL can use to communicate with the server.

See RasCustomScriptExecute for more information about these parameters.

RAS mediates the dialog between the server and the custom-scripting DLL. Typically,
the server initiates the dialog. For example, the server may request the user name and
password of the user.

RAS makes no assumptions about the type of server to which the client is connected.
The server need not use Windows NT version 4.0 or Windows 2000.
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RAS Phone Books

Phone books provide a standard way to collect and specify the information that the
Remote Access Connection Manager needs to establish a remote connection. Phone
books associate entry names with information such as phone numbers, COM ports, and
modem settings. Each phone-book entry contains the information needed to establish a
RAS connection.

Windows NT/2000: Phone books are stored in phone-book files, which are text files that
contain the entry names and associated information. RAS creates a phone-book file
called RASPHONE.PBK. The user can use the main Dial-Up Networking dialog box to
create personal phone-book files. The Win32 API does not currently provide support for
creating a phone-book file. Some RAS functions, such as the RasDial function, have a
parameter that specifies a phone-book file. If the caller does not specify a phone-book
file, the function uses the default phone-book file, which is the one selected by the user
in the User Preferences property sheet of the Dial-Up Networking dialog box.

Windows NT version 4.0 provides the RasPhonebookDIg and RasEntryDIg functions
that display the built-in RAS user interface that enable users to work with phone books
and phone-book entries.

Windows 95: Dial-up networking stores phone-book entries in the registry rather than in
a phone-book file. Windows 95 does not support personal phone-book files. Windows 95
does not support the functions that display the built-in RAS dialog boxes.

Phone-Book Entries

Phone-book entries contain the information necessary to establish a RAS connection. A
user or administrator can use the Dial-Up Networking dialog box to create, edit, and
dial phone-book entries.

Windows 95: Windows 95 supports a limited set of the Win32 functions for working with
phone-book entries. You can use the RasCreatePhonebookEntry and
RasEditPhonebookEntry functions to create or edit a phone-book entry. These
functions display a dialog box in which the user can specify information about the phone-
book entry. You can use the RasGetEntryDialParams and RasSetEntryDialParams
functions to set or retrieve the connection parameters for a phone-book entry. The
RasEnumeEntries function retrieves an array of RASENTRYNAME structures that
contain the phone-book entry names.

Windows NT version 4.0 supports the functions described for Windows 95, as well as a
number of additional functions that an application can use to work with phone books and
phone-book entries.

The RasEntryDlg function displays a property sheet that enables the user to create,
edit, or copy phone-book entries. The RasCreatePhonebookEntry and
RasEditPhonebookEntry functions call the RasEntryDlg function. You can use the
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RasRenameEntry function to rename a phone-book entry, or the RasDeleteEntry to
delete an entry. The RasValidateEntryName determines whether a specified string has
the correct format to be used as an entry name.

You can use the RasGetEntryProperties and RasSetEntryProperties to get and set
additional information about a phone-book entry. These functions use a RASENTRY
structure.

The RasGetCredentials and RasSetCredentials functions get and set the user
credentials associated with a specified RAS phone-book entry. These functions use a
RASCREDENTIALS structure.

The RasGetCountryinfo function retrieves country-specific dialing information from the
Windows Telephony list of countries. RasGetCountrylnfo uses the RASCTRYINFO
structure.

Subentries and Multilink Connections

Windows NT version 4.0 provides support for phone-book subentries, which enable
multilink connections. A multilink connection combines the bandwidth of multiple
connections to provide a single connection with higher bandwidth.

A RAS phone-book entry can have zero or more subentries. The
RasGetEntryProperties function retrieves a RASENTRY structure that includes
information about the subentries of a phone-book entry. The dwSubEntries member of
the RASENTRY structure indicates the number of subentries. Phone-book entries
initially have no subentries. To add subentries to a phone-book entry, use the
RasSetSubEntryProperties function.

The properties for each subentry include a phone number and the name and type of the
TAPI device to use when dialing the subentry. In addition, a subentry can include a list of
alternate phone numbers to dial if RAS cannot make a connection using the primary
number. The RasSetSubEntryProperties and RasGetSubEntryProperties functions
use the RASSUBENTRY structure to set and retrieve the properties of a specified
phone-book subentry. Subentries are identified by a one-based index.

You can call the RasSetEntryProperties function to configure a multilink RAS entry to
connect all subentries when it is first dialed. Alternatively, you can configure an entry to
provide variable bandwidth. In this case, RAS connects a single subentry initially, and
then connects or disconnects additional subentries as needed. For a variable-bandwidth
multilink connection, you can use the RASDIALPARAMS structure to specify the initial
subentry to connect when you call the RasDial function. When using the RasDialDlg
function to connect a multilink entry, you can use the RASDIALDLG structure to specify
the initial subentry to connect.

For a variable-bandwidth multilink connection, use the RASENTRY structure with the
RasSetEntryProperties function to specify the parameters for connecting and
disconnecting the individual subentries. RAS connects an additional subentry when the
bandwidth being used exceeds a specified percentage of the available bandwidth for a
specified interval.
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If you call the RasDial function to establish a multilink connection, you can specify a
RasDialFunc2 callback function to receive notifications about the connection.
RasDialFunc?2 is similar to the RasDialFunc1 callback function, except that it provides
additional information for a multilink connection, such as the index of the subentry that
caused the notification. RAS calls your RasDialFunc2 function when it connects or
disconnects a subentry.

You can use an HRASCONN connection handle to hang up or retrieve information about
a multilink connection. You can get a connection handle for each of the subentry
connections that make up the multilink, as well as for the combined multilink connection.
When you call the RasDial function to establish a multilink connection, RasDial returns a
handle to the combined multilink connection. Similarly, RasEnumConnections returns
the combined multilink handle when you enumerate connections. To get a handle to one
of the subentry connections in a multilink connection, call the RasGetSubEntryHandle
function.

You can use the combined multilink connection handle and the subentry connection
handles in the RasHangUp, RasGetConnectStatus, and RasGetProjectioninfo
functions. Calling RasHangUp with a combined multilink handle terminates the entire
connection; calling it with a subentry handle hangs up only that subentry connection.
Similarly, RasGetConnectStatus returns information for the combined or individual
connection, depending on the handle specified. The projection information returned by
RasGetProjectioninfo for a multilink entry is the same for each of the subentry
connection handles as it is for the main connection handle.

RAS AutoDial

Windows NT version 4.0 supports a feature known as AutoDial. Windows 95 and
Windows NT version 3.51 and earlier do not support the AutoDial feature.

When an attempt to connect to a network address fails because the host cannot be
reached, the AutoDial feature can automatically start a dial-up connection operation. To
do this, AutoDial searches its database of network addresses to find a phone-book entry
that it can use to establish the connection.

AutoDial Mapping Database

The AutoDial mapping database maps network addresses to RAS phone-book entries.
The database can include IP addresses (for example, “127.95.1.4”), Internet host names
(for example, “www.microsoft.cont’), or NetBIOS names (for example, “products1”).
Associated with each address in the AutoDial database is a set of one or more
RASAUTODIALENTRY entries. Each of these entries specifies a phone-book entry that
RAS can dial to connect to the address from a particular Telephony Application
Programming Interface (TAPI) dialing location. For more information about TAPI dialing
locations, see the TAPI documentation.
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AutoDial automatically creates entries in the AutoDial mapping database in two
situations:

¢ When an attempt to connect to a network address fails

If there is no entry for the address in the mapping database, and the computer is not
connected to a network (either directly or through RAS), AutoDial prompts the user to
specify the information necessary to establish a dial-up connection. If the user
provides the information and the dial-up connection operation is successful, AutoDial
stores the information in the mapping database.

¢ When the computer is connected to a network through RAS

Whenever the user connects to a network address, AutoDial creates an entry in the
database. The entry maps the network address to the phone-book entry that was
used to establish the RAS connection.

You can use the RasSetAutodialAddress function to add an address to the AutoDial
mapping database, delete an address from the database, or change the AutoDial entries
associated with an existing address in the database. You can use the
RasGetAutodialAddress function to retrieve the AutoDial entries associated with a
specified network address in the AutoDial mapping database. The
RasEnumAutodialAddresses function returns a list of all addresses in the AutoDial
mapping database.

AutoDial Connection Operations

When an attempt to connect to a network address fails because the host cannot be
reached, the system searches the AutoDial mapping database for the address. If the
address is in the database, the system initiates an AutoDial operation for the
RASAUTODIALENTRY, if any, that corresponds to the local TAPI dialing location.

The Win32 API provides functions that enable you to set and query AutoDial parameters
that control AutoDial connections. You can call the RasSetAutodialEnable function to
enable or disable the AutoDial feature for a specified TAPI dialing location. The
RasGetAutodialEnable function indicates whether the AutoDial feature is enabled for a
specified TAPI dialing location. For more information about TAPI dialing locations, see
the TAPI documentation. You can call the RasSetAutodialParam function to set other
AutoDial connection parameters. For example, you can disable AutoDial connections for
the current logon session. Call the RasGetAutodialParam function to determine the
current value of the AutoDial connection parameters.

The system provides a default user interface for AutoDial dialing operations. However,
you can create an AutoDial dynamic-link library (DLL) to provide a custom user interface
for AutoDial dialing operations involving specified phone-book entries. Your AutoDial
DLL must export both an ANSI and a Unicode version of a RASADFunc AutoDial
handler.
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To enable your custom AutoDial handler for a phone-book entry, call the
RasSetEntryProperties function to set the properties for that entry. The szAutodialDII
and szAutodialFunc members of the RASENTRY structure passed to
RasSetEntryProperties specify the name of your AutoDial DLL and the name of your
RASADFunc function, excluding the “A” or “W” suffix.

When the system starts an AutoDial operation for a phone-book entry with a custom
AutoDial handler, it calls the specified RASADFunc. The RASADFunc function receives
a pointer to a RASADPARAMS structure that indicates the location and parent window
for the window of your user interface. Your RASADFunc can start a thread to perform
the custom dialing operation. The RASADFunc function returns TRUE to indicate that it
took over the dialing, or FALSE to allow the system to perform the dialing. Your custom
dialing operation must use the RasDial function to do the actual dialing. When the
dialing operation has been completed, the custom dialing operation indicates success or
failure by setting the variable pointed to by the JpdwRetCode parameter passed to
RASADFunc.

RAS Configuration and Connection Information

Applications running on Windows NT version 4.0 and later versions, and Windows 95,
can use the RasEnumConnections function to get information about the existing
connections on the local computer. The information for each connection includes a
connection handle and the name of the phone-book entry used to establish the
connection. You can use the connection handle in a call to the RasGetConnectStatus
function get the current status of the connection.

Windows NT 4.0 and later versions provide two new functions for retrieving RAS
information. Windows 95 does not support these functions.

The RasEnumDevices function returns the name and type of the RAS-capable devices
that are configured on the local computer.

The RasConnectionNotification function specifies an event object that the system
signals when a RAS connection is created or terminated.

RAS Server Administration

Windows NT version 4.0 provides a set of functions for administering user permissions
and ports on Windows NT/Windows 2000 RAS servers. Windows 95 does not support
these functions. Using these functions, you can develop a RAS server administration
application to perform the following tasks:

Enumerate those users who have a specified set of RAS permissions
Assign or revoke RAS permissions for a specified user

Enumerate the configured ports on a RAS server

Get information and statistics about a specified port on a RAS server

[ ]
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¢ Reset the statistics counters for a specified port
® Disconnect a specified port

You can also install a RAS server administration DLL for auditing user connections and
assigning IP addresses to dial-in users. The DLL exports a set of functions that the RAS
server calls whenever a user tries to connect or disconnect.

RAS User Account Administration

A Windows NT version 4.0 RAS server uses a user account database that contains
information about a set of user accounts. The information includes a user's RAS
privileges, which are a set of bit flags that determine how the RAS server responds when
the user calls to connect. The RAS server administration functions enable you to locate
the user account database, and to get and set the RAS privileges for user accounts.

A Windows NT version 4.0 RAS server can be part of a Windows NT/Windows 2000
domain, or it can be a stand-alone Windows NT Server or Workstation that is not part of
a domain. For a server that is part of a domain, the user account database is stored on
the Windows NT/Windows 2000 server that is the Primary Domain Controller (PDC). A
stand-alone server stores its own local user account database. To get the name of the
server that stores the user account database used by a specified RAS server, you can
call the RasAdminGetUserAccountServer function. You can then use the name of the
user account server in a call to the NetQueryDisplaylnformation function to enumerate
the users in a user account database. You can also use the server name in calls to the
RasAdminUserGetinfo and RasAdminUserSetinfo functions to get and set the RAS
privileges for a specified user account.

The RasAdminUserGetinfo and RasAdminUserSetInfo functions use the
RAS_USER_0 structure to specify a user's RAS privileges and call-back phone number.
The RAS privileges indicate the following information:

o Whether the user can make a remote connection to the server or the domain to which
the server belongs.

¢ Whether the user can establish a connection through a call-back, in which the RAS
server hangs up and then calls back to the user to establish the connection.
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Each user account specifies one of the following flags to indicate the user’s call-back

privilege.
Value Meaning
RASPRIV_NoCallback The RAS server will not call back the user to establish

a connection.

RASPRIV_AdminSetCallback  When the user calls, the RAS server hangs up and
calls a preset call-back phone number stored in the
user account database. The szPhoneNumber
member of the RAS_USER_0 structure contains the
user’s call-back phone number.

RASPRIV_CallerSetCallback When the user calls, the RAS server provides the
option of specifying a call-back phone number. The
user can also choose to connect immediately without
a call back. The szPhoneNumber member contains a
default number that the user can override.

RAS Server and Port Administration

The RAS server administration functions enable you to get information about a specified
RAS server and its ports. These functions also enable you to terminate a connection on
a specified RAS server port.

The RasAdminServerGetinfo function returns a RAS_SERVER_0 structure that
contains information about the configuration of a RAS server. The returned information
includes the number of ports currently available for connection, the number of ports
currently in use, and the server version number.

The RasAdminPortEnum function retrieves an array of RAS_PORT_0 structures that
contains information for each of the ports configured on a RAS server. The information
for each port includes:

e The name of the port
¢ [nformation about the device attached to the port

e Whether the RAS server associated with the port is a Windows NT/Windows 2000
Server

e Whether the port is currently in use, and if it is, information about the connection

You can call the RasAdminPortGetlInfo function to get additional information about a
specified port on a RAS server. This function returns a RAS_PORT_1 structure that
contains a RAS_PORT_0 structure and additional information about the current state of
the port. The RasAdminPortGetinfo function also returns an array of
RAS_PARAMETERS structures that describe the values of any media-specific keys
associated with the port. A RAS_PARAMETERS structure uses a value from the
RAS_PARAMS_FORMAT enumeration to indicate the format of the value for each
media-specific key.



96

Volume 4 Remote Access Services

The RasAdminPortGetinfo function also returns a RAS_PORT_STATISTICS structure
that contains various statistic counters for the current connection, if any, on the port. For
a port that is part of a multilink connection, RasAdminPortGetinfo returns statistics for
the individual port and cumulative statistics for all ports involved in the connection. You
can use the RasAdminPortClearStatistics function to reset the statistic counters for the
port. The RasAdminPortDisconnect function disconnects a port that is in use.

Use the RasAdminFreeBuffer function to free memory allocated by the
RasAdminPortEnum and RasAdminPortGetinfo functions. Use the
RasAdminGetErrorString function to get a string that describes a RAS error code
returned by one of the RAS Server Administration (RasAdmin) functions.

RAS Administration DLL

Windows NT version 4.0 enables you to install a RAS administration DLL on a
Windows NT version 4.0RAS server. The DLL exports functions that the RAS server
calls whenever a user tries to connect or disconnect. You can use the DLL to perform
the following administrative functions:

e Decide whether to allow a user to connect to the server. This can provide a security
check in addition to the standard RAS user authentication.

e Record the time that each user connects to and disconnects from the server. This can
be useful for billing or auditing purposes.

® Assign an IP address to each user. This can be useful for security purposes to map a
user’s connection to a specific computer.

Implement the following functions when developing a RAS server administration DLL.

¢ RasAdminAcceptNewConnection

¢ RasAdminConnectionHangupNotification
e RasAdminGetlpAddressForUser

¢ RasAdminReleaselpAddress

A RAS administration DLL must implement and export all of the above functions. If any
of the functions are not implemented, the remote access service will fail to start.

The RasAdminAcceptNewConnection and
RasAdminConnectionHangupNotification functions enable the DLL to audit user
connections to the server. A Windows NT/Windows 2000 RAS server calls the
RasAdminAcceptNewConnection function whenever a user tries to connect. The
function can prevent the user from connecting. You can also use the function to
generate an entry in a log for billing or auditing. When the user disconnects, the RAS
server calls the RasAdminConnectionHangupNotification function, which can log the
time at which the user disconnected.
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After the RAS server has authenticated a caller, it calls the
RasAdminGetlpAddressForUser function to get an IP address for the remote client.
The DLL can use this function to provide an alternate scheme for mapping an IP address
to a dial-in user. If RasAdminGetlpAddressForUser is not implemented, a RAS server
connects a remote user to an IP address selected from a static pool of IP addresses, or
one selected by a Dynamic Host Configuration Protocol (DHCP) server. The
RasAdminGetipAddressForUser function allows the DLL to override this default IP
address and specify a particular IP address for each user. The
RasAdminGetlpAddressForUser function can set a flag that causes RAS to call the
RasAdminReleaselPAddress function when the user disconnects. The DLL can use
RasAdminReleaselPAddress to update its user-to-IP-address map.

RAS serializes calls into the administration DLL. A call into one of the DLL’s functions for
a given RAS client will never be preempted by a call to that function for a different RAS
client; the initial call is guaranteed to be complete before RAS calls the function for the
other client. Furthermore, serialization extends to certain groups of functions. The IP
address functions are serialized as a group; a call into either
RasAdminGetlpAddressForUser or RasAdminReleaselpAddress will block calls into
both until the initial call is complete. RasAdminAcceptNewConnection and
RasAdminConnectionHangupNotification are also serialized as a group.

RAS executes the functions for assigning IP addresses in one process and executes the
functions for connection and disconnection notifications in another process.
Consequently, the DLL should not depend on shared data between the two sets of
functions.

The RAS server logs an error in the system event log if an error occurs when it tries to
load a RAS administration DLL or when calling one of the DLL’s functions. This can
happen, for example, if the DLL specified the wrong name for an exported function, or if
it did not include the function name in the .def file. The entry in the event log indicates
the reason for the failure.

Windows 2000 and later: RAS administration DLLs that implement this function
interface will not work on Windows 2000 and later versions. Instead, use the MprAdmin
function interface provided with the more recent versions of Windows. For more
information, see the RAS Administration Reference in the Routing and RAS
documentation.

RAS Administration DLL Registry Setup

The setup program for a third-party RAS administration DLL must register the DLL with
RAS by providing information under the following key in the registry:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\RAS\AdminDII
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To register the DLL, set the following values under this key.

Value name Value data

DisplayName A REG_SZ string that contains the user-friendly display name of
the DLL.

DLLPath A REG_SZ string that contains the full path of the DLL.

For example, the registry entry for a RAS administration DLL from a fictional company
named Netwerks Corporation might be:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\RAS\AdminDII
DisplayName : REG_SZ : Netwerks RAS Admin DLL
DLLPath : REG_SZ : C:\nt\system32\ntwkadm.dll

The setup program for a RAS administration DLL should also provide remove/uninstall
functionality. If a user removes the DLL, the setup program should delete the DLL’s
registry entries. '

RAS Security Host Support

Windows NT version 4.0 provides a way for a third-party RAS security DLL to enhance
the built-in RAS security features. Windows 95 does not provide this support.

The Windows NT/Windows 2000 RAS server provides security mechanisms for
validating the network access of remote users. When a RAS server receives a call, it
validates the user’s credentials against the local or domain account database. RAS also
supports call-back security, in which the RAS server hangs up and then calls back to the
remote user to establish the connection. For networks in which this level of security is
not enough, you can install a third-party RAS security DLL. The security DLL can then
authenticate a remote user by reading security information from a database other than
the standard Windows NT/Windows 2000 user account database.

When the RAS server receives a call, it invokes the security DLL to authenticate the
remote user. The RAS security host support provides a mechanism for the security DLL
to communicate with the remote user through a terminal window on the remote
computer. In a typical scenario, the security DLL asks for the logon name of the remote
user. The DLL then uses its private security database to formulate a challenge to send to
the remote terminal. For example, the challenge could be a code that the user must
provide as input to a cardkey reader. The cardkey reader then displays a response that
the remote user types in the terminal window. The security DLL then validates the
response against the user’s information in the private security database.

If the security DLL authenticates the remote user, the RAS server performs its own
authentication. This ensures that RAS security always authenticates a remote user, even
if a security DLL is installed that grants access to all users.
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Note Windows NT/Windows 2000 currently provides RAS security host support only for
asynchronous connections; other media, such as ISDN, are not supported.

Registering a RAS Security DLL

The setup program for a RAS security DLL must register the DLL with the

Windows NT/Windows 2000 RAS server. Only one RAS security DLL can be registered;
Windows NT/Windows 2000 does not support multiple security DLLs. To register a RAS
security DLL, set the DLLPath value under the following key in the registry:

Value Name Value Data

DLLPath A REG_SZ string that contains the path of the DLL. This string
should specify the full path unless the DLL is in a directory listed
in the system path.

The setup program for a RAS security DLL must also provide remove/uninstall
functionality. If a user removes the DLL, the setup program must delete the DLLPath
value from the registry. The RAS service will not start if the DLLPath value specifies a
DLL that cannot be found.

A RAS security DLL must export the RasSecurityDialogBegin and
RasSecurityDialogEnd functions.

RAS Server Security Authentication

When a Windows NT/Windows 2000 RAS server receives a call, it invokes the
RasSecurityDialogBegin function of the registered RAS security DLL, if there is one.
This call notifies the security DLL to begin its authentication. of the remote user. The RAS
server calls RasSecurityDialogBegin before performing its PPP or RAS authentication.

The RasSecurityDialogBegin call passes the following information to the security DLL:

¢ A port handle to identify the connection ‘
¢ Pointers to buffers to use when communicating with the remote user

¢ A pointer to a RasSecurityDialogComplete function to call when the authentication
has been completed

The port handle and buffer pointers are valid until the security DLL calls
RasSecurityDialogComplete to terminate the authentication transaction.
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The RasSecurityDialogComplete notifies the RAS server of the results of the security
DLL’s authentication of the remote user. If the security DLL reports success, the RAS
server proceeds with its PPP and RAS authentication of the remote user. If the security
DLL reports that the remote user failed the authentication, or that an error occurred, the
RAS server hangs up and logs the error or failed authentication in the

Windows NT/Windows 2000 event log.

RAS Security DLL Authentication Transaction

The Windows NT/Windows 2000 RAS server calls the security DLL’s
RasSecurityDialogBegin function to begin an authentication of a remote user. The RAS
server is blocked and cannot accept any other calls until RasSecurityDialogBegin
returns. For this reason, RasSecurityDialogBegin should copy the input parameters,
create a thread to perform the authentication, and return as quickly as possible.

The thread created by the security DLL uses the RasSecurityDialogSend and
RasSecurityDialogReceive functions to communicate with the remote computer. These
functions are not available for static import from any library. Instead, the security DLL
must use the LoadLibrary and GetProcAddress functions to dynamically link to these
functions in RASMAN.DLL.

During an authentication transaction, the RAS connection manager on the remote
computer displays a terminal window. The thread of the security DLL calls
RasSecurityDialogSend to send a message to display in the terminal window. The
thread then calls RasSecurityDialogReceive to receive the input that the remote user
types in the terminal window. The thread can make any number of
RasSecurityDialogSend calls, with each call followed by a RasSecurityDialogReceive
call. After each call to RasSecurityDialogReceive, the thread must call one of the wait
functions, such as WaitForSingleObject, to wait for the asynchronous send and receive
operations to be completed. The RAS server signals an event object when the receive
operation has been completed or when an optional time-out interval has elapsed.

When the thread has finished authenticating the remote user, it calls the
RasSecurityDialogComplete function. This call passes a SECURITY_MESSAGE
structure containing the results of the authentication transaction to the RAS server. The
RAS server then performs a cleanup sequence that includes a call to the DLL'’s
RasSecurityDialogEnd function. This gives the security DLL an opportunity to perform
any necessary cleanup.

The security DLL can call the RasSecurityDialogGetinfo function to retrieve information
about the port associated with an authentication transaction. RasSecurityDialogGetinfo
fills in a RAS_SECURITY_INFO structure that indicates the state of the last
RasSecurityDialogReceive call for the port.
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Using Remote Access Service

The following section explains how to use Remote Access Service features in an
application.

Linking to the Remote Access DLL

If an application links statically to the RASAPI32 DLL, the application will fail to load if
Remote Access Service is not installed. A RAS application can load when RAS is not
installed by using LoadLibrary to load the DLL, and GetProcAddress to obtain pointers
to the RAS functions.

The Win32 RAS functions are in RASAPI32.DLL. The import library for these functions is
RASAPI32.LIB. To use the RAS functions, your programs must include the following

files.
File Description
RAS.H Contains the RAS function prototypes, constants, and structure

definitions.
RASERROR.H Contains the RAS error codes.
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RAS Functions

Use the following functions to implement RAS functionality:

ORASADFunc

RASADFunc
RasClearConnectionStatistics
RasClearLinkStatistics
RasConnectionNotification
RasCreatePhonebookEntry
RasCustomDeleteEntryNotify
RasCustombDial
RasCustomDialDlg
RasCustomEntryDig
RasCustomHangUp
RasDeleteEntry

RasDial

RasDialDlg

RasDialFunc

RasDialFunci

RasDialFunc2
RasEditPhonebookEntry
RasEntryDig
RasEnumAutodialAddresses
RasEnumConnections
RasEnumbDevices
RasEnumEntries
RasFreeEapUserldentity
RasGetAutodialAddress
RasGetAutodialEnable
RasGetAutodialParam
RasGetConnectionStatistics
RasGetConnectStatus

RasGetCountryinfo
RasGetCredentials
RasGetCustomAuthData
RasGetEapUserData
RasGetEapUseridentity
RasGetEntryDialParams
RasGetEntryProperties
RasGetErrorString
RasGetLinkStatistics
RasGetProjectioninfo
RasGetSubEntryHandle
RasGetSubEntryProperties
RasHangUp
RasinvokeEapUl
RasMonitorDIg
RasPBDIgFunc
RasPhonebookDIg
RasRenameEntry
RasSetAutodialAddress
RasSetAutodialEnable
RasSetAutodialParam
RasSetCredentials
RasSetCustomAuthData
RasSetEapUserData
RasSetEntryDialParams
RasSetEntryProperties
RasSetSubEntryProperties
RasValidateEntryName

ORASADFunc

The ORASADFunc function is an application-defined callback function that you can use
to provide a customized user interface for autodialing.
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This prototype is provided for compatibility with earlier versions of Windows. New
applications should use the RASADFunc callback function. Support for this prototype
may be removed in future versions of RAS.

Parameters

hwndOwner
Handle of the owner window.

IpszEntry
Pointer to a null-terminated string that specifies the phone book entry to use.

dwFlags
Reserved; must be zero.

IpawRetCode
Pointer to a variable that the callback function fills in with the results of the dialing
operation. If the dialing operation succeeds, set this variable to ERROR_SUCCESS. If
the dialing operation fails, set it to a nonzero value.

Return Values

If the callback function performs the dialing operation, return TRUE. Use the
IpawRetCode parameter to indicate the results of the dialing operation.

If the callback function does not perform the dialing operation, return FALSE. In this
case, the system uses the default user interface for dialing.

Remarks

If your ORASADFunc function performs the dialing operation, it presents its own user
interface for dialing and calls the RasDial function to do the actual dialing. Your
ORASADFunc then returns TRUE to indicate that it took over the dialing. When the
dialing operation has been completed, set the variable pointed to by JpdwRetCode

to indicate success or failure. ‘

To enable an ORASADFunc handler for a phone book entry, use the RASENTRY
structure in a call to the RasSetEntryProperties function. The szAutodialDIl member
specifies the name of the DLL that contains the 