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- LOGIN.S c VALIDATE.B32;1 (1) v04
Hodule VALIDATE USER ;
(Xtitle 'Valeate username and password against UAF' :
ident = 'V04-0 :
Language(Bliss ) ;
addressing_mode(external=GENERAL)) = :
begin .

R R R I RS R S R R R R R R X R R R R R R R R I I I I
‘e *
'* (OPYRIGHT (c) 1978, 1980, 1982. 1984 BY *
's DIGITAL EQUIPMENT CORPORATION MAYNARD, MASSACHUSETTS., *
's ALL RIGHTS RESERVED. *
‘w ]
'*  THIS SOFTWARE IS FURNISHED UNDER A LICENSE AND MAY BE USED AND COPIED *
'* ONLY IN ACCORDANCE WITH THE TERMS OF SUCKH LICENSE AND WITH THE *
'* INCLUSION OF THE ABOVE COPYRIGHT NOTICE. THIS SOFTWARE OR ANY OTHER *
'* COPJES THEREOF MAY NOT BE PROVIDED OR OTHERWISE MADE AVAILABLE TO ANY *
'* OTHER PERSON. NO TITLE TO AND OWNERSHIP OF THE SOFTWARE IS HEREBY *
E' TRANSFERRED. *
. " *
!* THE INFORMATION IN THIS SOFTWARE 1S SUBJECT TO CHANGE WITHOUT NOTICE *
v AND SHOULD NOT BE CONSTRUED AS A COMMITMENT BY DIGITAL EQUIPMENT *
E' CORPORATION. *
be *
‘s DIGITAL ASSUMES NO RESPONSIBILITY FOR THE USE OR RELIABILITY OF ITS *
E' SOF TWARE ON EQUIPMENT WHICH IS NOT SUPPLIED BY DIGITAL. *
la "
!
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49

! FACILITY: System Subprogram
i ABSTRACT:

Lookup the supplied username in the authorization file. Validate
the password, and return the record if so, else return the
default values.
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{ ENVIRONMENT:
! AUTHOR: Henry M, Levy , CREATION DATE: 10-Sep-1977
| MODIFIED BY:
i
q
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v03-008 JRLOO30 John R, L; 20-Jul=1984 14:21

wson, Jr
Repaired sloppiness in LGISSEA ARCHUSER
all

fe

v03-007 MHBO157 Mark Bramh 7-May-1984
Guard against no global buffers when opening EYSUAF.
v03-006 PCG0001 Peter George J1-Jan-1984 19:28

Add password number argument to lLgiScheck_pass.
Add access type argument to lgiSsearchuser.

v03-005 ACGO385 Andrew (. Goldstein, 27-Dec-1983 11:54
Rewrite in BLISS; add support for PURDY_V
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FORWARD

L IBRARY

PSECT

K &
16-Sep=-1984 05:03:55 VAX=11 Bliss=32 v&.0=742
14=Sep=1984 12:41:11 (LOGIN.SRCIVALIDATE.B3Z2:1

encryption to support usernames longer than 12 chars.

v03-004 GASO165

Gerry Smith

3-Aug-1983

Add SPSLDEF, to get pslSc_exec.

v03-003 GASO164

Gerry Smith

30-Jul=-1983

Change the FABLFABSB_DSBMSK] kludge to the new
logical name disable method, fadbSv_Lnm_mode.

v03~-002 TMH0002

Tim Halvorsen

07-Feb-1983

Make password validation return success if the user

password is null.

This allows specific access control

strings to be matched with accounts with null passwords.

v03-001 GAS0057

Gerry Smith

22-Mar-198¢2

Fix FAB to disable all but s;stem logical name

translation during open of S

v02-002 HRJOO31

Herb Jacobs

SUAF .
03-Nov-1981

Add a validate password entry point.

voO1 TMHO001

Tim Halvorsen 09-Mar-1981

Enable all authorized privileges before accessing SYSUAF
file and restore current privileges on exit in case

the caller doesn't always run with all authorized
privileges enabled (i.e. LOGIN).

ROUT INE
LGISVALIDATE,
LGISSEARCHUSER,
LGISCHECK_PASS;

‘SYSSLIBRARY:LIB';
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! validate username and password against UAF
! read user's UAF record
! check password against UAF record
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VALIDATE _USER  validate username and password against UAF 1%-Sep-1984 05:03:55 VAX=-11 Bligs=-32 v&4.0=-742 Page 3 VSk
v04-000 14-Sep=-1984 12:41:11 CLOGIN.SRCIVALIDATE.B32;1 (2) v
GLOBAL ROUTINE LGISVALIDATE (P_USERNAME, P_PASSWORD, P_UAFRECORD) =

FUNCTIONAL DESCRIPTION:

This routine reads the UAF record for the specified user and
checks the specified password against it,

CALLING SEQUENCE:
LGISVALIDATE (P_USERNAME, P_PASSWORD. P_UAFRECORD)

INPUT PARAMETERS: _
P_USERNAME : address of string descriptor of username
P_PASSWORD: address of string descriptor of password

IMPLICIT INPUTS:
NONE

]
i
L]
|
i
i
a
i
i
i
;
;
i
i
i
i
| QUTPUT PARAMETERS:
;
;
!
i
i
!
i
!
!
;
;
!
;
E

P_UAFRECORD: address of descriptor of buffer into which to read UAF record
IMPLICIT OUTPUTS:

s B 02 8s Bs Vs Bs Vs Vg BB s B VA B, B PV Qe 0 DB R P G B G Vs Qe a,

NONE
ROUTINE VALUE:
1 it successful :
-2 it invalid username
=4 it invalid password ;S
RMSS_xxx if errors reading the UAF ; g
SIDE EFFECTS: L
NONE . L
;M
.- . C
BEGIN
MAP
P_UAFRECORD : REF $BBLOCK;
LOCAL
STATUS; ! routine return value

! Use common subroutines to read the UAF record, and if that succeeds,
; to check the password.

STATUS = LGISSEARCHUSER (.P_USERNAME, .P_PASSWORD, .P_UAFRECORD) ;
THEN LGISCHECK_PASS (.P_PASSWORD, .P_UAFRECORDLDSCSA_POINTER])
ELSE .STATUS

END; ! End of routine LGISVALIDATE

WANSHWAWN LSS 85 B B2 0 B BB B G AN A AN N N AN NN N PO PRI PN PO PRI PORIA) e b ed el e o e ek e e O O O QOO OO OO0
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v04-000 14-Sep=1984 12:41:11 CLOGIN.SRCIVALIDATE.B3?2;1 (2)
.TITLE VALIDATE_USER validate username and password ag
: ainst UAF
JIDENT  \V04-000\
PSECT _LIBSCODE,NOWRT, SHR, PIC,0
0004 00000 .ENTRY LGISVALIDATE, Save R? ; 0098
52 AC DO 00002 MOVL P_UAFRECORD, RZ2 : C147
52 DD 00006 PUSHL R2 ;
143 04 A§ 70 00008 Mova P_USERNAME, -(SP) :
0000V CF 03 B 0000C CALLS  #3, LGISSEARCHUSER :
08 50 E9 0001 BLBC STATUS, 1$ ; 0148
04 A2 DD 00014 PUSHL 4(R2) ; 0149
08 AC DD 00017 PUSHL P _PASSWORD ;
0000V CF 02 FB 0001A CALLS  #2, LGISCHECK_PASS :
04 0001F 18: RET ; 0152

; Routine Size:

32 bytes,

Routine Base:

_LIBSCODE + 0000




VALIDATE _USER  validate username and password against UAF
v04-000

1s
.SRCIVALIDATE.B32:1

global routine LGISSEARCHUSER
. (P_USERNAME, P_PASSWORD, P_UAFRECORD, P_FAB, P_RAB, PASS_L() -
egin

;++
! FUNCTIONAL DESCRIPTION:
This routine reads the UAF record for the specified user.
CALLING SEQUENCE:
LGISSEARCHUSER(P_USERNAME, P_PASSWORD, P_UAFRECORD, P_FAB, P_RAB, PASS_LC()

INPUT PARAMETERS:

* Be e Bs B s T Ve Ve VsV VeEQe Be S g

P_USERNAME: address of string descriptor of username
P_PASSWORD: address of string descriptor of password (not used)

P FAB: address of FAB to use when openin?.the UAF
P_RAB: address of RAB to use when connecting to the UAF
PASS_LC: the presence (regardless of value) of this parameter

indicates that no case conversion is to be done.

IMPLICIT INPUTS:

NGONE
OUTPUT PARAMETERS:

P_UAFRECORD: address of descriptor of buffer into which to read UAF record
IMPLICIT OUTPUTS:

NONE
ROUTINE VALUE:

1 if successful

RHSS xxx 1 orvors resding the UAF

SIDE EFFECTS:

'
i
i
]
i
i
i
i
i
i
i
i
i
i
:
i
:
i
i
i
i
:
:
i
i
i
i
i
i
i
:
;
i
i
'
i
i
i

N =2 OV NOWNEWN = OO NOWN NN = OO0 NN AN = OO0~ NS WN = OO 0 ~NO
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NONE

203 builtin
;. 204
;o 205 NULLPARAME TER;
;. 206
;s 207 map
. 208
; 209 P_USERNAME: ref $BBLOCK,
; 210 P_UAFRECORD: reft $BBLOCK,
.21 P_FAB: ref $8BLOCK,

Bliss=32 v&4.0-742 Page
S L (3)




—

VAL IDATE _USER
v04-000

Be B0 Bs VI VOB VeV BB Vs 0B 0B weg,

Se Be B0 0,

Ve We Be G he Wewe Ve

B e We By ®e 05 Ve By D QW Ve Ve VeV Ve e Ve Ny

LN AN AN NI RN NI NORAINDRUND — 2 b b s 2
WA= OO 00NN NN = O V0O NOWNIMANNI = O 0 00 NN WY SN NN = O O 00 ~ O IS D = OO 00 ~JO W B~ iy

NORLALALRLRNINAL AN AL A ANV AN AL N PV NI AV AL NN AV NNV NINL NI N AL AJ RPN AU A A RO RUA) R RO NI N R RN RO A ROAY

lo Yo e N+ SEIVAVAVAVICIVIV IV, IV VW ¥ S S0 S 3F ¥ 3 NP TP TP T e e e

ORI
(o Yo Jo Yoo
~NOMN S

268

VUV OVYO

validate username and password against UAF

o
M) s ed o e el ik ol o el e

COOO0OOO0OOOOOCOOOOC
NIAVRLNINIRLNI NI AININININONINIAININD PNININD

OO WAV AU BN B 25 85 B 55 85 8 I B U U U N N N AN W N AN PO AU RO RO RO PO RO D
= OOV NONSNNI=O VO NIV NN OOV NIV NN = OO0 NN NN = OO 00 ~NONN S NN — O

(ololelalalelelalalelelealalelalelalelelalelelalolbleolololelo]eoleolale]

MNIRNLNVMNVMNIRVRNINVNLNS NNV NN ALNL NI PV NI NI P NN NI NI RO PNONY

o R AR N P o o i LV VIV [V TV P o g VR o R R VLV IV TV TV LW LSS LNT SN T ST NS NT, ST .NT ST ST .NT. ST ST, ST, 6T, N, N, NT, €T ST NT,8 7. ST N

P_RAB: ret $BBLOCK;
Label

READ_UAF ;
local

STATUS,

PREV _PRIVS: vector(?2],

USERNAME _LENGTH,

USER_NAME: vector[UAFSS_USERNAME, bytel,

FAB: ref $BBLOCK,
RAB: ref $BBLOCK.
LOCAL_FAB: SFAB_DEC
LOCAL RAB: $RAB-DE(

bind

—r

! Routine status value

! Saved process privileges

! Length of username

. Bufter for username

! Pointer to FAB for the UAF
! Pointer to RAB for the UAF
8 ! FAB to open UAF

preset (CFABSW_IFf ),
): ! RAB to read record

1]
preset ((RABSW_ISI]

SYSPRV = uplit(1*($BITPOSITION(PRVSV_SYSPRV)), 0),

DEFAULT_USER

P A

READ _UAF :
begin

= uplit byte('DEFAOLT");

Prepare to access UAF through FAB and RAB

! Which FAB and RAB should we use?

if NULLPARAMETER(4) then

begin
FAB = LOCAL_FAB;
RAB = LOCAL_RAB;
end
else
begin
FAB = .P_FAB;
RAB = .P_RAB;
end;

! Is the UAF already open?

if .FABCFABSW_IFI] eql O then

begin
$FAB_INIT(fab
fam
dnm
tac
shr

.FAB,
"SYSUAF*

*SYSSSYSTEM: .DAT",
(GET, UPD),

(GET, PUT, UPD, DEL));

Page
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v04-000 164-Sep=1984 12:41:11 CLOGIN.SRCIVALIDATE.B32;1
;. 269 0267 & RABERABSH 1S1] =
;270 0268 & FABLFABSV LNM nooei PSLSC _EXEC;
. 2N 0269 &
. 22 P 0270 & S$SETPRV(enbtlg = 1,
. 273 P 0271 & prvadr = SYSPRv,
. 276 0272 & pruprv = PREV_PRIVS);
. 275 0273 &
. 276 0274 4 !
. 27 0275 & ! Qpen the UAF, [t errors indicate problems with fite sharing, try opening
. 278 0276 & ! it non=-shared.
. 279 0277 &4 !
. ¢80 0278 &
. 281 0279 & STATUS = SOPEN(fab = .fFAB);
. 282 0280 4
. 283 0281 4 if .STATUS eql RMSS_SNE
;. 284 0282 4 or .STATUS eql RMS$_SPE
; ¢85 0283 4 or .STATUS eql RMSS_DME then
. 286 0284 5 beg1n
. 287 0285 § FABLFABSB SHR] = 0;
. 288 0286 5 STATUS = SOPEN(fab = .FAB);
; 289 0287 & end;
: 290 0288 4
;29N 0289 4 if not .STATUS then
P 292 0290 & Leave PEAD_UAF;
: 293 0291 &
. 296 0292 3 enc;
;295 0293 3
;. 296 0296 3!
. 297 0295 3 ! Is the current RAB connected to the UAF?
: 298 0296 3!
. 299 0297 3
. 300 0298 3 if .RABLRABSW_ISI] eql 0 then
;301 0299 4 beg1n
. 302 0300 &
. 303 P 0301 & $RAB_INIT(rab = .RAB,
. 304 P 0302 ¢ fab = .FAB,
;305 P 0303 4 rac = KEY,
;306 0306 & rop = (NLK, WAT));
; 307 0305 4
. 308 0306 4 STATUS = $CONNECT(rab = .RAB);
;309 0307 4
;0 310 0308 4 it .STATUS eql RMSS_CRMP then
s 3N 0309 5 begin
: 312 0310 S FABLFABSW GB(C] = 0;
;. 313 0311 § STATUS = SCONNECT(rab = .RAB);
;. 314 0312 & end;
;. 315 0313 4 _
;316 0314 & if not .STATUS then
. 317 0315 4 leave READ_UAF;
;. 3518 0316 &
: 319 0317 3 end;
;320 0318 3
;321 0319 3!
;322 0320 3! Attach key and buffer to RAB
;323 0321 3!
. 3264 0322 3
;325 0323 3 RABLRABSW_USZ) = .P_UAFRECORDLDSCSW_LENGTH];
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;326 0326 3 RAB[RABSL UBF] = .P_UAFRECORDLDSCSA_POINTER];
. 327 0325 3 RAB[RAB$B_KSZ] = UAFS$S USERNAME;
;328 0326 3 RAB[RABSL_KBF] = USER_RAME;
. 329 nN327 3
. 330 0328 3! . )
HE 3} 0329 3! Ur-ase and blank fill the username string
;332 0330 3! DE
. 333 0331 3
: %gg 8%%% g USERNAME _LENGTH = .P_USERNAME[DSCSW_LENGTH];
;336 0336 3 incr J to .USERNAME_LENGTH=1 do
. 337 0335 4 begin
. 338 0336 &
. 339 0337 & local
;340 0338 4 C: byte; CR
1Y 0339 4
. 342 0340 & C = .vector[.P_USERNAME[DSCSA_POINTER], .J:, bytel:;
. 343 0341 & LB
. 364 0362 & it .C eql ' ' then
;345 0343 4 exitloop (USERNAME _LENGTH = ,J);
s 366 0344 &
;347 0345 & if not NULLPARAMETER(6)
;348 0346 & and .{ gequ 'a’ L1
;349 0347 & and .C lequ '2' then
;350 0348 & USER_NAME[.J] = .C - 32
;359 0349 & else U
;352 0350 & USER_NAMEL.J] = .C;
: 353 0351 4
;354 0352 3 end;
;355 0353 3 _
: ggg 8%2% g ch$fill(" ', UAFS$S_USERNAME~.USERNAME LENGTH, USER_NAMEL[.USERNAME _LENGTH]);
;358 0356 3! .
;359 0357 3! Read the UAF record. If not present, read the default record instead.
;360 0358 3!
. 361 0359 3
. 362 0360 3 STATUS = $GET(rab = .RAB);
;363 0361 3
. 364 0362 3 it .STATUS eql RMSS_RNF then
;365 0363 ¢ begin
. 366 0364 & USERNAME LENGTH = 7;
. 367 0365 & chScogy(? DEFAULT_USER, ' ', UAFSS_USERNAME, USER_NAME);
;368 0366 & STATUS = $GET(rab = .RAB);
. 369 0367 & if _STATUS then
. 370 0368 & STATUS = =2;
;0 IN 0369 3 end;
;372 0370 3
; 373 0371 3! _ _
o 374 0372 3 ! Check for username = DEFAULY, and return failure it so.
;375 0373 3!
: 370 0374 3 _
. Y44 0375 3 if .STATUS
;378 0376 3 and chSegl(.USERNAHE_LENGIH. USER_NAME, 7, DEFAULT_USER, * ') then |
;379 0377 3 STATUS = =2,
;380 0378 3

3181 0379 2 end; ! end of block READ_UAF

382 0380 2
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0381 2!
8%%% % ; Close the UAF (it necessary) and restore the caller's privileges.
0384 ¢ .
0385 ¢ if NULLPARAMETER(4) then
0386 3 begin
0387 3 SDISCONNECT(rab .RAB):;
0388 3 $SCLOSE(fab = AB).
0389 2 end;
0390 2
0391 2 $SSETPRV(enbflg = Q, prvadr = Blit(o, 0));
8%8% % $SETPRV(enbflg = 1, prvadr = EV_PRIVS);
0394 2 return ,STATUS
0395 2
0396 1 end; ! End of routine LGISSEARCHUSER
O# 00020 P.AAA: .BYTE 0(2)
0000 00022 WORD O
0# 00024 P.AAB: .BYTE 0[2]
0000 00026 .WORD O
00000000 10000000 00028 P.AAC: .LONG 268435456, 0
54 &C 55 41 46 45 &4 Q0030 P.AAD: .ASCII \DEFAULT\
46 41 55 53 59 S3 00037 P.AAE: .ASCII \SYSUAF\
3A 4D 645 54 S3 59 S3 26 S3 59 S3 Q003D P.AAF: ASCII \SYSSSYSTEM:.DAT\
00000000 00000000 0O004C P.AAG: .LONG .
SYSPRvV= P.AAC
DEFAULT_USER= P.AAD
LEXTRN SYS$SETPRV SYSSOPEN
CEXTRN SYSSCONNECT, SYSSGET
.EXTRN SYSSDISCONNECT SYSSCLOSE
OFfFC 00000 LENTRY kgl;?gAsg?USER. Save RZ2.R3,R4,R5,R6,R7,R8,-
58 000000006 00 9E 00002 MOVAB  SYSSSETPRV, R11
SA DO AfF  9E 00009 MOVAB DEFAULT USER, R0
SE FF&4 CE 9€ 0000D MOVAB -188(SP), SP
00 FO AA “ 22 2C 888}% MOVCS w4, P.AAA, #0, #80, LOCAL_FAB
00 F& AA 04 2C 0001C MOV(S ¥4, P.AAB, #0, #68, LOCAL_RAB
6¢ 00024
04 6C 91 00025 CMPB (AP), #4
05 1fF 00028 BLSSU 1%
10 AC DS 0002A TSTL 16 (AP)
09 12 00020 bNEQ 2s
57 44 AE  9E 0002F 1%: MOVAB LOCAL_FAB, FAB
58 6 9t 00033 MOVAB LOCAL RAB RAB
04 11 00036 BRB 38
57 10 AC 7D 00038 2%: MOvQ FAB, FAB
02 A7 B85 0003C 3s%: TSTW zrrAaS
76 12 0003F BNEQ
00 6E 00 2C 00041 MOVCS 00 (SP), #0, #80, (FAB)
67 00048
67 5003 8F 80 00049 MOVW #20483, (FAB)
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v04~000 14-Sep=1984 12:47:11 CLOGIN.SRCIVALIDATE.B32; 1 (3)
16 A7 OFOA BF BO 0004E MOVW #3850, 22(FAB) ;
1F A7 02 90 00054 MOvEB  #2, 31(FAB) :
%c A7 07 AA 9 00058 MOVAB  P.AAE, 44(FAB) :
0 A7 00 AA 9E 0005D MOVAB  P.AAF. 4B(FAB) :
3, A7 0OF06 BF BO 00062 MOVW #3846, S2(FAB) ‘
02 A8 B4 00068 CLRW  2(RAB)} ;0267
LA A7 02 00 01 FO 00068 INSV  #1, #0, #2, 74(FAB) : 0268
F8 AD 9F 00071 PUSHAB PREV PRIVS 20272
7€ D4 00074 CLRL -(SPY :
F8 AA 9F 00076 PUSHAB SYSPRV :
01 oD 00079 PUSHL ” ;
68 04 FB 00078 CALLS  #4, SYSSSETPRV :
$7 DD 0007€ PUSHL FAB L0279
000000006 00 01 FB 00080 CALLS  #1, SYSSOPEN :
59 50 00 00087 MOVL RO, STATUS :
0001879¢C  &F 59 D1 0008A CMPL STATUS, #100252 1 0281
i2 13 00091 BEQL 4$ :
000187A4  8F 59 p1 00093 CMPL STATUS, #100250 0282
09 13 0009A 8EQL 43 :
00018404  BF 59 b1 0009¢ CMPL STATUS, #99540 . 0283
OF 12 000A3 BNEQ 5¢ ;
17 A7 94 000AS 4%: CLRB 23(FAB) . 0285
57 00 000A8 PUSHL : 0286
000000006 00 01 FB 000AA CALLS x1 SYSSOPEN :
59 50 00 00081 MOVL RO. STATUS :
46 59 E9 000B4 5%: BLBC STATUS, 78 0289
02 A8 BS 000B7 6%: 1STw  2(RAB) : 0298
47 12 000BA BNEG 8% ;
0044  BF 00 6F 23 2C 888?5 MOVCS  #0, (SP). #0. #68. (RAB) 0304
68 4401 8F BO 000C4 MOVW  #17409, (RAB) :
04 AB 00120000 8F DO 000C9 MOVL x11796£s 4 (RAB) ;
1€ A8 01 90 00001 MOVB 30 (RAB) ;
3IC A8 S7 00 00005 MOVL FAB. 60(RAB) ;
58 DD 00009 PUSHL  RAB : 0306
000000006 00 01 £B 000DB CALLS  #1, SYSSCONNECT ;
59 S0 DO 000E? MOVL RO. STATUS ;
0001C14C  8F 59 D1 000ES CMPL STATUS, #115020 ;0308
OF 12 000EC BNEG 7% ;
48 A7 B4 0OOEE CLRW  72(FAB) 0310
S8 DD 000F1 PUSHL  RAB S 03
000000006 00 01 FB 000F3 CALLS  #1, SYSSCONNECT ;
59 50 0O 000FA MOVL RO. STATUS ;
03 59 E8 000FD 7%: BLBS STATUS, 8% ;0314
00A8 31 00100 BRW 158 :
50 0C AC DO 00103 8%: MOVL P UAFRECORD, RO ;0323
20 A8 60 80 00107 MOVW (RO), 32(RAB) :
24 A8 04 A0 DO 00108 MOVL 4(ROY, 36(RAB) . 0324
3, A8 20 90 00110 MOVB  #32, 52(rm) 1 0325
30 A8 08 AD 9E 00114 MOVAB  USER NAMEt, 48(RAB) ;0326
56 06 BC 3C 00119 MOVZWL aP USERNAME, USERNAME LENGTH ; 0332
50 56 DO 0011D MOVL  USERNAME LENGTH. RO 2 0334
51 04 AC DO 00120 MOVL P USERNAHE. R1 . 0340
53 01 CE 001%4 MNEGL ¥ ;
sg 11 00127 BRB 1 i :
52 04 B143 90 00129 9%: MOVB a4 (R1)[J], :
20 52 91 0012¢ CMPB  (, #32 0342
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Validate username and password against UAF

D8 AD43

NIV
oo »

20
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479 bytes,

56
06
61  8F
TA  8F
52
D8 AD43
53
20
6E
000000006

00
59
00018282  &F
56
6A

000000006 00
59

12

59

0C

08 AD

59

04

000000006 00
000000006 00

68

68
50

Routine Base:

gg 16 001
00 001
27 11 00
6C 91 001
19 1¢ 001
18 AC D5 001
14 13 0014
5¢ 91 0014
gs 1F Qu14
91 0014
08 1A 0014
80 83 0014
S 11 0015
52 90 0015
50 F% 0015
56 (3 0015
00 2C 0016
D8 AD&LS 0016
58 DD 0016
01 B 0016
50 00 0017
59 D01 0017
1C 12 0017
07 00 0018
07 2C 0018
08 AD 0018
58 0D 0018
01 fB 0018
50 D0 0019
59 €9 0019
02 CE 0019
59 E9 0019
56 20 0019
6A 001A
03 12 001A
02 CE 001A
6C 91 001A
05 1F 001A
10 AC D5 001B
12 12 0018
58 DD 0018
01 B 0018
57 0D 0018
01 B 001C
7€ 7C 001C
1€ AA 9F 001C
7E D4 001C
04 F£B 001C
7€ 7C 001D
F8 AD 9F 001D
01 0D 001D
04 B 001D
59 00O 001D
04 001D

_LIBSCODE ¢ 0054

MDOOONAN MO O NOM NIMIMNOMDOONTO O NO I BROM NS O@MOOIWTODO FMOONOO DO N— ——

10%:

——t s b

14%:

15%:

16%:

178

D —
L 2 2 ]

& 02:03:55§ VAX=11 Bliss=32 Vvé&.0-742 Page 11

4 12:41: 11 CLOGIN.SRCIVALIDATE.B32;1 9 (3)

BNEQ 108 :

MOVL J, USERNAME _LENGTH . 0343

BRB 14 :

CMPB (AP), #6 : 0345

BLSSU 11% .

TSTL 24 (AP) :

BEQL 118 :

CMPB C, #97 : 0346

BLsSu  11s :

CMPB ¢, m22 ; 0347

BGTRY  11$ :

SUBB3  #32, C, USER_NAME([J] : 0348

BRB 12% ;

MOVB C, USER NAME[J) : 0350

AOBLSS RO, J, 9s P 0334

SUBL3 USERNAME_LENGTH, #32, RO ; 0354

MOVC5S  #0, (SP); #32, RO, USER_NAME- :
CUSERNAME _LENGTH) ;

PUSHL  RAB : 0360

CALLS  #1, SYSSGET .

MOVL RO, STATUS ;

CMPL STATUS, #98994 ; 0362

BNEU 143 :

MOVL #7, USERNAME LENGTH : 0364

MOVCS  #7, DEFAULT_OSER, #32, #32, USER_NAME ; 0365

PUSHL RAB ; 0366

CALLS  #1, SYSSGET ;

MOVL RO, STATUS ;

BLBC STATUS, 158 : 0367

MNEGL  #2, STATUS ; 0368

BLBC STATUS, 158 ; 0375

CMPCS  USERNAME LENGTH, USER_NAME, #32, #7, - ; 0376
DEFAULT_OSER :

BNEQ 15% ;

MNEGL  #2, STATUS ; 0377

CMPB (AP), #4 ; 0385

BLSSU 168 ;

TSTL 16 (AP) ;

BNEQ 17% ;

PUSHL RAB : 0387

CALLS  #1, SYSSDISCONNECT ;

PUSHL FAB ; 0388

CALLS SYSSCLOSE ;

CLRQ -($P) 2 03N

PUSHAB P. AAG ;

CLRL (S :

CALLS  #4, svssssrpnv :

CLRQ -($P) : 0392

PUSHAB PREV_PRIVS ;

PUSHL M ;

CALLS  #4, SYSSSETPRY ;

MOVL STATUS, RO : 0394

RET : 0396

$
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1A°Sep-1984 05:03:?5 AX=1

Bliss-32
14=-Sep=1984 12:41: LI

1 SS
1 LOGIN.SRCIVA

GLOBAL ROUTINE LGISCHMECK_PASS (P_PASSWORD, UAF_RECORD, PWD_NUMBER) =

*e

FUNCTIONAL DESCRIPTION:
This routine reads the UAF record for the specified user.

CALLING SEQUENCE:
LGISCHECK_PASS (P_PASSWORD, UAF_RECORD)

INPUT PARAMETERS: _ ‘
P_PASSWORD: address of string descriptor of password
UKF_RECORD: address of UAF record
PWD_NUMBER: password number, 0 - primary, 1 - secondary

IMPLICIT INPUTS:
NONE

OUTPUT PARAMETERS:
NONE

IMPLICIT OQUTPUTS:
NONE

ROUTINE VALUE:
1 it successtul
-4 if invalid password

SIDE EFFECTS:

NONE
BEGIN
MAP
P_PASSWORD : REF $BBLOCK,
UKF _RECORD : REF $BBLOCK;
LITERAL _
MAX _PASSWORD = 80, ! maximum password accepted

LOCAL

PASSWORD _LENGTH, ! length of password string

PASSWORD VECTOR [MAX_PASSWORD, BYTE]), ! password string buffer
PASSWORD_DESC : VECTOR (2], ! password string descriptor

USERNAME DESC  : VECTOR [2), ! username string descriptor
ENCRYPT_BUF : VECTOR [2], ' buffer for encrypted password
ENCRYPT_DESC VECTOR ([2): ! descriptor for above

EXTERNAL ROUTINE

SASSUME (SBYTEOFFSET
SASSUME (SBYTEOFFSET

LGISHPYWD; ! encrypt password

(vat$q_pwd?), SOL. SBYTEOFFSET (uaf$q_pwd)+8);
(uafSb_encryptl), EQL, SBYTEOFFSET (uafSb_encrypt)+l);

V4.0-742
DATE.B32;1

Page
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v04-000 14-Sep=-1984 12:41:11 [LOGIN.SRCIVALIDATE .B32;1
. 458 0455 2 ! Upcase and length check the password string.
i 459 0456 % '
. 660 0457
o W6 0658 2 PASSWORD LENGTH = MINU (.P_PASSWORD(DSCSW_LENGTH], MAX_PASSWORD);
: 46% 0459 2 INCR J FROM 0 TO .PASSWORDLENGTH
. &b €460 g PO
. 464 0661 BEGIN
i 465 046§ 3 LOCAL C : BYTE;
i L66 0463 3 C = .VECTOR t.ﬁ_PASSUORD[DSCSA_POlNTER]. .J; LBYTE];
. 467 06646 3 IF .C GEQU ‘a'
. 468 0465 3 AND .C LEQU '2'
i 469 0666 3 THEN PASSHORDE.J} = . -3
i 470 0667 3 ELSE PASSWORDL.J] = .(C;
&N 0668 2 END;
Y4 0469 2
YA 0470 2 ! Set up username and password string descriptors, Note the enchption
. 474 0471 2 ! algorithm determines the format of username used - the old PURDY
. 475 0672 2 ! algorithm uses a 12 character blank-filled username, while the new
. 476 0473 2 ! version uses a variable trimmed username.
;477 0474 2 !
: 478 0475 2
;679 0476 2 ENCRYPT_DESCLO] = 8;
. 480 0477 2 ENCRYPT_DESCU1] = ENCRYPT_BUF;
. 481 0478 2
. 482 0479 2 PASSWORD_DESCLO) = .PASSWORD _LENGTH;
. 483 0480 2 PASSWORD_DESCL1] = PASSWORD;
. 484 0481 2
. 4BS 0482 2 USERNAME _DESCLO] = 12;
; 2%9 8222 g USERNAME _DESCC1] = UAF_RECORDLUAFST_USERNAME];
. 488 0485 2 IF .VECTOR C(UAF_RECORDCUAFSB_ENCRYPT), .PWD_NUMBER; ,BYTE] NEQ UAFS$C_PURDY
. 489 0486 2 THEN
. 490 0487 3 BEGIN
;4N 0488 3 BUILTIN LOCC, RO;
. 692 0489 3 LOCC (XREF (' '), XREF (UAF$S _USERNAME), UAF_RECORD[UAFST_USERNAME]);
;. 493 0490 3 USERNAME _DESC[0) = UAFSS_USERRAME - .RO;
;. 494 0491 2 END;
;. 495 06492 2 .
. 496 0493 2 ! Finally encrypt the password and check it.
;. 497 0494 2 !
;. 498 0495 2
;499 0496 2 LGISHPWD (ENCRYPT DESC,
. 500 0497 2 PASSWORD _DESC,
. 501 0498 2 .VECTOR TUAF_RECORD[UAFS$B_ENCRYPT], .PWD_NUMBER; ,BYTE)],
. 2302 0499 2 -UAF _RECORD[OAFSW_SALT],
;. 9503 0500 2 USERRAME _DESC);
. 504 0501 2
. 505 0502 2 IF CHSEQL (8, ENCRYPT_BUF,
. 506 0503 2 UAF$S_PWD, UAF_RECORD[UAFSQ_PWD] + (.PWD_NUMBER +« 8))
;507 0504 2 THEN !
. 508 0505 2 ELSE -4
. 509 0506 ¢ i
. 510 0507 1 END; ! End of routine LGISCHECK_PASS

LEXTRN  LGISHPWD
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v04 =000 14-Sep=-1984 12:41:11] LOGIN.SRCIVALIDATE.B32;1 (4)

Sy

000C 00000 ENTRY LGISCHECK_PASS, Save R2,R3 ; 0398 -=

SE 90 AE 9t 00002 MOVAB  =112(5P),”SP ; EN’

50 04 BC 3C 00006 MOVIWL @P_PASSWORD, RO T 0458 EN

0050  BF 50 81 0000A CMPW RO #80 ; ER

04 1B 0000F BLEAU 18 : ERI

50 S0 8F 9A 000N MOVIBL #80, RO : ERI

53 50 DO 00015 18: MOVL RO, PASSWORD LENGTH . ERI

59 0¢ AC DO 00018 MOVL P PASSWORD, RI . 0463 ER

50 01 CE 0001C MNEGL  #T, J ; ER

1€ 11 0001F BRB 48 ; ERI

52 04 B140 90 00031 2%: MOVB a(R1LJI, ¢ ; ERS

61  8F 52 91 00026 C(MP8 C, #97 : 0464 ERI

0E 1F 0002A BLSSU 3§ : ERI

A BF 52 91 ooogc CMPB C, #22 . 0465 ERI

08 1A 00030 BGTRY 3§ : ERI

20 AE4O 52 20 83 00032 SUBB3  #32, C, PASSWORD([J] ;0466 ERI

05 11 00038 BRB 43 ; ERI

20 AE4OQ 5% 90 0003A 3$: MOVB C. PASSWORD(J] ; 0467 ERI

DE 50 53 F3 0003F 4%: AOBLEQ PASSWORD LENGTH, J, 2% ; 0459 ERI

6F 08 DO 00043 MOVL  #8, ENCRYPT_DES( ; 0476 ERI

04 AE 08 AE 9E 00046 MOVAB  ENCRYPT BUF, ENCRYPT DESC+4 ;06477 ERI

18 AE 53 D0 0004B MOVL PASSWORB_LENGTH, PASSWORD _DESC : 0479 Ev

1C  AE 20  AE  9E 0004F MOVAB  PASSWORD, PASSWORD_DESC+4 ; 0480 Exi

10 A 0cC D0 00054 MOVL #12., USERNAME DESC ; 0482 EX

S 08 AC DO 00058 MOVL UAF _RECORD, R%Y ; 0483 FL(

14 AE 04 A3 9E 0005¢ MOVAB  4(R3), USERNAME _DESC+4 ; GE!

52 0C AC D00 00061 MOVL PWD NUMBER, R?2 : 0485 GE

01 0168 €243 91 00065 (MPB  360TR2)CR3S, #1 : GE '

0A 13 00068 BEQL 5 : GE |

064 A3 20 20 3A 0006D LOCC #32, #32, 4L(R3) . 0489 GE!

10 A€ 20 SO €3 00072 SUBL3 RO, #32, USERNAME _DESC : 0490 GE !

10 AE 9F 00077 5%: PUSHAB USERNAME DESC ; 0496 GE ]

7E 0166 €3 3C 0007A MOVZWL 358(R3), =(SP) ; 0499 GE!

7€ 0168 €243 9A 0007F MOvZBL 360(R2)LR3], -(sP) 0498 GFl

24  AE  9F 00085 PUSHAB PASSWORD DESC : 0496 GL(

10 AE  9F 00088 PUSHAB ENCRYPT DESC : GO/

000000006 00 05 8 0008B CALLS  #5, LGISHPWD ; HF

0154 €342 7f 00092 PUSHAQ 340(R3)[R2) ; 0502 [D1

9F 0C AE 08 29 00097 CMPC3  #8, ENCRYPT_BUF, a(SP)+ ; 1DI

06 12 0009¢C BNEQ 6% ; 1F

50 01 00 0009€ MOVL #, RO ; IF

C4 000AY RET ; IF)

50 04 CE 000A2 6%: MNEGL  #4, RO : 0505 IF

04 000AS RET : 0507 {;

: Routine Size: 166 bytes, Routine Base: _LIBSCODE + 0233 {;

IF

;N 0508 1 11

;512 0509 1 end 11

: 513 0510 1 11

;514 051t 0 eludom {:

L.
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v04-000 ~ 14=-Sep=-1984 12:461:11 [(LOGIN.S JVALIDATE 832;1
: PSECT SUMMARY
E Name Bytes Attributes
: LIBSCODE 729 NOVEC,NOWRT, RD , EXE, SHR, LCL, REL, CON, PIC,ALIGN(D)
: Library Statistics
: . ee=eeas Symbols -=====-- Pages Processing
: File Total Loaded Percent Mapped Time
; _$2558DUA28:[SYSLIBILIB.L3Z;1 18619 101 0 1000 00:01.3

COMMAND QUALIFIERS
BLISS/CHECK=(FIELD,INITIAL ,OPTIMIZE)/LIS=LISS:VALIDATE/OBJ=0BJS:VALIDATE MSRCS:VALIDATE/UPDATE=(ENHS:VALIDATE)

Size: 677 code + 52 data bytes
Run Time: 00:11.9

Elapsed Time: 00:54.0

Lines/CPU Min: 2576

Lexemes/CPU-Min: 37689
Hemor( Used: 207 pages
Compilation Complete
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