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; ysgz_aosgsh user password
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COPYRIGHT (¢) 1978, 1980, 1982, 1984 BY
DIGITAL EQUIPMENT CORPORATION, MAYNARD, MASSACHUSETTS.
RIGHTS RESERVED.

FTWARE IS FURNISHED UNDER A LICENSE AND MAY BE USED AND COPIED

ACCORDANCE WITH THE TERMS OF SUCH LICENSE AND WITH THE
ON OF THE ABOVE COPYRIGHT NOTICE. THIS SOFTWARE OR ANY OTHER
THEREOF MAY NOT BE PROVIDED OR OTHERWISE MADE AVAILABLE TC ANY
s:sou. NO TITLE TO AND OWNERSHIP OF THE SOFTWARE IS HEREBY
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THE INFORMATION IN THIS SOFTWARE IS SUBJECT TO CHANGE WITHOUT NOTICE
sggpogz??sa NOT BE CONSTRUED AS A COMMITMENT BY DIGITAL EQUIPMENT

DIGITAL ASSUMES NO RESPONSIBILITY FOR THE USE OR RELIABILITY OF ITS
SOFTWARE ON EQUIPMENT WHICH IS NOT SUPPLIED BY DIGITAL.
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FACILITY: Yser Verification Subroutine

ABSTRACT:

ENVIRONMENT:

AUTHOR: H. M. Levy . CREATION DATE: 20-Sep=1977

MODIFIED BY:

v03-002 SHZ0002 Stephen H. Zalewski, 02-Mar-1984

If zero length password is passed in, return a null password.
If PURGY_V algorithm used, add check to prevent us from searching
beyond length of username buffer.

v03-001 SHZ0001 Stephen H. Zalewski 14-Feb-1984
Add support for PURDY and PURDY_V encryption.
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= hash user
DECLARATIONS
000
008
00
000
0000
8000
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8000
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00000004 0000
00000008 0000
0000000C 0000
00000010 000
00000014 00
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password
43 .SBTTL DECLARATIONS
1 3
%i : MACROS:
: <3
.macro pushq re
56 movQq Src,=(sp)
57 .endm
58 .macro popq Dst
59 movQ (sp)+,Dst
60 .endm
61
6% 3
24 ;s EQUATED SYMBOLS:
65
66 oUTDSC = &
67 PWDDSC = QUTDSC + &
68 ENCRYPT = PWDDSC + 4
69 SALT = ENCRYPT + &
;9 USRDSC = SALT + &
e 2
73 : OWN STORAGE:
74 ;
75
76 .psect _LIBSCODE
77
78
80 ;
81
82 AUTODIN:
83 .LONG  “000000000000
84 .LONG *016667040620
85 .LONG *035556101440
gg .LONG *023331141260
38
9 .
g? ; algorithm,
92 C: .lon -83 -1
9§ .tong =179, -1
94 .long -557, -1
95 .long =323, -1
96 .long =363, -1

IR R M

144.‘007333420310.‘004666%30254
764,%011554460530,%012001270474
504,%032665521750,%031330331614
324,%024002561170,%027557371034

LOGIN.SRCIHPWD.MAR; 1

adr of encrypted output descriptor
adr of password descriptor
encryption algorithm index (byte)
random number (word)

adr of username descriptor

RD,NOWRT ,PIC,SHR,BYTE ,EXE

79 ; AUTODIN=I1 polynomial table used by CRC algorithm

: The follouin? table of coefficients is used by the Purdy polynomiai
hey are prime, but the algorithm does not require this.

IN
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v04-000 Dispatch - select encryption algorithm -SEP=19 1:4 LOGIN.SRCJHPWD .MAR; 1
888 gg .SBTTL Dispatch - select encryption algorithm
006 100 ;++
006 101 ;
0828 }8; s FUNCTIONAL DESCRIPTION:
§8gg }8? : Smash up the password into a non=-reversable number.
0068 106 ; CALLINGS SEQUENCE:
0068 107 ;
0068 108 ; CALLS/CALLG
0063 109 ;
806 110 ; INPUTS:
068 111 ;
0068 11% : PWDDSC - Address of password descriptor
0068 113 ; ENCRYPT = Encryption algorithm index (byte)
0068 114 ; SALT = random number (word)
0068 115 ; USRDSC = Address of username descriptor
0068 116 :
0068 117 ; IMPLICIT INPUTS:
0068 118 ;
0068 119 ; none
0068 120 :
0068 121 ; OUTPUTS:
0068 122 ;
8823 }Sz : OUTDSC = Adcress of output buffer descriptor
0068 125 ; IMPLICIT OQUTPUTS:
0068 126 :
u 0068 127 ; none
0068 128 ;
0068 129 ; ROUTINE VALUE:
0068 130 ;
0068 131 ; Success status
0068 132 :
0068 133 ; SIDE EFFECTS:
0868 134 ;
0068 135 ; none
0068 136 ;--
0068 137
007¢ 8822 }gg .entry LGISHPWD,*M<r2,r3,r4,rS5,r6> ; entry mask
0C AC 95 006A 140 tstb ENCRYPT(ap) ; using CRC algorithm?
3E 13 006D 141 beql 0% ; yes, no processing of user desc necessay.
S€E 14 (2 O006F 14§ subl2 #20.sp ; Get temp desc and buffer off stack
56 SE DO 007 14 mov | sB ré ; Put address into ré
66 14 BC 70 007 144 movq ] §RDSC(0?).(r6) s Put current user desc¢ into stack desc.
0C AC ?} ?} 88;8 }zg glpb {1‘ENCRYP (ap) ; Which PURDY algorithm?
ne
0B A6 0OC 20 04B6 66 2C 087F 147 novgs (r6),84(r6) ,#32,#1¢,8(r6) ; PURDY. 12 character_blank pad username
66 0C BO 0087 148 movw  #12,(ré) : size of desc is now 12
06 A6 08 A6 9t 008BA 149 movab 8(ré),4(r6) : Point desc to buffer on stack.
A § §8g§ }g? brb 20% : goto main line
091 15; : PURDY_V. Remove padding from username.
55 66 3C 0091 153 10s8: movzwl (ré),rS : Save Tength of username in rS.
66 B4 0094 154 clrw (r6)
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HPWD - hash user password 1 -SEP-19gL 82:2;:;; ¥Ax/vns Macro V04-00 Page &

- V04-000 Dispatch - select encryption algorithm -SEP-1984 01: LOGIN.SRCIJHPWD .MAR; 1 (3)
50 _C4 A6 DO 8 96 155 mov 4(ré),r ; Get address of username buffer into RO.
0 80 9N 9A 15? 15%: cmpb (r0)+, #32 ; Search until we find first blank.
OE 13 0090 15 beql 208
66 B6 O009F 158 incw (r6) ; Increment byte count until blank found
BB IF . §1 BOAY - 1%Y cmpw #31,(r6) ; or_31 characters have been encountered
07 13 00A4 160 beql 20% : (31 is max username length).
66 55 B1 00A6 161 cmpw ry,(ré) ; or entire buffer has been parsed.
' 02 13 0Q0A9 16§ beql 20§ : (someone not playing by the rules)
ED N 88:8 124 brb 15%
5¢ 08 BC 7E OOAD 165 208: movaq aPWDDSC(ap),ré ; 1f password is zero length
66 D5 00B1 166 tstl (ré4)
OF 12 00B3 167 bneq 25%
' 5¢ 04 BC 7t 00BS 168 movaq a0UTDSC(ap),ré ; Then return null password
: 66 B4 00B9 169 clrw (ré)
; 046 B4 08 00 64 00 2C o0BB 170 movcS  #0,(r4) ,#0,#8,34(ré4) ; (quadword of zeros)
é - Fak® ¢ 88%2 };1 brb 40%
5¢ 04 BC 7E 00C4 17§ 258%: movaq a0UTDSC(ap).ré ; Get pointer to output buffer
5S¢ 04 8B4 7E 00C8 174 movaq rd),ré _ ;
OC AC 95 00CC 175 tstb ENCRYPf(lp) ; Use the CRC algorithm if the index
16 1A 0Q0CF 176 bgtru  30$ : is zero
3 01 LE 0001 I mnegl #1,r0 ; initial CRC
51 088C 7t 00D&4 178 movaq aPWDDSC(ap),r] ; get descriptor address
04 B1 61 50 FF24 CF OB O00DB 179 cre AUTODIN,r0,(r1),34(r1) ; convert password to 32-bit number
51 D& O00EO0 180 clrl rl : high order lLongword will be zero
| 66 S0 7D OOEg 181 movq r0,(r4) ; copy result to the output buffer
18 11 00 135 brb 40$
00E? 18 Bl
64 7C OOE7 184 308: clrq (r&) ; Initialize output buffer
53 088BC 7E OOE9 185 movaq aPwWDDSC(ap).r3 ; Cellapse password to a quadword
17 10 O00ED 186 bsbb_  COLLAPSE_R?2 ) ,
03 A4 10 AC A0 OOEF 187 addw2 SALT(ap),3(ré) ; Add random salt into middle ot U
53 56 DO OOF4 188 movl ré,r3 ; Collapse username into the quadword
00 10 007 189 bsbb COLLAPSE _R2 ;
64 7F QOF9 190 pushaq (r4) ; Push pointer to U -
| O000011F'EF 01 FB 8963 }31 calls #1,Purdy : Run U through the polynomial mod P
S0 01 00 010% 19§ 40%: movl #1,r0
04 010 194 ret
0106 195
0106 196 COLLAPSE _R2:
0106 197 .enabl [SB. 3 : g :
9106 198 ; This routine takes a string of bytes (the descriptor for which is pointed
0106 199 ; to by r3) and collapses them into a quadword (pointed to by r4). It does
0106 500 : this by_cyclln? around the bytes of the output buffer adding in the bytes
l 8}82 281 : of the input string.
| S0 63 3C 0106 20% movawl (r3),r0 ; Obtain the number of input bytes
1 13 13 0109 204 beqlu 0% ; . g )
| 52 04 B3 DE 010B 205 mova 84(r3),r2 ; Obtain pointer to input string
S1 SO FFFFFFFB 8F CB O010F 206 10%: bicl #-8,r0,r ; Obtain cyclic index into output buffer
6441 82 80 0117 307 addb2  (r2)+, (ré)Cr1] A A=l
F1 50 FS 0118 08 sobgtr r0,10§ : Loop until input string is exhausted
05 O11€ 09 20%: rsb
011F 10 .dsabl LSB
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- V04-000 Purdy = evaluate Purdy polynomial -SEP=-1984 01:45:37 ([LOGIN.SRCJHPWD.MAR;1

§}}; 1; .sbttl Purdy - evaluate Purdy polynomial
00000038 0}}; }g a=59 ; 2%64 - 59 is the biggest quadword prime
QOFFFFFD O0Q11F 19 n0=1824 - 3 ; These exponents are prime, but this is
OOFFFFCI 8}}: } n1=1224 - 63 ; not required by the aloor1thm.
003cC 8}1: %% .entry Purdy,*M<r2,r3,r4,r5>
0121 %%1 : This routine comgutes f(u) = p(U) mod P. Where P is a prime of the form
0121 i : P = 2%4 - a, e fun tion § ollow1ng polynomial:
0121 g :X*n0 + X*n1*C1 + X~3+( a2%(3 + n«(4 +
8}2} gg : The input U is an unsngned quadword.
0121 6
0121 527 gushq ak(ag) : Push U
0093 30 0125 228 sbw PQMOD_RO ; Ensure U less than P
5¢ 6E T7E 0128 2%9 movaq (sp) ré ; Maintain a pointer to X
9. NI n 8}%8 %3? mov:q : ‘) ; Point to the table of coefficients
us r
OOFFFFC1 BF DD 0133 332 Dusht  #n
&0 10 8}%3 ggz sbg ?OEXP_RS : X*nl
us r
3¢ pp QI3E 335 Susht  #nG=n1
39 10 0140 236 sbb PQEXP_R3
0142 237 ushq (r5)+" : €1
0105 30 0145 238 gsbu PQADD_RO : X*(n0 = n1) + (1
0G8E 30 8}23 %28 bsb: ?OQ?L “R2 : gSnO + X*n1+(1
us r :
014E 241 pushg (r4)
0085 30 8}21 %2% gsb: 702?&_R2 2 g;cz
us r :
00F3 30 0157 24 ﬁsb:° PAADD_RO fXec2 + (3
us r
7A 10 015D 346 Psbo  pamuL_R2 ;X202 + XC3
015F 247 ushq (rS5)+ : C4
00E8 30 0162 28 gsb: PaADD._RO i XA2¢C2 + X*C3 + C4
us r
6 10 0168 350 Psbo”  PaMuL_R2 § XA3HC2 + X*2¢C3 + ChX
016A 251 ushq (rS5)+ : €3
oo 30 0160 252 Bsbu’  PaADD_RO §OXR3RC2 + X*2¢C3 4 CheX + S
00DA 30 017g 25 bsbw PQADD_RO : Add in the high order terms
017 256 popq a4 (apY : Replace U with f(X)
50 01 00 0177 55 mov L f,r
06 017A 56 ret
oi7e 53
0178 59 PQEXP_R3:
0178 60 .enabl LSB
0178 61 ; Replaces the inputs with U*n mod P where P is of the form P = 2%64 - a.
2};3 2§ : U is a quadword, n is an unsigned lLongword.
08 BA 0178 64 popr M M<rd> : Record return address
017D 65 pushq 1 : n itialize
0180 66 pushg 8+4(sp) 2 Yy U tc top of stack for speed
10 AE D5 018 gor tstl  8+8(sp) : Only handle n greater than 0
2 13 0187 68 beqlu 30%
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- v04-000 Purdy - evaluate Purdy polynomial -SEP-1934 81:45:5; LOGIN.SRCIJHPWD .MAR; 1 " (4)
15 10 AE  E9 0189 99 108: blbe 8+8(sp),20%
8130 571 Bushg  8sBlsp) § RTipty STh curront volvs
us s ; Multi with current value
43 10 0194 7 gsbbq POHULERZ ol
8196 7 popq B(Sg) : Replace current value
00 10 AE 1F 01 Eg 19A 274 cmpzv  #1,4#31,8+8(sp) ,#d
0 13 01A0 275 beqlu 30§
1A§ 76 208: gushq (sp) ; Proceed to next power of U
32 10 01A 77 sbb PQ Ug Rg
10 AE 10 AE  1F 01 EF O01A7 78 extzv #1,#37,8+8(sp),B8+8(sp)
09 11 O01AE 279 brb 10§
16 AE OB AE 7D 818? go 308: movq g(sp) 8+8+4(sp) ; Copy the return value
St 14 A§ 7€ 018 1 movaq +8*4fsp),sp ; Discard the exponent
6 17 0189 Bg ng (r3) ; return
0188 83 .dsabl (S
018B 284
00000000 01BB 285 u=0 ; Low longword of U
00000004 01BB 286 v=u+é ; High Longword of U
00000008 01BB 287 y=u+8 : Low longword of Y
0000000C 01BB 288 2=y+4 ; High longword of Y
0188 289
0188 290 PQMOD_RO:
01BB 291 .enabl LSB
0188 29§ ; Replaces the quadword U on the stack with U mod P where P is of the
01BB 293 ; form P = 264 - a.
01BB 294
01 BA 01BB 295 popr # M<r0> : Record return address
FFFFFFFF BF 04 AE D1 01BD 296 cmpl visp) ,#=1 ; Replace U with U mod P
10 1F 01C5 297 blssu 0%
FFFFFFCS BF 6E D1 01C7 298 cmpl u(sp) ,#-a
07 1F O01CE 299 blssu (1}
6 38 (O 0100 300 addl2 #a,u(sp)
04 AE 00 D8 01D3 301 adwc #0,v(sp)
60 17 0107 30% 108: im (rh) ; return
0109 303 .dsabl LS
0109 304
0109 305
0109 306 PaMuL_R2: ]
0109 307 ; Comeutes the product U*Y mod P where P is of the form P = 2%64 - a.
8{83 ggg : U, Y are quadwords less than P. The product replaces U and Y on the stack.
0109 310 ; The Rroduct may be formed as the_sum of four Longword multiplications
0109 311 ; which are scaled by powers of 2*32 by evaluating:
8109 1; : 2%64ryez ¢+ 2% Zt(v*z $ur2) ¢ ury ; "
o}gg }‘ : The result is computed such that division by the modulus P is avoided.
02 BA 0109 15 popr # M<r1> ; Record return address
5¢ SE DO O01DB 16 mov! sp,re : Record initial stack value
0C A2 0D O1DE 17 pushl z(rg)
04 A oD O01E1 18 ushl v(r2)
3 10 01E4 19 sbb EMULQ
D3 10 01E6 320 bsbb  PQMOD_RO _
5¢ 10 81E8 21 bsbb PQLSH_RO ; Obtain 2432w%yr2
08 AS DD O1EA g pushl y(rg)
04 A DD O1ED ushl v(r2)
26 18 81F0 A sbb EMULQ
g 1F2 5 bsbb PQMOD_RO
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Purdy - evaluate Purdy polynomial 2-5EP-19S‘ 1:45:;? LOGIN.SRCIHPWD .MAR; 1 .
0C A DD 01F4& pushl 2(r2)
65 DD OQ1F7 9 ushl u(r%)
1D 18 1F9 8 sbb EmMULQ
BE 1 1FB 9 bsbb PQMOD _RO
4E 10 1FD 0 bsbb PQADD_RO ; Obtain (vry ¢ u*2)
&C 10 OIFF 1 bsbb PQADD_RO ; Add in 2‘35'V'Z
39 10 01 § bsbb PQLSH_RO ; Obtain the first two terms
08 As DD 0203 g pushl  y(r2)
6 DD g Og & ushl u(r2)
0OE 10 0 S sbb EMULQ
AF 10 020A 6 bsbb PQMOD _RO ; Obtain the third term: wury
3F 10 8 0cC 7 bsbb PQADD _RO ; Add it in
OS 8 popq Y(rg) ; Copy the return value
S5 08 A2 7; 021 39 movaq Y(r?),sp ; Point the stack to the return value
61 17 0216 40 jmp (r1) : return
0218 41
0218 4g
0218 g& EMULQ:
0218 44 .enabl LSB. : :
0218 345 ; This routine knows how to multiply two unsigned longwords, replacing them
8%}% 329 ; with the unsigned quadwnrd product on the stack.
7E 00 OB AE 04 AE 7A 0218 348 emul 4&(sp),8(sp),#0,-(sp)
7E D& 021F 349 clrl -(sp)
10 AE D5 0221 350 tstl 4+8+4(sp) ; Check both Longwords to see if we must
06 18 0224 351 bgeq 108 ; compensate for the unsigned bias.
6E 14 AE (O 0226 35% addl 4L+8+8(sp),(sp)
14 AE D5 022A 353 10%: tstl 4+B8+8(sp)
06 18 0220 354 bgeq 20%
6E 10 AE CO 022F 355 addl 4+B8+4(sp), (sp)
046 AE BE (O 0233 356 208: addl (sp)+,4(sp) : Add in the compensation. 2
0237 357 popq 4(sp) ; Replace the lLongwords with their product.
05 0238 358 rs
OZ%C 359 .dsabl LSB
023C 360
023C 361
023C 36% PQLSH RO:
023C 363 .enabl LSB ;
OZgC 364 ; Computes the product 2*32+U mod P where P is of the form P = 2%64 - a.
8532 ggz : U is a quadword less than P. The product replaces U on the stack.
023C 367 ; This routine is used by PQMUL in the formation of quadword products in
023C 368 ; such a way as to avoid division by the modulus P.
8 gc 69 : The product 2*64*v + 2*32vu is congruent arv + 2*°32+u mod P (where u, v
2 E ;? ; are longwords).
01 BA OZgC 75 popr ¥ M<r0> ; Record return address
04 AE DD 8235 7 pushl v(sp)
38 DD 41 74 ushl a
D3 10 43 75 sbb EMULQ ; Push awvy
08 AE 08 AE 50 79 45 76 ashq #32,.Y(sp) ,Y(sp) ; Form Y = 2*32+«y
2 N 0228 ;g brb 10% ; Return the sum U + Y mod P.
4D 379 PQADD_RO: .
4D 0 ; Computes the sum U + Y mod P where P is of the form P = 2*64 - a.
0 28 % :s U, are quadwords less than P. The sum replaces U and Y on the stack.
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iVOL-OOO Purdy = evaluate Purdy polynomial ~SEP=1984 01:45: LOGIN.SRCJHPWD.MAR; 1 (4)
; 21 BA 4D 3 popr A M<r0> : Record return address
| 08 AE E cg &F & 10%: addl2 u(sp),y(sp) ; Add the low lLongwords
; OC AE 04 AE D gg 5 adwc g(sp).z(sp) : Add the high longwords with the carry
: 14 1F ? bcs 0% ; If the result is greater than a quadword
! FFFFFFFF BF (1] As D1 SA cmpl 5(59).0-1
| 1 1F 62 8 blssu 0%
; FFFFFFCS BF 08 As D1 64 9 cmpl §(sp),l-a ; or simply greater than or equal to P
, g 1F 6C 90 blss 0%
‘ 08 AE B (0 65 91 208: addl #a,y(sp) ; we must subtract P.
OC AE_ 00 D8 7 9§ adwc #0,2(sp)
SE 0B AE 7E 0276 93 30%: movaq Y(sg).sp ; Point the stack to the return value
60 17 027A 94 2mg (r0 ; return
027C 95 .dsabl LS
027C 96
027C 397 .END
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HPWD = hash user password
Symbol table
A = 00000038
AUTODIN 88008008 R 01
C 000040 R 81
COLLAPSE _R2 80000103 R 1
EMULQ 000031 ] 01
ENCRYPY = 0000000C
LGISHPWD 00000068 RG 01
NO = QOFFFFFD
N1 = QOFFFFC
ouTDSC = 00000004
PQADD_R 00000240 R 01
PQEXP_R 00000178 R 01
PQLSH_RO 0000023C R 01
PQMOD ~RO 00000188 R 01
PQMUL _R2 00000109 R 01
PURDY 0000011F RG 01
PWDDSC = 00000008
SALT = 00000010
U = 00000000
USRDSC = 00000014
v = 00000004
Y = 00000008
1 = 0000000C

T — ¢

i Psect synopsis !
PSECT name Allocation PSECT No. Attributes
2 Aes 5 00000000 ( 0.) 00 ¢ 0.) NOPIC USR CON
_L1BSCODE 0000027C ( 636.) 01 ¢ 1.) PIC USR CON

e RS +
i Performance indicators i

Phase Page faults CPU Time Elapsed Time
Initialization 59 00:80:00.02 00:00:00.33
oy ik gl 10 00:00:00:81  00:00:04.6%
gy-t;o% table sort 8o 002302 §g; 80200200231
as :00:00. :00:02.
Symbol iable output g 8:88: .02 88:88:88.05
Psect synopsis output 1 0:00: 0.81 0:00:00.01
(ross-reference output 0 0:00:00.00 0:00:00.03
Assembler run totals 316 0:00:01.91 0:00:10.0
The working set Limit was 1050 pages.

7793 bytes (16 pages) of virtua
There were 10
397 source Lines were read in Pass 1, producin

2 pages of virtual memory were used to define 2 macros.

memory were used to buffer the intermediate code.
pages of symbol table space allocated to hold 23 non-local and 17 local symbols.
16 object records in Pass 2

ABS
REL

'§5Ep-108e 0183187 I

LCL
LCL

AX/VMS Macro V04-00
LOGIN.SRCIHPWD .MAR; 1

NOSHR NOEXE NORD NOWRT NOVEC BYTE

SHR

EXE

RD NOWRT NOVEC BYTE

Page

|

< -
=z



HPWD = hash user password 1g-§E

VAX=11 Macro Run Statistics ::}382 8?:22:5;

2 e
L5

teccmccrc s e c e rccrccecsceccsae +

! Macro Library statistics !

o= cecsssssssssssnacssssed

Hacro Library nono Macros defined
$%35$DUA§ LOGIN JILOGIN.MLB;1
S$DUAZ2B:[SYS.OBJILIB.MLB;1
“$2558DUA2S : [SVSLIBJSTARLET HLB 2

TOTALS (all libraries)

0 GETS were required to define 0 macros.

[=]olele]

There were no errors, warnings or information messages.
MACRO/LIS=LISS:HPWD/0BJ=0BJS :HPWD MSRCS :HPWD/UPDATE=(ENHS :HPWD)+EXECMLS/LIB+LIBS:LOGIN/LIB

AX/VMS Macro V04=00
LOGIN.SRCJHPWD .MAR; 1
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