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BREAKIN 18-300-1984 01:49:36  VAX- 42 b
004000 19-3¢0-1980 93:43:5¢ !5 i
MODULE breakin C(IDENT = 'v04-000',

s ADDRESS ING_MODE (EXTERNAL = GENERAL)) =

itttttttttttttttttttttttttttttttttt"tt"""tt't'ttttttttttttttttttttttt'tt
e

'* COPYRIGHT (c) 1978, 1980, 1982, 1984 BY

'* DIGITAL EQUIPMENT fORPORATION. MAYNARD, MASSACHUSETTS.

E: ALL RIGHTS RESERVED.

i* THIS SOFTWARE IS FURNISHED UNDER A LICENSE AND MAY BE USED AND COPIED

'* ONLY IN ACCORDANCE WITH THE TERMS OF SUCH LICENSE AND WITH THE

'* INCLUSION OF THE ABOVE COPYRIGHT NOTICE. THIS SOFTWARE OR ANY OTHER

' COPIES THEREOF MAY NOT BE PROVIDED OR OTHERWISE MADE AVAILABLE TO ANY

'* OTHER PERSON. NO TITLE TO AND OWNERSHIP OF THE SOFTWARE IS HEREBY

*
|
&
L
4
®
i* TRANSFERRED. .
L 4
*
*
4
]
*
4
*
 §

(=l=lelelelal=l=]

N PININ) = b e e e ed e e ek 2 O O O OO OO OO

WSS AN =2 O 0 00 NOMN SN AN =2 OO 00 N OSSN —

e
!* THE INFORMATION IN THIS SOFTWARE IS SUBJECT TO CHANG% ?%THOUT NOTICE

i* AND SHOULD NOT BE CONSTRUED AS A COMMITMENT BY DIGITAL EQUIPMENT
'* CORPORATION.

W = O 000 NON N E AN = O 0 00 O W S NN = O 0 00 NN N BN (AN =2 O 0 00 N O N S N —

=l = e == = = ettt tbdmd ol lelelelelelelelelelelelelelelelelelelelelelelelele ]

: 1
: 1
: 1
3 1
: 1
3 1
3 0 1
.3 0 1
: 0 1
53 0 1
oy 0 1
ey 0 1
I 1 0 1
3 3 0 1
F - 0 1
g 3 0 1
s 0 1
. 0 1
5 |
: 2 0% 1 ' DIGITAL ASSUMES NO RESPONSIBILITY FOR THE USE OR RELIABILITY OF ITS
: 2 0 1 !* SOFTWARE ON EQUIPMENT WHICH IS NOT SUPPLIED BY DIGITAL.
; 5 826 } s
*
: % 82; } it"'ttt'tttﬁtt"'ittt!'t!tttttttit"tt"ttitittttttttittttttitttttitttttttt
; % 0;9 1 tes
: 030 1 ! FACILITY: Login
T 931 3 3
H g 8%5 } E ABSTRACT:
. 03¢ 1! This module contains all the routines to scan and manipulate the
y 3 035 1! Compound Intrusion Analysis blocks, add new entries to the CIA
s g 8%9 } ; queues, locate intruders, and remove suspects.
- 3 038 1 ! ENVIRONMENT:
S 039 1!
3 2 82? } ; VAX/VMS operating system.
P 06§ 1 ! AUTHOR: Gerry Smith 12=-July=-1983
: & 043 1!
;44 044 1 ! Modified by:
;45 045 1!
;46 0466 1! v03-006 ACGO4&36 Andrew C. Goldstein, 23-Jul=-1984 17:25
3 2; 82; } ; Add support for LGI_BRK_TERM, put result in global cell
: &9 049 1! v03-005 MHBO131 Mark Bramhall S-Apr-1984
: S? 08;? } ; Change to new TERMINAL_DEVICE flag.
: 22 Si 1! v03-004& ACG0390 Andrew C, Goldstein, 18-Jan-1984 11:33
: Sz 024 } ; Fix arg List mismatches {remove unused username)
3 gS 0SS5 1! v03-003 ACGO376 Andrew C. Goldstein, 22=-Nov=1983 11:02
; gb 059 B Redesign match al?orithn to reduce service denial
- 7 0057 1! problems, fix expiration of old entries.

............‘...................Q..O.......-.Q.l...I...I.O...t.-...........'.....t.........QI..I........‘.
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BREAKIN 1§-s 1984 01:49:3¢  VAX=11 Bliss=32 V
0042000 12-300-108% 91:49:50  HMSein. BhisgnEdYn:

3 0 1!
: 838 1! v03-002 GAS0189 Gerry Smi;h 22-Sep=1983
;. 60 860 1! If a terminal is sfecificd. see if there's another device,
: 21 0021 } ; the actual physical device, associated with the terminal.
: & 86§ 13 v03-001 GAS0185 Gerry Smith 16=-Sep=-1983
;. 64 646 1! Add randonn;as to thg hide time, so ‘hat the actual hide time
3 gz 82; } ; is bet:eon X and 150% of that specified by the SYSGEN
: ! parameter.
: of 0067 1!
: 68 0068 1 !==
: 9 ? 1
: 0 1!
: 71 071 1 ! Include files
5. ¥ 007; 1!
3 ;‘ 88;‘ } LIBRARY 'SYSSLIBRARY:LIB'; ! VAX/VMS system definitions
T 0075 1!
B 0079 1 ! Declare the linkages to allocate and deallocate nonpaged pool, as well
R [ 0077 1 ! as grab the CIA mutex.
: 178 0078 1 !
79 0079 1 LINKAGE
: 80 0030 1 CVIDEV = JSB (REGISTER = 0, ! Length of output buffer,
: 81 0081 1 REGISTER = 1, ! Address of output buffer
4 0085 1 REGISTER = & RS eses ot T .
3 = 5 ! ress o
;84 0084 1 REGISTER = 1), i Length of final name
s 85 0085 1 ALLO = JSB (REGISTER = 1; ! R1 = size (on input)
3 86 0086 1 REGISTER = 1 ! R1 = size of block
;87 0087 1 REGISTER = 2: i R2 = address of block
: 88 0088 1 NOPRESERVE (3.4,5), ! RS, R4, RS destroyed
;89 0089 1 DEALLO = JSB (REGISTER = 0): i RO = address of block
: 90 0090 1 NOPRESERVE (1,2,3,4.5), ! R1-R5 destroyed
;9N 0091 1 LOCK = JSB (REGISTER = 0 i RO = address of mutex
; g 883 } REGISTER = 4J; i R4 = PCB address
: 94 0094 1
;95 0095 1! ]
3 ! Macro to set the processor interrupt priority level register
89 8839 } : M h i iority L L
;98 0098 1 BUILTIN
s 99 0099 1 :
: 100 0100 1
;10 0101 1 MACRO ! set processor IPL
: ;8% 8:8% } SET_IPL (LEVEL) = MTPR (XREF (LEVEL), PRS_IPL)X;




— 3

D 10
3-3e01980 11:40:88 MMNGIn. SkisgREdcyn: 2504 Page

Sl

—_
o
wh

Table of contents

ORWARD ROUTINE
cia_scan, ! Set up for elevated-IPL scans
check_intruder, ! Check intruder block
check_suspect, ! Check suspect block
add_suspect; ! Add a suspect block

Moo oo

]
; External routines

EXTERNAL ROUTINE
foc$cvt_devnam : CVTDEV,
sch$lockw : LOCK,
schSunlock : LOCK,
exe$alononpaged : ALLO,
exeSdeanonpaged : DEALLO;

Construct device name from UCB
Lock CIA mutex

Unlock CIA mutex

Allocate non=paged pool
Deallocate non-paged pool

. ——— - —

]
; Declare system areas

EXTERNAL
break_attempt : BYTE
terminal_device : BYTE,
ph{_torn_nano : VECTOR
vaf_record : REF $8BLOCK,

or? username,
ct !gl_pcb : REF $BBLOCK,
ctl$t_nodename : VECTOR[,BYTE],

ctl$t_remoteid : VECTORL,BYTE],
ciasgl_mutex,

gUWWUJWNNNNNNNNN—l—‘-‘—'-‘-'-‘—‘—'—'009‘8
IR =2 O O 00 NOM N S5 AN =2 O 0 00 N O S (N =2 O O 00 ~NON VNV S N = OO0 00

.u.l...n...n.c.....-.o.O.o.l.....o.o.l.c.'.-.-.o.....u.o.o.c.tt..-.l.c.o.o.-.o.
(=lelelelalalalalalelalalelelelalalelelalelelelelelelelelelelelelelelelelelelete)
— ) ) ) il - D il e D ) s ) ) ) ) D b —d D - —d D D —d —d - b - — — — ) — — — — dh

£ B 5 B NN AN N N N AINNI PRI NI NI NI NINININ) = b b b e b b b et 2 O O OO OO

e ol el o o el ) el e ol S o i D i i o D i el e o e e e i i s e e e o e i S e e
NN =2 O O 00 N O S LN =2 OO 00 O VN B LN = O O 00 N O N 85 N = OO0 00 ~NO N o~
e e e e o e e ol o el e e e el el il S D e e e e i e el el ol e o el el ol el el el ol el o

3 ciaSgq_intruder : $BBLOCK,

3 sys$gb_brk_Lim : BYTE,

3 sys$gl_brk_tmo,

i sys$gl_hid_tim,

2 exe$gl_dynamic_flags : BITVECTOR;
& EXTERNAL LITERAL

4h exe$Sv_brk_term : UNSIGNED (6);
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BREAKIN 12-59 =1984 01:49:34 AX=11 Bliss=32 V4.0-74
VO‘-O&O 14-803-1934 ?2:41:84 LOGIN.SRCSBREAKIN.B32:

-
S

status,
next,
cia : REF $BBLOCK;

: 144

: 145 BE

: 148 14?

;149 14 1444

3 1?0 148 !

: 1) 149 ! This is the routine that is called to start either a suspect
3 }Sg } ? ; or intruder scan.

3 lgk 1 i ! Inputs:

: 125 1 ! intruder - indicator for which type of scan to perform
s 156 156 ! 1 ==> intruder list

: 197 155 ! 0 ==> suspect list

: 158 1 ? !

: 159 1 ! Outputs:

: 160 0158 ! None.

;161 0159 !

: 16; 0160 ! Return status: (low bit) :

: 16 0161 ! 0 - intruder (either new, or in evasive action)

;164 016§ ! 1 = just another suspect, or an expired intruder

: 165 016 !

: 166 0164 lemw

: 167 0165

: 168 8166 BUILTIN

: 169 167 emul ,

: 170 0168 addm,

: 1n 01%9 cmpm,

: 17§ 81 0 remque;

: 17 1”n

s 174 017§ LABEL

s 175 017 cia_search,

s 176 8174 cia_check;

s 17 175

s 178 0179 LOCAL

s 179 017 type : BYTE

: 180 8173 data : VECTOR Ssids_data. BYTED,

;181 179 time : VECTOR[Z],

: 1B§ 180 term_length,

: 18 181 delta,

: 184 18; dummy,

; 185 018

: 186 0184

: 187 0185

; 188 01 9

: 189 81 -

: 1 188 ! Get the current time.

: M 0189 !

: 19§ 01 $gettim (timadr = time);

: 19 0191

: 194 19§ !

;195 19 ! Get the data string to match on, which is meant to correspond to the
: 1 194 ! source of the login. It is, in order of preference:

: 19 195 ! node name and remote |

: 198 199 4 terminal if a real terminal plus username if real user
: 133 }g ; original username (presumably creator of this process)
3 §01 1 IF .ctlSt-nodonaaeE8 NEQ ! 1f node present,
;. 202 0200 OR .ctl$t_remoteid NEQ
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0 THEN ! get the remote node ID,
BEGIN ’
t‘ge = ciaSk_network;
C COPY(.ctl!t,nodonanzs ! Copy the nodename first,
cti$t_nodename
.ctl!f_rcnotoif* ! then the remote id
3 ctiSt_remoteid(i1],
0

ciabs_data,
data);
END

IF .terminal_device

BEGIN

IF .exe$gl_dynamic_flags(exe$Sv_brk_term]
THEN term_Uength =",phy_term_name(0]
ELSE term_Length = 0;

IF .uaf_record NEQ 0
THEN

4 BEGIN
4 t‘ge = ciaSk_term_user;
4 CHSCOPY(.term_Length,
4 .ph‘_forn_nanotl].
4 vaf3s_username
2 90!_rocord[uafft_usernane].
2 ciais-datl.
4
3
4
4
4
4
4
4
i

data);

NN LA N N NN NI PO N NI NININININD) b b b b ed b b b d S O O
reimielelelelelelelelelalelelelalel]

END
ELSE
BEGIN
t‘ge = ciaSk_terminal;
CHSCOPY(.term_Llength,
:pgy_fern_nane[1].

NINNININIMNIND
&5 8 B NN

NORLNLNLNLNLNLNLNLNLNINL VNN NINONO D
VIVIVAVIVIWVWAVWAWNES B S S S S S

VOOV NN OOV NV W -0V~
000000000000

ciais_data.
data);

NONINONNININORND

olelelolelelelelelelelelclclclelelelelelelelelelelala]

t‘go = ciaSk_username;
CHSCOPY(uaf$s_username,
org.username,

ENEN B 8 88 55BN NN N N N NN N NN N PO PO NI PO PO NI NN b b b b b b b ed d b
NN S NN = © O 00 NN N BN LN == O O 00 O VN 8N N =2 O O 00 N ON W8S LN =2 O WO 00 N OM W 85 LN =2 O 0 00 ~OM W S5 N —

cia‘s_data.
data);
END;

i Set up pointers to the address of the data. Also set STATUS = 1, to show
; that nothing so far.

R TR TR A A T P P P P PR PR TR PR L TR R L L T L L L L L R LA L L T T P T T T TR T P T T T T T R T R T R TR LT

MNONINLNIMNINLNININLNINL NN

VHWWAWVAVAWIVAWAWD

status = 1;

I

<O

TR s e e e e TR T TR L L PR L L R L L L T T T T P P P T PR P TR TR PR PR TR TR TR LA LR TN TR T
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D04600 12-3e0-1980 Dh:a%ige  Yikein. Bhissrdicyn: B3l %€ 3

60

61 '

g§ ; Scan the lists, if there are any blocks.

64 cia_search: BEGIN

65 sgh!locku( ia ?l mutex, .ctl$gl_pcb);

' cia = .ciaSgq_intruder;

63 ggtlL .cia EQL ciaSgq_intruder

90 BgGlN

71 cia_check: ?E?IN

; ' next = .cialcia$l_flink];

74 i Check expiration on each entry encountered. Expiration is done with
;2 ; a simple compare of the entry's time against current time.
77 '

7 IF cmpm (2, cialcia$q_timel, time) LEQ O

7 THEN on Y

80 BEGIN

81

An expired intruder is turned back into a suspect with the
count set to one short of the Limit. The time is computed
from the current time plus the count times the break timeout.

IF .cialciaSv_intruder]
THEN
BEGIN
cialciaSv_intruder] = 0;
2 cialciasw_count) = .sys$gb_brk_Lim;
2 delta = .s;siab brk_Lim * .sxs!gl_ﬁrk_tno:
2 enul(skst 100000007, ! Convert seconds into delta time
elta
REF (0)
[cia‘q_tine])-

ia
gggn(g. time, cia[ciaiq_tino]. cialciasq_timel);

An expired suspect entry is removed from the Llist.

N
G R R R RS L L PREAEA AR I L S

VVAVIWAWAVAON NN N NN NN N NN N N SN SN SN SN SN SN SN N O OO O O8O O O O O VWAV LU LALNINONONOND

A RAR S8 8RR R REN2ESEITIRE

ELSE
BEGIN
remgue(.cia, dummy); ! Remove the biock
exe$Sdeanonpaged(.cia); ! And return to pool
%SGVE cia_check; ! No entry to check
END;

! Now check for a match on the type we are looking for.

OO0O00O0O00OO0O0O0O0O0O0O0O0O00O0O0O0O0O0O0O0O0O0O0O0OOO0O0OO0O0OOOOOOOOOOOOOOOOOOOOO

-....-.-.-‘-0-.8
O NS W =0V

BN =O

B Bt b D

TR e E T T T T e s o ey s s s e e T TR T L T T L A L P T PR L E TR PR LA PR PR LR TR TR PRI TR TR PR TR LR TR TR TR T TN TN TN TR T




V04-000 il A M SR Fa%e (s

: 317 15 1F .t‘go EO% cialciaSb_subtyp o}

: }3 }9 AND CHSEQL (cia$s _data,” data. cia$s_data, cialcia$t_datal)

g ? }% g If we have a matching block, make the appropriate checks.

; g " THEN

: 1 6 BEGIN

3 [ § 6 IF .intruder

3 5 6 THEN status = check_intruder(.cia, sine)

s ? & 6 ELSE status = check_suspect(. cia, time):

; { 5 g %ESVE cia_search;

;399 ® 2 END; ! end of block CIA_CHECK
: 0 8 & cia = .next:

: 1 G END;

P 338 3.

3 0 g ! If this is a failed login and no List entry was found, create a
: S 8 z ; suspect entry.

; 7 0335 IF NOT .intruder

S 8 0 g THEN add_suspect(.type, data, time);

: 9 0 END; ! end of block CIA_SEARCH
: 0388 §

E 8%2? ‘ Unlock the mutex and lLower IPL.

3 034 schSunlo k(ciaSgl_mutex, .ctl$gl_pch);

;3 8%22 SET_IPLLO); O 9t.p

T 0345 2 break_attempt = NOT .status:

: 348 0359 RETURR .status:

: 349 034 1 END;

.TITLE BR AKIN
. IDENT 4=000\

LEXTRN 10CSCVT DEVNAM, SCHSLOCKW
JEXTRN SCHSUNLOCK, EXESALONONPAGED
"EXTRN ExesDEAuonﬁA

"EXTRN BREAK ATTEHPT TERHINAL DEVICE
.EXTRN PHY_TERM_NAME . unr nscou
.EXTRN ORG"USERRAME, CTLS k
"EXTRN CTLST NODENAME, CTLST nsnovexo
"EXTRN ClAzGt MUTEX txAssn rn1auoen

JEXTRN SYSSGB-BRK_LIM, SYSSGL_BRK_TMO
"EXTRN SYSSGL™HID"TIM, ExsseL “DYNAMIC_FLAGS
.EXTRN EXESV_BRK_TERM, SYSSGETTIM

.PSECT SCODES,NOWRT,?2

OFFC 00000 .ENTRY g%?_scAu. Save R2,R3,R4,RS,R6,R7,R8,R9,R10,=; 0144
SE €0 AE 95 2 MOVAB  -64(SP), SP ;
3% PUSHL SP : 0190
000000006 00 CALLS #1, SYSSGETTIM ;

I IR LA TR TR IR LR R L L T P L PR PR I PE PR TR TR PR TR PR P LA L T TN TN
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§-509-1

sk

1
14=Sep-1
58 000000006 § 9 0000F
000000006 {¢ ?§ }8
A g § 1%:
9 000000006 A 00093
6 08 A ge D
57 20 000000006 00 8§ 3¢ 1
%8 18 09038
: 38 2 d00cd
57 20 000000006 00 5¢ 43
$ 11 00045
50 000000006 00 E9 0004F 2%
09 000000006 0 06 E1 00056
59 000000006 20 0005¢
11 0006
50 000000006 00 B0 00049 8.
20 500009908 98 00 oo?g
1 13 0007
5A 2 90 00079
58 20 0007¢
37 08 AE 9E 0007:
<8 20 80 59 2C 00083
g 0083
9 18 00089
57 3 €9 00088
58 9 €2 0008E
58 20 06 A6 30 2¢ 00091
67 0097
1A 11 00098
SA 01 90 0009 55
33 20 80 9 2C 0009D
08 AE 8 Al
E 11 000A4
SA & 90 000A6 6%
38 20 000000006 00 0 2C 000A9
08 AE 82
9 190 00084 78
0 g o
¢ % 000¢5
7 g 0 000¢
0 G £ 00002 8s:
D
woff 17 000
56 ; 00 EE 9%:
50 1 CE 000k
06 AE 14 A7 D1 000E
0F 19 000EC
14 000EE
6E 10 A7 D1 000F

98 92:47

MOVZBL
BNEQ
1578
BEQL

:84 AX=11 Bli!s-SZ Vé4.0=74
104 8

LOGIN. SRC
CTLST_NODENAME, RS
GILST_REMOTE D

REAKIN.B32;

gT'S;Y:EHOTEID R9
lSk R?7 :

DAT ag
R8, CTLST_NODENAME+1, #32, R7, (R6)

7$

RS, R
R8. R
a§. CTLST_REMOTEID+1, #32, R7, (R6)

7$
TERMINAL _DEVICE, 6%

S*EXESV_BRK TERM, EXESGL_DYNAMIC_FLAGS, 3$

2:Y_TERH_NAHE. TERM_LENGTH
TERM_LENGTH

PHY_TERM_NAME+4, RO
AF _RECORD, R6

ATA,
TERM_LENGTH, (RO), #32, R8, (R7)

78

TERM_LENGTH, R7
TERNCLENGTH, 8
#32,74(R6), #32, RB, (R7)
7%

M, TYPE
TERM_LENGTH, (RO), #32, #56, DATA

#., TYPE
#32, ORG_USERNAME, #32, #56, DATA
#1, STATUS

NTRUDER, CAA
NTRUDER, R

(=]
et s IR D)
[ =

$6Q_
$6Q
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418 bytes, Routine Base: $SCODES ~ 0000

: Routine Size:
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NE check_suspect (cia, time) =

b

! Check i/ enough login failures have occurred to change the suspect
! to an intruder.

VWnn
Lele RNTe JV N QW N

Inputs:
60 cia = address of the Compound Intrusion Analysis block
1 time - address of current time of login failure
i Outputs:
64 None.

o
wi

Return status:
0 - this is an intruder
1 = just another suspect

BUILTIN
emul ,
addm;

time : REF VECTORLC,WORD],
cia : REF $BBLOCK;

LOCAL
delta : VECTOR [2];

i Bump the count of login (perhaps breakin) attempts. Also bump the
5 expiration time of the entry.

|
g

i

cialciasw_count) = .cialciaSw_count] + 1;

emul (s‘sigl Srk tmo ! Convert timeout into
%RE; 53’000000$. ! delta time value

Qo
w

gclta):
addm (2, delta, cialciaSq_time), cialciaSq_timel);

! If the number ot attempts is greater than the number of retries allowed,
! then remove the CIA block from the suspect queue and put it on the
intruder queue.

i

]

]

]

IF .cialciaSw_count] GTR .sys$gb_brk_Lim
THEN

PESSSRRES

=~
(=
B
v tvtvtve
38523

00
BEGIN
40 LOCAL
:0 semi_second;

! Obtain » number between 10000000 and 15000000, which represents a unit of
time between 1.0 and 1.5 seconds.
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This is done by taking the syston tinc. and using tho longuord in

down to be i Ehe range ot 3000000 or ?22‘.’?'254’235128 ¥0880088‘"'§

BEGIN
MAP semi_se VECT 2 WORD]);
semi_second §3 . E

Samg ame ame wy -

00000

=2 OO O~NO N

! Get middle longword
g:gi second .tinc i swapping words on the way.

4
4
A
4
3 semi _second = .semi_second / ((1*31-1)/5000000) + 10000000;
1E

ouul(sysSgt hid_tim, ! Multiply the hide time
son aocona. ! to get number of seconds

siatciaﬁq timel); and put it in the block
then add

the current time

and put it in the block
Show it's an intruder

cio[c‘aiq tineg
cia$q tim 5
cialciaSv_intruder) =
R NO:"

oOoO
IOt BT Ie I e It 3 e 3

o
~
NRININIAININININININD b b b b d b b b b

AR L AL ELE TR PR IR TR T PR L P T L TR L T P PR L P P T TR LT

it 2. 3P BTt I I I I I IT 22 It I

NN A AN NI NI NI NI AININININD b b b s b b b d s d

O 000 NO WS AN = OO 00 NONN S LN

RETURN 1;
04

000C 00000 CHECK_SUSPECT:
WORD

" 8050 R2,R3
SE 0c¢ 5 000 SUBL2 #12, SP
50 06 AC DO 0000 MOVL  CIA. RO
0E A0 gs 0009 INCW  14(RO)
04 AE 00 00989680 8F ooooooogs 00 000C EMUL  SYSSGL_BRK_TMO, #10000000, #0, DELTA
sg 10 A0 9E 0001A MOV 16(RO) S ag
6 AE €O 0001 ADDL2 DELTA, (R3)
04 A3 08 A5 8 88 ADWC  DELTA. &4(R3)
51 000000006 A MOVZIBL SYSSGB_BRK_LIM, R1
0E A0 1 ?1 00 s CMPW  R1, 14TRO)
3 00 BGEQU 1%
51 8 AC D 88 MOVL txng R1
6E & Al B MOVW  &(RT§, SEMI_SECO
02 AE 2 Al B 8 C MOVW  2(R1). SEMI secono+2
52 6E og 81A 8F 41 DIVL3 0489 35"1 secou
6E 8 88 53 £ 00049 MOVAB 10 260 (R2) I
63 00 6 000000006 A 3 EMUL  SYSSGL nio ti senx secono. #0, (R3)
'3 61 ¢ AODL2  (R1), TRD)"
84 A 04 Al C ADME 4(R1§, 4(R3)
C AD 1 1 BISB2 #1, 12(RO)
4 ; BRB 2%
50 1 00 13 MOVL #1, RO
4 A RET
50 D& B 2% CLRL RO
4 00060 RET
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; Routine Size:

110 bytes,

Routine Base:

$CODES + 01A2
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: Routine Size:
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N 10
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N SaREakin: B304

NE check_intruder (cia, time) =

i Choik if list entry is an intruder (for otherwise successful
E validation).

Inputs:
cia - address of intruder block
time = current time

i Qutputs:
none.

i Return status:
0 - this is an intruder, perform evasive action

l
l
]
]
]
i
i
]
|
: 1 = this is only suspect, no action
]

MAP
cia : REF $BBLOCK;

LOCAL
dummy ;
lf this is not an intruder entry, take no action.

NOT .cialciaSv_intruder)
EN RETURN 1;

[ciaSw_count) = .cialciaSw_count] + 1;
URN 0

M XN
O-‘.

0000 00000 CHECK_INTKUDER:
WORD

50 & AC D MOVL %'X' Rsthi"g
06 8c 8 g 880% BLBS 1%(&0). 1$
50 3 ooo MOVL #1, RO
0000 RET
0E A8 86 og 18: INCW  14(RO)
CLRL RO

8‘ 0013 RET

20 bytes. Routine Base: SCODES + 0210
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BUILTIN
emul ,
addm,
insque;

LOCAL

HEN RET

l
i
|
I
T
!
i
l
ci
ci
ci
ci
ci
em

= PIRINININIAININIAIAININININIAINI NI AININININIAI N AN NN A NINININIAINI R RO RININIAIAI NI RIRINIAI NI AIRIN) —

RETURN 1;
END;

Su sizel

ags
Sw_ count

sys$
K (T 80000005 .
ia[ciasq timel):;
addm (2, .time, cia ciaSq timel, cialcia$q_timel);
CNSHOVE?cioSs _data,
ciachaSt _datal);

insque(.cia, .ciaSgq_intruder(cias$l_blink]);

NE add_suspect (type, data,

@

size,
cia : REF $BBLOCK;

! Get a chunk of non-paged pool.
F NOT exeSa%ononpaged(cioSc length; size, cia)

in the block.

pe code of data
ta string to match on
me of Login attempt

Fill

a ci a

a ci a ty el dynsc cia.
a ci a su ty el = .type;
a ci o :
alci a

mul (

18-Sep~1
e
1 Seg g

01:49:34 AX=11 aligs-BZ
4 12:461:04 LOGIN.SRCJIBREAK
! Put in size
! Type
Data t

i This is a suspect
! Tried one time
Convert timeout into

i delta time

! and add to current time

! And this is the

! match data

! Put at end of intruder queue

|
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H;
EXE
6

MOVZBL #
JSB
MOVL
BLBC
MOovw
MOvVB
Move
MOVL
EMUL
MOVA
ADDL
ADWC
MOVL
RET

SUSPECT:

NOL - ONNOOO0VOC<WNOOTN
OO OO v == ONOUIMMMILT ~T NN
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Routine Base: $CODES + 0224

88 bytes,

: Routine Size:
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F
_$255%

BLISS/CHECK=(FIELD,INITIAL,OPTIMIZE)/LIS=LISS:BREAKIN/OBJ=0BJS:BREAKIN MSRCS:BREAKIN/UPDATE=(ENHS:BREAKIN)

Size:

Run Tim
Elapsed
Lines/C
Lexenes

ronpila

PSECT SUMMARY
Attributes

636 NOVEC,NOWRT, RD , EXE,NOSHR,

OSSO 1 END

0521 0 ELUDOM

ame Bytes
Library

ile

DUA28:[SYSLIBILIB.L32;1

636 code + 0 data bytes
e: 00:08.6
Time: 00:35.8
PU Min: 3626
/CPU-Hin 195935

Used: 132 pages
tion Complete

Statistics
-------- Syshols secacnes
Total Loaded Percent
18619 24 0

COMMAND QUALIFIERS

LCL,

Pages
Mapped

1000

REL,

CON,NOPIC,ALIGN(2)

Processing
Time

00:01.4
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