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MODULE breakin (IDEN 'v04-000",

1 =
ADDRESSING_MODE (EXTERNAL = GENERAL)) =

ittttttttttttttttt'tttttttttttttt'ttttt't't'titttttttt.ttttttt.ttttitt't'tttt
‘e

'* COPYRIGHT (¢) 1978, 1980, 1982, 1984 BY

'* DIGITAL EQUIPMENT EORPORATION. MAYNARD, MASSACHUSETTS,

1 0001 O

2 000§ 0

3 0003 1

4 0004 1

b) 0005 1

6 0006 1
: 7 0007 1 *
: 8 0008 1 *
; 9 0009 1 *
. 10 0010 1 '« ALL RIGHTS RESERVED, )
T on 0011 1 iw .
; 1% 001§ 1 '« THIS SOFTWARE IS FURNISHED UNDER A LICENSE AND MAY BE USED AND COPIED
;0 0013 1 !« ONLY IN ACCORDANCE WITH THE TERMS OF SUCH LICENSE AND WITH THE =
. 14 0014 1 !+ INCLUSION OF THE ABOVE COPYRIGHT NOTICE. TH]S SOFTWARE OR ANY OTHER *
. 15 0015 1 !« COPJES THEREOF MAY NOT BE PROVIDED OR OTHERWISE MADE AVAILABLE TO ANY =
: 16 0016 1 '+ OQTHER PERSON., NO TITLE TO AND OWNERSHIP OF THE SOFTWARE IS HEREBY *
: }g 88}; } ;' TRANSFERRED. *
; ‘e *
. 19 0019 1 !+ THE INFORMATION IN THIS SOFTWARE IS SUBJECT TO CHANGE WITHOUT NOTICE
: 20 0020 1 '« AND SHOULD NOT BE CONSTRUED AS A COMMITMENT BY DIGITAL EQUIPMENT *
: g% 88%% } s' CORPORATJON, *
M ‘e *
. 23 0023 1 !« DIGITAL ASSUMES NO RESPONSIBILITY FOR THE USE OR RELIABILITY OF ITS »
: 24 0024 1 ' SOFTWARE ON EQUIPMENT WHICH IS NOT SUPPLIED BY DIGITAL. *
;23 0025 1 !« *
. 26 0026 1 !« *
: 2’ 0027 1 I eennaa ettt R R A R A A A N R A AN RN N R AR N A R R R AN R PR A RN AN N RN AN AN RN
. 28 0028 1
¢ 29 0029 1 !++ .
;30 0030 1 ! FACILITY: Login
o 0n 0031 1!
. 32 0032 1 ! ABSTRA(CT:
: 33 0033 1! . _ i )
. 34 0034 1! This module contains all the routines to scan and manipulate the
. 35 0035 1! Compound Intrusion Analysis blocks, add new entries to the CIA
: §? 88%? } ; queues, locate intruders, and rewove suspects.
. 38 0038 1 ! ENVIRONMENT:
;39 0039 1! )
;40 0040 1! VAX/VMS operating system.
. M 0041 1!
Y 00642 1 ! AUTHOR: Gerry Smith 12=July=-1983
. &3 0063 1!
Y 0044 1 ! Modified by:
;65 0045 1 ! _
Y. 0046 1 ! v03-006 ACGO436 Andrew C. Goldstein, 23-Jul-1984 17:25
; 2; 882; } E Add support for LGI_BRK_TERM, put result in global cell
;49 0049 1! v03-005 MHBO131 Mark Bramhall S5-Apr-1984
; g? 88;? } ; Change to new TERMINAL _DEVICE flag.
T OOS% 1! v03-004 ACGO390 . Andrew C, Goldstein, 18-Jan-1984 11:33
. 22 8824 } ; Fix arg List mismatches (remove unused username)
.95 0055 1! v03-003 ACGO376 Andrew C. Goldstein,  22-Nov=1983 11:02
. 96 0056 1! Redesign match algorithm to reduce service denial
R 57 0057 1! problems, fix expiration of old entries.
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BREAKIN 12-Sep-19gk 01:49:34 AX=11 Bliss=32 v&,0-742 Page
v04-000 14-Sep=-1984 1:41:04 LOGIN.SRCIBREAKIN.B32;1 1)
v(3-002 GAS0189 Gerry Smith 22-Sep=1983

It a terminal is specified, see if there's another device,
the actual physical device, associated with the terminal.

}

]

\

i

]

g v03-001 GAS0185 Gerr¥ Smith 16-Sep-1983
. ]

:

]

Add randomness to the hide time, so that the actua. hide time
is bet:een 50X and 150% of that specified by the SYSGEN
parameter,

* N2 9rvenes Rr Q0w B,

]
g Include files

LIBRARY 'SYSSLIBRARY:LIB'; ! VAX/VMS system definitions

i Declare the Linkages to allocate and deallocate nonpaged pool, as well
s as grab the CIA mutex.

L INKAGE

0000000000000 NNNNNNNNNVNOOOOOTO OO OOV N
NN AN = OO 00 NN LS W) =2 OO 00 NN NN = OO
=l=l=i=i=i=lel=lolalalalalalclolala’clalelelelelele]
aleleleolalelalolelelalalolalelelolaalale!/elelelels)

QOO0 OO0 N NN NNNNNNNOOOOOCOO OO

£ =2 O O 00 O\ BN = OO 00 O N SN = OO 00

—d el bl ) el o el el el ol b b .l =l el D el b ) e b ad b b il D e il =l ) el e ) e el e il S el el ) sl il e

: CVIDEV = JSB (REGISTER = 0, ! Length of output buffer,
: REGISTER = 1, ! Address of output buffer
: REGISTER = &, ! Format of device name
: REGISTER = §; ! Address of U(CB

; 00 REGISTER = 1), | Length of final name
: 0085 ALLO = JSB (REGISTER = 1; ! Rl = size (on input)
: 0086 REGISTER = 1 ' Rl = size of block

; 0087 REGISTER = 2): i R2 = address of block
. 88 0088 NOPRESERVE (3,4.,5), ' R3, R4, RS destroyed
: 89 0089 DEALLO = JSB (REGISTER = 0): ! R0 = address of block
: 90 0090 NOPRESERVE (1,2,3,4.5), ! R1=-RS destroyed
9N 0091 LOCK = JSB (REGISTER = 0, i RO = address of mutex
. 92 0092 REGISTER = &4); ! R4 = PCB address

s 93 0093

: 94 0094

. 95 0095 ! )

: 39 8839 ; Macro to set the processor interrupt priority level register

. 98 0098 BUILTIN

i 99 0099 :

;100 0100

;101 0101 MACRO ! set processor [PL

: }8% 8}8% SET_IPL (LEVEL) = MTPR (XREF (LEVEL), PRS_IPL)X;
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L5 55 8 B B AN N N L AN R N AN NI NN PO PO PO AP b b b ard v b d et 3 2 O OO OO
SN =2 O OO NN NN = OO 0D N WV L LN = O O 00 ~NOM N8 ) =2 OO 00 ~JO
el sl dh ) D P B il D = ) e el e — —d d e D D b el D D e D e D D i o i i i el el e il i

£ B 85 B W AN NN N N NN A N AV PRI A POAININ) = b b b b b ecd ed e 2 D O OO OO
W =2 O OO0 NO N S5 LN =2 O ~0 00 O £ LN == O 0 00 O VN 8~ L) = OO 00 O N S~

(=lelelaclelelelelalelalelalelalealelelalelelelalelelelelelelelelelrvlalelelelwls)

Vs 0500000590000 09 0500800808500 80%0%90%90 000002000 00VeVe BRI B VeV VEeVONIVVr Ve o Regqe

! Table of contents

|

i

!

FORWARD ROUTINE
cia_scan,
check_intruder,
check_suspect,
add_suspect;

! External routines

L]

{

!

EXTERNAL ROUTINE
iocScvt _devnam : CVTDEV,
sch$lockw : LOCK,
schSunlock : LOCK,
exe$alononpaged : ALLO,
exe$deanonpaged : DEALLO;

[]
5 Declare system areas

EXTERNAL
break_attempt : BYTE
terminal_device : By fe,
phy_term_name : VECTOR,

uaf_record : REF $BBLOCK,

or? username,

ct !gl_pcb : REF $BBLOCK,
ctiSt_nodename : VECTOR[,BYTE],
ctl$t _remoteid : VECTOR(,BYTE],
ciasgl_mutex,

cia$gq_intruder : $BBLOCK,

sys$gb_brk_Llim : BYTE,
sys$gl_brk_tmo,

sysSgl_hid_tim,
exe$gl_dynamic_flags : BITVECTOR;

EXTERNAL LITERAL
exe$v_brk_term

b ek and ) il el cad wd el el ) i el b ad el il el o D =l sl D il i d ) el el el el el el el e el el i D

: UNSIGNED (6);

@ — -

cmmo ey . -

Set up for elevated-IPL scans
Creck intruder block
Check suspect block
Add a suspect block

Construct device name from UCB
Lock CIA mutex

Unlock CIA mutex

Allocate non-paged pool
Deallocate non-paged pool
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6 GLOBAL ROUTINE cia_scan (intruder) =

g BEGIN

9 lede

0 !

1 ! This is the routine that is called to start either a suspect

5% t or intruder scan.

‘ Inputs:

1 ==> intruder {ist
0 ==> suspect List

LR O WAL AL A WA W I I I I BN S

)

i

]

i

! Outputs:

; None.
g Return status: (low bit)
i

i

|

0 - intruder (either new, or in evasive action)
1 - just another suspect, or an expired intruder

BUILTIN
emul,
addm,
cmpm,
remque;

LABEL
cia_search,
cia_check;

LOCAL
type : BYTE, .
data : VECTOR Sc1a$s_data. BYTE],
time : VECTOR(Z),
term_length,
delta,
dummy,
status,
next
cia

O NNNNNNNNNNOOCOP OO OO NUMANWNNNLAMNNLDL S S

* REF $BBLOCK:

]
; Get the current time.

igettin (timadr = time);

source of the login. It is, in order of preference:
node name and remote D

PUONIND b =t b e o b b e b cad b 2 b o o o o o i d o o o o ) o b oD e b o D e b o b e b d o b e b b b o b b b b b
N = OO NN NN = OV NN NN = OV NO NS LN =S OV ~NO N &SI = OO~ S

(elelelalelalelelelalalela/eclelelelalelalalelelolelelelalalealalalalelvlelclalelelololalolalaleslolalelalelelalalele]
PP G e hnrGurGur ur Sur GusGuwr-Sur S Sur-Sur-Sur Surur- Gur-Sur-Gurfur-gur- g P Pur S Gur Sur-Guv-Guur-Gur G Qe Gur-Guur-SunrSisGrar SunSer S Gy Sar G Sy Ginr GG Ser S Guurd
OV O OVVOVV VOO0 NN NNNNNNNNOOO-OO O OO O VWALV S B B 00
OOV 0D~NOMNALNANN = O O NON NI LN = O O 00 NO NS LN — O D 08 O N B LIN) = O O 00 O WV 8 LN =2 OO D ~NOR N o~
ALNLNLALNLALNLNI N AL NI AL NLNINL AL APV RV AN AN AL RNV NINLNINI NINL AL MV PV ANV NN AN NNV NI PVNINVININIPNLNLNININININ) —

@ e ® o Be BoBoBoBo T ToBoeBeBeBeBsBeWeBeBeBeBaBely®s®s0080BeBeB:80808s0s80B0Srbonstosbsotototose
lalalalelele ol o llel ok ol ellole Jo Lo To Jo To Qo o Lo

o.—-—--- N

.ctlSt_nodenaneEO] NEQ 0
tiSt_remoteidl0) NEQ 0

intruder - indicator for which type of scan to perform

terminal it a real terminal plus username if real user
original username (presumably creator of this process)

Get the data string to match on, which is meant to correspond to the

! 1f node present,

Page
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NSVWALA

THEN
BEGIN
tz e = cia%Sk network:;
CHSCOPY (., ctl!t nodenamEKOJ.
ctist Aodenamel]]
.ctist remoteidEOi.
ctl tiS$t_remoteid(1],
ci a‘s _data,
data):
END
E IF

BEGIN

IF .exeSgl dynamic_ flags(exe$v_brk_term]
THEN term_Tength =".phy_term_namel[0]

ELSE term_Llength = 0:

IF .uaf_record NEQ O
THEN

BEGIN

t‘ge = ciaSk_term user.

CHSCOPY(.term_Length,
.phy_Tterm_namel1],
vaf$s_username
uaf record[uaf‘t _usernamel,

.terminal _device

-4
xr-
meyn
<

c1a‘s _data,
data);

END

ELSE

BEGIN

t‘ge = ciaSk_terminal;

CHSCOPY(.term_Length,
«phy_ term_namel13,

c1a‘s_data,
data);
END;
END

ELSE
BEGIN
tzge = ciaSk_username;
CH3COPY (uaf$s_username,
org. username,

c1¢§s _data,
data);
END;

Set up pointers to the address of the data.
that nothing so far.

PUNVAL PUNIAONS LM UL LA AU LN B 85 B B 85 8 S5 LA 8 85 85 8 8~ 5 8 8 5 2 Wi A U N LN PO U U N NN L U NN

status = 1;

W ememr ==

AX=11 Bliss-
LOGIN.SRCIBR

! get the remote node ID,

! Copy the nodename first,
! then the remote id

Also set STATUS = 1, to show

(PR YA YERIETYTETIENFE FI TS PR NI TR I I N P S i Sy Sy S SPuy Sy GrA Sy g . . . e

YR IEETEA A FE PR FE PR RN PR PR X
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]
; Scan the Llists, if there are any blocks.

cia_search: BEGIN
schSlockw(ciaSgl _mutex, .ctlSgl_pchb);
cia = .ciasgq_intruder;

gngL .cia EQL ciaSgq_intruder

BEGIN
cia_check: BEGIN
next = .cialcia$l_flink]);

Check expiration on each entry encountered. Expiration is done with
a3 simple compare of the entry's time against current time.

®@r e B B2 BB B GV BB BB me S

IF cmpm (2, cialcia$q_timel, time) LEQ O
THEN

An expired intruder is turned back into a suspect with the
count set to one short of the Limit. The time is computed
from the current time plus the count times the break timeout.

AR ALNL NNV NI ALNINI AL AN AL RUAUNINV AN NN RO NN
OO PORO NN NNNNNNNNOOOOCOOO
NN NN = OO0 NN N =2 OO 00 O N I iny

s e Ve Vo B B Ve o 0s Ve D Ve e Ve Ve Vs VL B, 0y Ve VIV Vs s e B

Ny

o

0
(eTelelelelolalalelelalelelelelelelelelelelelalaleleloleleololololelelolaelelaleleolalelelalalalalelolelalaleolelaolale
AL L LA U U e A U LA WAl L Ul L RO O RO AU L N I D AU N N N O AU AU RO U AL AURU AU RO AU A AU A AN AUNURINIAUNININININY
——t e s s et O OOOOOOO VOV VO OVOVOVOOOOEOPOMOOI N NNNNNNNNNO OO OOV
B =2 OO NO N NN = O OO NN NN =2 OO ~NOANN 2N = O O 00 O AL i = OO 00 ~JON VN B i) - OO0 00
AMMAVAVAANAON NN NN NN NN NN SN NN NN SN SN NN OO O O8O O O O8O O WIAZWAAALNAAILALUIIA L LML A LNINOTOTOND

IF .cialciaSv_intruder)
THEN
290 BEGIN
29N ciafciaSv_intruder] = 0;
292 cialciaSw_count] = .sysigb_brk Lim;
293 delta = .sysSgb brk _Lim & Tsys$gl_brk_tmo; _ .
294 emul (XREF (100000007, ! Convert seconds into delta time
295 delta
296 REF (O)
297 cia[ciaiq_gine})- _ o .
298 addm(2, time, cialciadq_timel, cialciasq_timel);
299 END
300
N !
gg% ; An expired suspect entry is removed from the Llist.
. 304
. 305 ELSE
. 306 BEGIN .
307 remgue(.cia, dummy); ! Remove the biock
. 308 exe$deanonpaged(.cia); ! And return to pool
. 309 LEAVE cia_check; ! No entry to check
;. 310 END;
. END;
. 31
. 3 !
g}g ; Now check for a match on the type we are looking for.
316

1

<O
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If .tzee EQL .cialciaSb_subtype]
AND CHSEQL (cia$s_data, data, cia$s_data, cialciaSt_datal)

g It we have a matching block, make the appropriate checks.

THEN
BEGIN
IF .intruder
THEN status = check_intruder(.cia, time)
ELSE status = check_suspect(.cia, time);
%EAVE cia_search;
END; ! end of block CIA_CHECK
cia = .next;
END;

It this is a failed Login and no List entry was found, create a
suspect entry.

iF NCT .intruder
THEN add_suspect(.type, data, time);
END; ! end of block CIA_SEARCH

[}
; Unlock the mutex and Lower IPL.

échiunlock(ciaSgl_mutex. .ctlegl_pcb);

1

<O

elolelelalelelalelalelelelelelelaleloleololalolelolaleololaolelelele]
NN LSMNND =2 OO 00 N O B ) —2 OO 00 O NV B W) = OO 00 IO W

A Ll Ll A G L U A Ul G U AN U N AN N N AN

LER LR TN NN FE EN FE EI TN I R TN I P N N N Y e S S e T R P R R T R TR I T T

SET_IPL(0);

RETURR .status;
END:;

=2 NINORINI NI NINININI NN N UNUHANNIN S S WO O8O O O VAWALLLA

SE
000000006 00

break _attempt = NOT .status;

OFFC 00000

AE 9E 00002
SE DD 00006
01 FfB8 00008

TLE
ENT

TRN

[ ] - [ ]
JICIICICICICIE O e
et ) ) e =
DDV
EEEZZT2ZE

- [
mmmmmmmmm ]

™m
> ¢
—f 4
220
b 4

.EXTRN
PSECT
.ENTRY
MOVAB

PUSHL
CALLS

BREAKIN
\v04-000\

10CSCVT_DEVNAM, SCHSLOCKW
SCHSUNLOCK, EXESALONONPAGED
EXESDEANONPAGED

BREAK_ATTEMPT, TERMINAL DEVICE
PHY_TERM NAME . UAF _RECORD
ORG_USERRAME , crLsck PCB
CTLST NODENAME, CTLST REMOTEID
CIASGC_MUTEX, CIASGQ _INTRUDER
SYS$GB_BRK_LIm, SYSSGL_BRK_TMO
SYSSGL-HID™TIM, EXESGLDYNKMIC_FLAGS
EXESV_BRK_TERM, SYSSGETTIM

$CODES ,NOWRT, 2

a{?_SCAN. Save R2,R3,R4,R5,RS,R7,RB,R9,R10,~
04 (SP), SP

Sp

#1, SYSSGETTIM

s QNS RNAVRVININAVI U NI DI VIV VI VUG VI DV V0 Ve Ve Ve VI VIS 0o e b
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ROUTINE check_suspect (cia, time) =
BEGIN

1e4s
[}

i Check 1 enough login failures have occurred to change the suspect
; to an intruder.

| Inputs:
cia - address of the Compound Intrusion Analysis block
time - address of current time of Login failure

Outputs:
None.

Return status:
0 - this is an intruder

i
i
i
i
i
i
i
i
; 1 = just another suspect
]

BUILTIN
emul ,
addm;

MAP
time : REF VECTOR(,WORDJ,
cia : REF $BBLOCK;

LOCAL
delta : VECTOR [2];

| Bump the count of login (perhaps breakin) attempts. Also bump the
; expiration time of the entry.

cialciasw_count) = .cialciaSw_count] + 1;

emul (s;s gl_brk_tmo ! Convert timeout into
XREF (100000005, | delta time value
XREF (0),
delta);

addm (2, delta, cialciaSq_time), cialciaSq_timed);

i It the number of attempts is greater than the number of retries allowed,
! then remove the CIA block from the suspect queue and put it on the
; intruder queue.

IF .cialciaSw_count] GTR .sys$gb_brk_Lim
THEN
BEGIN
LOCAL
semi_second;

i Obtain & number between 10000000 and 15000000, which represents a unit of
! time between 1.0 and 1.5 seconds.
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|

! This is done by tsking the system time, and using the longword in the

! ‘middle'’, swapping the words of that longword, scaling that 8uantity

; down to be in the range of 5000000 or less, and adding 10000000.
4 BEGIN
4 MAP semi_second : VECTOR[2,WORD];
4 semi_secondFOJ = .time(2); ! Get middle lLongword
4 Eﬁgi_second 1) = .timel1]; ! swapping words on the way.
g semi_second = .semi_second / ((1%31-1)/5000000) + 10000000;
g emul (sys$gl_hid_tim, ! Multiply the hide time
3 semi_second, ! to get number of seconds
3 IREFTO),
3 5ia[c1a§q_t1me]); ! and put it in the block
3 addm(?, ! then add
3 .time ! the current time
3 cialciasq_time) !
3 g\:[Ci.Sq_t1me35: ! and put it in the block
3 cialcia$v_intruder] = 1; ! Show it's an intruder
3 RETURN 0;
% END;
2 RETURN 1;
1 END;

000C 00000 CHECK_SUSPECT:

.WORD Save R2,R3
SE 0C €2 00002 SUBL2 #12, SP
50 04 AC DO 00005 MOVL CIA, RO
0FE A0 B6 00009 INCW  14(RO)
00 00989680 8F 000000006 00 7A 0000C EMUL  SYSSGL_BRK_TMO, #10000000, #0, DELTA
53 10 A0 9E 0001A MOVAB  16(R0) R3
63 04 AE €O 0001E ADDL2  DELTA, (R3)
04 A3 08 AE D8 00022 ADWC  DELTA. &4(R3)
51 000000006 00 9A 00027 MOVIBL SYS$GB_BRK_LIM, R1
0E A0 51 81 0002€ CMPW  R1, 14TR0)
33 1E 00032 BGEQU 1%
51 08 AC 00 80034 MOVL  TIME, R1
6E 06 A1 B0 00038 MOVW 4(RT§, SEMI_SECOND
02 AE 02 A1 B0 0003¢C MOVW  2(R1), SEMITSECOND+2
52 6E 000001AD 8F (7 00041 DIVL3  #429, SEMI SECOND, R2
6E 00989680 E2 9E 00049 MOVAB  10000000(R2), SEMI SECOND
00 6€ 000000006 00 7A 00050 EMUL_ SYSSGL_HID_Tim, SEMI_SECOND, #0, (R3)
6 61 €0 00059 ADDL2  (R1), TR3)
04 A3 046 Al D8 8oosc ADWC (RS, 4(R3)
0C A0 01 88 00061 BISB2 #1. 12(RO)
04 11 00065 BRB 28
50 01 DO 00067 1$: MOVL  #1, RO
04 0006A RET
50 D& 00068 2%: CLRL RO
04 00060 RET

LE R X T P FRE FN Y

LR TR YR FE FRE TN FE YN TN FE FY TN TN

0348
0384
0385
0389
0396

0412

0413
0415

0420
0424
0425
0426
9
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\"04-000 14-Sep=-1984 12:41:04 LOGIN.SRCJIBREAKIN.B32;1 (5)
. 635 0431 1 ROUTINE check_intruder (cia, time) =
;o 436 0&%% BEGIN
i 637 04
;428 0434 Lese
439 0435 '
440 0436 g ! Check if List entry is an intruder (for otherwise successful
YA 0437 ! validation),
s 462 0438 '
;. 443 0439 ! Inputs: ]
P 1 1) 0440 ! cia - address of intruder block
YA 0441 ! time = current time
YA 044 !
F Y g 046 ! Qutputs:
;. 448 0444 ! none.
s 449 0445 !
;450 0446 2 ! Return status: ] _
&% 0447 2! 0 - this is an intruder, perform evasive action
;452 0468 2! 1 - this is only suspect, no action
s 453 0449 2!
;o 454 0450 2 !==-
;4SS 0451 2
;. 456 0452 2 MAP
. 457 0453 2 cia : REF $BBLOCK;
; 458 06454 2
;. 459 0455 2 LOCAL
;. 460 0456 2 dummy;
;&6 0457 2
;s 462 0458 2 !
: 463 0459 2 ! If this is not an intruder entry, take no action.
;s 464 0460 2 !
: 465 0461 2 IF NOT .cialciaSv_intruder)
;s 466 0462 2 THEN RETURN 1;
. 467 0663 2 , ,
: 468 0464 2 cialciaSw_count) = .cialciaSw_count] + 1;
;s 469 06465 2 RETURN 0;
: 470 0466 1 END;
0000 00000 CHECK_INTRUDER: .
.WORD  Save nothing : 043
50 04 AC D0 00002 MOVL ClIA, RO : 0461
04 0C AD E8 00006 BLBS  12(RO), 18 :
50 01 DO Q000A MOVL #1, RO : 0462
04 00000 RET :
Ot AD 86 Q000E 18: INCW 14 (RO) ; 0464
50 D4 00011 CLRL RO » 0465
04 00013 RET . 0466

: Routine Size: 20 bytes, Routine Base: S$CODES ¢+ 0210
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BREAKIN 16=-5ep=-1984 01:69:34 VAX-11 Bliss=-32
v04-000 14=-Sep=-1984 12:461:04 (LOGIN.SR(CJIBREA
472 0467 1 ROUTINF add_suspect (type, data, time) =
) 0468 % BEGIN
e 0469
. 475 0470 2 !'4e+
. 476 0471 % !
;o 477 0472 ! Add a suspect block
; 478 0473 2!
. 479 0476 2 ! Ilnputs:
. 480 0475 2! type - type code of data
. 48 0476 2 ! data - data string to match on
;. 482 0477 2 ! time - time of login attempt
; GB3 0478 % '
. L84 0479 ! Outputs:
. «BS 0480 2 ! None.
. &F6 0481 2!
;487 0482 2 !---
. GBS 0483 2
. 489 0484 2 BUILTIN
;. 490 0485 ¢ emul ,
) 0486 2 addm,
. 492 0487 2 insque;
;493 0488 2
. W94 0489 2 LOCAL
o 495 0490 ¢ size,
;496 0491 2 cia : REF $BBLOCK;
s 497 0492 2
;498 0493 2 !
;499 0494 2 ! Get a chunk of non-paged pool.
. 500 0495 2 !
10 0496 2 IF NOT exeSalononpaged(cia$c_length; size, cia)
. 502 0497 2 THEN RETURN 1;
. 303 0498 2
s 204 04699 2 !
;305 0500 2 ! Fill in the block.
. 506 0501 2 ! o
;507 0502 2 cialciaSw_size] = .size; ! Put in size
: 508 0503 2 claEC\aSb_ty e] = dyn$c_cia; ! Type
. 209 0504 2 cialcia$b_subtypel = .type; ! Data type
. 90 0505 2 cialciasw_flags] = 0; ! This is a suspect
. M 0506 2 cialciasw_count] = 1; ! Tried one time
. 512 0507 2 emul (s‘s!gl brk_tmo ! Convert timeout into
;513 0508 ¢ XREF (100000005, i delta time _
. 914 0509 ¢ XREF (0), ! and add to current time
. 315 0510 % 510[c1a$q_t1me]!: i L. .
. 916 0511 addm (2, .time, cialcia$q_timel, cialciaSq_timel); o
. 57 0512 2 CHSMOVE(cia$s_data, ' And this is the
. 318 0513 2 .data ! match data
919 0514 ¢ cialcrad$t_datal);
. 220 0515 2 ) i ) i )
: g%} 82}? % insque(.cia, .cias$gq_intruder(cia$l_blink]); ! Put at end of intruder queue
. 923 0518 2 RETURN 1;
. 524 0519 1 END;

Page

[e Y

~ B~

LK)

[T L I I T IR IR TR TR T YO T I A I



N\~
— 0

Page

BREAKIN
v04-000

0467

ve R2,R3,R4,R5,R6,R7,R8,R9,R10,R11

0, R1

O NM I WNO e PO OO
o elelelel Jf o —_— -
~x ("2l a1 2l al 4" pl ["al'ATEER ' al' e
o (e]lelelelels] o0 OO

A E NI NEANINI NI NI EERL EERLBE BE L NA A A ]

>~

«

—

o

b

0

-—

-

o

=

-

o

o

o

o

o (= )

o [+ 4

[ ] ~~

-— o

L3 —g

L+

(= ~ ~ ~ &
W QO o A Y)
(S} ~E ~LNNa -~
e AL OO L= DO
[+ e | = XX
&z —et LN OO -
o QO OO0
= e OEDOL— (B
o WO » | =— O )
SOW e O - (BO O
L Xe— =~ WO v~ DA
-h
(V]

VBULUTENRF-FBRVOB - TR O

OFFC 00000 ADD_SUSPECT:

.WORD

MOVZBL
JSB
MOVL
BLB(C
MOVW

1%:
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Routine Base: $CODES + 0224

88 bytes,

: Routine Size:




—

Elapsed Time: 00:
Lines/CPU Min: 36
Lexemes/CPU-Min: 195
Henogr Used: 132 pa
fompilation Complete

D N
BREAKIN 16=5ep=-1984 01:49:34 VAX-11 Bliss=32 v4.0-742
v04-000 14-Cep=-1984 12:41:04 CLOGIN.SRCIBREAKIN.B3Z; 1
s 926 0520 1 END
. 527 0521 0 ELUDOM
: PSECT SUMMARY
: Name Bytes Attributes
: SCODES 636 NOVEC,NOWRT, RD , EXE,NOSHR, LCL, REL, CON,NOPIC,ALIGN(2)
: Library Statistics
: L mme=e=e=ee Symbols =-====e- Pages Processing
: File Total Loaded Percent Mapped Time
; _$255%DUA28:[SYSLIBILIB.L32;1 18619 24 0 1000 00:01.4
H COMMAND QUALIFIERS
: BLISS/CHECK=(FIELD,INITIAL,OPTIMIZE)/LIS=L1SS:BREAKIN/OBJ=0BJS :BREAKIN MSR(CS:BREAKIN/UPDATE=(ENHS :BREAKIN)
Size: 636 code + 0 data bytes
Run Time: 00:08.6
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