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AUDIT 1
v04-000 1

MODULE audit (IDENT = 'v04-000',
BEGIN ADDRESSING_MODE (EXTERNAL = GENERAL)) =

|
!'ttt‘t't.t't't'ttlt"'t't't"tt'fﬁtt't"'it"tit'tttttti.titttttttittitilttt

I

is  COPYRIGHT (¢) 1978, 1980, 1982, 1984 BY

i« DIGITAL EQUIPMENT CORPORATION, MAYNARD, MASSACHUSETTS.

{+ ALL RIGHTS RESERVED.

s THIS SOFTWARE IS FURNISHED UNDER A LICE

ie ONLY IN ACCORDANCE WITH THE TERH% cg
0
I

8
Sep-19gk ?1:48:47 VAX=11 Bliss=-32 v&.0-742 Page 1
-Sep=-1984 12:41:03 DISKSVMSMASTER: (LOGIN.SRCIAUDIT.B32:1 (1)

NSE MAY BE USED AND COPJIED
F LICENSE AND WITH THE
'« IMCLUSION OF THE ABOVE COPYRIGHYT NOTICE, T SOFTWARE OR ANY OTHER
'« COPIES THEREOF MAY NOT BE PROVIDED OR OTHE E MADE AVAILABLE TO ANY
!* OTHER PERSON. NO TITLE TO AND OWNERSHIP 0 HE SOFTWARE IS HEREBY

| §
| |
L
|
| ]
*
L ]
|
®
| §
ie TRANSFERRED. .
| §
|
|
| |
]
| §
L
| §
*
*

AND
SUCH
HIS
RWIS
F T

|'n

!* THE INFORMATION IN THIS SOFTWARE IS SUBJECT TO CHANGE WITHOUT NOTICE
'* AND SHOULD NOT BE CONSTRUED AS A COMMITMENT 8Y DIGITAL EQUIPMENT
s' CORPORATION.

lw

' DIGITAL ASSUMES NO RESPONSIB
;' SOF TWARE ON EQUIPMENT WHIC
le

i
i:ttwat'tnttttaattttttttttttttttttttttttt'tttttttttttttttttttttttttttttttttt

IBILITY FOR THE USE OR RELIABILITY OF TS
H IS NOT SUPPLIED BY DIGITAL.
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; FACILITY:
00 i LOGIN
003 '
88%? s ABSTRA(CT:
88%9 % Performs security auditing functions for LOGINOUT.
0038 i ENVIRONMENT :
0039 !
0040 ! VAX/VMS operating system
0041 !
0042 ! AUTHOR:
0043 !
882; ; Mark Bramhall, 23-Mar-1984
8829 g MODIFIED BY:
0048 1! v03-002 MHBO146 Mark Bramhall 27-Apr-1984
8828 ; Make physical terminal packet optional.
g v03-001 MHBO0123 Mark Bramhall 5-Apr-1984
i-

Use mandatory audit flag NSASM_ARG_FLAG_MANDY.
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HED 005¢ 1!
] 0055 1 ! Include files
.9 0056 1!
. 98 0057 1
; 59 0058 1 LIBRARY °'SYSSLIBRARY:LIB'; ! VAX/VMS system definitions
. 60 0059 1
R ) 0060 1 !
N 0061 1 ! Table of contents
. 6 006§ 1!
. 64 0063 1
;65 0064 1 FORWARD RQUTINE
. 66 8065 1 security_audit: NOVALUE ; ! Perform a security audit
. 67 066 1
. 68 0067 1!
. 69 0068 1 ! External routines
. 10 0069 1!
. N 0070 1
72 0071 1 EXTERNAL ROUTINE
. 73 0072 1 nsaSevent_audit; ! Kernel mode auditing routine
: 74 0073 1
15 0076 1!
R 76 0075 1 ! External storage (flags)
s 17 0076 1!
. 78 0077 1
.79 0078 1 EXTERNAL
: 80 0079 1 job_type, ! Job t¥pe (JIBSC_xxx values)
. A 0080 1 subprocess: BYTE ! True 1t subprocess
;82 0081 1 pcb_sts: BITVECTOR, | PCB status (copy of PLBSL_STS)
. 83 0082 1 nsaSgr_alarmvec: VECTOR [,BYTE], ! Security audit alarm vector
: gg 88%2 } nsa$gr_journvec: VECTOR [,BYTE]); ! Security audit journal vector
. 86 0085 1!
. 87 0086 1 ! External storage (auditing data)
. 88 0087 1!
. 89 0088 1
: %0 0089 1 EXTERNAL
: 91 0090 1 parent_pid, ! Parent process PID
;92 0091 1 cti$t_nodeaddr: VECTOR [,BYTE], ! Node address (ASCI(C)
. 93 0092 1 fail_password: VECTOR, ! Failing password desc
. 94 0093 1 term_name: VECTOR, ! Terminal name desc
. 95 0094 1 ph{ term_name: VECTOR, ! Physical terminal name desc
;96 0095 1 ctiSt_nodename: VECTOR [.BYTE), ! Node name (ASCIC)
.97 0096 1 ctlSt_renoteid: VECTOR (,BYTE], ! Remote ID (ASCIC)
. 98 0097 1 creator_username: VECTOR; ! Creator process username desc
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100
101

validate NSASK_RECTYP_LOGx to NSASB EVT LOGx ordering so that we
can use a record's type (NSASK_RECTYP LOGx) to index into both
the security audit alarm vector (NSASGR_ALARMVEC) and security
audit journal vector (NSASGR_JOURNVEC). In addition, define the
offset (TO_EVT_BYTE_BIAS) to be used to do the indexing.

L APk - g -

LITERAL

to_evt_byte_bias = $BYTEOFFSET(nsaSb_evt_logb) - nsaSk_rectyp_logb;
SASSUME (SBYTEOFFSET(nsa$b_evt_Logb) ,EQL ,nsaSk_rectyp_Llogb + to_evt_byte_bias);
SASSUME (SBYTEOFFSET(nsa$b_evt_Llogi) ,EQL ,nsaSk_rectyp_Logi + to_evt_byte_bias):
SASSUME (SBYTEOFFSET(nsa$b_evt_Logf) EQL ,nsaSk_rectyp_Llogf + to_evt_byte_bias).
$ASSUME (SBYTEOFFSET(nsaSb_evt_logo) ,EQL,nsaSk_rectyp_logo + to_evt_byte_bias):

i
! Validate NSASK_RECTYP_LOGx ordering so that we know our ‘‘indexed by

! record t ?e' arrays are in the correct order. The order should be

! LOGB, LOGI, LOGF, then LOGO increnenting by 1 each time. In addition,
! define the offset (TYPE INDEX BIAS) to be used to do the indexing

! and define the size (TYPE_INDEX_SIZt) of the arrays.

LITERAL .
type_index_bias = 0 - nsaSk_rectyp_iogb,
type_index_size = 4;

$ASSUME (0, EQL ,nsaSk_rectyp_Llogb
SASSUME (1,£QL ,nsaSk_rectyp_logi
SASSUHE(%.EOL.nsaSk_rectyp_logf
$ASSUME (3,EQL ,nsaSk rectyp,lo?o
SASSUME (4 ,EQL,type_Tndex_sTze);

type_index_bias):
type_index_bias);
type_index_bias);
type_index_bias);

* > >

validate job type (JOB_TYPE = JIBSC_ xxx) ordering so that we know our
indexed *o tzpe‘ arrals are in the correct order. The order
should be DETACHED, NETWORK, BATCH, LOCAL, DIALUP, then REMOTE
incrementing by 1 each time. An additional catagory (SUBPROCESS_INDEX)
for subprocesses (SUBPROCESS = true) is added to correspond to all
ossible record suth?es. We then have array entries for subtypes

ET, NET, BAT, LOC A, REM, and SUB. In addition, define the size
(JOB_TYPE_INDEX_SIZE) of the arrays.

T E R R I E I E T E TR E AR T A A P A FPEPE TN FESE FE FREFESELEEE FE PR TR FE N EI TN EE NI TN T WA Y PI ALY I TN I Y Yar Qg ISR I I I I I Y YA Y QP P I S
i vl amd cmld cnd and ad o cnd e b el b wud el b = el ed ) D D b S el D il i il ) il =l b D i e o D D ) oD D D i =D D D D D il el D D
WAAAVALAWAA SN 85 85 B B 85 85 8 8 25 WA WA AN N AN AN NI NI RO N NI NN PININ) o2 b e aod o eod ek ed v ed QO O O O OO O
O NN BN =2 O O 00 ~NO N B N = O 0 00 N OM NS LN =2 O O 00 NOMN I LN =2 O O 00 N OMA LS LN = O O 00 ~ION N I (D
lalelelelelalelelelelalelelalaleleclelelalalelelalelalelelelalelalalalelelelelelelelalelaleleleleleleleolelalelelats]
ASIVSVAVAVA SN 8 85 85 85 BN B 8 3 2 L s A L AW i L AN NI NI PO NI A N PO PO NI A = b e ek b cad cod e ek b O O O O OO OO OOV
£8P 2wt O O 00 O 5~ L) =4 O O 00 N O WA SN = O O 00 NOMA £ LN =2 O O 00 N O VAV SN i) = C O 00 O VA 8 L) — OO 00
— ) cld el el cal el el ) ) s ) el = b b b b = = = ) = = b cnl i b el aud ww —d S D i D ) = S e = =l e il il D el il D D il D S D D

LITERAL ,

subprocess_index = 6,

job_type_index_size = 7;
SASSUME(O,EQL,jibSc_detached); ! For NSASK_RECTYP_LOGx_DEY
SASSUME (1,EQL, | 1bSc_network); ! For NSASK_RECTYP_LOGx_NET
SASSUME (2.EQL.]ibSc_batch); i For NSASK_RECTYPZLOGX BAT
$ASSUME (3,EQL,]ib%c_local); ! For NSASK_RECTYP_LOGx_LOC
SASSUME (4, EQL.jibSc dialup); i For NSASK_RECTYPZLOGXx_DIA
SASSUME (5,EQL,)ibSc_remote); ! For NSASK_RECTYP_LOGx_REM

! For NSASK_RECTYP_LOGx_SuB

SASSUHE(?.EOL.subprocess index);

SASSUME (7,EQL, job_type_index_size);
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[}
; Pure storage of event masks and record subtypes (via BINDs)

BIND
audit_vector_masks = ! Audit vector event mask array

UPLIT BYTE(nsa$m_evt_log_det,
nsa$m_evt_Llog_net,
nsa$m_evt_Llog_bat,
nsa$m_evt_log_Lloc,
nsa$m_evt_log_dia,
nsas$m_evt_Log_rem
.nsaSm_evg,Log_sqbf

: VECTOR [job_type_index_size,BYTE];

BIND
audit_logb_subtypes = ! Audit LOGB record subtype arra
UPLI? QORD (nsa$k_rectyp_logb_det, P ’
BsaSk_rectyp_logb_netr

. . LOGB w/ BAT doesn't exist
nsas$k_rectyp_logb_loc,
nsa$k_rectyp_logb_dia,
nsaSk_rectyp_logb_remf
0} . i : LOGB w/ SUB doesn’t exist
: VECTOR [job_type_index_size,WORD];

B8IND
audit_Llogi_subtypes = ! Audit LOGI record subtype array

UPLI? QORD(nsaS$k_rectyp_logi_det,
nsa$k_rectyp_Llogi_net,
nsaSk_rectyp_logi_bat,
nsa$k_rectyp_Llogi_loc,
nsas$k_rectyp_logi_dia,
nsa$k_rectyp_Llogi_rem
nsaSk_rectyp_Llo i~sub)

: VECTOR [job_type_index_size,WORD];

N0 0O VOOV OO0 0000 00 N NNNNNNNNNOCOOCOTTOOOMNWN

S NP =2 OV NP NN 2 OO0 NP WNEAANN = OO 00 N0 ES NN = O O 00 NN N SN NN — OO 00 ~NO W B N = OO 00

nsaSk_rectyp_Logo_net,
nsaS$k_rectyp_Logo_bat,
nsa$k_rectyp_Llogo_Lloc,
nsa$k_rectyp_logo_dia,
nsa$k_rectyp_Logo_rem

nsa$k_rectyp-Logo_sub)

AT FEFRE PR TR FEFASEFE PR FEFE YRR FR I LA IR IR FAIAIENEIE IR TR RN FI FE PR FX FI PN FI FI I PR TN R PR PR PN TN TN PR P I WA T Y S
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FORORININO PO RONUNI NI NN b b ot b e ad b b emd b od e b el e o o d D o b o o o o o o ol o b B B BB 8 oD od ok D B oD b D —p
=2 O VOO ~NO NS NN~ O O 00 O N ES LAIN) =2 O O 00 O N S AR — O O 00 NOM VA SS LN =2 1D D 00 N ON N IS NN = OO0 00~ N

-t O OOCOOOCOOOVYVVVOVOVOVOVVIOO00000000AD00 NN NN NNNNNNOOCOOCOOOO-O- NN
PR QP I P W W y— y— p— Y Y Y g s Y W W I R R R e e . L Y R QU W W N W WS S S W S S Y Y W N G G N Y Y W Y 'Y

BIND
audit_logf _subtypes = ! Audit LOGF record subtype array
9 UPLI? QORD(nsa$k_rectyp_Logf_det,
9 nsa$k_rectyp_Llogf_net,
9 nsa$k_rectyp_logf_bat,
0 nsa$k_rectyp_logf_Lloc,
0 nsaSk_rectyp_logf_dia,
0 nsaSk_rectyp_logf_rem
0 _nsaSk_rectyp_logf_subf
8 : VECTOR [job_type_index_size,WORD];
8 BIND dit_1 bt ! Audit LOGO d subt
audit_logo_subtypes = ! Audi record subtype array
8 UPLI? QORD(nsaSk_rectyp_Logo_det,
1
1
1
1
1
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|
g Packet building bits and prototype masks

. 225 0221 1

;226 022% 1

. 227 0223 1

. 228 02264 1

. 229 0225 1 LITERAL

;. 230 0226 1 packet_parent_pid = 0, ' Packet w/ Parent process's PID
;23 0227 1 packet_node_address =1, ! Packet w/ Node address

. 232 0228 1 packet_lo?f,status = %. ' Packet w/ Login failure status

. 233 0229 1 packet_fail_password =3, ! Packet w/ Failling password

;234 0230 1 packet_term_name = 4, ' Packet w/ Terminal name

. 235 0231 1 packet _phy_term_name =9, ! Packet w/ Physical terminal name
;236 023% 1 packet_node_name = 9. ! Packet w/ Node name

. 237 0233 1 packet_remofe_id z 7, ! Packet w/ Remote ID

: 238 0234 1 packet_creator_username = 8, ! Packet w/ (reator process's username
: 239 0235 1 max_pos_packets =9, ! Max number of possible packets

; %2? 85%9 } max_packet_size =2+ 2+ 8; ! Max packet size (type + mech + quad)
. 242 0238 1 LITERAL

. 243 0239 1 det_packets = 0 ' DET: <nothing>

HE {1 0240 2 net_packets = (f packet_node_address) ! NET: Node address

. 245 0241 2 OR (1 * packet_node_name) ! Node name

;266 0242 1 OR (1 * packet_remote_id), ! Remote ID

. 247 0243 1 bat_packets = i BAT: <nothing>

. 248 0244 2 Lloc_packets = ({ * packet_term_name) ! LOC: Terminal name

;249 0245 1 . OR (1 * packet_phy_term_name), ! Physical terminal name
: 250 0246 2 dia_packets = (1 * packet_term_name) ! DIA: Terminal name

;251 0247 1 OR (1 * packet_phy_term_name), ! Physical terminal name
: 252 0248 2 rem_packets = (1 * packet_node_address) ! REM: Node address

;253 0249 2 OR (1 * packet_term_name) ! Terminal name

;256 0250 2 OR (1 * packet_node _name) ! Node name

. 255 0251 1 OR (1 * packet_remote_id), ' Remote D

. 256 0252 1 sub_packets = (1 * packet_parent_pid); ! SUB: Parent process's PID

I

<@
~
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1
; Pure storage of packet masks (via BINDs)
BIND
audit lo?b Backets = ! Audit %OGB packet mask array
UPLIT QORD(det_packets OR (1 ~ packet_fail_password)
OR (1 ~ packet_creafor_username),
net_packets OR (1 * packet_ fail_ assuord)‘
0. ' LOGB w/ BAT doesn't exist
Loc_packets OR (1 * packet_fail_password),
dia_packets OR (1 * packet_fail_password),
rem_packets OR (1 * packet_ fail_ assuord)‘
. ! LOGB w/"5UB doesn't exist
: VECTOR (job_type_index_size,WORD];
BIND
audit lo?i Backets = ! Audit LOGI packet mask array
UPLIT QORD(det_packets OR (1 * packet_creator_username),
net_packets,

bat_packets,
Lloc_packets,
dia_packets,
rem_packets
sub packetsf
: VECTOR [job_%type_index_size,WORD];

BIND
audit lo?f gackets = ! Audit LOGF packet mask array

UPLIT QORD(det_packets OR packet_Llogf_status)
packet _creafor_username),
packet_logf_status),
packet_logf_status),
packet_Llogf_status),
packet logf_status),
packet_logf_status)

net_packets OR
bat_packets OR
Loc_packets OR
dia_packets OR
rem_packets OR -
_sub_packets OR ( acket_logf_status)s
: VECTOR [job_type_index_size,WORD];

| I I I I N N S
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295
296
297 BIND
298 audit lo?o Backets = ! Audit LOGO packet mask array
299 UPLIT QORD(det_packets,
300 net_packets,

01 bat_packets,

02 loc_packets,

303 dia_packets,

304 rem_packets

305 sub packetss .

389 : VECTOR [job_type_index_size,WORD];

308 BIND )

309 audit Eackets = + Audit type to packet array array
310 UPLIT LONG(audit_Logb_packets,

L3R audit_logi_packets,

§1§ audit_logf_packets

1 audit_Llogo_packets

314 : VECTOR [type_index_size,LONG];
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; %}9 83}? } GLOBAL ROUTINE security_audit (record_type, logf_status): NOVALUE =
. 318 0§1§ 1 l4ee
: %3?8 8%14 ] i Cptionall t i d
: ptionally perform a security audit.
. 32] 0315 1!
Y4 0316 1 ! Inputs:
. 323 0317 1!
. 326 0318 1! record_type = Audit record type (NSASK_RECTYP_LOGx)
s 325 0319 1! logf_status = Login failure status for LOGF récords
. 326 0320 1!
. 327 0321 1 ! Outputs:
. 328 032§ 1!
. 329 0323 1! None.
. 330 0326 1!
;3N 0325 1 !=--
. 332 0326 1
. 333 0327 2 BEGIN
;336 0328 ¢
. 335 0329 2 LOCAL
. 336 0330 2 arglist: ! Argument List for NSASEVENT _AUDIT
. 337 0331 2 BLOCK (nsaSk_arghdr_length ¢ (nax_gacket size * max_pos_packets) ,BYTE],
; 338 0332 2 gyge index, '“Index Into type arrays
;339 0333 2 job_type_index, ! Index into job type arrays
. 340 0334 2 audit_flag, ! Audit flag
. 7 0335 2 packels: BITVECTOR (321, ! Packets to insert flags
; gz% 8%%9 % arglist_ptr; ! Packet fill in pointer
: g:g 8%%8 % CHSFILL(O, XALLOCATION(arglist), arglist); ! Clear out the argument Llist
R gzg 8%2? 3 type_index = ,record_type; ! Fetch the type index
. 348 0342 2 {ob-tyge_index = .job_type; ! Assume job type will be the index
;349 0343 2 IF .su grocess . ! But, if a subprocess,
R gg? 8%22 % THEN job_type_index = subprocess_index; ! use the subprocess index
; gg% 8%29 % audit_flag = 0; ! Assume no audit initially
;354 0348 2 IF .pcb_sts [$BITPOSITION(pcbSv_secaudit)] ! If mandatory auditing,
; ggg 8%?8 g THEN audit_flag = nsa$m_arg_flag_randy; ' perform mandatory audi
. 357 0351 3 IF ( _ ! 1t alarm auditing,
. 358 035% 3 .nsasgr_alarmvec [.type_index ¢+ to_evt_byte_bias)
: §S9 035 g AND )
;. 360 0354 .audit_vector_masks [.job_type_index]
. 36 0355 2 ) NEQ 0 )
;362 0356 2 THEN audit_flag = ! perform alarm audit
;363 0357 2 .audit_flag OR nsaSm_arg_flag_alarm;
. 364 0358 g i .
;365 0359 IF ( ) ] ! 1f journal _auditing,
. 366 0360 g .nsasgr_journvec [.type_index ¢ to_evt_byte_bias)
;367 0361 AND _ _
. 368 036§ 3 .audit_vector_masks [.job_type_index]
. 369 036 % ) NEQ 0 ) _
. 370 0364 THEN audit_flag = . ! perform journal audit
; g;; 8ggg S .audit_flag OR nsaSm_arg_flag_journ;

]
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. 373 0367 If .audit _flag EQL O "It no audlt requested,
: g;g 8323 THEN RETURN; i “simply exit
. 376 0%70 arglist Ensasu arg_ ty eJ type index; ! Set audit record type
. 377 03N arglist (nsa$ 8 g | Set audit record subtype
;. 378 037§ .VECTOR [ au Tt su types (. tyae \ndex + type_index_bias],
. 379 037 yge index;
. 380 0%74 arglist [nsa$b_ ar fta .audit flag, ! Set audit flags
; %g% 83;2 % arglist [(nsa$b_ urg pktnum = 0; ! Set no packets initially
. 383 0377 2 packets z ! Get packets to do BITVECTOR
. 384 0378 g VECTOR [ .audit_packets [.type index + type_index_biasl,
. 385 0379 ob-type_index;  WORD); .
; §§9 8%3? % arglist_ptr = arg 1sf nsa$t_arg_ [ist] ! Address packet(s) in arg list
. 388 038% 2 IF .packets (packet_parent_pid] ! Do parent process's PID?
. 389 038 % THEN
;390 0384 BEGIN
;391 0385 3 .ar?list ptr) <0,16> = nsaSk_pkttyp_epid;
;392 0386 3 arglist_pEr = .arglist_ptr + 2;
. 393 0387 3 (.arglist_ptr) <0,16> = nsa$k_arg_mech_long;
. 394 0388 3 arglist_pfr = .lrglist ptr + 2;
;395 0389 3 (.arglist ptr) <0, 32 = .parent_pid; ! Set parent process's PID
;. 396 0390 3 arglist E rs .argl st ptr + 4,
. 397 0391 3 ar8l1st nsasb_arg_pktnum]l = .arglist [nsa$b_arg_pktnum) + 1;
. 398 0392 2
. 399 0393 2
;400 03964 2 IF .packets [packet_node_address) ! Do node address?
. L0 0395 2 THEN
. 402 0396 3 BEGIN
;. 403 0397 3 (.arglist_ptr) <0,16> = nsaSk_pkttyp_nodeid;
;404 0398 3 arglist_ptr = arglwst ptr ¢ 2;
. 405 0399 3 ( arglist ptr) <0,16> = nsa$k_arg_mech_quad;
. 406 0400 3 gl st_ptr = .argQlist_ptr ¢+ 2;
. 407 0401 3 copYT.ctLSt_nodeaddr (0], ! Set node address
; 408 0402 3 ctist _nodeaddr (1], ' from control region
. 409 06403 3 0, 8. arglist_ptr); ! as @ quadword
;410 06406 3 arglist_ = ,arglist_ ptr + 8;
AR 0405 3 arglnst nsaSb _arg_pktnum) = .argltst [nsaSb_arg_pktnum] ¢+ 1;
;412 0406 5
P63 0407 .
414 0408 2 IF .packets [packet_logf_status] ! Do Llogin failure status?
;415 0409 2 THEN
;0 416 0410 g BEGI
. a7 0411 (.arglist_ptr) <0,16> = nsaSk_pkttyp_status;
AT 041% 3 arglist_ptr = .arglist_ptr + 2;
;419 06413 3 (. ar?llst ptr) <0, 16) = nsask_arg_mech_long;
;420 0414 3 arglist_ptr = .arg§ st ptr + 2;
TS 0615 3 (.arglist_ptr) <0,32> gf status; ! Set login failure status
s 622 04616 g arglist_ptr = .argltst ptr
; 423 0617 aralvst nsaSb_arg_pktnuml = .arglist (nsaSb_arg_pktnum] ¢+ 1;
;. 424 04618
;425 04619 .
. 426 0420 IF .packets [packet_fail_password] ! Do failing password?
;. 427 0651 THEN
; 428 06 § BEGIN
;429 042 (.arglist_ptr) <0,16> = nsa$k_pkttyp_password;
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IF

arglist_ptr =
(. arglwst ptr) <0, 16) 2
argl1st ptr = .argii _ptr ¢
(.arglist ptr) <0,32> = farl
argl st_pfr = .arglist_ptr +
8L1st nsasb_arg_pktnum]) =

&packets (packet_term_name)

BEGIN

(.arglist_ptr) <0,16> =
arglist_ofr = .arglist_ptr ¢ 2
(.arglist_ptr) <0,16> =
arglist_ptr = .arglist_ptr + 2
(.arglist ptr) <0,32> = term_name;
orgt st_ptr = .argllst ptr +

8l1st nsa$b_arg_pktnum) =

.packets [packet phy term _name)
AND CMSNEQ(. pﬁ S naf

y. term name

(0], .phy_term_name

1£ SZp 984 0 8
14=Sep-1 934 12

.arglist_ptr ¢ 2;
nsadk _arg_mech_adescr;

zassuord ! Set failing password desc addr
arglist (nsaSb_arg_pktnuml + 1;

! Do terminal name?

nsa$k _pkttyp_devnam;

nsa$k_arg_mech_adescr;

4
.arglist [nsaSb_arg_pktnum] + 1;

! Set terminal name desc addr

' Do ph{Sical terminal name?

.term_name [0], .term_name (1

THEN

1F
ThE

IF
TH

BEGIN
(.arglist_ptr) <0,16> =
arglist_ptr = .arglist_ptr +

(.arglist _ptr) <0,16> =
argl st_ptr = .arglist_ _ptr +
(.ar list ptr) <0,32>
argl E r=.arg list ptr
arglist nsas$h arg pkthum) =

kpackets [packet_node_name)

BEGIN

.ar List_ptr) <0,16> =
arg st_ptr =
.ar?list ptr) <0,16, =
ar List_ptr = .argllst ptr +

.ar?list ptr) <0,32> =

st_ptr = .argllst

( ar List ptr) <0, 32) =
argl st E r = .argl st_ptr ¢+

Bltst nsasb_arg_pktnum) =

E'.‘;:oackets (packet_remote_id)

BEGIN
(.arglist_ptr) <0,16> =
argl st_pfr = .arglist_ptr ¢
.ar?llst ptr) <0,16> =
arglist _ptr = .argirst ptr ¢+
(. ar?llst ptr) <0
arglist_ptr =

phy tern _name;

ctist’ _hodename [0];
ptr + 47
ctlSt_nodename L13; !

=z ctlSt _remoteid ([0];
argl st ptr + 47

nsas$k pkttyp devnam;

nsadk arg mech_adescr;

! Set physical term name desc addr
arglist [nsaS$b_arg_pkinum] + 1;

! Do node name?

nsas$k_pkttyp_nodenam;
.arglist_ptr + 2;
nsask_arg_mech_descr;

! Set node name length
and address

.arglist [(nsaSb_arg_pktnum] + 1;

! Do remote ID?

nsask pkttyp_usernam;
nsadk arq mech_descr;

! Set remote ID length

.
*

CJAUDIT.B32; 1
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;. 487 0481 (.arglist_ptr) <0,32> = ctlSt_remoteid [(1); ! and address
. 4B8 Okgi % arglist g ? = .arglist_ptr + &;
. 489 048 ar8l1st nsaSb_arg_pkthum] = .arglist (nsaSb_arg_pktnum) + 1;
490 0484
AN 0485
;49 0486 IF .packets [packet_creator_usernamel ! Do creator process's username?
;49 0487 THEN
;o 494 0488 BEGIN
. 495 0489 (.arglist_ptr) <0,16> = nsaSk_pkttyp_usernam;
;496 0490 arglist_pfr = .arglist_ptr + 2;
s 497 049N (.arglist ptr) <0 16> = nsa$k arg mech_adescr;
: 498 049 g argl st_ptr = giist ptr + 2;
;499 049 (.ar list ptr) <0 = creator_username; ! Set creator username desc addr
;500 0494 3 argl tr = ist_ptr ¢ &;°
1) 0495 3 glist nsash arg pktnum] .arglist (nsaSb_arg_pktnum] + 1;
. 502 0696 2
;. 503 0497 2
: ggg 8288 % arglist [nsa$l_arg_countl = (.arglist_ptr = (arglist + 4)) / &; ! Set # args
: 506 P 0500 2 SCMKRNL(ROUTIN = nsaSevent_audit, : Go do the actual audit
. 507 0501 2 ARGLST = arglist);
: 508 0502 ¢
. 509 0503 1 END;
LTITLE AUDIT
JIDENT  \V04-000\
PSECT SPLITS,NOWRT ,NOEXE,2
20 08 02 04 01 10 40 00000 P.AAA: .BYTE 64, 16, 1, 4, 2, 8, 32 :
00007 BLKB 1
0000 0003 0001 0002 0000 0004 0005 00008 P.AAB: .WORD 5, 4, 0, 2.1, 3,0 :
0006 CO004& 0002 0003 0001 0005 0007 00016 P.AAC: .WORD 7, 5, 1, 3, 2, &, 6 :
0006 0004 0002 0003 0001 0005 0007 00024 P.AAD: .WORD 7, 5, 1, 3, 2, 4, 6 :
0006 0004 0002 0003 0001 0005 0007 00032 P.AAE: .WORD 7, S, 1, 3,2, 4, 6 :
00000000* 00000000' 00000000°* 00000000' 00040 P.AAF: _ADDRESS AUDIT LOGB SUBTYPES, = :
AUDIT_COGI_SUBTYPES, AUDIT_LOGF_SUBTYPES, -
AUDIT 6060 SUBTYPES :
0000 OQODA 0038 0038 0000 O00CA 0108 00050 P.AAG WORD 264, 202, 0, 56, 56, 218, 0 :
0001 00D2 0030 0030 0000 0Q0C2 0100 O0O00SE P.AAM WORD 256, 194, 0, 48, 48, 210, 1 :
0005 O00D6 0034 0034 0004 00C6 0104 0006C P.AAI: .WORD 60, 198, &, 52, 52, 214, S :
0001 0002 0030 0030 0000 00C2 0000 O0O7A P.AAJ: .WwORD O, 194, 0, 48, 48, 410, 1 :
00000000* 00000000' 00000000°* 00000000' 00088 P.AAK ADDRESS AUDIT LOGB PACKEfS, AUDIT LOGI PACKETS - 3
AUDIT_COGF _PACKETS, AUDIT_COGO_PACKETS ;
AUDIT_VECTOR _MASKS= P.AAA
AUDITZLOGB_SOBTYPES=P.AAB
AUDIT_LOGI “SUBTYPES=P . AAC
AUDIT _LOGF _SUBTYPES=P.AAD
AUDIT_LOGO SUBTYPES=P.AAE
AUDIT_SUBTYPES= P.AAF
AUDIT_LOGB_PACKETS= P.AAG
AUDITZLOG]I“PACKETS= P.AAH
AUDIT_LOGF _PACKETS= P.AAl
AUDIT_LOGO PACKETS= P.AAJ
AUDI T PACKETS= P.AAK
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JEXTRN NSASEVENT_AUDIT
"EXTRN JOB_TYPE, SUBPROCESS
JEXTRN PCBTSTS, NSASGR_ALARMVE(
.EXTRN tiSASGR_JOURNVEC™
"EXTRN PARENT-PID, CTLST NODEADDR
"EXTRN FAIL PKSSWORD, TERM NAME
JEXTRN PHY TERM NAME, CTLST NODENAME
EXTRN CTLST REMOTEID, CREATOR_USERNAME
EXTRN SYSSCMKRNL
.PSECT $CODES,NOWRT,?2
07FC 00000 ENTRY 35‘”?57' AUDIT. Save R2,R3,R4,RS,R6,R7,.R8,~ ; 0310
SA 0000' CF 9€ 00002 MOVAB  AUDIT VECTOR MASKS, R10 :
59 000000006 00 9€ 00007 MOVAB  PHY TERM NAME, R9 :
58 000000006 00 OF oooog MOVAB TERM NAME, RS :
5E 88 AE 9E 0001 MOVAB  =120TSP), SP :
0078  8f 00 6F 22 2C 88853 MOVCS  #0, (SP). X0, #120, ARGLIST : 0338
51 06 AC DG 00021 MOVL  RECORD TYPE, TYPE INDEX : 0340
50 000000006 00 DO 00025 MOVL JOB_TYPE, JOB_TYPE_INDEX v 034
03 000000006 00 €9 ooogc BLBC SUBPROCESS, 18 : 036
50 06 DO 00033 MOVL n6, JOB TYPE INDEX : 0344
S2 D4 00036 1%: CLRL Agbl FLAG ;0346
03 000000006 00 03 E1 00038 BB( PCB STS+3, 2% : 0348
52 04 DO 00040 MOVL 8%, AUDIT FLAG : 0349
6A40 0000000060041 93 00043 2%: BITB  NSASGR ALARMVECCTYPE INDEX], : 0355
AUDIT_VECTOR_MASKS[JOB_TYPE _ INDEX] :
03 13 0004C BEQL 33 ;
52 01 88 0004E BISB2 #1, AUDIT FLAG i 0357
6A40 0000000060041 93 00051 3$: BITB  NSASGR JOORNVECLTYPE INDEX], ;0363
AUDIT _QECTOR_MASKS[J0B_TYPE xuoex) ;
03 13 0005A BEQL ;
52 02 88 0005¢C BISB2 oz AUDIT FLAG ;0365
§2 05 0005F 4%: TSTL AUDIT_FLABG ;0367
01 12 00061 BNEQ 5¢ ;
04 00063 RET :
04 AE 51 BO 00064 S$: MOVW  TYPE INDEX, ARGLIST+4 ;0370
53 30 AALY DO 00068 MOVL  AUDIT SUBTYPES-T6LTYPE INDEX], R3 . 0372
06 AE 6340 BO 0006D MOVW (R3)[J0B rvpe INDEX], KRGLIST+6 :
08 AE 52 98B 00072 MOVIBW AUDIT FLKG GL{ST*Q T 0374
51 78 AAG1 DO 00076 ROVL ~ AUDIT-PACKETS=16LTYPE_INDEX], RI : 0378
57 6140 3C 00078 MOvIWL (R1)LJOB TYPE INDEX], PACKETS ;
56 0¢ A; E 0007F MOVAB ARGL IST+T2, ARGLIST_ATR : 0380
11 s7 €9 00083 BLBC %KSTS. 6£ 0382
86 00020011 8F 0O 00086 MOVL 89, (ARGLIST PTR)+ : 0385
86 000000006 00 00 0008D MOVL PARENT PID, (ARGLIST_PTR)+ . 0389
09 AE 96 00094 INCB ARGLIST09 : 0391
1€ 57 01 E1 00097 6$: BB( PACKETS, 78 ;0394
86 00030010 8F DO 00098 MOVL 0166624 (A ﬁchst PTIR)+ . 0397
S0 000000006 00 9A 000A2 MOVZBL CTLST néosAoon 1 0401
08 00 000000006 00 gg 2C 08839 MOVCS RO, CTLST NODEADDR+1 #O, #8, (ARGLIST_PTR) : 0403
56 08 0 oooa§ ADDL 2 ARGL]ST_PTR . 0404
09 AE 96 00086 INCB ARCLIST* : 0405
OE 57 02 EV1 00089 7%: BB( #2, PACKETS, 8% 1 0408
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378 bytes, Routine Base: $CODES + 0000

: Routine Size:
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AUDITY 16-Sep=-1984 (01:48:47 VAX=11 Bliss=-32 v4.0-742 Page
v04-000 14-Sep=1984 12:41:03 DISKSVMSMASTER: [LOGIN.SRCIAUDIT.B32;1
;N 0504 1 END
s 512 0505 0 ELUDOM
: PSECT SUMMARY
: Name Bytes Attributes
: $PLITS 15% NOVEC,NOWRT, RD ,NOEXE,NOSHR, LCL, REL, CON.NOPIC,ALIGN(%)
;. SCODES 37 NOVEC ,NOWRT, RD , EXE,NOSHR, LCL, REL, CON,NOPIC,ALIGN(Z)
: Library Statistics
: . =ee=ese- Symbols ==--o=-- Pages Processing
: File Total Loaded Percent Mapped Time
:  _$2558DUA28:(SYSLIBILIB.L32;1 18619 75 0 1000 00:01.4
H COMMAND QUALIFIERS
: BLISS/CHECK=(FIELD,INITIAL,OPTIMIZE)/LIS=LISS:AUDIT/0BJ=0BJS:AUDIT MSRCS:AUDIT/UPDATE=(ENHS:AUDIT)

Size: 378 code ¢+ 152 data bytes

Run Time: 00:09.9

Elapsed Time: 00:38.2

Lines/CPU Min: 3060

Lexemes/CPU-Min: 26260
Henor{ Used: 205 pages
Compilation (omplete
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