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SETPASSWORD 16=5ep=-1984 00:35:45 VAX-11 Bliss=32 v4.0-742 Page

14=-Sep-1984 12:09:17 CCLIUTL.SRCISETPWD.B32;1 (N
. 1 0001 O MODULE SETPASSWORD(
: P4 000% 0 IDENT = 'v04-000',
: 3 0005 O ADDRESSING_MODE (EXTERNAL = GENERAL)
. 4 0006 O ) =
: p) 0005 1 BEGIN
: 6 0006 1!
: 7 0007 1 ' eeneeretaa e e et ettt et R P R T P R T R R T PR RN P T PP R PR PR N R RN R AN R AN AN A NN NONNEE
. 8 0008 1 !« *
; 9 0009 1 != (OPYRIGHT (c) 1978, 1980, 1982, 1984 BY *
: 10 0010 1 '+ DIGITAL EQUIPMENT CORPORATION, MAYNARD, MASSACHUSETTS. *
: }1 88}1 } ;' ALL RIGHTS RESERVED. .
. * *
: 1% 001§ 1 '« THIS SOFTWARE IS FURNISHED UNDER A LICENSE AND MAY BE USED AND COPIED
. 16 0014 1 !« ONLY IN ACCORDANCE WITH THE TERMS OF SUCH LICENSE AND WITH THE »
: 15 0015 1 !« INCLUSION OF THE ABOVE COPYRIGHT NOTICE. THIS SOFTWARE OR ANY OTHER »
: 16 0016 1 !+ COPJES THEREOF MAY NOT BE PROVIDED OR OTHERWISE MADE AVAILABLE TO ANY =
: 17 0017 1 !« OTHER PERSON, NO TITLE TO AND OWNERSHIP OF THE SOFTWARE IS HEREBY
: 18 0018 1 !+ TRANSFERRED. .
: 19 0019 1 !« .
. 20 0020 1 !+ THE INFORMATION IN THIS SOFTWARE IS SUBJECT TO CHANGE WITHOUT NOTICE «
. 21 0021 1 !« AND SHOULD NOT BE CONSTRUED AS A COMMITMENT BY DIGITAL EQUIPMENT «
. g% 88%% } E' CORPORATION. *
. - 4
. 24 0026 1 !« DIGITAL ASSUMES NO RESPONSIBILITY FOR THE USE OR RELIABILITY OF TS «
: 25 0025 1 !« SOFTWARE ON EQUIPMENT WHICH IS NOT SUPPLIED BY DIGITAL. v
. 26 0026 1 !» *
: 27 0027 1 !» v
: 28 P . IR R T T N Y R A T T T T T T I I I T T I T™™
: 29 0029 1!
. 30 0030 1
: b3 0031 1 'eo
: 32 0032 1 ! FACIL]TY: Set Password
: 33 0033 1! )
; gg 88%2 } ! ABSTRACT: Changes a users password in SYSUAF.DAT
: 36 0036 1 ! ENVIRONMENT: DCL Set Utility
. 37 0037 1!
: 36 0038 1 ! AUTHOR: Chris MHume, CREATION DATE: 14=-Jun=-1979
R 39 0039 1!
: 4«0 0040 1 ! MODIFIED BY:
. 4 0041 1
. 42 0062 1! v03-009 JRLOO17 John R. Lawson, Jr. ~ 6-Jul-1984 10:18
: 43 00643 1! Place system gassuord in SYSUAF .DAT in a special record
: :g 882§ } ; unaccessible by AUTHORIZE.
. 66 0046 1! v03-008 BLS029 Benn Schreiber 24-MAR-1984
. &7 0047 1! Define SETS_BADVALUE here so we don't pull
. 4«8 0048 1! SETFILE into SETPQ.
. 49 00472 1! )
.50 0050 1! v03-007 SK20003 Stephen H. Zalewski, 02-Mar-1984
R 51 0051 1! r 'onger make special checks for null passwords. LGISHPWD
; 52 0052 1! ) now return a null password.
. 53 0053 1! ]
. 5% 0056 1 v03-006 $Snev002 Stephen H. Zalewski _
R 55 0055 1! Add support for /SECONDARY. ALl misc other security
; 29 8829 } ! enhancements.
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1% =Sep-1984 00:35:45 AX=11 Bliss=32 v4.0=-742
14-Sep=-1984 12:09:17 CLIUTL.S J SETPWD.B3Z2; 1
v03-005 SHZ0001 Stephen H., lalewski 30-Dec-1983
Add support tfor /GENERATE.
v03-004 CwH3004 (W Hobbs 9=-Nov=1983
Remove the test for CAPTIVE added in GASO080. This broke

some existin? a68l1cetlons and is not strictly necessary
since the LOCKPWD bit can be used.

v03-003 GAS0139 Gerry Smith 17=Jun=1983
Add the system password.

v03-002 GASO112 Gerry Smith 29-Mar-1983
Remove all references to the old command dispatcher.

v03-001 GASO0080 Gerry Smith 4=May=-1982
Disallow changing of password if the CAPTIVE g!

is set in the authorization record.

PSS L em B S ARG b N BRSNS S e e el e, -

L IBRARY
'SYSSLIBRARY:LIB';

]
; Macro to make counted ASC]] strings

ACRO
CSTRINGL] = (XSTRING(XREMAINING)),

Page
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SETPASSWORD 16-Sep=-1984 00:35:45 VAX=11 Bliss=32 v4.0-747 Pags
v04-000 164-Sep=-1984 12:09:17 CCLIUTL.SRCISETPWD.B32;1
. 89 0088 !
. 90 0089 ! Table of contents
. N 0090 !
. 92 0091 FORWARD ROUTINE
;93 009 setSpassword : NOVALUE, ! The module entry point
. 96 009 get_pwd, ! Terminal dialogue
R 95 0094 get_record, ! User Input
. 96 0095 update_uaf : NOVALUE, ! Update the UAF record
T 0096 update_sys : NOVALUE, ! Update the system password
: 98 0097 open_uaf, ! SOPEN and SCONNECT to UAF

99 0098 get_uaf_record, ' Get a record from UAF. )

00 8?88 check_quaiifiers; ! Get and check command qualifiers.

0101

[}
; External routines

EXTERNAL ROUTINE
strSupcase,
set_password_generate,
cliSpresent,
clisSget_value,

LibScvt _dtb,
LgiShpwd;

L}
; External storage

EXTERNAL
ctlsgq_procpriv : $BBLOCK[8];

Process privilege mask

[}
; Define messages

EXTERNAL LITERAL

set$_uaferr
sets_\nvpud[gn.
set$_pwdnotdif;

$SHR_MSGDEF (set,119, local,
(badvalue,error));

Error accessing authorization file
Invalid password Length
New password must be different from curretn one

set$_pwdnotval, ! Error validating old password
set$_pwdnotver, ! Error veritying new password
set$_pwdlocked, ' Password is locked
set$_pwdsyntax, ! Syntax error on new password
set$_syspwderr, ; Error modifying system password
i
i

g Define TRUE and FALSE
LITERAL

false = 0,

true = 1;

LITERAL
$EQULST (QUAL_,.0,1,
(system,), ' /SYSTENM
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'SYSSSYSTEM: .DAT®,
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new_pwd
viy_pwd
d_pug
new_pwd_
uvafbuf
user_desc
uvaffab

OWN storage
ol

P P O O O P P P O P P P G e . e G . G e e G G G e g g g

WNOM~0O— NN ITNO~D0 O ONIMJTNONMNDOOO =M N
T T T NDIINNNIWNNNNNN OO OO OO OO OO A AN
Lol ol sl el sl ool snk ol snlsaf sot ekl st sttt st st s and sl ok ok X

(wlalslaleolslslelelalelelelelolelolalalelelelalalaleleteleolete]
o aacaa aaaocaocaa

OO D OUIM I N OO O~ NIMINOMNOOO~NIM N O
F I I T NN NNNNNVIWAN O OO OO OO OOON NS NN

o P P = = ™ P T = T = = = = P = = T = ¢ ==

L I I R N Y SR A N A N N N R N N N N S e e T R T TS




B 6
SE TPASSWORD 16-509-1934 og:SS:LS AX=11 Bliss-32 v&.0-742 Page
v04-000 14=Sep=1984 12:09:17 CLIUTL.SRCISETPWD.B3Z2; 1 (%)
. 178 1 GLOBAL ROUTINE setSpassword : NOVALUE =
;179 1 BEGIN
. 180 | tese
. 181 !
;. B2 ! This is the entry for the SET PASSWO®D command. 't s called by the SET
: 18% ! command dispatcher
. 184 '
; |FS !---
. 186
. 187 LOCAL
. 188 status;
: 189
;190 !
. 194 ! It not setting SYSTEM password, then open and connect to SYSUAF.DAT,
: ;8% E then get uaft record of user.
o 194 If NOT open uat()
;198 THEN RETURN;
: 196 If NOT get uat _record()
;197 THEN RETURR;
. 198 If .uatbutluat$v_Lockpwd] AND NOT CLISPRESENT(XASCID'SYSTEM') ! (heck to see if the user has the right
;199 THEN . to change the password.
. 200 BEGIN ' 1t the password is locked he can't.
. 201 SIGNAL _STOP(set$_pwdlocked);
. 202 RE TURN:
;. 203 END,
. 204
: 205 !
. 206 ! Check for command qualifiers, and determine minimum password length
: ggg ; it /GENERATE was specified,
. 2909 check_qualifiers();

% Get the old and new passwords. If an error, then simpty exit.

IF NOT (status = get_pwd())
THEN
BEGIN
SIGNAL(,status);
RETURN;
ND;

L S IR PR T ETETE T T

]
v It /SYSTEM, then modify the system password, Otherwise change the password
; for this user.

IfF .setpwd$tlags{qual_system]

THEN update_sys();

update_uat();

RE TURN;
END;
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ASCIT  \SYSUAF\
ASCLI ;SYSSSYSTEH:.DAY\

.BLKB
LASCIL  \SYSTEM\<O><O>
.LONG 17694726

.ADDRESS P.AAP
.PSECT SOWNS NOEXE,?

SETPWDSFLAGS:
.LONG
MIN_PWD_LENGTN:
.LONG
OLD_PWD_BUF:
.BLKB 32
NEW_PWD _BUF :
.BLk8 32
VFY_PWD_BUF :
52

.BLKB
OLD_PWD_DSC:

.LONG O

.ADDRESS OLD_PWD_BUF
NEW_PWD_DSC(:

.LONG

.ADDRESS NEW_PWD_BUF
UAFBUF: .BLKB 612
USER_DESC:
.LONG
.ADDRESS
.BYTE
.BYTE
.WORD
LONG
.LONG
.LONG
.LONG
.WORD
.LONG
.BYTE
.BYTE
.LONG
.LONG
.LONG
.ADDRESS P.AAA
.ADDRESS P.AAB
BYTE 6
BYTE 15
.WORD 0
.LONG 0

P.AAA:
P.AAB:

P.AAD:
P.AA(:

o O

o

O

UAFBUF ¢4
UAFFAB:

o
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.WORD
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.BYTE
.WORD
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.ADCRESS UAFBUF

.LONG
.LONG

oo

+ADDRESS UAFBUF +4

.BYTE
.BYTE
.LONG

OOOOW
~o

.ADDRESS UAFFAB

.LONG

.EXTRN
EXTRN
.EXTRN
LEXTRN
EXTRN
LEXTRN
.EXTRN

.PSECT

.ENTRY
CALLS
BLB(
CALLS
BLBC
BB(
PUSHAB
CALLS
BLBS
PUSHL
CALLS

RSUPCASE, SET PASSWORD GENERATE
ISPRESENT, CLYSGET vALOE

BSCVY DTB, LGISHPWD

L$GQ PROCPRIV

T$_PADNOTVAL, SETS_PWDNOTVER
TS_PWDLOCKED, SETS_PWDSYNTAX
T$_SYSPWDERR, SETS_UAFERR
SETS_INVPWDLEN, SETS_PWDNOTDIF

$CODES NOWRT, 2

SETSPASSWORD, Save nothing
#0, OPEN_UAFf

RO, 4%

#0, GET_UAF_RECORD

RO, 4$

g2i UAFBUF +468, 1%

.AAC
#1, CLISPRESENT
RO, 1%

#SETS PWUDLOCKED
1, LIBSSTOP
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SETPASSWORD 16-5ep=-1984 00:35:45 VAX=11 Bliss=-32 Vv&4.0=-742 Page
v04-000 14=Sep=1984 12:09:17 (CLIUTL.S J ETP .832:1
. 234 0231 1 ROUTINE get_pwd =
. ¢35 023§ BEGIN
. 236 023 fase
. 237 0236 '
. 238 0235 . Ask the user for the new and old passwords, and verify that the user can
. 239 0236 ! type the new password twice in 3 row.
;260 0237 !
. W 0238 ' Inputs:
LY 0239 2! None.
. 263 0240 2!
LY 0241 ! Qutputs:
. 245 024§ ! None.
HEP L 026 '
. 247 0266 2 !=--
. 248 0245 2
i 249 02646 2 LOCAL
. 250 0247 2 status
;251 P 0248 2 fab : SFAB(FNM = "SYSSINPUT®,
. 252 0249 2 FAC = get),
. 253 P 0250 ¢ b : SRAB(ROP = <pmt.,cvt,rne>,
. 256 P 0251 2 USZ = XYALLOCATION(o(d _pwd_buf),
. 2955 0252 ¢ FAB = fab);
. 256 025% 2
. 257 0254 2 !
. 298 0255 2 ! Open sys$input.
;299 0256 % !
;. 260 0257 If NOT SOPEN(FAB = fab)
. 261 0258 2 THEN RETURN set$_pwdnotval;
;. 262 0259 ¢
;263 0260 3 IF NOT SCONNECT(RAB = rab)
;264 0261 2 THEN RETURN set$_pwdnotval;
s 265 0262 2
;. 266 0263 2 !
. 267 02646 2 ! Get the old password,
. 268 0265 2 !
;. 269 0266 2 rablrabsl ube = old Bud buf
;270 0267 2 IF NOT gef record(CST ING('0ld password: '), rab)
;o en 0268 2 THEN RETURN set$ udnotval
;272 0269 2 ELSE old_pwd_dscTD] = .rablrabSw_rsz];
;213 0270 2
;. 274 0271 2!
;275 0272 2 ! Get the new password. |f user specufled /GENERATE, then generate passwords
;276 027% 2 ! for s/he to choose from. (Grammar?)
244 0274 S !
;s 278 0275 IF .setpwd$tlagslqual_generate]
;279 0276 i THEN
. 280 0277 BEGIN
. 281 0278 3 BIND new_password = new_pwd_buf : VECTOR[,WORD];
;. 282 0279 3 set possuord aenerote(neu pwd_buf,min_pwd_ length) ! Returns ASCIC string.
. 28% 0280 3 new_pwd_d .new passuorﬁ[OJ Move count into descriptor.
. 284 0281 3 new pwd_ dsc 1] = .new_pwd_dsc(1] + i Move buffer address past count.
. 285 0282 3 strSupcase (new pud dsc. new_pwd_ dsc5 ! Upcase the password
., 286 0283 3 END
. 287 0284 g ELSE
. 288 0285 BEGIN
. 289 0286 3 rab{rab$l_ubf] = new 8 f.
. 290 0287 3 IF NOT get_record((SY lNG(!CHAR(13).!CHAR(10).'Neu password: '), rab)




char = new_pwd_bufl.i) : BYTE;

[f (.char GEQU XC'0' AND .char LEQU XC'9*)
OR (.char GEQU XC'A' AND .char LEQU XC'Z*)
OR .char EQLU XC'S’
OR .char EQLU XC'_°
THEN 1
ELSE RETURN set$_pwdsyntax;
END;
END;

6 6
SE TPASSWORD 16=-5ep-1984 00:35:45 VAX-11 Bliss=32 v4&.0=-742 Page 10
v04-000 16-Sep=-1984 12:09:17 (CLIUTL.SRCISETPWD.B32:1 (&)
N THEN RETURN set$_pwdnotver;
. 29 new_pwd_dsc(C) = ,rablrabSw_rsz];
. 29 If Trablrabs$w rsz) 6TRU 31 ! Make sure password not to long.
. 296 THEN RETURN set$_invpwdlen;
;295 IF NOT ,set wdelagstgua _system] AND ! It not SYSTEM password,
: ggg THEﬁr.btr.b w_rs2) LSSU .uatbuf(uat$b_pwd_Llength] ! then check to make sure not to shord.
. 298 BEGIN
. 299 IF NOT (.setgudiflagstgual secondaryl] AND ! Null password allowed
. 300 .rablrabSw_rsz] EQC 0) ' on SECONDARY password.
. 30 THEN RETURN set$_invpwdlen;
: 8 END;
. 30 INCR 1 FROM O TO .new_pwd_dsc(0] - 1 : Check new password for illegal characters. The only allow
. 30 00 ' characters are A to 7, 0 to 9, the $ and _.
B iy

Make sure user knows what he tzped_in. Do this b‘ asking for the
new password again, and then checking that it's the same as the
Last one typed in,

R P

rablrab$l_ubt) = vt Bud buf; ,
I1F NOT get record(CgT ING(XICHAR(13) ,XCHAR(10), 'Verification: '), rab)
THEN RETURR set$_pwdnotver;

IF .rablrabSw_rsz]) NEQU .new_pwd_dscl[0]
THEN RETURN set$_pwdnotver;

IF CHSNEQ(.rab({rabSw_rsz],
.new_pwd _dsc(1],
.rablrab8w_rsez],
vfy_pwd_buf)

THEN RETURN set$_pwdnotver;

RETURN true;
END;
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SE TPASSWORD 16=-Sep=-1984 00:35:45 VAX=11 Bliss=32 V&.0-742 Page
v04-000 14-Sep-1984 12:09:17 CCLIUTL.SRCISETPWD.B32;1 9
20 3A 64 T2 6F 77 T3 7?3 61 T0 20 64 6C 4F 000C9 LASCII \Old password: \ ;
10 00007 P.AALl: .BYTE 16 :

IA 64 T2 6F 77 73 73 61 70 20 77 65 4E OA gg 88829 LASCIT  <13><10>\New passworg: \ :
10 QO00E8 P.AAJ: .BYTE 16 _ ;

3A 6F 6F 69 74 61 63 69 66 69 72 65 S6 OA OD O0OOF9 CASCIT <13><10>\verification: \ :
20 000F8 :

NEW_PASSWORD= NEW PWD BUF
JEXTRN  SYSSOPEN, SYSSCONNECT
PSECT $CODES,NOWRT,?2

00FC 00000 GET_PWD:.WwORD  Save R2,R3,R4,RS5,R6,R7 ;

57 0000V CF 9E 00002 MOVAB Gt !_RECORD, R/ :

56 0000* C+ 9E 00007 MOVAB  NEW PWD DSC, R6 :

SE FF6C CE 9E 0000C MOVAB  -14B(SPT, SP :

L AE 0000* CFf 0050 8F 28 00011 MOVC3  #80, P.AAF, FAB ;
6E 0000* CF 0044 B8F 28 0001A MOVC3  #68, P.AAG, RAB :

3C AE 4 AE SE 00022 MOVAB FAB. RAB+60 :

& AE  9F 00027 PUSHAB FAB :

000000006 00 01 FB 0002A CALLS  #1, SYSSOPEN ;

10 S0 E9 000N BLB( RO, 18 :

SE DD 00034 PUSHL SP .

000000006 00 01 fB 00036 CALLS  #1, SYSSCONNECT :

n S0 E9 0003D BLBC RO, 18 ;

26 AE 98 A& 9t 00040 MOVAB  OLD_PWD_BUF, RAB+36 ;

SE  OD 00045 PUSHL  SP :

0000' CF 9F 00047 PUSHAB P.AAH ;

67 02 FB 0004B CALLS  #2, GET_RECORD ;

08 50 €8 0004E BLBS RO, 2% ;

SO 000000006 8F 0O 00051 1$: MOVL #SETS_PWDNOTVAL, RO ;

04 00058 RET ;

F8  Ab 22 AE 3C 00059 2%: MOVZWL RAB+34, OLD PWD DSC :

22 90 A6 01 E1 000SE 8B( #1, SETPWDSFLAGS, 3% :

96 A& 9F 00063 PUSHAB MIN_PWD_LENGTH ;

88 A6 9F 00066 PUSHAB  NEW_PWD “BUF ;

000000006 00 02 £B 00069 CALLS  #2, SET PASSWORD GENERATE ;

66 B8 A6 3C 00070 MOVZWL NEW_PASSWORD, NEQ@_PWD_DSC ;

04 A6 02 €O 00074 ADDL2  #2, NEW_PWD_DSC+4 ;

56 DD 00078 PUSHL R6 ;

56 DD 0007A PUSHL  Ré ;

000000006 00 02 FB 0007¢C CALLS  #2, STRSUPCASE ;

73 11 00083 BRB 10$ ;

24 A B8 A4 9E 00085 3s: MOVAB  NEW_PWU_BUF, RAB+36 ;

SE DD 00O0BA PUSHL  SP ;

0000* CF 9F 0008C PUSHAB P, AAI ;

67 02 ¢8 00090 CALLS  #2. GET_RECORD ;

70 50 E9 00093 BLB( RO, 11% ;

66 22 AE 3C 00096 MOVIWL RAB+34, NEW_PWD_DSC ;

F 22 AE 81 0009A CMPW RAB+34, #31 :

19 1A 0009¢ BGTRU 4% ;

10 90 A6 E8 000A0 BLBS SETPWDSFLAGS, S$ ;

50 0172 €6 9A 000AS MOVIBL UAFBUF+362, RO ;

22 AE 50 B1 000A9 CMPW RO, RAB+34 :

12 18 000AD BLEQU 5% :

05 90 A6 02 E1 000Af BB( 82, SETPWUDSFLAGS, 4% ;

~ N
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SETPASSWORD 16-Sep=-1984 00:35:45 VAX=11 Bliss=32 v&.0-742 Page 13
v04~-000 14-Sep=-1984 1%:09:17 (CLIUTL.SRCISETPWD.B32;1 9 {(4)
2?2 AE Bg 00084 1STW RAB+34 ; 0297
08 13 0008B? BEQL 58 :
50 000000006 8F DO 000BY &4$: MOVL #SETS_INVPWDLEN, RO : 0298
04 000C0 RET :
51 01 CE 000C1 S%: MNEGL #1, I T 0301
2 11 0004 BRB 9% :
50 B8 A64T 9A 000C6 68: MOVZBL NEW_PwWD_BUFLIJ, RO . 0307
30 SO 91 000C8 CMPB RO, W48 :
05 1F 000CE BLSSU 7% ;
39 S0 91 00000 CMPB RO, #57 :
if 18 00003 BLEQU 9% :
41 BF 50 91 00005 7% CMPB RO, #65 : 0308
06 1f 00009 BLSSU 8% ;
SA  BF 50 91 00008 CMPB RO, #90 :
13 1B 000DF BLEQU 9% :
24 50 91 Q00E1 8% CMPB RO, #36 . 0309
0E 13 000E4 BEQL 9% :
5F  8F 50 91 000E6 CMPE RO, #95 P 0310
08 13 000EA BEQL 9 ;
SO 000000006 8F 0O 00OEC MOVL #SETS_PWDSYNTAX, RO L 0312
04 000F3 RET :
CE 51 66 F2 000F4 9%: AOBLSS NEW_PWD_DSC. I, 6% : 0301
24 AE D8 A6 9E 000F8 10%: MOVAB VFY_PWD_BUF, RAB+36 : 0321
SE DD 000FD PUSHL  SP 2 0322
0000* CF 9F OOOFF PUSHAB P.AAJ . :
67 02 FB 00103 CALLS  #2, GET_RECORD ;
11 50 E9 00106 118: 8LBC RO. 128 ;
66 22 AE 10 00 ED 00109 CMPZV  #0, #16, Ra3+34, NEW_P4D_DSC 0325
09 12 0010f BNEQ 12§ ;
D8 A6 06 86 22 AE 29 00N CMPC3  RAB+34, INEW_PWD_DSC+4, VFY_PWD_BUF ; 0328
08 13 00118 BEOL 138 ;
50 000000006 8F 00 0011A 12%: MOVL  #SETS_PWDNOTVER, RO T 0332
04 00121 RET ;
50 01 DO 00122 13$: MOVL  #1. RO . 0334
04 00125 RET : 0335

: Routine Size: 294 bytes, Routine Base: $CODES ¢+ 0058
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SETPASSWORD 16-Sep=-1984 00:35:45 VAX=11 Bliss=32 v4,0-742 Page
v04-000 14-Sep=-1984 12:09:17 CCLIUTL.SRCISETPWD.B32; 1
. 340 0336 1 ROUTINE get_record (prompt_string, rab) =
Y 0337 2 BEGIN 9
. 34 0338 Leee
. 34 0339 b
. 1Y 0340 : Given a prompt string and a RAB address, get an input record.
. 345 0341 2!
;346 034% 2 ! Inputs:
. 347 0343 2! prompt_string - address of ASCIC prompt string
1Y 0344 2 ! rab - address of RAB
. 349 0345 2!
. 350 0346 2 ! Outputs: . )
i N 0347 2 ! The RAB's buffer will be filled in with a password.
. 392 0348 2 !
. 353 0349 2 !=--
¢ 356 0350 2
. 355 0351 2 MAP
. 356 0352 2 rab : REF $BBLOCK,
s 357 0353 2 prompt_string : REF VECTOR[,BYTE];
: 358 0354 2
. 359 0355 2!
R gg? 8%2? % : Set the specified prompt string and perform the $GET,
;362 0358 2 rablrabSb_psz) = .prompt_string(0]; ! Prompt size
: ggz 8%28 S rablrab$L_pbf] = prompt_3Stringl1]; ' and address
. 365 G361 2 RETURN S$GET(RAB = .rab); ! Return status of $GET
: 366 0362 1 END;
LEXTRN SYSSGET
0000 00000 GET_RECORD: _
.WORD Save nothing :
50 08 AC DO 00002 MOVL RAB, RO ;
34 AQ 04 BC 90 00006 MOvB aPROMPT _STRING, 52(R0) .
30 AQ 04 AC 01 ¢t 0000B ADDL3 ", PROHPT_STRING. 48(RO)
50 00 00011 PUSHL R0
000000006 00 01 B 00013 CALLS  #1, SYSSGET ;
04 0001A RET .

: Routine Size: 27 bytes, Routine Base: $CODES ¢+ 0181

: 367 0363 1

~ B~
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SETPASSWORD 1k-$ep-1984 0g:35:45 VAX=11 Bliss=32 v4.0-742 Page
v04-000 14-Sep=-1984 12:09:17 CCLIUTL.SRCISETPWD.B32; 1
. 369 03664 1 ROUTINE update_uaf : NOVALUE =
. 370 0365 BEGIN
. N 0366 Leee
. 372 0367 !
. 373 0368 ! Get the UAF record, verif{ that the user typed in the correct password,
; %;g 8%98 % i and it s/he did, then replace the old password with the new one.
. 376 o3I % ! Inputs: .
s 377 0372 ! new_pwd_dsc - descriptor for new password
. 378 0373 2! old_pwd_dsc - descriptor for old password
. 379 0374 2!
;. 380 0375 g ! Outputs: _
1) 0376 ! None. The UAF is updated.
L1 0377 2!
. 383 0378 2 !---
. 384 0379 2
; 385 0380 2 LOCAL
. 3Bé6 0381 2 status,
;387 0382 2 enc_buf: VECTOR[uat$s ?ud.bytel.
. 388 0383 2 enc_dsc: VECTOR[2] INITIAL(uat$s_pwd, enc_buf),
. 389 0384 2 password,
;390 0385 ¢ password_date,
: IN 0386 2 encrypt_byte : REF vector(.byte];
. 392 0387 ¢
. 393 0388 2 ! ] . .
;394 0389 2 ! Determine whether we are updating tields for the Primary or Secondary
. 395 0390 2 ! password.
;396 0391 2!
. 397 0392 2 IF NOT .setpwd$flags[qual_secondary]
; 398 0393 2 THEN
. 399 0394 3 BEGIN
. 400 0395 3 password = uafbufluaft$qg_pwd];
s 40 0396 3 password_date = uafbufluat$q_pwd_datel;
. 402 0397 3 encrypt_byte = uatbufluat$b_encrypt];
. 403 0398 3 END
;. 404 0399 2 ELSE
. 405 0400 3 BEGIN
. 406 0401 3 password = uafbuf[uang_pudZ];
;. 407 04602 3 password _date = uafbufluat$q_pwdl_datel;
;. 408 0403 3 encrypt_byte = uatbufluaf$b_encrypt?);
s 409 04606 2 END;
;610 0405 2
. &N 0406 2 !
; 612 0607 2 ! Encrypt what the user says is the old password. Then compare that to
. 613 0408 2 ! what is found in the UAF record.
;614 04609 2 ! _
;415 0410 2 LGISHPWD(enc_dsc, ! Encrypt what the user typed in
;. 616 0411 2 old_pwd_dsc,
;67 0612 ¢ .encrypt_byte(0)
T 618 0613 2 .uafbutlGatsw_saltl,
;619 0614 2 user_desc);
: 420 0615 2 .
;42 0616 2 IF CHSNEQ(uaf$s_pwd, ! Check to see if encrypted
;. 422 0417 2 enc_buf, ! passwords match.
. 423 0418 2 uaf$s_pwd
;624 0419 2 .password}
;425 0420 2 THEN ' It they don't match, tell

A\




THEN SIGNAL (set$_uaferr,0
.uafrab[rabs|_sts]
.uafrabfrab$i stvd};

$CLOSE(FAB = uaftab); ! (lose the UAF,

! It an error, tell the user.

M 6

SE TPASSWORD 16-5ep=-1984 08:35:45 VAX=11 Bliss~-32 v4.0=-742 Page
v04-000 14-Sep=1984 12:09:17 CCLIUTL.SRCISETPWD.B32:1
. 626 0451 3 BEGIN ! the user
. &27 04 g g SIGNAL (set$_pwdnotval);
. 428 042 RETURN;

429 0626 2 END;
. &30 0425 2
A 0626 ¢
. 432 0627 2! )
;633 0628 ¢ ! (ompare the old password to the new password. If they match, this is illegal,
. 43¢ 0429 ¢ ! so report an error and return.
;435 0430 2 !
. 436 0431 3 IF (.new Eud dsc(0) EQL .old_pwd_dsc(0Y)

437 043§ AND CHSEQLT.old_pwd_dsc(0]7.0ld_pwd_dsc[1]),.new_pwd_dsc(0],.new_pwd_dsc[1])
. 438 043 THEN
P49 0434 BEGIN .
Y YA 0435 3 SIGNAL (set$_pwdnotdif);
N 1Y 0436 3 RETURN;
. 4462 0437 2 END;
. 463 0638 2
YA 0639 2 !
. 445 0460 2 ! Enchpt the new password, and put it into the UAF record. If the salt field
: 22? 8225 % : in the uat is zero, generate a new salt before the encryption.
Y. 0443 2 IF .uafbufluafSw_salt]) EQL O ! Is salt zero?
s 449 0444 2 THEN
;450 0465 3 BEGIN
;451 0646 3 LOCAL time : VECTOR([4,WORD]; ! Get local quadword.
. 452 0447 3 SGETTIM(TIMADR = time); ! Get current time, )
;653 0448 3 vafbufluaftSw_salt]) = .time(1]; ! Salt is now 2nd word of time,
;. 654 0449 2 END;
;455 0450 2
;456 0651 2 LGISHPWD (enc_dsc, ! Encrypt new password
;. &57 0452 2 new _pwd_dsc,
;. 458 0453 2 uvatSc_gurdy v,
;459 0454 2 uafbuffuatSw_salt],
. 460 0455 2 user_desc);
;. 461 0456 2
;. 462 0657 2 ! ) )
; 463 0458 2 ! Mcve new password into record, clear password expired bit, reset password
. 464 0459 2 ! change date, and make sure we always use newest encryption algorithm for
: 222 822? g ; PRIMARY or SECONDARY password.
;467 0462 2 CHSMOVE(uatSs pwd.enc buf,.password); ! Move new password to record.
;468 0463 2 encrypt_bytelD0) = uatSc_purdy_v: ! Use PURDY_V encryption algorithm,
;469 0464 2 IF .new pwd dscC0) EQL O ' Move new time (0 it password is is null)
;. 470 0465 2 THER CHSFILL(O,uat$s_pwd_date,.password_date)
Loen 0466 2 ELSE SGETTIM(TIMADR = .password_date);
. 472 0467 2
Y Qe68 2 If NOT .setpudela?SIQUal_secqndary] ) .
. 474 0469 2 THEN uatfbufluat$v_pwd_expired) = false ! Clear expired bit.
; 2;2 82;? ¢ ELSE vafbufluatSv_pwd?_expired] = false; ' Clear expired bit.
s 77 0472 g IF NOT SPUT(RAB = uafrab) ! Now update (UIF) the UAF file.
: g
; 2

(e )
~ O~
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SE TPASSWORD 16-Sep=-1984 00:35:45 VAX=11 Bliss=32 v4.0-742 Page 17
v04-000 14-Sep-1984 12:09:17 (CLIUTL.SRCISETPWD.B3Z;! 9 (6)
;. 48B3 0478 2
;o 484 0479 2 RETURN;
: 4BS 0480 1 END;
JEXTRN SYSSGETTIM, SYSSPUT
LEXTRN SYSSCLOSE
0FFC 00000 UPDATE _UAF:
.WORD  Save R2,R3,R4 ,RS,R6,R7,R8,R9,R10,R11 : 0364
58 000000006 00 9E 00002 MOVAB  SYSSGETTIM. Rrf1 .
SA 000000006 00 9E 00009 MOVAB LIBSSIGNAL, R10 :
59 000000006 00 9E 00010 MOVAB LGISHPWD, R9 :
58 0000° CF 9€ 00017 MOVAB  UAFBUF+358, RS :
SE 18 (2 0001¢C SUBL2  #24, SP :
08 AE 08 DO 0001F MOVL #8, ENC_DSC : 0365
0C AE 10 AE 9E 00023 MOVAB  ENC_BUF, ENC_DSC+4 :
0E FE22 (8 02 EO 00028 BBS #2, SETPWDSFLAGS, 18 ; 0392
54 EE A8 9F 0002€ MOVAB  UAFBUF+340, PASSWORD : 0395
57 16 A8 9E 00032 MOVAB  UAFBUF+380, PASSWORD DAT{ : 0396
56 02 A8 9E 00036 MOVAB  UAFBUF +360, ENCRYPT_BYTE ; 0397
0C 11 0003A BRB 23 : 0392
54 F6 AB 9E 0003C 1$: MOVAB  UAFBUF+348, PASSWORD : 0401
57 1E A8 9E 00040 MOVAB  UAFBUF+388, PASSWORD DATE : 0402
56 03 A8 9E 00046 MOVAB  UAFBUF +361, ENCRYPT_BYTE : 0403
041E 8 O9F 00048 2%: PUSHAB USER DESC : 0410
7€ 68 3C 0004C MOVIWL UAFBOF+358, =(SP) : 0413
7E 66 9A 0004F MOVZBL (ENCRYPT BYTE), =(SP) : 0412
FEBA (8 O9Ff 00052 PUSHAB OLD_PwD_DSC ; 0410
18 AE 9F 00056 PUSHAB ENC_DSC :
69 05 FB 00059 CALLS  #5.7LGISHPWD :
64 10 AE 08 29 0005¢C CMPC3  #8, ENC_BUF, (PASSWORD) : 0416
08 13 00061 BEQL 3s :
000000006 8F DD 00063 PUSHL  #SETS_PWDNOTVAL ; 0422
1F 11 00069 BRB X3 ;
FEBA (8 FE92 (8 D1 0006B 3%: CMPL NEW_PWD_DSC, OLD_PWD_DSC ; 063
1A 12 00072 BNEQ 5¢ :
FE92 (8 00 FEBE D8 FEBA (8 2D 00074 CKPCS  OLD_PWD_. .., S0LD_PWD_DSC+4, #0, - ; 0432
FE96 D8 0007F NEW_PWD_DSC, aNEW_PWD_DS(+é ;
OA 12 00082 BNEQ 5% :
000000006 8F DD 00084 PUSHL  #SETS PWDNOTDIF ; 0435
6A 01 FB Q00BA 4S$: CALLS #, LIBSSIGNAL ;
04 00080 RET : 0434
68 85 000BE 5%: TSTW UAFBUF +358 ;0443
09 12 00090 BNEQ 63 ;
SE DD 00092 PUSHL SP ; 0447
68 01 fB 00094 CALLS #), SYSSGETTIM :
68 02 AE 80 00097 MOVW TIME+2, UAFBUF+358 ; 0448
041E (8 9F 00098 6%: PUSHAB USER DESC ;0451
7€ 68 3C Q009Ff MOVZWL UAFBOF+358, =(SP) ; 0454
02 00 000A2 PUSHL #2 ;0451
FE92 (B 9f Q00A4L PUSHAB NEW_PWD_DS( ;
18 AE  9F 000A8 PUSHAB ENC-DSC :
69 05 B 000AB CALLS  #5. LGISHPWD ;
64 10 At 08 28 Q00AE MOVC3  #8, ENC BUF, (PASSWORD) : 046
66 02 90 00083 MOVB~  #2, (ENCRYPf BYTE) ;046



8 7
SE TPASSWORD 16-Sep=-1984 00:35:45 VAX=11 Bliss=32 v&.0-742 Page 18
v04-000 14-Sep-1984 12:09:17 (CLIUTL.SRCISETPWD.R32,1 9 ‘&)
FE92 (8 05 00086 TSTL NEW_PWD_DS( : 0666
C8 12 000BA BNEQ 7% :
08 0o 6F 29 2( 08825 MOVCS  #0, (SP), #0, #8, (PASSWORD_DATE) . 0465
25 1" 800(2 8RB 8s :
7 DD 0Q00C& 7%: PUSHL PASSWORD DATE : 0466
68 01 F8 000C6 CALLS  #1, SYSSGETTIm :
06 FE22 (8B 02 50 000C9 8%: 8BS 0%. SETPWDSFLAGS, 9% ; 0668
6F A8 02 8A 000CF BICB2  #2, UAFBUF +469 ; 0669
06 11 00003 BRB 10§ ;
6Ff A8 046 B8A 000DS 9%: BI(BZ2 #4, UAFBUF +469 ; 0470
0476 (8 O9F 00009 10%: PUSHAB UAFRAB ;04672
000000006 20 01 B 0000D CALLS #1, SYSSPUT :
10 50 ;8 000E& BLBS RO, 11$ ;
\ TE 0¢7¢ (8 7D Q00€7 MOvQ UAFRAB+8, =(SP) ;0474
re D& 000EC CLRL -(SP) ;0473
l 000000006 8F oD QOOEE PUSHL  WSETS UAFERR :
6A 06 FB J00F4 CALLS  #4, LIBSSIGNAL :
0426 (8 O9F Q0C0F7 118: PUSHAB UAFFAB : 0477
00000000G 00 01 FfB 000fB CALLS M1, SYSSCLOSE ;
04 00102 ACT ;. 0480

|

: Routine Size: 259 bytes, Routire Base: SCONES ¢+ 019¢C




SE TPASSWORD
v04-000

LI I TR Y S R N N I TR I

: Routine Size:

(R7
4«88
4«89
490
421
A
e
496
495
096
«97
498
499
500
501
50
50

N
(o
~

WA LAVIAVALA
= =200000
—O 0@ ~NO W

c 7
16=-Sep-1984 (0
14-Sep=-1984 1/¢

0481 1 ROUTINE update_sys : NOVALUE =

Okﬁi BEGIN

048 ‘e e

0486 !

8282 ; Update the encrypted system password.

0487 ! Inputs: )

0488 ! old_pwd_dsc = descriptor of old password

0489 ¢ ! new_pwd_dsc = descriptor of new password

0490 ¢ !

0691 2 !=-

049 g

049 !

823? § ; first, check to see if the user has the SECURITY privilege.

0496 IF NOT .ctli?g procgriv[prviv-security) THEN

0497 s SIGNAL _STOP(set3_syspwderr, ss$_nosecurity);

0498

0499 '

8%8? : Make sure the special record has everthing it needs

828% 5 uvaftbufluatSb_encrypt] = uafSc_purdy_v;

0504 ¢ RETURN;

0505 1 END;

0000 00000 UPDATE_SYS:

12 000000006 QO 06 £0 00002

7¢ 2934  BF 3C 0000A

000000006 8F DD 0O0QOF

000000006 00 02 FB 00015
0000* CF 02 90 0001C 1%:

04 00021

34 bytes, Routine Base: $CODES ¢+ 029¢f

.WORD
88S
MOVZuL
PUSHL
CALLS
Movs
RET

Save nothing

#6, CTLSGQ PROCPRIV+4, 1%
#10548, -(SP)

#SETS SYSPWDERR

#2, LIBSSTOP

#2, UAFBUF +360

s 0. 0,




I 4
SE TPASSWORD 16-5ep=-1984 00:35:49% AX=11 Bliss=32 v&.0-742 Page 20
v04-000 14-Sep-1984 19:09-17 CLIUTL.SRCISETPWD.B3Z:1 I (8)
.9 ROUTINE check_qualifiers =
. 9 BEGIN
; 1 ‘eee
: 1 !
: 1 ; Get the minimum password length prior to generating passwords.
: § Inputs:
; g none
: g Outputs:
E g min_pwd_length = minimum password length to generate.
: LOCAL
: intfile_desc: $BBLOCK [dsc$c_s_biln) INITIAL(O),
. status.
: intile_desc(dscSb_class] = dscSk_class_d; ' Make descriptor dynamic

é Get qualifiers
setpwd$flags(qual_generate)
setpwdSflags{qual_system]
setpwd$flags(qual_secondary)

cliSpresent(Sdescriptor (' GENERATE'));
clySpresent(Sdescrlptor('SYSTEH'));
cliSpresent($descriptor (*SECONDARY'))
AND NOT setpwd$flagsl{qual_system];

% It GENPWD bit set in uaf record, then user =ust use password generator.

IF NOT .setpudsflagstﬁual system]
THEN setpwd$tlags(qual_generate] = .setpwd$flagslqual_generate] OR .uafbufluaf$v_genpwd]l;

; If /GENERATE not set, we are done.

iF NOT setpwdStiagslaual_generate] ! /GENERATE specified?
THEN RETURN TRUE; ! No, exit with success.

2 Calcutate minimum length of word to be generated by password generator.
IF status = clisget_value(Sdescriptor("GENERATE'), infile_desc) ! Get value for /GENERATE it one specitied.

L ]
AL WA VA LAV VA VA VA VAOA VWAV ADWAASAMA WA DUOA VA A VO WU A WA N DO UHMUA WA OV AUV AU UNAUA

(o Yo Yo o 3o Lo XV VSV VAV IV IW IV IV IV ¥ I 0 0 W o o - o LV T T TV T P T TN ST ST ST 0T,V ST, S N1, S T, Y
VB it = OO NOWVE N = OO0 NN WM OO NN NN = O 000 O N L) = OO0 ~NO N

[elelelelel=lelelel=lolelelolnlialalelelclelololclelelrlolelelalalalelalelalelelele alelolalelolelolelolelo = = o o]
A POSNAVALVAAAAA WA WA AUHRUA VAU VAW YA VDA AW AR WA AU NAA VAOAWUMAOUA VAR WY VA WA VA A UWAA LAWAVA A UANUSNVA A AU UL
lo 30 Yo XV NV IV IV AV VAV IV WAV F W W W A 9 W 3 o o VIV IV W T e TR TO T TP L ST ST WY N1 N T ST V1.V VY,V P i i i S i i et lelele]
RO 2 OO 00 O N 2 LN 2 OO 00~ O W I~ D — OO 00 O WA B LR = © O 00 ~JON N £~ LR — O O OF O N 2~ i) — O O OB 2O
PURNURURLAD LILAL 8 LA WA PN R A AL NN AV AL AL AL NV AL AV AL R NV AN ALRLNY AL NI RN PURIAL AL AU ROPI RAUNPORIPORNPIAIN) =

B0, %0 0w, W0, 8, ®r Vg, 0. Vs NG, N T B, @

THEN
BEGIN
LidbScvt_dtb(.intile_desc (dscSw_length), ! Move value into Global variable
_ .infile_desc [dsc$a_pointer], min Rud Length); _
If (.min_pwd_Length LEQ 0) OR T.min_pwd_Length GTR 10) ' It size LEQ 0 or GIR 10
END THENTSIGNAL_STOP (set$_badvalue1,infile_desc); ! report an error.
ELSE
566 min_pwd_length = 6; ! No value, default to 6.
368 -
569 b Minimum password tength for /GENERATE is larger of current minimum password lLength versus




3 7
SE TPASSWORD 16-$ e 1986 00:35:45 VAX=-11 Bliss=32 v&.0-74 Page 2!
v04-000 10-360-1984 19.09:17  LCLIUTLOSRESSETPUD 832 S * %
R g;? 8222 ; minimum password Length specitied in UAF, but no greater than 10,
: S7§ 0565 1F NOT setpudtflags(ﬂual system] THEN
Y 0566 _ min ?wd Length = MAXT uafbuf(uabe wd_lengthl,.min_pwd_lLength);
;974 0567 min_pwd_length = MIN(.min_pwd_length,1 g
. 575 0568
. 576 05459 RETURN true;
. ST7 0570 1 END;
LPSECT SPLITS NOWRT,NOEXE,?
&S 56 61 52 45 4LE 4S5 47 QO0F9 P.AAL: .ASCI] \GENERATE\ :
0010 .BLKB
00000008 00104 P.AAK: .LONG 8 1
00000000' 00108 .ADDRESS P.AAL &
D 45 S5& 53 59 S3T 0010C P.AAN: _ASCI] \SYSTEM\ 3
00112 .BLkB 2
00000006 00114 P .AAM: _LONG 6 3
00000000 00118 .ADDRESS P.AAN :
59 52 &1 66 4B 4F 43 4S5 ST Q011C P.AAP:  ASCI] \SECONDARY\ :
00125 .BLKB 3
00000009 00128 P.AAD: .LONG 9 3
00000000* 0012C .ADDRESS P_.AAP :
&5 5S4 61 52 &5 4E 45 47 00130 P.AAR: L ASC]] \GENERATE\ :
00000008 00138 P.AAQ: .LONG :
00000000' 0013¢ .ADDRESS P.AAR 3
LPSECT SCODES.NOWRT,?
001C 00000 CHECK_QUALIFIERS:
.WORD Save RZ,R3,R4 : 0506
5¢ 000000006 00 9¢ 00002 MOVAB CLISPRESENT R4 :
53 0000* C(fF 9€ 00009 MOVAB SETPUDSFLAGS R3 :
SE 04 (2 0000€ SUBL2 # SP :
76 04 000N CLRL INFILE _DESC : 0507
04 AE 04 00013 CLRL INFILETDESC+4 .
03 At 02 90 00016 MOvVB #2, INFILE_DESC+3 : 0526
0000* CF 9F 0001A PUSHAB P.AAK ; 0S¥
64 01 FB QO001E CALLS 01, CLISPRESENT :
63 01 01 SO FO Q001 INSV RO, #1, #1, SETPWDSFLAGS 4
0000* C(F 9F 00026 PUSHAB P.AAM . 0532
64 01 FfB Q002A CALLS ", CLISPRESENT :
63 01 00 SO FO 00020 INSV RO, #0, SETPWDSFLAGS :
0000°* CF 9F Q0032 PUSHAB P_,AAQ . 0533
64 01 ¢B 00036 CALLS 3 CLISPRESENT :
51 63 9E 00039 MOVAB  SETPWDSFLAGS, R1 : 0534
52 50 51 88 0003¢C BI(B3 R1, RO, R?2 :
63 o1 02 S% FO 00040 INSV R2, #¢ 31 SETPWDSFLAGS ;
14 63 €8 00045 BLBS  SEfPwDEFLAGS, 18 - 0539
50 63 01 01 €Ff 00048 EXTZV #, M, SETPHDSFLAGS. RO ; 0540
51 024D (3 01 00 EFf Q004D EXTZV 00. ll. UAFBUF +469, R .
50 51 88 00054 BISB2 R!, RO ;
63 01 o 50 Ff0 00057 INSV RO, #1, #1, SETPWDSFLAGS :




SETPASSWORD
v04=-000
6C 63 01 €1
SE DD
0000* (F OFf
000000006 00 02 FfB
oFf SO E9
06 A3 OF
08 AE DD
7€ 08 A% 3C
000000006 00 03 fB
S0 06 A3 DO
05 15
OA 50 D1
17 15
SE DD
01 DD
00771112  3F DD
000000006 00 03 8
04 11
046 A3 Og b]0)
50 63 Ot
13 SO E8
50 01€2 (3 O9A
06 A3 50 D1
04 18
50 06 A3 00
04 A3 50 00
S0 06 A3 DO
0A 50 D1
03 15
50 0A 00
04 A3 50 00
50 01 DO
04

; Routine Size: 208 bytes, Routine Base: $CODES + 02C1

578 0571 1

—
! alcalnal

DWW N NNNPF OO
OOOMO P ~dWN—232 WNOOONOM

145 VAX=11 Bliss=32 v4.0

$17 CCLIUTL.SRCISETPWD.B32;1
M1, SETPWDSFLAGS, 8S

SP

P,.AAQ
#2, CLISGET JVALUE
STATUS, 38 ~

IBSCVT DB

f
rxts DESC, -(SP)
N_PWD_LENGTH, RO

#7803154
13 LIB$STOP

06 MIN PWD LENGTH
SETPWOSFLAGS, RO
RO, 6%

UAFBUF +362, RO

gg MIN_PWD_LENGTH

MIN_PWD_LENGTH, RO

RO, "MINPWD LENGTH

n1~ PWD_LENGTH, RO
Al

75

210, RO
RO, 'MIN_PWD_LENGTH
#1. RO

e Be Boe BeWeNe Be e,

Be 0o e Ve Ve Ve Ve Ve Ve BaVe Ve BB Ve Be B Ne &, 8,

0567

e s R . A R . A SR

P s ._a A .2




6 7
SETPASSWORD 16-Sep=-1984 08:35:45 AX=11 Bliss=32 v&.0-74¢
v04-000 14=Sep=1984 12:09:17 CLIUTL.SRCISETPWD.B32:1
. 580 057§ 1 ROUTINE open_uat =
. o8 057 BEGIN
; 58% 057¢ tess
. 98 0575 ! . .
;98¢ 0576 : Open the UAF file, (onnect to it, and stuff the username of this process
. 985 0577 . into the rab in preparation for the get of his record.
. 586 0578 !
. 587 0579 ' Inputs:
. 988 0580 ! uatfab = fab to access the UAF.
. 589 0581 : uatrab = rab to access the UAF,
. 590 058; !
Y3 058 ! Outputs:
: S9§ 0584 : None
99 0585 !
. 59 0586 loee
. 995 0587 2
. 996 0588 2 LOCAL
597 0589 % status,
;598 0590 iosb : VECTOR[4,WORD]),
. 9599 0591 2 item_List : SITMLST_DECL(ITEMS = 1);
. 600 059% 2
. 60 0593 2 ! _
: gg% gggg % ; Only use EXEC logical name table when opening the authorization file.
;. 604 0596 2 uvaftab(fabSv_Lnm_mode] = pslSc_exec;
. 605 0597 ¢
. 606 0598 2 !
;. 607 0599 2 ! Obtain the username of this process or the system.
: ggg 8289 g . Must fill username butfer with blanks first.
: g}? 828% % CHSFILL (' *',uatSs_username,uafbufluatSt_usernamel);
¢ 612 0604 g IF cliiﬂresent(!lscid'SYSTEH’) THEN
;. 613 0605 BEG]
. 614 0606 3 CHSMOVE (17, UPLIT('<System+Password>'), uatbuf(uat$t_usernamel);
;s 615 0607 3 user,desc[b) = 17;
. 616 0608 3 END
;. 617 0609 g ELSE
. 618 0610 BEGIN ' )
;619 P 0611 3 SITMLST_INITCITMLST = item_List
;. 620 P 0612 3 (JTMCOD = 191§_usernane.
. 621 P 0613 3 BUFSIZ = )ib%s_username,
. 622 P 06146 3 BUFADR = uafbufluat$t_usernamel,
. 623 0615 3 RETLEN = user_desc(017);
. 626 P 0616 3 SGETJPIW(]TMLST = item_Llist,
;625 0617 3% 10S8 = ]0SB);
. 626 0618 2 END;
. 627 0619 2
. 628 0620 ¢
;629 0621 2! ) ) _
;. 630 0622 2 ! Try to open the UAF. 1f a file-sharing problem, try one more time.
; gg; 8252 2 ! It that open doesn't work, then give up.
. 633 0625 g IF NOT (status = SOPEN(FAB = uaffab))
. 634 0626 i THEN
;635 0627 BEGIN
;636 3

If .status EQL rms$_sne



W7
SE TPASSWORD 16- Seo
v04-000 14-Se

. 6%7 0629 OR .status EQL rms$_spe

. 638 0630 OR .status £QL rm3$_dme

. 639 0631 EN

. 640 06 g [ BEGIN

N YA 06 4 uaffab(fabsh shr) =

. 64 0634 S If NOT (status = SOPEN(FAB uaftab))
. 64 0635 & THEN SIGNAL (set$ uaferr

D6LG 0636 ¢ Luaf abEubh sts),
;. 645 0637 & .uaf ablfabsl stv])
;. 646 0638 & END

. 647 0639 ELSE SIGNAL(set$ uaterr, 0

D648 0640 uambEubit sts%

P 649 0641 uatfabltabS( stv]};

;. 650 0642 2 END;

;69 06463 2

;652 0644 2 ! .

. 653 0645 % * Return it the open failed.

;. 654 0646 !

;. 655 0647 2 If NOT .status

;. 656 0648 2 THEN RETURN .status;

i 657 0649 2

;. 658 0650 ¢ !

: 59 0651 2 ! Do the same sort of stuff for the connect.
. F50 065 g !

;. 661 065 IF NOT (status = SCONNECT(RAB = uafrab))
. 662 0654 g THEN

;s 663 0655 BEGIN

;. 664 0656 3 lF .status EQL rms$_crmp

;. 665 0657 3 THEN

;. 666 0658 & BEGIN

;. 667 0659 & uaffab(fabSw_ bc] = 0;

; 668 0660 S IF NOT (stltus $CONNEC|(RAB = uafrab))
;. 669 0661 & THEN SlGNAL(setS vaferr 0

i 670 0662 & uafrablf’rab‘l sts),
;. 6N 0663 & uafrablrabsl” stv])
;. 672 0664 & END

;. 67% 0665 3 ELSE SIGNAL(set$ uvaferr 0

: 674 0666 3 .uaf rab[rab‘l _sts],

;. 675 0667 3 uafrablrabst” stv])

;. 676 0668 2 END;

: 677 0669 2

. 678 0670 2 RETURN .status;

;679 0671 1 END;

00 00 4D 45 54 53 59 53 00140 P.AAT:

01060006 00148 P.AAS:
00000000" 0014(C

72 6F 77 73 73 61 S50 2B 6D 65 74 73 79 53 3C 00150 P.AAU:
00 00 00 3t 64 0015f

2 V&.0-742
TP 0.832:1

-
rno
O
Ve IV, )
~\A

VAX=11 BL ss-3
CCLIUTL .SRCISE

LPSECT  SPLITS,NOWRT ,NOEXE,?2

JASCIT  \SYSTEM\<0><0>

LLONG 17694726

.ADDRESS P.AAT

LASCII \<System+Password>\<0><0><0>
LEXTRN SYSSGETJPIW

.PSECT $CODES,NOWRT,?2

Page

24
(9)



1 7
SE TPASSWORD 16-Sep=1984 00:35:45 VAX=11 Bliss=32 V4.0 742 Page 25
v04-000 14-Sep-1984 12:09:17 CCLIUTL.SRCISETPWD.B32;1 9 (g)
07FC 00000 OPEN_UAF:
.WORD  Save R2,R3 R4, RS R6,R7,R8,R9,R10 : 0572
SA 000000006 00 9E 00002 MOVAB  SYSSCONNECT, :
59 00000000G Q0 9¢ 00009 MOVAB  LIBSSIGNAL, R9 :
58 000000006 8F DO 00010 MOvL #SETS UAFERR, RS :
57 000000006 00 9¢ 0Q00'7 MOVAB  SYSSOPEN, R7 :
56 0000' CF 9 00015 MOVAB UArauFoa R6 ;
SE 18 (2 0002 SUBL? #24, S :
0502 6 02 00 01 FfO0 00026 INSY n, lO #2, UAFFAB+74 : 0596
20 20 (3 22 eC 088%0 MOvVCS  #0, (SP) 132 #32, UAFBUF +4 : 0602
0000' <(F Of 8003§ PUSHAB P.AAS : 0604
000000006 00 01 fB 00037 CALLS ", CLISPRESENT :
0D 50 E9 0003¢ BLB( RO, 1$ :
66 0000 CF 11 28 00041 MOVC3  #17, P.AAU, UAFBUF +4 0606
0580 (6 11 00 00047 MOVL  #17, USER_DESC : 0607
27 11 0004C BRB 2 ; 06end
50 6E 9E 0004E 18: MOVAB  ITEM LIST, $$ITMBLKPTR : 0615
80 0202000C 8fF D0 00051 MOVL #33685516, (SSITMBLKPTR)+ :
80 66 9E 00058 MOVAB  UAFBUF+4, ($$SITMBLKPTR)+ .
80 0580 €6 9E 00058 MOVAB  USER DESC, (SSITMBLXPTR)+ :
80 D4 00060 CLRL (SSITMBLKPTR) + :
7E  7C 00062 CLRG -(sp) ;0617
18 AE  9F 00064 PUSHAB 10SB :
0C AE 9F (0067 PUSHAB 1TEM_LIST :
7E  7C 0006A CLRG -(SPY :
7E D& 0006C CLRL -(SP) :
000000006 00 07 B Q006E CALLS #7, SYSSGETJPIW ;
0588 (6 9F 00075 2%: PUSHAB UAFFAB ;0625
67 01 FB 00079 CALLS #1, SYSSOPEN :
52 50 DO 0007¢C MOVL RO, STATUS :
38 52 EB8 0007F BLBS STATUS, 5% :
0001879C 8F 52 D1 00082 CMPL STATUS, #100252 ; 0628
12 13 00089 BEQL 1 :
000187A4 8F 52 D1 0008B CMPL STATUS, #100260 . 0629
09 13 00092 BEQL 33 .
00018404 8f 52 D1 00094 CMPL STATUS, #99540 . 0630
11 12 00098 BNEQ (% 3 :
059¢F (6 94 00090 3%: (LRB UAFFAB+23 ; 0633
0588 (6 9f 000A1 PUSHAB UAFFAB ; 0634
67 01 B 00QAS CALLS  #1, SYSSOPEN :
52 SO 00 000A8 MOVL RO, STATUS :
Of 5¢ E8 000A8 BLBS STATUS, S% :
7t 0590 76 7D QOOAE 4$: MOVQ  UAFFAB+B, =(SP) : 0640
7¢ D4 000B3 CLRL  =(SP) ;0639
58 0D 00085 PUSHL R8 :
69 04 B 000B? CALLS  #4, LIBSSIGNAL ;
33 52 €9 000BA BLB( STATUS, 7% P 0647
0sp8 (6 9f QCOBD S%: PUSHAB UAFRAB s 0653
6A 01 B 000C1 CALLS  #1, SYSSCONNECT ;
52 S0 DO 000C4 MOVL RO, STATUS :
26 S% £8 000C? BLBS  STATUS, 7% :
0001C14C  8F 5¢ 01 000CA CMPL STATUS, #115020 : 0656
11 12 000D BNEQ 6% :
05p0 (6 84 00003 CLRW  UAFFAB+72 0659
0508 (6 9F 00007 PUSHAB UAFRAB . 0660



SETPASSWORD
v04-000
6A 01 fB
52 50 0O
0c 52 E8
TE 050 6 70
7E D4
58 0D
69 04 FB
50 5¢ DO
04

. Routine Size: 244 bytes, Routine Base: S$CODES + 0391

. 680 0672 1

=lslolelelelelels]

OCOO0OO0OOOO
(olelelelelelalels]
MMM O O
WOOM® O H Mo

SO

]
wrw

PP~
oo

6$%:

7%:

—
OO0
o -1e -]

]
O

.
.
.

.

F ol o

CALLS
MOVL
BLBS
MOvQ
CLRL
PUSHL
CALLS
MOVL
RET

O

Own

.
4
.
.

9 VAX=11 Bliss=32 v&.0-742
7 [CLIUTL.SRCISETPWD.B32;1
1,

#1, SYSSCONNECT
RO, STATUS
STATUS, 7%
UAFRAB+8, =-(SP)
={(SP)

R8

#4, LIBSSIGNAL
STATUS, RO

—

Page 26
9 (9)

Qe e e ®e Ve W ", 0,9,

0666
0665

0670
0671




K 7
SETPASSWORD 16-Sep=-1984 00:35:45 VAX=11 Bliss=-32 v4.0-742 Page 27
v04-000 14=Sep=1984 12:09:17 CCLIUTL.SRCISETPWD.B32;1 o1
; 68§ 0673 1 ROUTINE get_uaf_record =
. 682 0674 BEGIN
;. 684 0675 Teee
. 685 0676 !
. 686 0677 ! Try to read the user record. In the event that we get an error that says
. 687 0678 ' the record was locked, then go into nap mode, schedulin? this process to
;. 688 0679 2 ! wake up in ¢ milliseconsds. If, after two naps, we still have a problem,
. 689 0680 ! then forget it,
© 690 0681 g e
. 691 068 ' Inputs:
;. 692 068 ! uafrab - radb to access the UAF.
;. 693 0684 !
. 694 0685 ! Qutputs:
;. 695 0686 2 ! None.
. 696 0687 2 !
;697 0688 2 '=--
: 698 0689 2
;. 699 0690 ¢ LOCAL
. 700 0691 ¢ status;
. 701 0692 2
;702 0693 3 IF NOT (status = $GET(RAB = uafrab))
;703 0694 2 THEN
;704 0695 3 BEGIN
: 708 0696 3 IF .status EQL rms$ rik
;706 0697 3 THEN INCR i FROM 1 T0 2 DO
. 707 0698 & BEGIN
: 708 0699 S IF $SSCHDWK(DAYTIM = UPLIT(=200000, =1))
;709 0700 & THEN SHIBER():;
: 110 0701 & status = $GET(RAB = yafrab);
AR 0702 & IF .status NEQ rms$_rlk
;s T2 0703 & THEN EXITLOOP;
;. 1§ 0704 & END
T AT 0705 3 ELSE IF .status EQL rms$_rnf THEN
AL 0706 & BEGIN
;0 16 0707 & UAFRABCRABSL _RBF] = UAFBUF;
. N7 0708 & UAFRAB(RABSU RSZ] = UAFSC_LENGTH;
: 718 0709 & RETURN rms$_normal;
;. e 0710 3 END;
: 720 0711 2 END;
I 0712 2
;722 0713 2 IF NOT .status
. 723 0714 2 THEN
;724 0715 2 SIGNAL (set$_uaferr 0
;725 0716 2 .uafrablrab$l sts)
P 726 07217 ¢ -uafrablrab$i stvl};
;127 0718 2
;728 0719 2 RETURN .status:
;129 0720 1 END;

.PSECT SPLIT$ ,NOWRT ,NOEXE,?
FFFFFFFF  FFFCF2CO0 00164 P.AAV: _LONG -200000, -1 ;
EXTRN SYSSSCHDWK, SYSSHIBER



St TPASSWORD

1 AX=11 Bliss=-32
v04-000 1 : E7

5 $S
217 CLIUTL.SRCIS
LPSECT SCODES,NOWRT,?2

ve.0-742 Page 28
PWD.832;1 (10)

003C 00000 GET_UAF_RECORD:
.WORD  Save RZ2,R3} R&,RS : 0673
55 000000006 OO0 9¢ 00002 MOVAB  SYSSGET. RS :
54 0000*' CF 9E 00009 MOVAB UAFRAB, Ré :
5¢ 0D 0000E PUSHL R4 ; 0693
65 01 B8 00010 CALLS #1, SYSSGET :
5% SO DO 00013 MOvL RO, STATUS :
72 53 E8 00016 BLBS STATUS, 5% ;
000182AA  8Ff 53 01 00019 CMPL STATUS, #98986 : 0696
36 12 00020 BNEQ b1 :
52 01 00 00022 . MOvL M, 1 ; 0697
76 D& 00025 °$: CLRL -(SP) ; 0699
0000*' CF 9F 00027 PUSHAB P.AAYV :
7¢ 7C 00028 CLRQ -(SP) ;
000000006 00 0« FB 00020 CALLS  #4, SYSSSCHDWK :
0A 50 €9 00034 BLB(C RO, 2% .
000000006 00 00 F¢B 00037 CALLS #Q, SYSSHIBER : 0700
60 00 FfB 0003 CALLS #0, (RO) :
5¢ DD 00041 2%: PUSHL R4 ; 0701
65 01 FB 00043 CALLS  #1, SYSSGET H
53 SO 00 00046 MOVL RO, STATUS :
00018B2AA  BF 53 D1 00049 CMPL STATUS, #98986 : 0702
¢3 12 00050 BNEQ 48 :
CF 5¢ 02 F3 000>¢ AOBLEQ #2, I, 1% ; 0697
10 11 00056 BRB 48 :
00018282 Bf 53 D1 00058 3%: CMPL STATUS, #98994 ; 0705
14 12 0005F BNEQ 43 :
28 A4 FA24 (4 9E 00061 MOVAB UAFBUF , UAFRAB+40 : 0707
22 A4 0584 8F 80 00067 MOVW #1612, UAFRAB+34 : 0708
S0 00010001 8¢ DO 0006D MOVL #65537, RO : 0709
04 00074 RET .
13 53 EB8 00075 4%: BLBS STATUS, 5% : 0713
7€ 08 A4 7D 00078 Mova UAFRAB+8, =(SP) : 0716
7¢ D& 0007C CLRL -(SP) ; 0718
000000006 8F DD QO0O07E PUSHL  W#SETS UAFERR :
000000006 00 04 FB 00084 CALLS  #4, LTIBSSIGNAL :
50 53 DO 00088 S5%: MOVL STATUS, RO ; 0719
04 0008t RET ; 0720

: Routine Size: 143 bytes, Routine Base: $CODES + 0485

; 730 0721 1




m 7
SE TPASSWORD 16=Sep=-1984 00:35:45 VAX=11 Bliss=32 v4.0-742 Page 29
v04-000 14=-Sep=-1984 12:09:17 CCLIUTL.SRCISETPWD.B3Z;1 (11)
732 072% 1 END
. 733 0725 0 ELUDOM
LEXTRN LIBSSIGNAL, LIBSSTOP

: PSECT SUMMARY
E Name Bytes Attributes
: SOWNS 1688 NOVEC, WRT, RD ,NOEXE,NOSHR, LCL, REL, CON,NOPIC,ALIGN(2)
; SPLITS 364 NOVEC,NOWRT, RD ,NOEXE,NOSHR, LCL, REL, CON,NOPIC,ALIGN(2)
: SCODES 1300 NOVEC,NOWRT, RD , EXE,NOSHR, LCL, REL, CON,NOPIC,ALIGN(2)
. Library Statistics
2 Symbols ==-=-=--- Pages Processing
; File Total Loaded Percent Mapped Time
: _$2558DUA2B:(SYSLIBILIB.L3Z;1 18619 108 0 1000 00:01.8
. COMMAND QUALIJIFIERS
. BLISS/CHECK=(FJELD,INITIAL,OPTIMIZE)/LI]IS-_1S8:SETPWD/0BJI=0BJS:SETPWD MSR(CS:SETPWD/UPDATE=(ENHS:SETPWD)

Size: 1300 code ¢+ 2052 data bytes

Run Time: 00:25.5

Elapsed Time: 01:26.0

Lines/CPU Min: 1702

Lexemes/(PU-Min: 27230
Henoql Used: 165 pages
Compilation Complete
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