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MODULE setaudit ( IDENT = 'v04&-000'

gog ESSING_MODE (EXTERNAL = GENERAL, NONEXTERNAL=LONG_RELATIVE)
BEGIN

!
'"""'..Q'..'!""..."'.'.'.""""."..""'i".'..i't""t"'.i..."..t
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is COPYRIGHT (c) 1978 1930 1982, 1984 B
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:: ALL RIGHTS RESERVED.
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lee
% FACILITY: SET Command
| ABSTRACT:
: This module implements the DCL command SET AUDIT.
: | ENVIRONMENT:
4 03% : VAX/VMS operating system, user and kernel mode
2 1 g AUTHOR: Gerry Smith 29-Jun-1983
é 2 | Modified by: :
4 § 1 i v03-007 DAS0001 David Solomon 09-Jul-1984
: §829 ; Fix truncation errors; make nonexternal refs LONG_RELATIVE.
4 063 ! v03-006 RSHO104 R. Scott Hanna 17-Feb-1984
4 ! Fix field test 1 problons. comment out &ournoling code
g? : ond make chongos due to new layout of SNSAEVTDEF
gi : v03-005 RSHO101 Scott Hanna 05-Feb-1984
¢ : Temporarily disablo SET AUDIT.
25 ! v03-004& MKkL0208 l Kay L{ 30-Nov=1983
g; : Change ITMLST in CRENWV call to LSTADR.
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v03-003 GAS0176 Gorr‘ Smith 30-Aug=-1983
Add more comments. Also remove some of the kludges that
were necessary to make journal calls work.

v03-002 GAS0173 Gerrz Smith gb-Au -1983
Remove reference to (now) non-existent Literal. sigh...

v03-001 GASO171 Gerry Smith 24-Aug-1983
Remove reference to mailbox and terminal 1/0, add
interactive and remote login/out.
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i Include files

LIBRARY *SYSSLIBRARY: LIB'; ! VAX/VMS common definitions

Define some flag bits. THE FIRST TWO BIT POSITIONS MUST NOT CHANGE.
iMACRO

FERS AR e .- - e - - Teomemew

v_enable = ?l. ' /ENABLE
v “disable = 1%, ' /DISABLE
Calarm = ;x. 1 /ALARM
V_Iournal = 3%, ! /JOURNAL
_log = &%, ! /L0G
v_new = 5%; ! /NEW_VERSION
LITERAL

num sys events = 3,

num_Llo ?nout events = &,

num lof nout_types = g.

num_file_events = 8,

num_access_types = 6,

arm$m_all = arm$m_control OR
arm$m_delete OR
arm$m_execute OR
arm$m_read OR
arm$m_write,

nsa$m_evt_log_all = nsaSm_evt_log_bat OR
nsa$m_evt_log_det OR
nsa$m_evt_log_dia OR
nsa$m_evt_log_loc OR
nsa$m_evt_log_net OR
nsa$m_evt_log_rem OR
nsa$m_evt_log_sub;

=l et D D D nd ) e ) D e o e ) e D e o ) e D D e ) o D i D Bk B D B
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: Declare some storage for tables

OWN

33K

P S N — p—" p—p——yp—" — y—g— — P Y P P P P P P P P el Dl L Y W Y W QR W W W W Y W Y W O W W— Y Y Y ——y— y—'y
-

! ASCI] storage for

option_string t v
1 ! qualifiers

CID 'ENABLE',
CID 'DISABLE"),
sys_events) ! System events
cIo-VacL’ g :

CID *.AUTHORIZATION',

CID '.MOUNT'),

sys_events : Y

e o e D D) i e B o it

sys_bits ¢ VEC
INI

£ Cnum_sys_events] ! System event bit masks

Linsa$m_evt_acl,
nsa$m_evt_uaf,
nsa$m_evt_mount),

>

]
; loginout_events must be in the same order as the corresponding bytes in SNSAEVTDEF

loginout_events : VECTORCnum_loginout_events ! Loginout events
INITIAL(XZASCID *.BREAKIN',
ASCID '.LOGIN',
ASCID '.LOGFAILURE',
ASCID *.LOGOUT"),
L

loginout_types : Y inout types] ! Types of login/logout

~~
~J

R
)

WESNN = O V00 N NS N =2 OOV N VS I = O

mpe— O

N LA L
s M
wvnnnnunnunnnwm
CDOO0TOOOTOTN

C
C
{
C
C
C
C
C

»2
>
“©

1D '.BATCH
1D '.SUBPROCESS"),

loginout_bits ¢ VECTOR Cnum loginout,tyfesl ! Loginout bit masks
INITIAL(nsaSm_evt_log_all,
nsa$m_evt_log_det,
nsa$m_evt_log_dia,
nsa$m_evt_log_loc,
nsa$m_evt_Llog_net,
nsa$m_evt_log_rem,
nsa$m_evt_log_bat
. nsa$m_evt_log subj,

% file_events must be in the same order as the corresponding Longwords in SNSAEVTDEF

file_events : VECTORCnum_file_events) ! File access events
INITIALCXASCID Y.FAILURE',

CID *.SUCCESS®,
Y

OONO NS NN =2O VNN WNN=0O0V00~N m&w-‘OOG%\hbm—‘OOO%MJ‘W—ﬂcos

-GRPPRV"
*.READALLD),
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g Declare Literals defined elsewhere

'EXTERNAL LITERAL
set$_jnlaccerr,
set$_jnlerr,
set$_newjnl,

Error accessing journal
Error creating journal
Journal successfully created

1 '
} g ; Table of contents
185
1 FORWARD ROUTINE
1%8 set$audit : NOVALUE, ! Main module of SET AUDIT
1 get_values : NOVALUE, ! Parse ENABLE/DISABLE List
189 set_bits : NOVALUE; ! Set alarm/journal bits
190 ! start_journal, ! Start a journal
19N ! new_version, ! Make a new version of the journal file
}gg 0 ! create_journal; ! Create a new journal
194 § :
195 ! External routines
196 0 :
197 0 EXTERNAL ROUTINE
198 0 str$concat ! Make a string
199 0 clnget_va[uo. ! Get value from CLI
8? 8 cliSpresent; ! See if qualifier is present
¢0 0 :
0
0
0
0
0
0
0
0

set$_jnlsysdev, Using SYSSSYSDEVICE for journal
set$_vrsnerr, Error creating new version
set$_newvrsn; New version created

Declare the shared messages
i$SHR_MSGDEF (SET, 119, LOCAL,

C AP RSO BB IE AR

q‘
WIN = O VNI NN = OO 00 NN WSS N = O O 00 NS VIS MIN = OO O NN NS IR = OO
— e el e el e i el ) e i e ) ) e i i i i e D i i e o e e i el e i i el e i e D o D e e e S e

RORORIRIIVNIRINININIRINININI I NI NI RO NINI RINININD —b b b b b b b o b b o o b b b b b b b
PINININ) = b e b o b ok b b = D O O O O O O OO OO OOV VOOV OO

Ve 00000000 8009000008090 000000 000000000000 00B0 0000V RIVIBEI VIRV VEVIVIVIVE NIV eV VRN,

AN S DSOS LS OSSN LN LN LN TN LN LN S TSTNT NI NN NN NI N

[olelelelelelelelelelelelelelesla]

17 - (syntax, error));
i .
g? g Declare some cells in the exec
%g EXTERNAL

ctl$gq_procpriv : $BBLOCK,
24 ! nsa$gr_journvec,
gz nsa$gr_alarmvec;
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1 GLOBAL ROUTINE set$audit : NOVALUE =
BEGIN

o0

lee
E Functional description

This is the routine for the SET AUDIT command. It is called
from the SET command processor, and enables/disables security
alarms and security journals, for various event classes. In
addition, a new journal file may be created.

None

Outputs
None

i
i
i
!
!
; Inputs
:
i
i
i
i L L X 1 J
LOCAL
! status,
! chan : WORD
arglist : VECTORC3)
mask : 85{1??E2*ns:§k_evt_lonqth.BYTE] ! Enable/disable flags
! disk : SBBLOCKEdsESS-s_ban. ! Journal device name
flags : BITVECTORLS ! Flags to tell what we're doing
INITIAL(BYTE(0));

NN NINAININIAININOND

VIVIWVAVAIVWWIVWNES S BB BB

LELSUN LN LN LN LN LN

g See if the user has the SECURITY privilege.
IF NOT .ctlSgq procprivliprvv_security)
THEN 9q._p P P . y

BEGIN

SIGNAL (ss$_nosecurity);
RETURN;

END;

V00N WV 5 N = OV 00 NN WSS WIN = OO 00 N ON N SN AN =
O O O VWA WIWAWIVAVIVAIVN LSS 85 85 55 85 85 8 5 8 5 L LN L N W N N IR NONONONOND

NN =2 O V00NN VS AN =2 O 0 00 NOM NV ES N = O O 00 NO VNV S iR = OO 0O ~NO N 5~

% See if logging is required. Also check for /ALARM or /JOURNAL

iIF cliSpresent(XASCID °*LOG')
'THEN flags(v_logl = 1;

'IF cliSpre ent(lASSlD ‘ALARM')
'THEN flagslv_alarm] = 1;

'IF clitproten}(tASClg *JOURNAL ')
!THEN flagslv_journall = 1;

'IF cliSpresent(XASCID 'NEW_VERSION')
!THEN flagslv_new] = 1;

'$init_dyndesc(disk);
iclisget_value(XSASCID 'DEVICE_NAME', disk);

R R R R R R T R TR A TR TR T PR PR T PR LR LR L A L TR LR L DAL R A L T T T P T PR T T T T T T R TR R R R R TR LTI

000000000000 O0O00O0O0O00O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0O0OOOOOOOOOOOOO

NINORNINLNLNININLNLRLININNINININ NN NN NN NN NN N
P ERERPARR LTI

RO EBISIFNNANIITEIS SRS
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]
g See if anything is to be enabled or disabled.

:
‘ -
S CHSFILL(O, XALLOCATION(mask), mask); ! lero the masks
9 INCR 1 FROM 0 TO 1 DO ! Loop thru. oncc for enable,
s BEGIN ! once for ? sable.
%;Eclisprosont( .option_stringl.i)) ! If something to do,
91 BEGIN
9; flags(.i) = 1; ! set a bit saying so, and
9 get_ valu&s( option stringl.i] ! call routine to put new values

SIFFRERSEERIRRREN28TEIER

: i i

§ 3 3; & - mask(.i%nsask evt [cngth]) ! in the appropriate mask.
; 0 END;

; # 8

% 33 g It something is supposed to be enabled/disabled, go do it.

; 0301 i 1F .flagsCv_enablel ! See why ENABLE and

3 0%0; '0R .flagsCv_disablel ! DISABLE are first in the
3 030 i THEN ! bit Llist?

3 8306 ! BEGIN VIt sonethinf is supposed
3 305 arglist 0 = 2; ! to be set/cleared, set

: 3510 030? arglist = mask; ! up the argument List

: M 830 = flags; ! and call the routino

: }i 0383 SC RNL(ROUTIN = sot _bits, ARGLST = arglist); ! to do the bit tweaking.
I § 1 8 10 '

: 15 1" :

: }g 8 }i ' It /JOURNAL, then start/create the journal.

: %1g 14 lF NOT flagstv journal) ' If not a journal,

: 319 15 ITHEN RET UR ! leave.

3 0 1? !lF NOT ( fla's[v enable) ' 1f not either

3 1 31 flagsCv_newl) | enabling or new_version,

3 i 0;13 'THEN RET ! leave.

3 1 'arglist[ i = 1; ! Otherwise set up the

: 4 320 ‘argl 1) = chan; ! argument List and

; 335 1 stotus = SCMEXEC(ROUTIN = start lournal" call the routine to

3 ? i ARGLST = arglist ! start the journal.

: b6 ¢!

3 3 S i If there was an error trying to start the journal, tell the

: ' 9 ' user and attempt to create a new one.

: : 8 :lr NOT .status

: 'THEN

: ? : BEGIN

3 5 ! SIGNAL (set$ jnlaccerr. 0. ! Error tr(ing to start journal

3 ; ! .Statu } i and here's v {

: : smuu nlsysdov) i and that we' Ll try on SYSSSYSDEVICE
: § 21 arglist = cﬁan.

: 0 ! arglist(2) = disk;

;36 i status = SCMEXEC(ROUTIN = create_journal,

e —————
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ARGLST = arglist);

IF NOT .stat
THEN SIGNAL(sotS jnlorr. 0.

tus
ELSE IF fla sf }
E:EN SlGNAL(sot nou nl);

1f /NEW_VERSION was requested, try that.

!
!
-
'IF .flagsCv_new]
! THEN
! BEGIN
: LOCAL
s arglist : VECTORL3];
! arglist[0] = 2;
: arglistll] = cﬁan:
! arglist(2]) = disk
i status = SCMEXEC(ROUTIN = new_version,
! ARGLST = arglist);
: F NOT .status
' THEN SIGNAL(set$_vrsnerr, 0,
: .Sstatus)
- ELSE IF .flagslv_logl
; EHE! SIGNAL (setS$_ nouvrsn)
RETURN;
END;
00 00 &5 4&C &2 &1 4E 45 00000 P.AAB:
8&% 0006 0.08 P.AAA:
00 45 4C 42 41 53 &4 00010 P.AAD:
1 7' .Q: P.AAC:
4 43 & 0020 P.AAF :
83%5 . '*' ‘ P-AAE:
UL
SA 49 52 4F 48 54 S5 02C P.AAH:
UL SE
Q10E000€ )03C P.AAG:
00 00 S& &E S5 &F 4D P.AAJ:
8188 , P.AAl:
0

obe 12:0hi85

AX=11 Blis -3? V&.?-?‘s
CLIUTL.SRCISETAUDIT.B3Z;1

If we can't create a journal on SYSSSYSDEVICE, give up.

.TITLE
. IDENT

.PSECT

SETAUDIT
\V04-000\

SPLITS NOWRT ,NOEXE ,2
R

ON
-ADDRESS
.ASCI1 \.AUTHOIIIA!ION\<O><0>

-LONG 1769673&
.ADDRESS

n82u1\<o><0>

.ADDRESS P.AAJ
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«8

50

52
&5
00
&F
52
53
56
53
b6
52

56

48
113
&1

55

43
55
“l
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LY

49
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a
&C
LY
57
&F
43
50
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50
61
52
4E
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43
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57
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ADDRESS
ASCII \
ONG

.ADDRESS P.ABV

AX=11 Blis
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’k82FA{L085\<0>

\ RSH?T;\<0>

.ADDRESS P.AB
LASCII '\ 0AT$H\<0><0>
ONG

SgﬂPROCESS\<0>

SS
tgﬁl? DgﬂﬂgﬂAbE\<0><0)

23=;n¥\<0>
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SETAUD]TY 1§ ep=1 AX=11 Blisg=3 Pa 1!
V04000 10-80001080 919:60:80  Yerioh CianssEtaveiYass. » ‘;’l
4 4C 41 &6 & 190 P.ABX: .ASCII \nAAu : 4
1?PJW=.NN 595 : |
1 18 A ss r.n : n.
4 1A0 P.ABZ: .ASCII \ Abk) : 3
1A P.ABY: .LONG 17694724 : ‘
1A8 -ADDR P.AB% :
4 4F S2 S4& 4&E 1AC P.ACB: .ASCII \ ggu asL\ :
184 P.ACA: .LONG 1769472 ;
188 .ADDRESS P.ACB :
00 45 54 45 &C 132 P.ACD: .ASCII \ DSk;T;\<0> :
}Ea s i 833 $S z°Ac02 $
45 54 55 43 45 132 P.ACF: .Asc17 \ sxisgrE\ :
104 P.ACE: .LONG 17694728 :
108 .ADDRESS P.ACF :
00 00 00 && & 10C P.ACH: .ASCII RSA9\<0><0><0> :
164 P.ACG: .LONG 17694725 :
1€8 .ADDRESS P.ACH ;
00 00 45 1EC P.ACJ: .ASCII \ uaxrs\<o><o> :
14 P.ACI: .LONG 17694726 :
178 .ADDRESS P.ACJ ;
JPSECT SOWNS,NOEXE,?2
00000000* 00000000* 00000 OPTION_STRING:
ADDRESS P.AAA, P.AAC ;
00000000* 00000000° 00000000° 00008 SYS_EVENTS:
.ADDRESS P.AAE. P.AAG, P.AAI ;
00000002 00000004 00000001 00014 SYS_BITS: " et A
00000000* 00000000 00000000° 00000000° 00020 LOGINOUT evenr
TADDRESS P.AAK, P.AAM, P.AAD, P.AAQ ;

00000000* 00000000° 00000000' 00000000* 00000000° 00000000* 00030 LOGINOUT_TYPES:
-ADDRESS P.AAS, P AAU, PASEH. P.AAY, P.ABA,

00000°* 00000000° P.ABC, P.ABE, P
00000008 00000010 00000004 00000002 888000‘8 8800009! 00053 LOGINOUT_BITS:
LONG 127, 64, 2, 4, 16, 8, 1, 32

00000000* 00000000°* 00000000°* 00000000°* 8888 8' 80888886' 80098 FILE EVENTS

ADDRESS P.ABI, P.ABK, P.ABM, P.ABO, P.ABQ, -

00000 P.ABS, P.ABU, P.ABW ;

00000000* 00000000* 00000000* 00000000° 88800888 00000 80083 ACCESS_ TYPES
ADDRESS P.ABY, P.ACA, P.ACC, P.ACE, P.ACG, P.ACI
00000002 00000001 00000004 00000008 00000010 0000001F OOOA8 ACCESS Bng“s 31, 16. 8, 4, 1, 2 .
e O, H t

.EXTRN STRSCONCAT, CLISGET_VALUE
.EXTRN CLISPRESENT, CTLSGQ PROCPRIV
JEXTRN NSASGR_ALARMVEC

"EXTRN SYSSCMRRNL

+PSECT SCODES,NOWRT,2

007¢ LENTRY SETSAUDIT Slvo nz R3,R4.RS,R6 : 0224
go ooooooos' EF 9E MOVAB oprgou ST i ;
£ A0 AE f MOVAB ;
6E CLRB  FLAG ;0225




N7
SETAUDIT 16=Sep=1 141:27 AX=11 Blisg=32 V4.0-74 P
v845886 : 14=Sep- 1382 ?g:ol-fo CLIUTL.SRCISETAUDIT.B32:1 e (}§
00 000000006 90 §e so ; $ :? theo PIOCPRIVOL 1% :
293¢ 8F 3¢ MOVZV s i :
000000006 1 rz 1§ SQ%LSL LléssxsnAL : 85:3
0050 8F 00 (13 - 20 gc : 1%: MOVCS  #0, (SP), #0, #80, MASK : 3532
55 D& D CLRL : 7
6642 DD F 28 PUSHL OPthN TRINGCI) :
000000006 ?g Ez 3 ka%s ripnese : 8539
BBSS FLAGS, 38 ;
28 ?S 5 4§ 38 MULL3 ho.LxG RO : 8532
04 AE f PUSHAB MASKCROJ :
6642 DD 00048 PUSHL oprxou svnxustx) :
00000000V gr f 4 CALLS e ; LUES :
p . af 5 o movi " i + Ahellst : 9481
%a AE 06 AE 9E A MOVAB nnix ARGLIST+4 : 309
C AE 6E 9E F MOVAB  FLAGS, ARGLIST+8 : 830
S¢ AE 9F 00063 PUSHAB ARG é : 0308
00000000V sr 9F 00066 PUSHAB 5 ;
000000006 00 2 B oogg CALLS #2, SYSSCHKRNL ;
04 000 RET ;03N

; Routine Size: 116 bytes, Routine Base: SCODES + 0000

[——



7
SET 1 - = 'A :41: - - 0=
sETuoL 16-gen-190 QQua1:r  yacctd BLiss-32 wa.0-7es
S?E}&“‘ get_values (option, mask) : NOVALUE =

144¢

i

5 ::; :9 into an audit class, and set the appropriate bits in the
i

Inputs:
mask = address of mask area

i Giv’n an ASCII dnsﬁriptor and a set of masks, decipher the
k

7§

3

;s

o -

1 !

!

gg i ; option - address of ASCI] descriptor
90 S 2 i Outputs:
31 ; mask = will have a bit set.
% -
94 8
95 90
39 ' 31 mask : REF $BBLOCK; ! The mask is a byte block
98 0§9§ BIND ! Locate stuff within the mask:
29 0394 sys = uask(nsasé_ovt sys), ! The simple system bits,
400 395 lorinout = mask(nsas$b_evt_logbl : VECTOR(4,BYTE], ! Loginout bits
281 339 file_access = mask(nsa$l_evt_failurel : VECTOR; ! File access vector
605 0§9l LOCAL
04 99 all : BYTE INITIAL (0),
05 00 file_all : BYTE IN tlAk (0),
Og 01 string : SBaLOCthsc c,s_bln;.
88 8; desc : $BBLOCK(dscS$c_s_blnl;
09 04 init_dyndesc (desc); ! Get a couple of

05 init_dyndesc(string); ! dynamic descriptors

89 trSconcat(desc, .option, XASCID '.ALL');

83 F cliSpresent(desc) THEN all = 1;

system events

RRERRRRERRRRRR

PONINININININININD = b b b b b b e b

o e o) el ot s s ol et

W =2 OOV NO WS NN = O OOV WIN=O

INCR i FROM 0 TO num_sys_events=1 DO
BEGIN

str$concat(desc, .option, .sys events(.i));
F .all OR cliSpresent(desc) TREN sys = .sys OR .sys_bits[.i);

)
; Loginout events

INCR i FROM 0 TO num_loginout_events=1 DO
BEGIN

str$concat(desc, .option, .loginout_events(.i]);
%;Eﬁ.ll OR cliSpresent(desc)

PO ¥ O O O ¥ ¥ ¥ T o o2 o o o o T ol T ol ad ol ol ad g

CONO WS NN = OV NO VS WIN=O

RRERRRFRRRRRRR




sEIAyY hseemion Al P OLE R 0TS
BEGIN
INCR ;zon 0 T0 num_Loginout_types=1 DO

Rel EQLU 0) AND (.§j EQLU 6) THEN EXITLOOP;

rSconcat 01;. .option, .loginout_eventsf.i1, .loginout_types(.jd);
Eﬁ.l present (desc)

o.loginoutt.il = ,loginout(.i] OR .loginout_bits[.jl;

b
F
t
F
H

L

M=o =D
=

' file access events
&4 !

strSconcat(desc, .ogtion. XZASCID '.FILE_ACCESS', TASCID °'.ALL");
IF cliSpresent(desc) THEN file_all = 1;~

INCR_ i FROM 0 TO num_file_events-1 DO
BEGIN

BB

BB
VIV WA
V0NV NN —=O

WONO WS AN = OV NS IR =0

ALA LA LA TR TR LA LA LA R LA L T TR LA TR L L T P T T L T P L T T T R T R TR LA LR TR
R R s~en

R R R RRRRROS -
V. ¥ ) - (V]

ifiﬁiiHES!iHEiEEﬁEi!iﬁiiﬁii!iﬁiiﬁiiﬁiiiinii!

i
4
— END; :
loginout[O] = .loginout[0] AND NOT (nsa$m_evt_Log_bat OR nsa$m_evt_Log_sub);
4
:
&
i

S

S str$concat(desc, .ortion. ZASCID °*.FILE_ACCESS', .file_events[.i));

g IF all OR .file_all OR cliSpresent(desc)

S BEGIN
‘g? g INCR ! FROM 0 TO num_access_types=-1 DO
46 4S strSconcat(dosc. .oftion. ZASCID '.FILE_ACCESS', .file_events[.i]), .access_types[.j]);
22‘ g #;eﬁ'll OR .file_all OR clitprosont(dosc)
:22 g? o file_access(.i) = .file_access[.i) OR .access_bits[.j);
467 g; é; .file_access[.i] EQLU O THEN file_access[.i) = .access_bits[0]);
293 gg ,  END; s
N 69 i Upgrade and Downgrade not implemented yet so make sure that ALL has not
&7 é i turned them on.
&7 63 !
&74 fil e_access Li 8
475 0 fi lo ~access
476 n END

«PSECT SPLITS,NOWRT,NOEXE,?2

4C 4C 41 2E O001FC P.ACL: .ASCII 5&
358§8 3. §g P.ACK: .kggge 175 72&
S3 S3 45 43 43 41 SF 45 4C 49 46 2F P.ACN: .ASCII \ '5&5 ACCESS\
853688 §+ Qos1g LM 'kggasss PACN -
4C &C 3 P.ACP: .ASCII \ ibi\
010£0004 % P.ACO: .LONG 17694724
0 0 4 .ADDRESS P.ACP

Pa 14
- (6)
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V04-000" 1 301984 19:08:80  Perium  saeSsetaloi¥ ass: 1 Page 33
53 S3 45 43 43 41 SF 45 4C 49 46 2 8 P.ACR: .ASCII \,FILE_ACCESS\ ;
838§88 6 P O s hoACh aaihs :
§3 53 45 43 43 41 SF 45 4C 49 88 2 3 :.:E;E LOﬁ%l \ ’53;:“‘555\ :
808588 8' b gl ZAooaess P.ACT :

+PSECT SCODES,NOWRT,2
OFFC 00000 GET_VALUES:
WORD

Save R2,R3,R4,RS,R6,R7,R8,R9,R10,R11 ; 0372
B oooggogc 80 9€ 3083 MOVAB chspnegenf. R11 ;
MOVAB  STRSCONCAT, 'R1 :
A 000000006 00 9E TRS o
g 0000000° E gg §8}9 gagL LOSINOUY EVENTS, R9 ;
54 08 AC & ¢ 81A ADDLS  #4, MASK, R4 ;0395
i5 08 AC 1 0001F ADDL oa. MASK. RS : 0396
27 94 00036 tLas :
ozoeoogg g; 32 888 g :EgEL o§44715§e ¢ 0404
08 AE 020E0000 8F DO og 1 MOVL 054471936. STRING i 0405
C AE CLRL  STRING+4 :
00000000 EF ? 3 ¢ PUSHAB P.ACK 0407
AC D MOVL  OPTION, R ;
. - sg og 3§2 PUSHL Ré . :
08 A§ 9F 0004 PUSHAB o;sc :
6A g FB 0004B CALLS #3, STRSCONCAT :
E DD 0004 PUSHL SP : 0408
eg 21 rg 05 CALLS #1, CLISPRESENT ;
g 0 8 BLBC RO, 1% :
8 21 0 s MOovB #, ALL -
5 04 00059 1$: CLRL I ;0617
E8 A942 DD ogsa 28: PUSHL  SYS_EVENTSLCI) : 0416
56 DD 0005F PUSHL R6 .
08 AE 9F 00061 PUSHAB o;sc :
6A FB 00064 CALLS  #3, STRSCONCAT :
08 E8 00067 BLBS  ALL, 3§ P 0417
E DD 0006A PUSHL sp ;
68 g1 FB 0006C CALLS M1, c ISPRESENT :
06 E 9f BLBC RO, ;
08 gs F& A942 C 8 g 3s BISL2 sv§ BIT El] aMASK :
OF g f 78 4$ AOBLEQ P 0414
04 0007¢C CLRL : oa54
6943 DD 875 5% PUSHL LOGlNOUT_EVENTS[lJ ;0426
56 go 1 PUSHL Ré ;
08 AE OF PUSHAB ossc ;
6A ;g , CALLS  #3, STRSCONCAT :
08 E BLBS  ALL. 6$ P 0427
g 0D ¢ PUSHL SP ;
ga fg CALLS 1, c%gspaessnr ;
1 E BLBC RO, 1 :
04 93: CLRL : o«gg
gg 38 $: TSTL a ;04
BNEQ 4 3




Ry

06 %
o st
69’506
0C A€
A 4
; %?
- :
30 A9¢
6344 9;
D1 g g
BS 3
v 0000000 E;
80000000' ;z
i K
2 il
03 20
57 21
ol
00000000°* ;z
0C AE
6A 04
08 59
08 g
9o i §
3
70 A%4
50 A942
00000000°* ;g
10 Ag
6A
3 3;
X 9
6542 0088 €94
01 23 6523
0
« v =3

10 AS

OCO0OO0O00O0O0O0O0OO0O0O0O0O0O0O0O0O0O0OOOOOOOOOOOO

ONMO=0MNEOMMOMMAPOYOOYOOOMMOMMAYO YOO OMMNO NMYOYO OOV MNOOUMNIOMMNPOOOO =0
SSOVNNONIVINODO D MO MOO S OVDOEM MO MO SO VDO M MO NN LN N O O 0O MO OO -

0000000000000 00O00O000000O00O0O0OO0O0OOO0OOOOOOOOOOOOOOOOOO0OOOOO0O

OO0V OOODOOO0OOOCOOCOOOOOOOOOOOOO0OO0OO0OO0OOO0OOOOOOOOOO

D ) ) B D) D el D el ) D e e ) ) s b ) R D D s D

-0
PP e

S BRA BN O BR N MBBON S ——
-t O

T Tmmmmmmm
oo ol

B
s~
L 4
ee on

b B

OO0 V=M NOODOWVIN MO NNWNO > NN OO~ =0 D VNGO

NSNS 8585 55 LIAAIANININNIN) =2 =2 =2 0 O OO0 000

- Sep-1
03-1

.
oo
L

CMPL
BEOLL

BLB

R H U e e r AT R

fis"
LOGINOUT_TYPESCJ]
kOGlNOUT EVENTSCI)

02 ST:SCONCAT

liPRESENY
BlTS[iJ

Ll
O G
;;. - '.C"D' 0
&\Bﬂ
V““"’.

STRSCONCAT
", c5xspaesenr
RO, 128
g1. FILE_ALL
FILE _EVENTSCI)
P.ACO
DESC
#4, STRSCONCAT
ALL, 148
;xLé ALL, 148
ClePRESENT
J l
ACCESS TYPESLJ]
FILE E0ENT St
ACS
35. STRSCONCAT
ALL, 168
ggLE_ALL. 168
n, c;xsraeseur
RO, 178
AngSS B;TS[J] (RS)CI)

s fiJ
A;CESS ?ils. (RS)C1]

e e e e e e N R s B B e I N N B B B e N N N NI N NI NN e BB NN BB e BB BN BB e N e BN N e Ve De NN NeNe e NeNeN,

0449
0451

0452

0458
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; Routine Size: 337 bytes,

Routine Base: $SCODES + 0074

Eseeia 9k 0

LI

ot SaEsefaloifads.
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N 7
V04000 16-5ep-108¢ 12:0i80  HRlTUh dsnbssetaloi ass: s

: &7 472 1 ROUTINE set_bits (mask, flags) : NOVALUE =
P 8 3 B v 9
: & L74
: 81 475 1444
s & i 67? !
; 286 2; E Reset the bits for either security alarms, or security journaling.
: 4BS &73 ! Inputs:
: &B6 84 0 ! mask = address of vector of bits to enable and disable
: :g; 02 1 ; flags - address of flags (alarm, journal)
: 489 ‘gi ! Outputs:
s 490 484 ! None. The auditing bits are set.
: N 485 !
: &9 0489 Poos
: &9 8&%
s 494 488 MAP
: 495 0489 mask : REF VECTOR[L,BYTE],
;496 0490 flags : REF BITVECTOR;
: 497 0491
: 498 049 BIND
: 499 049 enab = mask[0] : VECTORL,BYTE], -
3 28? 823; disab = mask[nsa$k_evt_Length] : VECTORL[,BYTE];
: ggg 829 LOCAtit REF VECTORLC,.BYTE])
: $ 3 ) :
;s 504 0498
s 505 0499 !
3 509 0500 ! Determine whether to modify the journal or alarm bits.
s SO 0501 !
s 508 050; '1F .flagsCv_alarm]
: 909 050 !THEN bits = nsaSgr_alarmvec
: 310 0504 'ELSE bits = nsa$gr_journvec;
s M 0505 bits = nsaSgr_alarmvec;
S 51% 0509
: N 050 !
3 g}g 8;83 ; Step through the vector in SYSCOMMON and enable bits.
: 2% 0510 INCR i FROM 0 TO nsaSk-e!t Llength=1 D?
: S}z 82}1 bits(.i) = (.bits[7i]) OR .enab[.i)) AND NOT .disabl.i];
: gw 0515 RETURN;
;s 520 051« END;
001C 00000 SET_BITS:
UORg Save R2,R3.R4 - 72
53 06 AC sl oo; ADDLS M40, MASK.'R3 : 0494
51 000000006 5 o§8 ggxta NSASGR_ALARMVEC, BITS : ogg;
2 6041 18: MOVZBL in)ta lg]. [ 3
4 04 BC4O 9A 14 MOVZBL @aMASKLI], Ré& :
g 5S4 ga 19 BISL R4, R 3
6041 6043 88 0001C BICBS (I1SCR3), R2, (1)[BITS) :




V04-000"

: Routine Size:

EA

39 bytes,

50

Routine Base:

27 F

300

04 00

$CODES + 01C5

16=Sep~
14-5 0
022
0%6

g ?8 AX=11 Bliss=32 v
08 9 CLIUTL.SRC SETA

AOBLEQ #39, I, 18

RET

=74
l 3

7.835:1

Pa 19
- (7)

: 0514




8
SEIMRLT | l6-gen-1o8 00:41:27  yaect1 BLiss-32 ve

: 15 1!

: § 1? 1 'ROUTINE start_journal (chan) =

H Z } } 'BEGIN

§ ) 1§ } Lees

; 2 1 } E Attempt to assign a channel to the journal.

; 9 i 1 | Inputs:

: ? : g } : chan - address of word to store channel number

; i g 9 1 | Outputs:

: 1 chan = will be filled in.

: S 3 1

: S S 1 lee=

;5§37 0330 1 e

H g g gg g } ! chan : REF VECTORL,WORD];

: 540 338 1 {RETURN SASSINLICHAN = chan[0) ! Try to assign a channel,
;. 535 1! JNLTYP = dt$ at&n[ ! perhaps causing the journal
: g&g S 9 1! ACHODE = UPLIT f(asbtc exec), ! to get started on the

3 2‘ g { } ! JNLNAM = XASCID *SECURITYY); ! system.

: El.s 0539 1 'END;




sETRLT eser-ispe QQuatizr  pactt BLsec3 v 0-s

i Outputs:
chan = will be filled in.

& !
B 'ROUTINE create_journal (chan, disk) =
2 'BEGIN
0 1eee
1 -
; ; Try to create a journal.
4 i Inputs:
S s chan - address of word, where to put channo} number
9 ; disk = address of doscriptor for device to journal to
8 H
59 S !
s v
s |
S

Ao

VIVIWVIWAVAWIWVIRANES SS SSESS

W = O V0D NSNS = OO0 NS IR = O

MAP
g chan : REF VECTORC,WORD],
: di s : REF $BBLOCK;

: 1
H 1
: 1
3 1
$ 1
$ 1
3 1
3 1
3 1
3 1
: 1
: 1
: 1
3 1
s 9560 1
- |
: & |
P 302 0380 1
: Sg? 056 1 'LOCAL
3 268 562 1! dovico List : VECTORC3],
: s9 565 1! data : $BBLOCKLjsbSc longth]
: Er? 0388 14
3 7 05 1 ! Set the Llist of descriptors pointing to the device(s) on which the
3 5;% Oggz } ; jourggl file resides. y d v
s 575 §599 1 iIF .disk[dscSw _length] NEQ 0 ! 1f there's a valid
: 576 S70 1 !'THEN ! device spccifiod by the
: Sm?7 05717 1! BEG i user, transfer the lLength
: S78 057; 1! dovico listEOi = .disk[dscSw_Llength]; ! and address to DEVICE_LIST.
: ;3 82;‘ } ; gﬁgico Listl1] = .diskldsc$a pointeri
: 581 0575 1 'E ! Otherwise, use
3 sag 579 1! BEG ! SYSSSYSDEVICE.
: 8 S77 1! dovic0 listEOi = XCHARCOUNT('SYSSSYSDEVICE');
3 ! device_list s
gg g; } : "L UPLIT BYTE (*SYSSSYSDEVICE'S;
3 evice_list = ! lero=-terminate the list
gg 21}%1[1[2]0 ' 2 i he Li
; ?3 %i }s
: 1 ! Set up the Journal Specification Block, which contains all the
3 ! information about the journal to be opened/created.
31 g 5 } : inf i bo h L b d/ d
: Oi S 1 iCHSF LL(O, jsbSc_Length, ' Initialize
;59 588 1 idata[isbSw_jnlnamlen] = !CHARC&UN!( SECUR!TY ¥ gournal name is 8 bytes,
: 595 S 1 !dataljsbSl_jnlnam] = %l BYTE('SECURITY') ! 'SECURITY"
3 99 5 1 'datal]sb$b’ nltyp = jsbSc_at: ' AT ournal
. 991 1 !dataljsbs$b_jn zv = )sb$c_disk; ! always a disk journal
: ggs 9; 1 'dataljsbSw_maxs = naats idt_record_buf; ! and can be this big
3 95 1 !dataljsbSw_filext] = ! oxtond s zo
3 28? 533 } 53::: ‘sggg bufsiz] = ,,?3 ' 4 th this totiggp crashing)
3 ! ‘ _acmode) = js ! do ovor n
;s 602 596 1 !dataljsbSw_prot] = 1 §1$0$?|001100' ! Protection=( RU.O RW,G:W,W:W)




w
-
-

7 -
o s gguin

AX=11 Bliss=32 v4.0-74
CLIUTL.SRCISETAUDIT.B3

: 603 97 1 !data[ sb$l_uic) = !x'0001000£' -’ ! Owner = [1,4)

: 604 33 1 !dataljsb$L_flags) - s nown i Known journal, and create a
: 605 1 s cif; ! journal filo it not there

: 60? 00 1 !datoE sbSb_copies]) s : ! ‘ one copy of the file
: 288 §§01 } 'dataljsbsl prinaudcs] i dovico list; ! Disk naaos er

E 609 85 1 'RETURN SCREJNL (CHAN han[O] ! Give it a try.

: 610 0604 1! FLAGS = c fSm_r

;6N 8205 11 ACMODE = UPLIT amtjsbsc exec),

: 61§ 0? 1! JSB = data);

: 6 828 1

: 614 1 'END;

1

e (g,




V04-000 10-305-1080 92:08:80  HENTUT 4AdSsEfaloi¥ ass; s Page 3
} :aoutlne new_version (chan, disk) =
} 'BEGIN
1 Ta4e

|
i Create a new version of the journal file.

Inputs:
« chan = address of channel to us
disk = address of device d'scriptor. telling what device to
locate the new file.

NO WS AWM = OO0 ~NOMWN

Outputs:
None.
1 B
§ AP
! chan : REF VECTORLC,WORD],
S ! disk : REF $BBLOCK;
'LOCAL
! item_Llist : VECTOR[12],
9 : curdév_Len
? : curdev™: VECTOR[10);
]
s 5 Get the current device name.
645 iBEGIN
64? ‘LOCAL
64 ! tatus, ! Declare these here,
223 : list : SITMLST_DECLCITEMS = 1); ! because they're temporary.
650 'SITMLST_ lNlt(lTﬂlST = }fst ! Set up this list,
651 ! (ITMCOD = ¢cji$ fildsknon. ! want device name
65; i BUFADR = curdev ! store it here,
5 i BUFSIZ = SALLOCATION(curdev), i up to this big,
ggg ; )REtLEN = curdev_Len) i actual size returned here.
65 iIF NOT (status = SGETCJICITMLST = Llist ! Do it.
65 ! CHAN = .chanf01)) ! If a problem,
223 ;E=§! RETURN .status; ! stop now.

The SCRENWY service takes as its argument a List of itemlist addresses.
S that up now.
tem
t

-list[?} = jtem_List(2]; ! Point to "‘real' itemlist
_list = 0; ! lero-terminate.

O

333331233 3

o
—d el ) ) cd ) o el b il e ) ) b el ) D ) ) ) ) D D D D il D D D ) D D D ) D D D D D = D i D D e el el D D D e el e D D il

MR R R R R L O O T TR R L TR TR T PR T T TR PR LR LA T P L P T T T T T T Y Y TR TR L L s I ™™

]
! The journaling facisity uses ptzudo-itonlist. which 1ctually looks noro
! Like a descriptor List. In the first longword is the itemcode and the

o
~
-2

——————————————




L)

oo
SNSNSNSNSNSNNN
e Ts TNT. IV F NP N1

13282000

4
67
57
Y4
67
b7
57
Y4
57

DN B L) = OO O NN S NN — OO 0

e ) ) ) ) D D ) D il D D D D D D D D D D D D D D D D D D e D

E-seoeiome Quatsgr  paectt auaec3 we

Llength of the item; the sec?nd longuord contlins the address of the item.

1

i This List must be zero-terminated s wel In all cases, we want to list
; the current device name, and the '‘close this fllo" flag.

iitem listigg = (cnv$_flags*16) OR &; ! Flags are a longword
'iton list = UPLIT (cnvSm_close); i and say closo he file"
titem_List[4] = (cnvS_curdevnam*16) OR .curdev_Llen; ! Current devname
'item_List(5]) = curdev;

f the user wants ;ho journal file on a different device, then put that
tem in the list, followed by the zero terminator.

F .disk[dscSw_Length] NEQ 0 ! If to a different disk,
HE ! put that item in.

iten list 9 = (cnv$_newdevnam*16) OR .disk[dscSw_Length]l;
i:.. list = 6disktdsc$o pointer];
em = 0;

LR A B 2 1B T E TR T T T8 T3 1% 3
—t—

i
; Otherwise, simply zero-terminate the Llist.
TELSE item_List(6] = 0;

'RETURN SCRENWV(CHAN = .chan(0] ! Do it.
: LSTADR = item_ l1st$

'END;

10-7¢
. 3

51

P9 (163
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H l
16-5ep-198 180880 Helibh SeesEaloi T asE:

EXTRN LIBSSIGNAL

PSECT SUMMARY

Name Bytes Attributes
SPLITS 592 NOVEC,NOWRT, RD ,NOEXE,NOSHR, LCL, REL, CON,NOPIC,ALIGN(2)
$OWNS 192 NOVEC, WRT. RD .NOEXE. NOSHR, LCL., REL. CON,NOPIC,ALIGN(2)
$CODES 492 NOVEC,NOWRT, RD , EXE,NOSHR, LCL, REL, CON,NOPIC,ALIGN(2)

Library Statistics
cesscccs Symbols ====c=ee Pages Processing

File Total Loaded Percent Mapped Time

$2558D0UA28:(SYSLIBILIB.L32;1 18619 33 0 1000 00:01.8

COMMAND QUALIFIERS
BLISS/CHECK=(FIELD,INITIAL,OPTIMIZE)/L1S=LISS:SETAUDIT/0BJ=0BJS:SETAUDIT MSRCS:SETAUDIT/UPDATE=(ENHS:SETAUDIT)

Size: 492 odg ¢+ 784 data bytes
Run i.e. 88-
0:49. 9

LinosICPu H n: g!

LoxcnolePU-nin 147
[ Used: 160 pages

Compilation Complete
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