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sef JLE+=]D**PASSWORDS

PPPPPPPP AAAAAA $SSSSSSSS $SSSSSSSS  ww Wy 000000 RRRRRRARR pODODDDD $SSS55SSS

PPPPPPPP AAAAAA $55555SS SSSS55SSS  wW Wu 000000 RRRRRRRR PODDDDDD $SSSSSSS

PP PP AA AA  SS SS Wu WWw 00 00 RR RR DD PO SS

PP PP AA AA  SS $S Wy WW 00 00 RR RR DD b0 S$

PP PP AA AA  SS SS We WW 00 00 RR RR DD DD SS

PP PP AA AA SS S$S Wi W 00 00 RR RR DD DD SS

PPPPPPPP AA AA SSSSSS SSSSSS Wy WW 00 00 RRRRRRRR 0D PO $5S55S8S

PPPPPPPP AA AA $SSSSSS $5S5SSS W WW 00 00 RRRRRRRR DD DD $SSSSS

PP AAAAAAAAAA SS SS WW WW wWW 00 00 RR RR 0D DD SS

PP AAAAAAAAAA ) SS WW WW WW 00 00 RR RR DD 0D SS

PP AA AA SS SS WWWW WWWW 00 00 RR RR DD DD SS seee
PP AA AA SS SS WWWW uWWWW 00 00 RR RR 0D 0D $S cees
PP AA AA  S5SSS5SSS SSSSSSSS Wu W 000000 RR RR DDDDDDDD SSSSSSSS cvee
PP AA AA  SSSSSSSS $5S55SSS W Wu 000000 RR RR DDDDDODD SSSSSSSS cose
LL [11111 SSSSSSSS

LL 111111 SSSSSSSS

LL 11 $S

LL 11 $S

LL Il $S

LL 11 SS

LL 11 $SSSSS

LL Il $SSSSS

L 11 $S

LL 11 SS

LL 11 $$S

LL 11 $S

LLLLLLLLLL 111111 SSSSSSSS

LLLLLLLLLL 111111 $$S5SSSS
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/e
: IDENT = v04-000
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e ]
‘e COPYRIGHY (¢) 1978, 1980, 1982, 1984 BY *
' DIGITAL EQUIPMENT EORPORATION. MAYNARD, MASSACHUSETTS. .
E' ALL RIGHTS RESERVED. .
. v .
'*  THIS SOFTWARE IS FURNISHED UNDER A LICENSE AND MAY BE USED AND COPIED »
'* ONLY IN ACCORDANCE WITH THE TERMS OF SUCH LICENSE AND WITH THE "
'*= INCLUSION OF THE ABOVE COPYRIGHT NOT.ZE. THIS SOFTWARE OR ANY OTHER »
'* (COPJES THEREOF MAY NOT BE PROVIDED OR OTHERWISE MADE AVAILABLE TO ANY *
'* OTHER PERSON. NO TITLE TO AND OWNERSHIP OF THE SOFTWARE IS HEREBY .
E' TRANSFERRED. .
‘e ]
.* THE INFORMATION IN THIS SCOFTWARE IS SUBJECT TO CHMANGE W]THOUT NOTICE *
‘s AND SHOULD NOT BE CONSTRUED AS A COMMITMENT BY DIGITAL EQUIPMENT *
E' CORPORATION. *
le *
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. ¥ *
'
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FACILITY:

SET PASSWORD
ABSTRA(T:

This is main routine for the /GENERATE qualifier on SET PASSWORD,
ENVIRONMENT:

.-

Vax native

AUTHOR: Brian Bailey , CREATION DATE: Summer 83
MODIFIED BY:

v03-004 SHZ0004 Stephen H. 2alewski, 27-Mar-1984
Change maximum Yassuord length from 80 to 32 because that
is what the caltling routine assumes, and this routine blank
fills the password buffer.

v03-003 SHZ0003 Stephen H. lalewksi, 21-Mar-1984
Add more words to the bad word list.
v03-002 SHZ0002 Stephen H. lalewski 10-Feb=-1984

s m Wt Em st st an i Gt am O S A GRS AN S G P AR A AR O N S AR M an P e S A S UL A A e a

Catl SYSSEXIT when user types CNTRL/Z to new password prompt

’
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-SEP-1984 12:59:0 SKSVMSMASTER: [
in order to prevent the ''PLI Finish Condition'' from being
signaled.
v03-001 SHZ0001 Stephen H. Zalewski 01-feb-1984

Extensive rewriting to 1mplement /GENERATE and incorporate
into SET PASSWORD.

X2.1
cL

(1)

=273 Page 2
UTL.SRCIPASSWORDS.PLI;T1 (1)




dcl collate builtin;

dct translation character(128); /+* Used to translate upper to lower case v/
dcl aligning_blanks char(16) var; /* align the words for printing */

del (v, j, b, v) tixed bin;

on endfile(sysin) call sysSexit(ss$_normal);

¢ 10
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gg 5 {' ROUTINE set_password_generate
69 § { FUNCTIONAL DESCRIPTION:
7n i This is the main routine for SET PASSWORD/GENERATE. It call the
72 | ! routines to generate the passwords and returns when a password
;2 | E has been chosen by the user,
75 | | INPUT PARAMETERS:
76 ! ! mini = The minimum gas;wqrd tength_to generate. (The passwords generated
;g ; ; are of length mini to mini+2,)
79 ! i QUTPUT PARAMETERS:
g? g 5 new_password = An ASCIC string of the password chosen by the user.
82 ! | ROUTINE VALUE:
83 | ! NONE
86 | !
85 | ! SIDE EFFECTS:
86 ! ' NONE
87 . '
88 | v/
89
g? . set_password_generate: proc (new_password,mini);
92 1 dcl new_password char(32) var; /+ password to be entered by user */
32 } dcl miny fixed bin; /* minimum password length */
95 1 dcl generate_passwords entry ((#) char(20) var, /* generate the passwords ®/
g? } (*) char(40) var, fixed bin, fixed bin, fixed bin);
98 1 dcl sys$exit external entry (fixed bin(31) value);/* called by enfile to exit =/
99 } dcl (ss$_normal) globalref fixed bin value;
1 dcl ﬁassword(100) char(20) var; /+* passwords to be generated */
1 dcl hyph_word(100) char(40) var; A ‘phenate form of passwords to help */
: } /* the user with their pronunciation */
1 dcl more bit(1) aligned; /+ set when more passwords are to be generated */
1 dcl on_Llist bit(1) aligned; /* set when new_password matches one of */
: } /* the passwords in passwords(1:n_words) */
1 dcl n_words fixed bin init(5); /* number of passwords to generate */
} dcl maxi fixed bin; /* maximum password length +/
1
1
1
1
1
1
1
1
]
1
1

-l auld D il el cnlh el enl D il D ) i D ) ) il D el wnld e b
NN S bbb d b et b b OO OO OOOOO0

o
=2 O VWO NS NN =2 OO0 NN N O

/* set up translation buffer to change upper case letters to lower case. v/
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: /* this is used to change the password entered by the user, */
translation = collate; )
do i=66 to 91; o /* replace ugper with lower */
sugstr(translat1on.1.1) = substr(collate,i+32,1);
end;

/* generate the words */
maxi = mini ¢ 2. /+ set maximum word length =/
more = '1'b;
on_List = "0'b;
do~while (more); ) )

call generate_passwords (password, hyph_word, mini, maxi, n_words);

do while(*on_Tist);

put skipl2) o
edit('Choose a password from this List, or press RETURN to get a new list') (a);

put skip; ]
get l;gt(neu_passuord) options(prompt(‘'New password: '), no_echo);
put skip,;
if new_password = ''
then do;
put skip; . ]
caél generate_passwords(password, hyph_word, mini, maxi, n_words);
end;
else do;

/* see if the new_password matches any of the passwords on the Llist +/
new_password = translate(new_password,translation);
i =1,
do while(*on_List ¢

n_words);

i«
if new_password = password(i)
. then on_list = '1'b;
=i+
- en .l
it ‘on_[1st
then do; ) ) L
put skip edit('That word is not on this Llist: *) (a);
put ski

do i =_g to n_words;
aligning_blanks = copy("'
put skip edit(password(i)
end;
end;
else
more = '0'b;

*,maxi-length(password(i)));
vialigning_blanks, hyph_word(i)) (a,x(4),a);

NN~ O O NS AN = O O 00 N NS W) = OO 00 NN AN = OO0 00~V

end;
end;
end;

- e PO S B N0 ONVHAWNLES S5 VWV 55 B UL B B B W N N AN U AN = —b s b —d 3 D) b — 3

end set_password_generate;
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* ROUTINE generate_passwords
FUNCTIONAL DESCRIPTION:

/

'

i

i

! Generate a number of gronouncgable.uords according to the rules given in the

: digram table and in the algorithm in random _word_: First generate an evenly

! distributed random letter string, Then test it using the random_word_ routine.
1 1f it is legal, keep it. If it is not, generate another and test it.” Repeat
; this process until the desired number of pronounceable words is obtained.

i

i

]

i

i

i

This algorithm requires an initial seed before it generates any numbers. In
order to make this initial seed as secure from detection as possible, and also
to make this program gransYortable to all types of VAXen, a longword counter
15 incremented 1n & t1?ht
s

ere ] oop, and the lowest two bits are read 32 times at
10 millisecond interva

and concatenated together to form the 64-bit initial

seed.

INPUT PARAMETERS:
n_words - number of words to generate
min_Llength = minimum length of words to be generated
max_Llength - maximum length of words to be generated

OUTPUT PARAMETERS:

]

i

i

i

]

i

! assword - legal words in both normal and hyphenated form
! yph_password (Qutput words are printed 1 per line as well
; being passed back to the calling procedure)
| ROUTINE VALUE:

s NONE

' SIDE EFFECTS:

: NONE

./

generate_passwords: proc (password, hyph_password, min_length, max_Llength, n_words);

Ireplace n_units by 3é;

del gassuord(*) char(20) var; /* PARAMETER: list of words after they have been generated */
dcl hyph_password(e) cnar(kos var; /+* PARAMETER: hyphenated form of passwords in above list ¢/
dcl min_length fixed bin; /* PARAMETER: min Length of word to be generated ¢/

dcl max_Llength fixed bin; /* PARAMETER: max length of word to be generated */

dcl n_words fixed bin; /+ PARAMETER: number of words to be generated */

dcl word_count fixed bin; /* number of words generated so far */

dcl random_chars_ entry (char(+) var, fixed bin); /e ?et a string of random letters */

dcl word char(207 var; /+ letter string to be tested ¢/

dcl word_Llength fixed bin; /+ length of word to be tested */

del s bit(31) aligned; /+ temporary binary form ot word_length +/

dct n fixed bin; /* temporary integer form of word_length #/

dcl aligning_blanks char(16) var; /+ blanks to align word for printing */
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229 1 dcl pronounceable_ entr¥ (char(w), (*) bit(1) a
230 1 ptr, ptr, ptr, fixed bin) returns (bit(
%§1 } dcl word_is_pronounceable bit(1) aligned;
23% ) . _ _
234 1 dcl get_random bits entry(bit(64) aligned);
235 1 dcl seed bit(6L) aligned ext;
236 1 dcl seed_bits bit(2) aligned;
237 ] dcl next_field fixed bin;
238 ¢ 1
239 1
240 1
%2% . } dcl counter fixed bin;
23 ' 1 dcl read_flag bit(1) aligned ext;
2464 1 dcl delta_time bit(bk).a'i?ned°
%22 } dcl ten_msec char(13) init('0 60:00:00.01");
247 1
248 1 dcl sys$Sbintim entry (
249 1 char(v),
250 1 bit(64) aligned)
gg% } returns (fixed binary(31));
253 1 dcl sys$setimr gntr¥ (
254 1 fixed bin(31) value,
255 1 bit(64) aligned,
256 ) entry value
257 1 fixed bin(3{) value) .
g;g } options(variable) returns(fixed bin(31));
260 1 dcl sysScantim entry(any,any) )
%g; } options(variable) returns(fixed bin(31));
263 1 dcl stsSvalue fixed binary(31);
264 1 dcl 1 sts$fields based (addr(stsSvalue)),
265 1 2 sts$success bit(1),
266 1 2 sts$pad bit(31)
%gg } 2 sts$align char(0);
%?8 ' } /* possible values of sts$Svalue +/
2N 1 dcl (ss$_normal,
272 1 ss$_accvio,
273 1 ss$_exquota, ) )
%;g } ss$_insfmem ) globalret fixed bin value;
276 1
5;; } dcl collate builtin;
%gg } dcl translation character(128);
281 1 dcl number_bad_words fixed bin init(93);
282 1 dcl bad_word_string(93) char(10) var
283 1 init( o
284 1 ‘tiju’,'gvl’, 'gvdl','btti’,'iftmm’,
285 1 ‘dvou’,'cjudi’,'ujut’,‘'ojhhts', ‘gvr’,

4 B:14 VAX=-11 PL/] X2.1-273% Page 6
4 9:07 SKSVMSMASTER: [CLIUTL.SRCIPASSWORDS.PLI;T (3)
t

%j?ned. /* test the pronounceability of word =/

F 10
16-SEP-198 148:
5-SEP-198 :59:

/* status of word after being tested */

/* random number generator */

/+ random number generator seed ¢/

/+ initial random number seed bits ¢/ .

/+ location in seed string of 2-bit field which */
/* will be filled by next seed_bits string v/

/+ longword counter whose lowest two */

/* bits will be stored in seed_bits ¢/

/+ set when counter value is to be read +/
/+ time value for sysSsetimr ¢/

/* 10 millisecond delta_time value */

/* convert ASCII string to binary time value =/

/* = ASCI] string: ten_msec */

/v - system time value: delta_time «/

/* timer request with AST interrugt v/
/* - event flag number: NOT USED v/
/* - time value: delta_time */
/ = AST procedure: set_read_flag +/
/ - AST parameter: NOT USED */

/* cancel the current timer request */

/t system service return status value =/

/+ sts$value broken down into bits */
/+ set when system service completed successfully ¢/
/* paddxng to make 1 Longword */
/+ tor byte alignment «/

/* used to encrypt generated passwords */
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286 ‘mvm’ 'qQjl’', tojlifm’, 'Imppu’.'(blL"’,

287 usvu','% ts', '%mfu','efme?'uvu'.

288 ‘ofvl’ 'o b)' 'hf{m'.'tf(fo"'tuspou',

289 'lvu‘, usvu' 9m1 Lts','appu’ ‘qou’,

290 n* u . ipnp Lpou','hbu’,'cim’,

2N fu','bbst’, 'lfwfs ,'ufsegnnf"'cbmmf'.

29 ekfwfm'.'es;uf'. esjuu’,'gbfo’, gbo',

29 boefo"'g uuf '?gsqvmu'.'1fmufuf', kvllf',

294 'lovam® FLVLY, Qll qspng’ . ‘avm’,

295 ‘qumu’ ¢ sbtt’ ¢ spol’ ] ‘svol','twjo’,

296 u;tqf .'u)tt “qvub 'gvubt','qp 2b',

297 ggzbt mmb .'qpmmbt 'hlm]agzbt' 'him]qpmmbt'.

298 qummp' bqummpt ', 'dpqu . abhbs','n

299 ggt'.'n ?seb' 'd qouf efs"'gpmnbs',

300 hbs' anJdb' afep' .'dbdb', dvm

301 ‘ufub®, ! nbsjdpo’ ¢ dpkpoft’ 'q1d1b'. nbnpo .

302 ‘dbespo’, iptujb 'iptu}bt ):

i

305 /* This is the structure needed to obtain the digram table. */

306 dcl d_ptr ptr static init(null()); *+ location of digram table «/

307 dcl L_ptr ptr static init(null()); /* Llocatinn of unit letters +/

ggg dcl roptr ptr static init(null()); /* Location of unit rules */

/* this array contains information about all possible pairs of units #/
decl 1 d\grans(n un1ts. n_units) globalref,

egin bit(1) * on if this pair must be in syllable «/
2 not_begin bit(1), /* on this pair must begin */
2 end bit(1), /* on if this pair must end syllable ¢/
2 not_end bit(1), /* on if this pair must not end */
2 break bit(1) /* on if this pair is a break pair ¢/
2 prefix bit(1], /* on if vowel must precede this pair in same syllable */
2 suffix bit(1), /* on if vowel must follow this pair in same syllable +/
¢ illegal pair blt(1) /* on it this pair ma¥ not appear »/
2 align char(0); /* dummy variable to force byte alignment «/

/* this array contains left justified 1 or 2-letter pairs representing each unit +/
dcl Letters(0:n_units) globalref char(2);

/+ this array has rules for each unit «/
dcl 1 rules(n_units) based (r _ptr),

2 no_tinal_split bit(1); /e can’ 't be the onl{ vowel in last syllable ¢/
2 not_be 1n s{llable bit(1), /+ can't begin a syllable +/
2 vowel /+ this is a vowel */ . o
2 alternate vowel bit(1); /* this is an alternate vowel, (i.e., ''y'") ¢/
dcl i fixed bin;
dcl j fixed bin;

—l ) el el il i il il il il el i i el ) il il i el ) el el ) ) ) D i - D el D D il e D D D D el l il el e D el e el el o oD i D i

N =2 OOMNO VW =2 OOV NN 2O OO NO VS W =0

A LA UL A L o L L L A L L Ul LAl LN U AN A i U U A A R AN AN U N L A A
BB B AN AN N AN A AN A NN PPN RO NI PINININD = b b b b b d b b D

X

1X
/eese SLEEZE STRUCTURE +/
dcl r(17) char(1) globalref;

1193
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/+ get the initial random seed: Increment a counter in a tight Loop. Set a +/
/* timer to interrupt (with an AST) every 10 milliseconds. hen this AST v/
/* occurs, read the last two bits of the counter and append them to the seed */
/* until we have 64 bits. v/

343

346 /* on the first call to generate_passwords, initialize pointers and v/
gzg : /* generate the initial random number seed. v/
347 itd Rtr = null()

348 . then

349 first_call: do; .

350 d_ptr = addr(digrams);

351 r_ptr = addr(r);

%2% L_ptr = addr(letters);

356 do i=98 to 123; .. /* replace lower with lower + 1 «/
355 substr(translation,i,1) = substr(collate,i+1,1);

356 end;

357

358

359

360

/* set delta_time to 10 milliseconds binary time value ¢/
sts$Svalue = sys$bintim(ten_msec, delta_time);
if “sts$success

366 then do;
367 put skip edit('fatal error: invalid time string') (a);
368 stop;
369 end;
370
3N next field = 1;
do while(next_field < 64);
373 counter = 0;
374 read_flag = '0'b: . ) )
375 stsSvalue = sys$cantim (,); ) /+ cancel previous timer request */
376 sts$Svalue = sys$setimr (,delta_time, set_read_flag,): /* set timer: AST every 10 msecs. */
377 if “stsSsuccess
378 then do; .
379 /+ tatal errors: cannot continue */
380 put skip edit('fatal ercor: ') (a);
381 it stsSvalue = ss$_accvio _
382 then put edit(Ycan''t read delta_time') (a);
383 else if stsSvalue = ss$_exquota ] .
384 then put edit('too many ASTs or timer entries') (a):
385 else if stsSvalue = ss$_insfmem ]
386 then put edit(°not enough dynamic memory') (a);
387 stop.
388 end; ) . )
389 tight_Lloop: do while(*read_flag); /* This loog will execute until the AST goes off, */
390 counter =~ counter ¢ 1; /* The AST handler sets read_flag, which stops v/
3191 end; /+ the Loop and transfers control to read_ctr. v/
392 read_ctr: seed _bits = substr(unspec(counter), 1, 2); /+ read the lower two bits of the counter */
393 substr(seed, next_field, 2) = seed_bits; /* insert them into the seed string +/
194 next_field = next_field ¢+ 2;

end;

/* AST handling procedure ¢/

N
N
N
L SLELNIVTURTPIVTY 9 YW P P P o 2R aF o R VU VIV IV VIV LN NIV TP LN NT ST S T.NT NT.RT ST NS TPV TP ST VT, €T ST, N PO 30 PP S i S

set_read_flag: proc;
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dcl read_flag bit(1) aligned ext; /* set when counter value is to be read */
read_flag = '1'b;
end set_read_flag;
end first_call;
/+ generate 'n_words' pronounceable words +/
do word_count = 1 to n words
word_is_pronounceable = '0'b; /+ reset the status code for each legal word */
call"get_random_bits(seed); /* get a random bit pattern v/
s = substr(seed, 1, 31); /* get the length of the word from */
unspec(n) = s; /* the random bit pattern in seed +/

OO NI NN = OO 00 NN NN —

PP W W o N VT 2P ¥ ¥ W W
[pS1, 81,81, N1, N1, N1 T T, 8 P P P i S il S S )

P

AP SN 85 B 8 85 NN 8~ 85 5 B \N\AA A NP TNINININO NI NI NN =2 ed e ed b e AU A NI LA NN PO PO R PO ) N =3 b b b N\ N NN NN

word_Llength = mod(n, max_Length-min_lLength+1) + min_Llength; )
/+ generate random letter strings and test them until a Llegal word is found #/
do while (*word_is_pronounceable);
call random_chars_ (word, word_Length);
call test_word;

end;
aligning_blanks = coﬁ{(' ', max_length-word_Llength); /* align the words for printing */
pug skip edit(word: aligning_blanks, hyph_password(word_count)) (a, x(4), a);

end;

/* this internal procedure tests a word against the rules of pronounce- */
/+ ability contained in the digram table and the random_word_ algorithm. */

/* the word is also hyphenated if it is pronounceable. v/
test_word: proc; )

dcl Fixed_word char(word_Length); /+ tixed Length form of word */

dcl bad_word char(word_Length); /+ encrypted word for bad word check */
dcl hyphens (20) bit(17 aligned; /¢ position of hyphens in word */

dcl i fixed bin;
dcl bad_word_found bit(1) aligned;

fixed word = word;
it prgnougceable_ (fixed_word, hyphens, d_ptr, l_ptr, r_ptr, n_units)
then do:
bad_word = translate(tixed_word,translation); /* do not use word if naughty */
‘ - L]

bad_word_found = '0'b; .

do while (“bad_word_found & i <= number_bad_words );
if index(bad_word,bad_word_string(i¥) *= 0
] ghen1bad_uord_found = "1'b;
iz i+

.. end;
if “bad_word_found
then do;
word_is_pronounceable = *1'b;
password(word_count) = fixed_word;
/* add the hyphens to the word ¢/
hyph_password(word_count) = '*;
do i = 1 to word_Llength;
h;p:_p:ssu?(?(uord_count) = hyph_password(word_count) :. substr(word, i, 1);
it hyphens (i
tﬁen hyph_password(word_count) = hyph_password(word_count) i ‘'=*;
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457 5 end;
458 4 end;
459 3 end;
460 2
461 2 end test_word;
462 1
1
1

end generate_passwords;
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22; 5 {' ROUTINE random_chars_.pli

2?8 5 : FUNCTIONAL DESCRIPTION:

a7 ! form a string of random letters, given the length of the string., The

(72 ! letters will be the 26 letters of the english alphabet, and each letter

473 | ! will have an equal probability of occuring in any given position in the

674 ! string. These letters will be concatenated to form a string of the correct

675 | ! length. The input will be the Length of the string, and the output will be

676 | ! the word in character form. The table of letters is held in an internal

77 | ! static array cf 26 single-character strings. A random pattern of 64 bits

678 | ! will be obtained by a call to get_random_bits, and this seed will be taken

2%8 5 E 1 byte at a time to generate a random number 1n the correct range.

481 | ! INPUT PARAMETERS: _

23% i ; length - length of string to be generated.

484 | ! OUTPUT PARAMETERS:

232 5 2 chars = string of random letters to be generated.

4«87 | ! ROUTINE VALUE:

488 | ' NONE

489 | !

490 . ! SIDE EFFECTS:

91 ¢ NONE

492 | !

493 v/

(94

232 : random_chars_: proc (chars, length);

497 1 dcl chars char(®) var; /* PARAMETER: string of random letters to be generated v/

498 1 dcl length fixed bin; /* PARAMETER: Llength of string to be generated */

ggg } dcl char_count fixed bin; /* number of characters generated so tar =/

501 1

502 1 dcl letters(0:25) char(1) static /+ table of Letters =/

503 1 init('...'b..'c...d',.e...f.‘.g...h...‘.‘.)...k...l...m.‘

SO‘ 1 'n'.'O'.'p',.Q'.'r'.'S'.' |.lul‘lvt.lul.‘.xO‘l.yl'IZO):

505 1 dcl letter_index fixed bin; /* a3 random number index into the letter table */

506 1 dcl char char(1); /* a3 letter from the letter table */

.

509 1 dcl get_random bits entry(bit(64) aligned); /v gets a random b4~-bit pattern ¢/

510 1 dcl seed bit(6%) aligned ext; /+ random 64-bit pattern obtained from get_random_bits, +/

511 ¢ 1 _ /v used to generate 8 random integers. = v/

512 1 dcl seed byte(0:7) bit(8) /* same as seed, but allows access to individual bytes, ¢/

513 1 Based(addr(seed)); /* which allows easier generation of random numbers v/

514 1 dcl byte_count fixed bin /¢ index of next unused byte in random bit pattern */

515 1 static init(8); i

516 1 dcl s bit(8) aligned; /* temporary bit form of random number =/

517 1 dcl n tixed bin(8); /v temporary integer form of random number +/

g}g } dcl f float bin(8); /+ temporary floating point form of random number +/

g%? ' } /* generate the string ¢/

522 1 chors = '

|
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do
/®

10
1§-5Ee-1080 014818

char_count = 1 to length;

see if all bytes of the seed string have been used */

it byte_count = 8
then do;

/* all bytes have been used, ?et a new seed string +/

call get_random_bits(seed
by;e-count = 0;
end;

We now have a random pattern of 64 bits.
enerate a random number between 0 and 25
0 get a letter from the table, letters(0:25).

unspec(n) = seed byte(bgte count); /¢
f = floati(n,8)/1Toat(256,87; /*
letter_index = fixed(trunc(f«26),8);/+
char = letters{letter_index); /
chars = chars .| char; /e
byge_count = byte_count ¢ 1; /e
end;

end random_chars_;

VAX=11 PL/]  X2.1=273
SKSVMSMASTER: [CLIUTL .SRCIPASSWORDS.PL

Use one byte at a time to +/
and use this as an index «/

v/

make the byte into an integer n, 0 <= n < 256 +/
map n into a floating point number f, O <= f < 1 ¢/
map f into an integer of the correct range: 0-25 «/
get a letter from )
add letter to end of str1ng */
1 byte of seed string has be

he table =/
en used */

Pa~~ 12
[

(4)
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ggg E {- ROUTINE get_random_bits.pli

3] | FUNCTIONAL DESCRIPTION:

gg% i g Generate a random pattern of 64 bits using the MTHSRANDOM algorithm.

§55 | INPUT PARAMETERS:

556 | ! NONE

557 '

558 ! ! OQUTPUT PARAMETERS:

ggg : : s = 8 byte random seed.

561 | | ROUTINE VALUE:

562 | ! NONE

563 | !

564 | ' SIDE EFFECTS:

565 | ' NONE

566 | !

567 | v/

568 ]

298 : get_random_bits: proc (s);

SN 1 dcl s bit(64) aligned; /+ PARAMETER: B8-byte random seed . v/

572 + 1 ] WA Also used as random bit pattern output from MTHSRANDOM v/

573 ) dcl s_long(0:1) fixed bin(31) based(addr(s));

574 1 dcl s_byte(0:7) fixed bin(7) based(addr(s));

575 1 dcl t fixed bin(31);

g;g } dcl t_byte(0:3) fixed bin(7) based(addr(t));

g;g } dcl mth$random entry (fixed binary (31));

580 ¢ 1 /+ get a random bit pattern by using the random number seed, s, as a kg{. v/

581 ! 1 /+ Two calls to the random number generator are necessary because it will only */

gg% ' } /+ return 32 bits at a time, and we want a 64 bit sequence,. v/

584 1 call mthS$random (s_Llong(0));

585 1 call mthSrandom (s_Long(1));

ggg } call mthSrandom (t7;

588 1 s_byte(0) = t_byte(2);

589 1 s_byte(4) = t_byte(3);

590 1

591 1 end get_random_bits;

PLI/ZLIS=LIS$:PASSWORDS/0BJ=0BJ%:PASSWORDS MSRC$:PASSWORDS
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