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SUCH PORTIONS OF THE SOFTWARE ARE PROVIDED “AS IS” AND
WITHOUT ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,
WITHOUT LIMITATION, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

In addition, the program and information contained herein are licensed only
pursuant to a license agreement that contains restrictions on use and disclosure
(that may incorporate by reference certain limitations and notices imposed by third
parties).
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Bay Networks, Inc. Software License Agreement

NOTICE: Please carefully read this license agreement before copying or using the
accompanying software or installing the hardware unit with pre-enabled software
(each of which is referred to as “Software” in this Agreement). BY COPYING OR
USING THE SOFTWARE, YOU ACCEPT ALL OF THE TERMS AND
CONDITIONS OF THIS LICENSE AGREEMENT. THE TERMS EXPRESSED

IN THIS AGREEMENT ARE THE ONLY TERMS UNDER WHICH BAY
NETWORKS WILL PERMIT YOU TO USE THE SOFTWARE. If you do not
accept these terms and conditions, return the product, unused and in the original
shipping container, within 30 days of purchase to obtain a credit for the full
purchase price

1. License Grant.Bay Networks, Inc. (“Bay Networks”) grants the end user of the
Software (“Licensee”) a personal, nonexclusive, nontransferable license: a) to use
the Software either on a single computer or, if applicable, on a single authorized
device identified by host ID, for which it was originally acquired; b) to copy the
Software solely for backup purposes in support of authorized use of the Software;
and c) to use and copy the associated user manual solely in support of authorized
use of the Software by Licensee. This license applies to the Software only and does
not extend to Bay Networks Agent software or other Bay Networks software
products. Bay Networks Agent software or other Bay Networks software products
are licensed for use under the terms of the applicable Bay Networks, Inc. Software
License Agreement that accompanies such software and upon payment by the end
user of the applicable license fees for such software.

2. Restrictions on use; reservation of rightsThe Software and user manuals are
protected under copyright laws. Bay Networks and/or its licensors retain all title
and ownership in both the Software and user manuals, including any revisions
made by Bay Networks or its licensors. The copyright notice must be reproduced
and included with any copy of any portion of the Software or user manuals.
Licensee may not modify, translate, decompile, disassemble, use for any
competitive analysis, reverse engineer, distribute, or create derivative works from
the Software or user manuals or any copy, in whole or in part. Except as expressly
provided in this Agreement, Licensee may not copy or transfer the Software or
user manuals, in whole or in part. The Software and user manuals embody Bay
Networks’ and its licensors’ confidential and proprietary intellectual property.
Licensee shall not sublicense, assign, or otherwise disclose to any third party the
Software, or any information about the operation, design, performance, or
implementation of the Software and user manuals that is confidential to Bay
Networks and its licensors; however, Licensee may grant permission to its
consultants, subcontractors, and agents to use the Software at Licensee’s facility,
provided they have agreed to use the Software only in accordance with the terms of
this license.

3. Limited warranty. Bay Networks warrants each item of Software, as delivered
by Bay Networks and properly installed and operated on Bay Networks hardware
or other equipment it is originally licensed for, to function substantially as
described in its accompanying user manual during its warranty period, which
begins on the date Software is first shipped to Licensee. If any item of Software
fails to so function during its warranty period, as the sole remedy Bay Networks
will at its discretion provide a suitable fix, patch, or workaround for the problem
that may be included in a future Software release. Bay Networks further warrants
to Licensee that the media on which the Software is provided will be free from
defects in materials and workmanship under normal use for a period of 90 days
from the date Software is first shipped to Licensee. Bay Networks will replace
defective media at no charge if it is returned to Bay Networks during the warranty
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period along with proof of the date of shipment. This warranty does not apply if
the media has been damaged as a result of accident, misuse, or abuse. The
Licensee assumes all responsibility for selection of the Software to achieve
Licensee’s intended results and for the installation, use, and results obtained from
the Software. Bay Networks does not warrant a) that the functions contained in the
software will meet the Licensee’s requirements, b) that the Software will operate in
the hardware or software combinations that the Licensee may select, c) that the
operation of the Software will be uninterrupted or error free, or d) that all defects
in the operation of the Software will be corrected. Bay Networks is not obligated to
remedy any Software defect that cannot be reproduced with the latest Software
release. These warranties do not apply to the Software if it has been (i) altered,
except by Bay Networks or in accordance with its instructions; (ii) used in
conjunction with another vendor’s product, resulting in the defect; or (iii) damaged
by improper environment, abuse, misuse, accident, or negligence.
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THE FOREGOING WARRANTIES AND LIMITATIONS ARE EXCLUSIVE
REMEDIES AND ARE IN LIEU OF ALL OTHER WARRANTIES EXPRESS

OR IMPLIED, INCLUDING WITHOUT LIMITATION ANY WARRANTY OF
MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE.
Licensee is responsible for the security of its own data and information and for
maintaining adequate procedures apart from the Software to reconstruct lost or
altered files, data, or programs.

4. Limitation of liability. IN NO EVENT WILL BAY NETWORKS OR ITS
LICENSORS BE LIABLE FOR ANY COST OF SUBSTITUTE
PROCUREMENT,; SPECIAL, INDIRECT, INCIDENTAL, OR
CONSEQUENTIAL DAMAGES; OR ANY DAMAGES RESULTING FROM
INACCURATE OR LOST DATA OR LOSS OF USE OR PROFITS ARISING
OUT OF OR IN CONNECTION WITH THE PERFORMANCE OF THE
SOFTWARE, EVEN IF BAY NETWORKS HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES. IN NO EVENT SHALL THE LIABILITY
OF BAY NETWORKS RELATING TO THE SOFTWARE OR THIS
AGREEMENT EXCEED THE PRICE PAID TO BAY NETWORKS FOR THE
SOFTWARE LICENSE.

5. Government LicenseesThis provision applies to all Software and
documentation acquired directly or indirectly by or on behalf of the United States
Government. The Software and documentation are commercial products, licensed
on the open market at market prices, and were developed entirely at private
expense and without the use of any U.S. Government funds. The license to the
U.S. Government is granted only with restricted rights, and use, duplication, or
disclosure by the U.S. Government is subject to the restrictions set forth in
subparagraph (c)(1) of the Commercial Computer Software—Restricted Rights
clause of FAR 52.227-19 and the limitations set out in this license for civilian
agencies, and subparagraph (c)(1)(ii) of the Rights in Technical Data and
Computer Software clause of DFARS 252.227-7013, for agencies of the
Department of Defense or their successors, whichever is applicable.

6. Use of Software in the European CommunityThis provision applies to all
Software acquired for use within the European Community. If Licensee uses the
Software within a country in the European Community, the Software Directive
enacted by the Council of European Communities Directive dated 14 May, 1991,
will apply to the examination of the Software to facilitate interoperability.
Licensee agrees to notify Bay Networks of any such intended examination of the
Software and may procure support and assistance from Bay Networks.

7. Term and termination. This license is effective until terminated; however, all

of the restrictions with respect to Bay Networks’ copyright in the Software and
user manuals will cease being effective at the date of expiration of the Bay
Networks copyright; those restrictions relating to use and disclosure of Bay
Networks’ confidential information shall continue in effect. Licensee may
terminate this license at any time. The license will automatically terminate if
Licensee fails to comply with any of the terms and conditions of the license. Upon
termination for any reason, Licensee will immediately destroy or return to Bay
Networks the Software, user manuals, and all copies. Bay Networks is not liable to
Licensee for damages in any form solely by reason of the termination of this
license.

8. Export and Re-export.Licensee agrees not to export, directly or indirectly, the
Software or related technical data or information without first obtaining any
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required export licenses or other governmental approvals. Without limiting the
foregoing, Licensee, on behalf of itself and its subsidiaries and affiliates, agrees
that it will not, without first obtaining all export licenses and approvals required by
the U.S. Government: (i) export, re-export, transfer, or divert any such Software or
technical data, or any direct product thereof, to any country to which such exports
or re-exports are restricted or embargoed under United States export control laws
and regulations, or to any national or resident of such restricted or embargoed
countries; or (ii) provide the Software or related technical data or information to
any military end user or for any military end use, including the design,
development, or production of any chemical, nuclear, or biological weapons.

9. General.If any provision of this Agreement is held to be invalid or
unenforceable by a court of competent jurisdiction, the remainder of the provisions
of this Agreement shall remain in full force and effect. This Agreement will be
governed by the laws of the state of California.

Should you have any questions concerning this Agreement, contact Bay Networks,
Inc., 4401 Great America Parkway, P.O. Box 58185, Santa Clara, California
95054-8185.
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LICENSEE ACKNOWLEDGES THAT LICENSEE HAS READ THIS
AGREEMENT, UNDERSTANDS IT, AND AGREES TO BE BOUND BY ITS
TERMS AND CONDITIONS. LICENSEE FURTHER AGREES THAT THIS
AGREEMENT IS THE ENTIRE AND EXCLUSIVE AGREEMENT BETWEEN
BAY NETWORKS AND LICENSEE, WHICH SUPERSEDES ALL PRIOR
ORAL AND WRITTEN AGREEMENTS AND COMMUNICATIONS
BETWEEN THE PARTIES PERTAINING TO THE SUBJECT MATTER OF
THIS AGREEMENT. NO DIFFERENT OR ADDITIONAL TERMS WILL BE
ENFORCEABLE AGAINST BAY NETWORKS UNLESS BAY NETWORKS
GIVES ITS EXPRESS WRITTEN CONSENT, INCLUDING AN EXPRESS
WAIVER OF THE TERMS OF THIS AGREEMENT.
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About This Guide

Ifyou are responsible for configuring and administering a Bay
Network® Remote Access Concentrator (RAC), you need to read this
guide.

Before You Begin

Before using this guide, you must complete the following procedures.
For a new RAC:

e Order your WAN (PRI or CAS) lines from your telco. Order
information is provided in the Bay Networks publicatldne
Provisioning for Remote Access Concentrators

¢ When ordering your WAN lines, keep a record of the service
options the telco provides you with, so that you can set WAN
parameters on the RAC accordingly. The WAN parameters you
need to set for PRI and CAS are described irréirmote Access
Concentrator Software Reference Manual

« Install the RAC and boot it, as described in the appropriate
hardware installation manual (for example, for the Model 8000
RAC, this is the Bay Networks publicatiémstalling the Model
8000 Remote Access Concentrator

« Do not physically connect cables to the WAN interface ports;
wait until you have at least performed a minimal configuration.
An alarm from an improperly configured interface could cause
the telco to drop the line.

Conventions

This manual uses the following conventions:

Convention: Represents:
special type In examplesspecial type indicates system output.
special type Bold special type indicates user input.
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Convention: Represents:

bold Bold indicates commands, pathnames, or filenames that
must be entered as displayed.

italics In the context of commands and command syntax,
lowercase italics indicate variables for which the user
supplies a value.

[1 In command dialog, square brackets indicate default
values. Pressing <CR> selects this value. Square brackets
appearing in command syntax indicate optional
arguments.

{} In command syntax, braces indicate that one, and only
one, of the enclosed values must be entered.

In command syntax, this character separates the different
options available for a parameter.

Notes provide important information.

adverse effects on processing.

Cautions notify you about dangerous conditions.

g Warnings inform you about conditions that can have

Acronyms

BootP Bootstrap Protocol

BRI Basic Rate Interface

CCITT International Telegraph and Telephone Consultative
Committee (now ITU-T)

GUI graphical user interface

HDLC high-level data link control

IP Internet Protocol

ISDN Integrated Services Digital Network

ISO International Organization for Standardization
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ITU-T International Telecommunications Union—
Telecommunications (formerly CCITT)

LAN local area network

MAC media access control

oSl Open Systems Interconnection

PPP Point-to-Point Protocol

SNMP Simple Network Management Protocol

TCP/IP Transmission Control Protocol/Internet Protocol

Telnet Telecommunication Network

TFTP Trivial File Transfer Protocol

WAN wide area network

Ordering Bay Networks Publications

To purchase additional copies of this document or other Bay Networks
publications, order by part number from Bay Networks Prasshe
following numbers:

*« Phone--U.S./Canada: 888-422-9773
¢ Phone--International: 510-490-4752
« FAX--U.S./Canada and International: 510-498-2609

The Bay Networks Press catalog is available on the World Wide Véeipport.baynetworks.com/Library/GenMig&ay Networks
publications are available on the World Wide Webugiport.baynetworks.com/Library/tpubs

Bay Networks Customer Service

You can purchase a support contract from your Bay Networks distributor
or authorized reseller, or directly from Bay Networks Services. For
information about, or to purchase a Bay Networks service contract, either
call your local Bay Networks field sales office or one of the following
numbers:
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Region Telephone number Fax number
United States and| 800-2LANWAN; then enter 508-916-3514
Canada Express Routing Code (ERC) 29(¢

when prompted, to purchase or

renew a service contract

508-916-8880 (direct)
Europe 33-4-92-96-69-66 33-4-92-96-69-96
Asia/Pacific 61-2-9927-8888 61-2-9927-8899
Latin America 561-988-7661 561-988-7550

Information about customer service is also available on the World Wide Wapadrt.baynetworks.com

How to Get Help

XXVi

If you purchased a service contract for your Bay Networks product from
a distributor or authorized reseller, contact the technical support staff for

that distributor or reseller for assistance.

If you purchased a Bay Networks service program, call one of the

following Bay Networks Technical Solutions Centers:

Technical Solutions Center

Telephone number

Fax number

Billerica, MA

800-2LANWAN

508-916-3514

Santa Clara, CA

800-2LANWAN

408-495-1188

Valbonne, France

33-4-92-96-69-68

33-4-92-96-69-98

Sydney, Australia

61-2-9927-8800

61-2-9927-8811

Tokyo, Japan

81-3-5402-0180

81-3-5402-0173

Managing Remote Access Concentrators Using Command Line Interfaces




Chapter 1
Introduction to Remote Access
Concentrators

This chapter provides information about:

* The Remote Access Concentrator (RAC)

e The dual WAN interfaces (the PRI interface and the CAS
interface)

« Alist of general capabilities supported by the RAC, including
multiprotocol support and security systems

« Typical network configurations for the types of traffic the RAC
recognizes

« Configuration prerequisites
* The different types of parameters used to configure the RAC

» Loading configuration files from hosts

RAC Overview

The RAC is a dual WAN server that supports analog calls and digital calls
carried over ISDN.

The RAC handles the following types of traffic:

¢ Analog Pulse-Code Modulated (PCM) voice data and analog
Dial Tone Multiple Frequency (DTMF) data, both originating
from standard analog (for example, V.34) modems.

» Digital data conforming to the V.120, V.110, and X.75 rate
adaptation protocols. These protocols are supported by various
terminal adapters (TAs), and are referred to in this book as TA
calls.

Managing Remote Access Concentrators Using Command Line Interfaces 1-1



Chapter 1

Introduction to Remote Access Concentrators

« Digital data conforming to the synchronous PPP specification.

Session configuration for analog, TA, and synchronous PPP dial access
can be managed with a single phone number. You do this by adding a
session parameter block (SPB) to %hpri section of theonfig.annex

file. The SPB configures the RAC accordingly as the call is set up. Refer
to Configuring SessionaPameter Bloks on pae 5-25for examples.

Dual WAN Interfaces

1-2

The RAC’s dual WAN interfaces enable it to handle digital calls carried
by PRI running over a T1/E1 line and analog calls carried over a
channelized T1/E1 line (referred to in this book as channel associated
signaling, or CAS). The RAC can configure the WAN interfaces in any
combination: one of each type or two of the same type.

The RAC handles calls from both WAN interfaces using a common pool
of digital modems; each incoming call is assigned to an available modem
in a circular manner, regardless of which WAN interface it arrives on. For
complete information, refer tigital Modems on pge 7-1

Both WAN protocol families (ISDN PRI and CAS) are carried over the
same type of framing medium, or line. In North America and Japan, this
means a T1 line; in Europe, an E1 line is used.

PRI

The ISDN Primary Rate Interface (PRI) uses a number of B channels for
the transmission of “payload” data, as well as a single D channel for the
transmission of signaling data used for call setup, teardown, and
connection management.

PRI returns a busy signal to the central office switch if no modem on the
RAC is available to handle the call.
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CAS

The channel associated signaling(CAS) protocol is used to carry analog

(voice) data on channelized T1 or channelized E1 lines. These lines are

also referred to as DS1 channels. Each DS1 channel is divided into DSO

channels for carrying data; each DSO channel contains a subchannel that
is used for call setup/teardown and framing management, also known as
signaling information.

In this book, discussion of CAS is limited to channelized T1
and channelized E1, although switch types for other
protocols are mentioned.

CAS supports only analog modem data, although TA and Sync PPP data
may be handled if they are carried by DOSBS (Data Over Speech Bearer
Service).

CAS does not support the transmission of a busy signal for all protocaols.
To avoid problems that may result from this, the RAC allows network
administrators to busy-out DS0 channels when no modems are available
to handle the calls they are carrying. Refdugying-Out DS0 Channels
Automatically on pge 7-4for complete details.

Channel Allocation
T1 lines are divided into 24 channels, E1 lines into 32 channels. These

channels are allocated differently depending on which format is in use,
PRI or CAS (sedablel-1).
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Table 1-1. Channel Distribution on T1 and E1 Lines

Framing Medium Protocol| Channel Allocation
T1 (North America |PRI 23 B channels and 1 D channel, each
and Japan) operating at 64kbps.

CAS |24 DSO0 channels, each operating at
56kbps. (8kbps are consumed by each
channel’s inband signaling
information.)

E1 (Europe) PRI |30 B channels and 1 D channel, each
operating at 64kbps. (The 32nd channel

is dedicated to framing overhead and is
not used by PRI directly.)

CAS |30 DSO0 channels, each operating at
56kbps. (8kbps are consumed by each
channel’s inband signaling

information. The 32nd channel is
dedicated to framing overhead and |s
not used by CAS directly.)

Channel distribution may be different for CAS protocols other than
channelized T1/E1 (such as R1, R2, etc.).

Multi-Protocol Support

The RAC supports all of the dial-in, multiprotocol, remote access features
characteristic of Bay Networks Remote Annex products. Once a call has
been established, the RAC allows the use of multiple protocols, including
asynchronous IP, PPP, SLIP, IPX, LAT (with limitations), and AppleTalk,
as well as synchronous IP over PPP, IPX over PPP (IPXCP), and
AppleTalk over PPP.

In addition, the RAC provides ISDN calls originating from a router (such
as the Bay Networks Clam or Marlin) with access to standard
Remote Annex IP routing capabilities.
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Typical Network Configurations

Typical PRI Configurations

Following are examples of the three PRI connection types supported by
the RAC.
Voice (Analog) Calls

The example ifrigure 1-1shows a PC user with a standard modem (e.g.,
a V.34) dialing into the RAC over a PRI connection.

% Other modem call configurations can be established instead of the one
shown inFigure 1-1

Ethernet
Port

I:I Modem
CcO

PC Analog Line PRI Line RAC

PRI Port Corporate
LAN

Figure 1-1. Voice Call over Analog Line

In Eigure 1-]1 the telco central office (CO) terminates the analog line from
the modem, converts the voice call into digital data, and dynamically
chooses a PRI B channel to carry the data through the telephone network
to the RAC. The CO also converts the signals describing the
characteristics of the call into ISDN out-of-band signaling messages, as
defined by the Q.931 and Q.932 standards. These signaling messages are
carried to the RAC on the PRI D channel.
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The RAC does not automatically accept the modem call. First, the CO
allocates a B channel and the RAC determines whether it has the
resources, such as an available modem, to handle the call. RAC
negotiations are based not only on physical resources but also on
parameters that you configure. If the RAC’s parameters are set properly,
the call is accepted. Calls can be rejected explicitly through the use of
session parameter blocks (SPBs).

Once a call is accepted (and the user is authenticated), the RAC places
the user in the protocol environment you have configured. The supported
protocols are asynchronous PPP, SLIP, ARAP, and CLI.

Terminal Adapter Calls

The RAC supports terminal adapter (TA) calls using the V.120, V.110,
and X.75 rate adaptation protocols.

The example ifcigure 1-2shows a TA using the V.120 rate adaptation
protocol to convert asynchronous data generated by a PC into V.120
frames. These frames are transmitted over a BRI line to the appropriate
switch at the CO and then sent to the RAC on a negotiated PRI B channel.
If the RAC's parameters are configured correctly for this kind of call, the
callisaccepted. The RAC converts the V.120 frames into an asynchronous
data stream, and the RAC software handles the data as if it originated at
a V.120 asynchronous port.

V Other V.120 call configurations can be established instead of the one
shown inFigure 1-2 For example, the BRI line could be a PRI line.

Once a call is accepted (and the user is authenticated), the RAC places
the user in the protocol environment you have configured. The supported
protocols for V.120, V.110, and X.75 calls are asynchronous PPP, SLIP,
ARAP, and CLI.
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Ethernet
Port

]z
CO

PC BRI Line PRI Line RAC

PRI Port Corporate
LAN

Figure 1-2. TA Call over a BRI Line

Synchronous PPP Calls

Figure 1-3shows a sample synchronous PPP call from a user whose PC
has an adapter card supporting synchronous PPP encapsulation over
ISDN. The user connects to the CO via a BRI line and connects to the
RAC over a negotiated PRI B channel. If the RAC'’s parameters are
configured correctly for this kind of call, the call is accepted.

Once a call is accepted (and the user is authenticated), the RAC places
the user in the protocol environment you have configured. The supported
protocols for synchronous calls are IPCP (IP over PPP), IPXCP (IPX over
PPP), and ATCP (AppleTalk over PPP).

Ethernet
Port

I:I BRI Line
co —
PCwith  Synchronous PPP \’\»\/‘) PRI Line ‘[ RAC

ISDN card

PRI Port Corporate
LAN

Figure 1-3. Synchronous PPP Connection
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Multilink PPP

The RAC also supports synchronous Multilink PPP (MP). MP is a
protocol standard that provides a means for data aggregation over
multiple DSO or B channels. This implementation of MP is based on the
RFC1990 technical specification. For information on using and
configuring MP, se#lultilink Point-to-Roint Protocol (MP) on pge 9-1

Typical CAS Configuration

Figure 1-4shows a PC user with a standard modem (e.g., a V.34) dialing
into the RAC over a CAS connection.

% Other modem call configurations can be established instead of the one
shown inFigure 1-4

Ethernet
Port

I:I Modem
CcO

PC Analog Line Channelized RAC
T1/E1 Line

CAS Port Corporate
LAN

Figure 1-4. Voice Call over Analog Line

In Figure 1-4 the telco CO terminates the analog line from the modem
and dynamically chooses a DSO channel to carry the data through the
telephone network to the RAC. The CO also converts the signals
describing the characteristics of the call into signaling messages; these
signaling messages are carried to the RAC in the signaling subchannel
of the DSO.
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The modem call is not automatically accepted by the RAC. First, the CO
allocates a B channel and the RAC determines whether it has the
resources, such as an available modem, to handle the call. RAC
negotiations are based not only on physical resources but also on
parameters that you configure. If the RAC’s parameters are set properly,
the call is accepted. (Calls can be explicitly rejected through the use of
SPBs.)

Once a call is accepted and the user is authenticated, the RAC places the
user in the protocol environment you have configured. The supported
protocols are asynchronous PPP, SLIP, ARAP, and CLI.

Mixed RAC/Remote Annex Environment

Figure 1-5shows how a RAC can fit into an environment with Bay
Networks Remote Annexes to provide a complete enterprise solution.
(Remote Annexes are not labeled in the figure.)

’I ARA  Modem UNIX host

pool

Ethernet

I:l Remote Ethernet
=—=
Serial I I:I
—

lines .

Host without a
network interface

Figure 1-5. Network with Mixed Remote Annex Types
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Configuration Prerequisites

Before you configure your RAC, you must:

Order your WAN (PRI or CAS) lines from your telco. Order
information is provided in the Bay Networks publicatlane
Provisioning for Remote Access Concentrators

When ordering your WAN lines, keep a record of the service
options the telco provides you with, so that you can set WAN
parameters on the RAC accordingly. The WAN parameters you
need to set for PRI and CAS are described irRémmote Access
Concentrator Software Reference

Install the RAC and boot it, as described in the appropriate
hardware installation manual (for example, for the Model 8000
RAC, this is the Bay Networks publicatiémstalling the Model
8000 Remote Access Concentrator

Do not physically connect cables to the WAN interface ports;
wait until you have at least performed a minimal configuration.
An alarm from an improperly configured interface could cause
the telco to drop the line.

Parameter Configuration

The chapters that follow describe how to configure the RAC. As
mentioned in the previous sections, the RAC does not accept a call unless
you have set certain parameters properly. You can set parameters using
various RAC management tools.
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RAC Management Tools

The RAC software provides network management tools and files for
setting the parameters that control the RAC environment.

Commands remain in effect until the next time the RAC is
V rebooted. Parameters remain in effect until they are explicitly
set to a different value (even if the RAC is rebooted).

¢ The Network Administratom@) program is a host-based UNIX
utility. It provides commands for displaying and modifying
operating characteristics of the RAC, its en0 or PRI port, and
PRI call handling.

¢« The Command Line Interpreter (CLI) is the RAC's command
interface. You can use CLI commands to connect to hosts and to
display and change RAC characteristics. You can display known
hosts, as well as statistics for the RAC and the network. The CLI
also provides superuser commands for network administration
and management.

¢ The CLIadmin command, which you access as a superuser on a
CLI connection, is a local (resides in the RAC) substitute for the
host-residenha command. Thedmin command set provides a
subset of the host-residemd commands. However, all
parameters that you can set Ra@you can also set usirgimin.

e Certain host-based configuration files allow you to create entries
that can control, among other things, PRI call handling and user
security. The default configuration file is nanoeefig.annex
and is located in thiisr/annex/directory on the UNIX load
host.
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Parameter Types

You can configure the RAC by setting the following types of parameters:

Annex-wide parameters that apply to an entire RAC or set of
RACs. This parameter type is describe€onfiguring RE
Parametes on pae 3-2

Global port parameters that apply to all calls. You can also set
these parameters for a subset of calls. To define port parameters
globally, usena oradmin. To define the same parameters for a
subset of calls, enter the parameters in a Session Parameter
Block (SPB) that handles the calls. SPBs are located in the
RAC's configuration file.

WAN parameters, which define characteristics of the WAN line
and establish remote IP and IPX addresses.

Interface parameters.
Modem parameters that apply to the internal modem set.

For detailed information, se&eonfiguring the \AN Interfaces, Global
Ports, and Sessions ong&bs-1

Loading Configuration Files from Hosts

RAC files can be loaded from a host using either the Trivial File Transfer
Protocol {ftp) or the expedited remote procedure call daerequc(l):

Theerpcd utility runs on a UNIX host; it listens for RAC file
server host requests (to download the operational code and other
files).

Thetftp program, supplied on most hosts, is supported as an
alternative teerpcd and as a backup in case a UNIX host is not
available to instalérpcd.

If a software problem occurs, the RAC can send a memory dump to a
host. These memory dumps assist Bay Networks customer support
personnel in resolving problems.
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I he RAC provides three command interfaces for performing tasks.

The first is referred to simply as the command line interface (CLI), a set
of general commands available to non-administrative users for controlling
jobs and sessions. In addition, the RAC provitieandadmin, both of
which are administrative utilities for configuring and managing the RAC.
Thenauutility resides on and is accessed from a UNIX host; it is especially
useful when managing one or more RACs across a networladhhie

utility is a subset of thea utility (there are seven na commands which
are notincluded in admin) which resides on the RAC itself and is accessed
via a superuser CLI session on the RAC. The difference betvaesmd
admin is a set of seven commands which are relevant only to
administering multiple RACs, or administering a RAC across a hetwork.

Thena andadmin utilities provide commands that allow you to:

e Set and display the operating characteristics of the RAC.
* Reboot or reset the RAC, reset internal ports, and reset sessions.

* Broadcast administrative messages to RAC users.
For a detailed description of each command in the Chaqiand

thereforeadmin), refer to theRemote Access Concentrator Software
Reference

The Command Line Interface

The Command Line Interpreter (CLI) is the command interface for the
RAC. At the CLI, you enter commands that connect to hosts, manage
jobs (or sessions), display and modify port parameters, and display RAC
and network information.
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The CLI provides two groups of commands - user and superuser; the
superuser commands are used for RAC administration.

w Each CLI command can take a maximum of ten arguments.

Command Syntax

You can shorten any CLI command or host name to the minimum number
of letters that make the name unique. This is caliedmum uniqueness

If you do not want the RAC to interpret a host name using minimum
uniqueness, enclose the name in double quotes (""). For example, entering
hosts “new” prevents ambiguities between hosts newark and new. You
can enter commands and host names in lowercase, uppercase, or a
combination of the two. The RAC performs any necessary case
conversion.

Squelch

If six consecutive CLI errors occur within 6 seconds (e.g., invalid
command, noise on the line), the RAC triggers a squelch, i.e., stops all
I/0O for approximately 4 seconds after receiving the sixth error. Pressing
<Return> after this period of time returns you to the CLI prompt.

% If the errors occur over a time period greater than 6 seconds, the RAC
ignores them and restarts the timer.

If four consecutive squelches occur without an intervening known
command, or if serial errors (framing/parity) occur while the line is
squelched, the RAC shuts down the line for 20 seconds and syslogs:
excessive errors on pant shutting downwheren is the port number.)
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CLI Commands

Table2-1 throughTable2-3 list both the user and superuser CLI
commands.

To access the superuser CLI commands, issigaitenmand at the user
CLI prompt and enter the RAC’s administratige)(password (for more
details on the superuser password, se&#mote Access Concentrator
Software Referengelhe default superuser prompt is a # symbol instead
of a colon:

annex: su

Password:
annex#

Table 2-1. CLI Commands

Command |Type Description

actcall superuser |Displays active calls.

admin superuser | Enters administrative mode.

arap user Converts a CLI line into an ARAP connection|

arp superuser |Displays the Internet-to-hardware address
translation tables.

bg user Puts a job in the background.

boot superuser |Reboots the RAC.

compact |superuser |Compresses non-volatile memory space.

connect user Uses LAT to connect to an advertised LAT
service.

control superuser |Changes the state of DTR and RTS or outputs a
test message.

cp superuser |Copies a file in the local file system.

dialout superuser |Displays the current dial-out database.

(continued on next page)
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Table 2-1. CLI Commands (continued)

Command | Type Description

edit superuser | Edits configuration files.

fg user Returns to an established job.

filter superuser | Enters the filtering subsystem of the CLI use
interface.

hangup user Disconnects all jobs and resets user CLI
connections.

histcall superuser | Displays the call history summary.

help user Displays help information for user CLI
commands.

help -m superuser | Displays help information on macros.

hosts user Displays the current host table.

hosts superuser | Flushes the host table.

ipXx user Converts a CLI port to an IPX port.

jobs user Displays a list of current jobs.

kill user Terminates a job.

lock user Locks a port.

Is superuser | Displays the self-boot ROM’s directory.

modem superuser | Displays the modem types supported by the
RAC.

more superuser | A read-only mechanism for reviewing files on
the local file system.

mv superuser |Renames a file in the local file system.

netstat user Displays network statistics.

passwd superuser | Changes the administrative password.

ping superuser |Sends ICMP Echo Request packets to a hos

(continued on next page)
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Table 2-1. CLI Commands (continued)

A

Command | Type Description

ppp user Converts a CLI port to a PPP interface port.

procs superuser |Displays processes at the RAC.

queue user Displays information about queued HIC requests
or removes a particular HIC request from the
gueue.

rlogin user Connects to a host using thegin protocol.

rm superuser |Deletes a file in the local file system.

route superuser |Adds/deletes routes to/from the active routing
table.

services |user Displays the LAT services that have been
advertised by LAT nodes.

slip user Converts a CLI port to a SLIP interface port.

stats user Displays RAC statistics.

stats -c superuser |Clears all serial line statistics to zero.

stats -T user Displays T1 network interface statistics.

stty user Displays and modifies CLI port parameters.

su superuser |Enters and exits superuser administrative mode.

tl loopba |superuser |Places the T1 engine in loopback mode.

ck

tap superuser | Displays input and output for a serial port.

telnet user Connects to a host using the Telnet protocol.

tn3270 user Connects to an IBM VM/CMS or MVS host usin
thetn3270variation of the Telnet protocol.

who user Displays RAC users.

write user Allows the user to enter a text file into the RAC
file system.
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Table 2-2. Non-Privileged RAC VMS Commands

the

ons.

Command Description

backwards |Selects next available, lower numbered session to which
your port is connected.

close Closes sessions.

connect Uses LAT to connect to an advertised LAT service.

disconnect |Disconnects sessions.

forwards Selects next available, higher numbered session to whic
your port is connected.

list port Displays information about communications server ports
from the permanent database.

list server Displays information from the permanent database about
communications server.

lock Locks a port to prevent unauthorized access.

logout port | Logs out of the terminal server and disconnects all sessi

resume Returns to a session you have suspended.

session

set port Specifies or modifies port characteristics immediately.

set Enables your port to perform privileged operations.

privileged

set session | Specifies characteristics for your current LAT session.

show port Displays information from the operational database abou

communication server ports.

show server

Displays information from the operational database aboyt

the communications server.

show service

Displays information about LAT services to which you ca
connect.

show Displays connected active sessions for your port.
sessions
show users |Displays information about interactive port users on the

server.
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Table 2-3. Privileged RAC VMS Commands

Command

Description

clear services

Deletes entries for one or all local LAT services
from the operational database.

crash

Performs a dump before rebooting.

define port access

Specifies the type of access allowed for the device

using the port.

define port
authorized groups

Allows you to authorize that groups of LAT
service nodes be available to the port.

define port autobaud

Sets automatic detection of the speed, parity, 8
character size of the port device on login and s
the RAC port characteristics to match.

define/set/change
port break

Specifies handling of the Break key during a
session.

define/set/change port
character size

Specifies the number of bits in data characters
exchanged between the port and the RAC.

define port
CLlI interface

Indicates CLI behavior as related to logging in,
passwords, inactivity timers and the port defau
prompt.

define/set/change port
default session mode

Specifies the initial setting of the LAT
session mode.

define port dsrlogout

When enabled, logs out of a port when the
attached device powers down.

define/set/change port
flow control

Specifies flow control.

define/set/change port
inactivity logout

Determines whether the communications seve
automatically logs out of a port after a period o
inactivity.

define/set/change port
input flow control

Specifies input flow control.

(continued on next page)
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Table 2-3. Privileged RAC VMS Commands (continued)

Command

Description

define/set/change port
local switch

Specifies a switch character that you can use to
reenter local mode from service mode.

define/set/change port
multisessions

Allows two active windows over a single
communication line.

define/set/change
port username

Defines or changes a username assigned to a|port.

define server
circuit timer

Specifies the frequency with which the server
communicates with service nodes when LAT
sessions are active.

define server
inactivity timer

Specifies the period of time after which the server
will log out of an inactive port.

define server
keepalive timer

Defines or changes the time interval at which the
server will transmit a keepalive message over a
LAT virtual circuit, when there is no other traffig
originating at the server.

define server LAT key

Enables and disables the LAT protocol, and is
used as a security mechanism to restrict access to
LAT within the RAC.

define server lock

Specifies whether or not interactive port users ¢an
use thdock command.

define server
login password

Defines or changes the port password that
interactive users must type when logging in to a
server port.

define server
login prompt

Defines or changes the prompt that requests the
user’s login password.

define server

maintenance password

Defines or changes the user password required
for remote applications such as NCP and TSM.

define server
login prompt

Defines or changes the prompt that requests the
user’s login password.

(continued on next page)
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Table 2-3. Privileged RAC VMS Commands (continued)

Command

Description

define server MOP host

Requires the physical Ethernet address for the
preferred VMS host.

define/set/change port
modem control

Specifies whether or not the RAC manipulates
modem signals.

define port name

Specifies the name of the port.

define/set/change
port noloss

Specifies whether or not the port will store data
in its type ahead buffer while waiting for a
session connection to be made. If so, it will the
pass the data to the connection partner.

define/set/change port
output flow control

Specifies output flow control.

define/set/change
port parity

Specifies whether or not the port will provide a
parity bit with each character for error checking.

define/set/change
port password

Specifies whether or not a user requires a
password to log in to the RAC.

define port
session limit

Limits the number of connected sessions on th
port.

define/set/change
port speed

Specifies the port speed in bits per second.

define/set/change
port stop bits

Tells the RAC to use 1, 1.5, or 2 stop bits when
outputting a character.

define/set/change
port type

Defines or changes the type of terminal
connected to your port, the ports specified in the
port-list, or all ports.

define server
multicast timer

Specifies time to elapse between service
announcement transmissions.

define server name

Specifies a 1 to 16 character name for the
RAC.

define server number

Specifies a facility number for the RAC.

(continued on next page)
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Table 2-3. Privileged RAC VMS Commands (continued)

Command

Description

define server
password limit

Specifies the number of times a user can try tqg
enter the correct password for any password-
protected RAC operation.

define server privileged
password

Specifies the password a user must enter
following aset privilegedcommand in order to
use privileged commands at the port.

define server
qgueue limit

Specifies the maximum number of queued
connection requests for remote access to RAC
ports.

define server retransmit
limit

Specifies the number of times a LAT message|is
retransmitted to a service node when the RAC
receives no messages of acknowledgment.

define server security

Determines whether or not the RAC performs
any security checking.

define server
session limit

Specifies the maximum number of active
sessions that the RAC allows at one time.

define server software

Specifies the file name of the RAC software
image.

initialize server

Reboots the RAC.

set noprivileged
set privileged

Returns the port to non-privileged status to
inhibit unauthorized use. Enables your port to
perform privileged operations.

set server all

Resets the RAC subsystems (security, LAT, et¢.
from the permanent database, re-readsthero
andservicesections of the configuration file, and
re-reads thenessage-of-the-dayile.
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The na and admin Utilities

The RAC stores the parameters set us@@ non-volatile memory.

After a reboot or a reset, the RAC updates its run-time parameters with
the non-volatile parameters changediy Thena utility can

communicate with the RAC only when the RAC is running its operational
code.

All nacommands are taken from tha standard input: you can ruma
interactively or provide it with input through a file or pipeline. You can
create a script file containinta commands to configure a RAC. This
script file can save the configuration information for a specific RAC and,
when required, restore the configuration.

This chapter illustrates command names, parameter names, and keywords
in their long forms. Examples nh commands sometimes appear without

the interactive command prompt, and with embedded comments that
describe the functions being performed. This format resembles the
appearance afa scripts; the portion of the script entered at the terminal

in response to the command prompt appears in bold type.

Command Notation

Interactivena sessions allow you to entea commands with or without
arguments or parameters. If you enter the command without arguments
or parametergya prompts for them. The conventions for an interactive
session are:

¢ You can abbreviate commands and parameter names to the
minimum number of characters that uniquely distinguish the
name from any other name that may appear in the same context.

« Type a new-line character to end a command entry. To continue
an entry onto the next line, type a backslash (\) character
immediately preceding the new-line character.
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« To enter a space as an argument, enclose it in double quotes
(" "). Otherwise, the space is assumed to be a delimiter.

e The UNIX interrupt character (usualTRL-C) returns you to
the command prompt.

Additionally, na permits comments when the # character is present at the
beginning of a comment line. All characters between the # and the next
new line are ignoredable2-4describes the supported argumentsifor

Command Syntax

Table 2-4. Arguments for the na Commands

Argument Description

annex_identifier A symbolic name or an IP address assigned to a
RAC:lab or 132.245.254.38 or
0xC0.0x9.0xC8.0x64

annex_list A list of one or more@nnex_identifierseparated
by commassupport,132.245.254.42 lab

annex_parameters | A list of one or more RAC parameters and values
separated by white space (space, tab, new line)
pref_load_addr 132.245.254.66\
pref_dump_addr 132.245.254.66

interface_identifier EitherenOor port.

interface_parameters | A list of one or more interface parameters, with or
without values, separated by white space (space
tab, newline)rip_sub_advertise Y

interface_set A list of one or morénterface_identifiers
separated by semicolons. Arterface_setan
include interfaces on different RACs:
en0@132.245.254.42

port_parameters A list of one or more global port parameters, with
or without values, separated by white space:
input_flow_control eia
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na and admin Commands

Table2-5 lists thena commands. Refer to tHiRemote Access
Concentrator Software Referenfoe a detailed description of each.

protection - only a superuser at the host can execute these
commandsboot, broadcast copy, dumpboot, read, reset and
set These seven commands aretheommands which are not
included in the subset o commands which make up tedmin
utility.

% Seven of thema commands use standard UNIX superuser

Table 2-5. The na Commands

Command Description

annex Defines a defaulinnex_listused with subsequent
commands.
boot Boots the RAC.

broadcast |Sends a broadcast message to one or more users on internal
asynchronous ports.

copy Copies configuration parameters.

dumpboot |Boots the RAC and produces a dump.

echo Writes the remainder of the line to the standard output.

help or ? Displays help for commands and parameters.

interface Defines a default interface used with subsequent commands.

password |Defines a default administrative password used to
communicate with a RAC.

port Specifies the global port.
quit Terminatesha.
read Reads and executes a script file.

(continued on next page)
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Table 2-5. The na Commands (continued)

Command Description

reset Resets an internal port, interface, or subsystem.
set Defines or modifies the value of a parameter.
show Displays the current value of a parameter.

write Writes the current configuration to a script file.

After installingna on a UNIX host, typ@a at a terminal connected to
this host. No arguments or command line options are available.

% na
Annex network administrator Rx.x
command:
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This chapter describes configurignexparameters, which apply to
an entire RAC or to multiple RACs (as opposed, for exampleato
parameters that apply only to the WAN interfaces). The following topics
are covered:

e Configuring RAC parameters with na and admin
e Customizing the RAC environment

¢ Parsing and setting up the configuration file, including special
sections

¢ Using automated firmware download (AFD)

The Local File System

The stand-alone file system allows the RAC to store its configuration and
message-of-the-day files in local non-volatile memory. The configuration
files must have the appropriate file names for the operational image to
locate and load them. These files exist inrtat directory rather than
the/usr/spool/erpcd/bfsdirectory. You can edit the files using the CLI
local file system commands.

Managing Remote Access Concentrators Using Command Line Interfaces 3-1



Chapter 3 Using the Configuration File

Configuring RAC Parameters

You can configure RAC parameters using the following:

e The host-baseda utility
e The CLI superuseadmin command
* Annex Manager (GUI)

¢ An SNMP-based manager such as Sun NetManager
To determine the current settings of RAC parameters, usbakeannex
all command. Theet annexcommand allows you to change any setting.
All parameters have default settings. Some of these parameters must be
set using the ROM Monitor before booting the RAC with its operational

code (see the hardware installation manual for your RAC for more
details).

w By default, theshow annexcommand scrolls the selected parameters
line by line in two-column format.

You can set up a pager as follows:

setenv PAGER more  (BSD)

or

set PAGER=more; export pager (System V)

The./src/na/README file describes how to use a pager along with
theshowcommand.
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Using the na Utility

To use thena utility:

1. Loginto a UNIX host and enter na:

% na
Annex network administrator Rx.x January 1997
command:

2. Specify one or more RACs:

command: annex 192.9.200.95
or annex 192.9.200.95,frontlobby
or annex
enter default annex list: 192.9.200.95,frontlobby

3. Execute the set annex command to change parameters. The
following sample command lines:

* Enable the DNS name server.

« Define two name server hosts.

¢ Enable security on the RAC.

» Define a security server host.

» Enable security for virtual CLI connections.
« Define an administrative password.

« Enable event logging.

e Define a CLI prompt.

command:  set annex name_server_1 dns

command:  set annex pref_namel_addr 192.9.200.95
command:  set annex name_server_2 dns

command:  set annex pref_name2_addr 192.9.200.85
command:  set annex enable_security Y

command:  set annex vcli_security Y

command: set annex pref_securel_host 192.9.200.95
command:  set annex password piano

command:  set annex syslog_mask all

command:  set annex syslog_host 192.9.200.95
command:  set annex cli_prompt "%a%c"
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4. Execute the show annex all command to review your changes.
Using the example in step 3, the terminal displays:

command: show annex all
Annex Generic Parameters

inet_addr: 132.245.44.187
pref_load_addr: 132.245.44.80
load_broadcast: Y

load_dump_gateway:132.245.44.22

image_name: "™
config_file: "config.annex"
routed: Y
disabled_modules: vci
tftp_dump_name: "™
ip_forward_broadcast: N
option_key: "™

output_ttl: 64

VCLI Parameters

max_vcli: unlimited
vcli_security: Y
vcli_inactivity off

Nameserver Parameters

nameserver_broadcast: N
pref_namel_addr: 192.9.200.95
pref_name2_addr: 192.9.200.85
host_table_size: 64

Security Parameters

enable_security: Y
pref_securel_host:192.9.200.95
network_turnaround: 2

acp_key: "<unset>"
allow_snmp_sets: N
passwd_limit: 3
max_chap_chall_int: 0

(continued on next page)

subnet_mask:255.255.255.0

pref_dump_addr:132.245.33.8

broadcast_addr:132.245.44.255
load_dump_sequence:net
motd_file: "motd"

authoritative_agent:Y

server_capability: none
tftp_load_dir: ™
ipencap_type: ethernet
tcp_keepalive: 120
session_limit: 1152

cli_prompt: "%a%c"
vcli_password: "<unset>"

rwhod: Y
name_server_1: dns
name_server_2: dns

min_unique_hostnames: Y

security_broadcast: Y
pref_secure2_host:0.0.0.0
loose_source_route: Y
password: "<set>"
lock_enable: Y
chap_auth_name: "chap”
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Time Parameters

time_broadcast: N
timezone_minuteswest: 300

SysLog Parameters

syslog_mask: all
syslog_host: 192.9.200.95

MOP and "Login" User Parameters

pref_mop_host: 00-00-00-00-00-00
mop_password: “<unset>"
login_prompt: “#"

LAT Parameters

lat_key: "™
server_name: "
lat_queue_max: 4
keep_alive_timer: 20
retrans_limit: 8
vcli_groups: none
multisessions_enable: N

AppleTalk Parameters

a_router: 00-00-00-00-00-00
default_zone_list: "™
zone: "

Router Parameters

rip_auth: "<unset>"

IPX Parameters

ipx_file_server: ™
ipx_dump_username:
ipx_dump_path: "™

(continued on next page)
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daylight_savings: us
time_server: 0.0.0.0

syslog_facility:log_local7
syslog_port: 0

login_password: “<set>"
login_timer: 30

facility_num: 0
sys_location: ™"
service_limit: 256

circuit_timer: 8
group_value: none

multicast_timer: 30

node_id: 0.0

rip_routers: all

ipx_frame_type: raw802_3
ipx_dump_password:
ipx_do_checksum: N
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TMux Parameters

tmux_enable: N tmux_max_host: 64
tmux_delay: 20 tmux_max_mpx: 700

DHCP Parameters
pref_dhcpl_host: 0.0.0.0 pref_dhcp2_host: 0.0.0.0
dhcp_bcast: N

5.  Execute either boot or reset annex all to effect these changes on
the RAC.

You can configure more than one RAC simultaneously using this
sequence:

» Define the RAC using thennexcommand. Next, use trset
annexcommand to change the parameters.

» Define the parameters for one RAC and usenmtite command
to copy the parameters to a script file. The script file will contain
all copied parameter settings with a comment character (#) at the
beginning of lines defining the settings for the IP address,
administrative password, virtual CLI password, LAT key, option
key, and ACP key. Remove the comment character for any of the
settings you want to use.

¢ Next, execute theead command for all RACs you want to
configure.
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Using the CLI admin Command

Entering the RAC superuser Cadimin command puts you in
administrative mode. Thedminprompt replaces the CLI prompt.
Pressing the attention key or typiggit at theadminprompt terminates
theadmin session and returns you to the superuser CLI prompt.

w The admin command functions only on the local RAC.

To modify RAC parameters using tadmin command:

1. Atthe CLI prompt, execute the su command and enter the
superuser password:

annex: su
password:

2. Atthe superuser CLI prompt, execute the  admin command:
annex# admin
ANNEX-PRI Rx.x, 32 async, 32 sync, 32 ta, 32 modem ports
admin:

3. Execute the set annex command to change parameters. The
following sample command lines:

* Enable the DNS name server
* Define two name server hosts
« Enable security on the RAC

admin: set annex name_server_1 dns

admin: set annex pref_namel_addr 192.9.200.95
admin: set annex name_server_2 dns

admin: set annex pref_name2_addr 192.9.200.85
admin: set annex enable_security Y
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4.  Execute the show annex all command to review your changes.
Using the example in step 3, the terminal displays:

admin: show annex all
Annex Generic Parameters

inet_addr:132.245.44.187
pref_load_addr:132.245.44.80
load_broadcast:Y

image_name: "™
config_file: "config.annex"
routed: Y
disabled_modules: vci
tftp_dump_name: "™
ip_forward_broadcast: N
option_key: "™

output_ttl: 64

VCLI Parameters

max_vcli: unlimited
vcli_security: Y
vcli_inactivity off

Nameserver Parameters

nameserver_broadcast: N
pref_namel_addr: 192.9.200.95
pref_name2_addr: 192.9.200.85
host_table_size: 64

Security Parameters

enable_security: Y
pref_securel_host:192.9.200.95
network_turnaround: 2

acp_key: "<unset>"
allow_snmp_sets: N
passwd_limit: 3
max_chap_chall_int: 0

(continued on next page)
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subnet_mask:255.255.255.0
pref_dump_addr:132.245.33.8

broadcast_addr:132.245.44.255
load_dump_gateway:132.245.44.22

load_dump_sequence:net
motd_file: "motd"

authoritative_agent:Y

server_capability: none
tftp_load_dir: ™
ipencap_type: ethernet
tcp_keepalive: 120
session_limit: 1152

cli_prompt: "%a%c"
vcli_password: "<unset>"

rwhod: Y
name_server_1: dns
name_server_2: dns

min_unique_hostnames: Y

security_broadcast: Y
pref_secure2_host:0.0.0.0
loose_source_route: Y
password: "<set>"
lock_enable: Y
chap_auth_name: "chap”
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time_broadcast: N
timezone_minuteswest: 300

SysLog Parameters

syslog_mask: all
syslog_host: 192.9.200.95

MOP and "Login" User Parameters

pref_mop_host: 00-00-00-00-00-00

mop_password: “<unset>"
login_prompt: “#”

LAT Parameters

lat_key:
server_name:
lat_queue_max: 4
keep_alive_timer: 20
retrans_limit: 8
vcli_groups: none
multisessions_enable: N

AppleTalk Parameters

a_router: 00-00-00-00-00-00
default_zone_list: "
zone: "

Router Parameters

rip_auth: "<unset>"

IPX Parameters

ipx_file_server:
ipx_dump_username:
ipx_dump_path: "™

TMux Parameters

tmux_enable: N
tmux_delay: 20

(continued on next page)
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daylight_savings: us
time_server: 0.0.0.0

syslog_facility:log_local7
syslog_port: 0

login_password: “<set>"
login_timer: 30

facility_num: 0
sys_location: ™"
service_limit: 256

circuit_timer: 8
group_value: none

multicast_timer: 30

node_id: 0.0

rip_routers: all

ipx_frame_type: raw802_3
ipx_dump_password: "<unset>"
ipx_do_checksum: N

tmux_max_host: 64
tmux_max_mpx: 700
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DHCP Parameters
pref_dhcpl_host: 0.0.0.0 pref_dhcp2_host: 0.0.0.0
dhcp_bcast: N

Execute either boot or reset annex all to effect these changes on
the RAC.

Customizing the RAC Environment

You can customize the following RAC attributes:

The prompt that displays when a user accesses the CLI
The number of simultaneous virtual CLI connections
The name of the configuration file

The name of the message-of-the-day file

RIP

The IP encapsulation type used by the LAN

TMux

LAT

AppleTalk

IPX

Setting the CLI Prompt

The RAC displays a prompt when a user accesses the CLI. The
cli_prompt parameter allows you to customize the RAC prompt. You
can also customize the prompt for each serial port usirgyonept port
parameter (for more details, see Remote Access Concentrator
Software Reference Guide

3-10 Managing Remote

Access Concentrators Using Command Line Interfaces



Chapter 3 Using the Configuration File

The values for this parameter are called prompt strings. A prompt string
consists of characters and embedded formatting codes that are expanded
when the prompt is displayed. The formatting codes consist of a percent
character (%) followed by a single lowercase character. Each formatting
code occupies one character in storage. You can also specify a string for
the prompt using these codes. The defalfiadoc (annex). Table3-1
describes the codes for the prompt string.

Table 3-1. Formatting Codes for Annex Prompts

Code Expansion

%a The stringannex

%c A colon followed by a space.

%d The current date and time in standard UNIX format, such as Mon
Mar 14 13:59:42 1989.

%i The RAC'’s Internet address, such as 132.245.6.40.

%] A new line character, skip to the beginning of the next line.

%n The RAC’s name or Internet address, such as 132.245.6.40.

%r The stringport.

%s A space.

%t The current time in 24-hour format, such as 13:59:42.
%u The user name defined for the port; if none, a null string.

If you want a prompt to appear date and timénew line)annex-name
use the following code:

%d%]%n%s%c
For the port on the RAC naméurdfloor, the prompt is:

Mon Jan 6 11:10:25 1997
thirdfloor

For the superuser CLI prompt, a pound sign (#) and a space replace the
code%oc; otherwise a # is appended at the end.
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Setting a Limit on Virtual CLI Connections

The number of virtual CLI connections on a RAC can affect the use of
memory, because each virtual CLI connection uses memory. The
max_vcli parameter determines the maximum number of virtual CLI
connections the RAC can create at any one time. You can set the number
of virtual CLI connections from an unlimited number to none. The range
of values that you can enter are frorto 254 or unlimited . The default

is “unlimited” . If you define this parameter as zero, users cannot create
a virtual CLI connection on the RAC.

Setting Up the Configuration File

The configuration file contains all RAC configuration information. It
resides on the preferred boot host or the local media and is loaded during
the RAC booting process (s€enfiguring Hosts and Sensson pae 4-

1 for more details on creating and using the configuration file).

w You can define a name for the configuration file using the
configuration parameteonfig_file The default file name is
config.annex

You can create these files on the local media using the superuser CLI
edit command.

Setting Up the motd File

The RAC can optionally display a message of the day at the CLI prompt.
The RAC reads theotd file from the file server host each time it boots,
and when theeset annex motdcommand is issued. Initially, the RAC
requests the file from the preferred load host. If that host is not defined
or available, the RAC broadcasts a request for this file unless you disable
broadcasting by setting th@ad_broadcastparameter tiN.
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To use this option, create an ASCII file on a file server host with the
desired message. This file must be located in the same directory that holds
the operational images (usuallysr/spool/erpcd/bfg. The default file

name ignotd. If you use another name for this file, you must specify this
name using the RAC parameteotd _file.

w Remote Access Concentrator Service TooldNgmdows NTstores
themotd file in: <product-installation-root-drive\bfs sub-directory.

Using RIP

The RAC uses a routing daemaau(ted) for its routing services. This
daemon implements Versions 1 and 2 of the Routing Information
Protocol (RIP).

Therouted parameter enables or disables RIP; the defaattabled If

RIP is disabled, the RAC does not listen for or transmit RIP routing
updates. Instead, it depends on the routing information igatesvay
section of the configuration file. If you disable RIP, define a default route
in the configuration file.

Setting the IP Encapsulation Type

The RAC supports two types of LAN encapsulation for IP packets:
Ethernet Version 2 format or IEEE 802.3 Data Link Layer format. The
ipencap_type parameter specifies which type of encapsulation to use;
the default isthernet

This parameter should be changed only at installation time using the ROM
monitor. Do not change this parameter usiagr admin because the
RAC cannot boot with the wrong IP encapsulation.

Managing Remote Access Concentrators Using Command Line Interfaces 3-13



Chapter 3 Using the Configuration File

Configuring LAT Services

The RAC can display, and connect to, currently available LAT services.
Initially, all LAT functions in the RAC are disabled since this feature is
optional. To enable the LAT functions, you must enter the cdaedtey
parameter value and reboot the RAC (Seafiguring Hosts and Senser

on paye 4-1for more details).

w Thelat_key parameter value is unique for each RAC. If you
purchased LAT, contact Bay Networks to obtain your key.

Parsing the Configuration File

The configuration file contains RAC configuration information. It resides
on the preferred boot host and is loaded during the RAC booting process.

The configuration file is parsed one line at a time during the boot process.
File entries are grouped into sections. Each section begins with a percent
symbol (%) followed by a defining keyword.

The configuration file can also contaiiglude statements. Thiaclude
statement incorporates separate file entries for backward compatibility.

w In earlier software releasagteways rotaries, andmacrosare
separate files. Beginning with Release 7.0, the keyworgddgeway,
%macro, and%rotary are entries in the configuration file. The file
syntax has not changed. You can imeude statements in the
configuration file to incorporate files from earlier releases.

You can define a file name for the configuration file maintained on the
load host using the RAC parametenfig_file The default file name is
config.annex

If the RAC is configured for self-booting, the configuration file must
reside in the RAC's root directory.
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File Sections

Each section of the configuration file begins with a keyword preceded by
the percent symbol (%). The keywords ayateway, macro, modem,
digital_modem, rotary, dialout, service andwan. The syntax is:

% keyword

You must specify the keyword before defining each section entry;
otherwise, a format error occurs. The keyword distinguishes one section
of the configuration file from another for the parser. All the statements
under théo keyword should belong to the same section, including the
statements in thieclude file.

Include Statement

Theinclude statement tells the parser that entries in the file specified in
the filenamefield are part of the configuration file. The syntax is:

% keyword
%include filename

Setting Up the Configuration File

The following sample configuration file defines¥bgatewayentry first.
This entry includes a separate file nanest.route followed by
%macro, Yrotary , %dialout, and %serviceentries. Thé&orotary entry
includes another file nameest.rotary.

#
#The following are definitions of the gateway entries
#
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%gateway

route add -h 129.91.0.0/24 132.245.1.1 1
route add -h 129.122.0.0/24 132.245.1.1 1

annex 192.9.200.228

route add -h 129.123.0.0/24 132.245.2.1 1
snmp contact crow@xenna

snmp location Room without a view

end

# the file test.route is also part of configuration
%include test.route

# Configure SNMP
snmp community public
snmp traphost 192.9.200.95

#

# The following are definitions of the macro entries
#

%macro

alias /Show users on the network/
keyin “3" asy,pts@opus
keyin “4” asy,pts@opus

{

<who
<pause

}

menu |JANNEX MENU ONE]|
keyin “menul” asy,pts@opus
init_cli asy,pts@opus
cmd_list bg,db_magr,fg,hosts,jobs,rlogin

MY MENU SCREEN
Choices are:
bg db_mgr fg hosts jobs and rlogin

command:

}

(continued on next page)
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# service entries
%service

service adm_modem\

identification ‘system administrator modem’\
password anypasswd3453 ports asy\
connections enabled queue disabled

end

# rotary entries

%rotary
%include test.rotary

# All consoles from rack annexes

titanic_co: asy@192.9.200.232
brazil_co: asy@192.9.200.232
botswana_co: asy@192.9.200.232

# Table top annex consoles

zinc_co: 25@192.9.200.230
total_recall_co: 26@192.9.200.230
conan_co: 27@192.9.200.230

# Remote Annex (192.9.200.247) - titanic

titanic_1: asy@192.9.200.232
titanic_2: asy@192.9.200.232

# Remote Annex (jdc)(192.9.200.249) - rlogin

rlogin_1: protocol=rlogin asy@jdc
rlogin_2: asy@jdc+132.245.33.229/513
rlogin_3: protocol=rlogin

asy@jdc+132.245.33.228

(continued on next page)
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# dial-out route for jupiter
%dialout

begin_route 5
local
remote
mode
ports
phone
chat

filter
disabled
advertise
set

set
end_route

begin_script chat3
send "Slip\r"
end_script

192.9.200.233
192.9.200.234
slip
asy@192.9.200.230
2522555
chat3
out incl proto icmp disc
8:00am-6:00pm Mon-Fri
y
slip_mtu small slip_tos Y
rip_horizon split

Another sample configuration file containing four include statements

follows:

# The following are defini
#

%gateway

%include gateways

#

# The following are defini
#

%macro

%include macros

#

# The following are defini
#

%rotary

%include rotaries

#

# The following are defini
#

%service

%include service.lat

3-18

tions of the gateway entries

tions of the macro entries

tions of the rotary entries

tions of the LAT service entries
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Creating %gateway Entries in the Configuration
File

You can creat&bgateway entries using any text editor. After a RAC
boots, it downloads the information from the preferred load host. If the
RAC does not locate the configuration file, it assumes the file does not
exist on the networklable3-2 andTable3-3 describe the supported
keywords for%ogateway entries.

The %gateway entries configure routes for SLIP and PPP links and
enable the Simple Network Management Protocol (SNMP) agent. The
%gateway entries must conform to the following conventions:

A number sign (#) in the first column starts a comment. The
comment is terminated by the end-of-line.

* Non-delimited white space (i.e., spaces, tabs, etc.) is treated as a
single space.

« All keywords and port information are case-sensitive.

A %gateway entry for a route in the configuration file can have one of

the two equivalent formats shown below. The first format is preferred.

The second is allowed for backward compatibility with releases prior to
R9.3.

Format 1:

route add [-h] {addrl subnet_mask | addrl/bitkefault} addr2
[metrid

Format 2:

{netjhost} addrl/bits gatewayaddr2metric hops
{activelpassivéhardwired }
domain searchpathname pathname...

domain default pathname

Managing Remote Access Concentrators Using Command Line Interfaces 3-19



Chapter 3 Using the Configuration File

3-20

Table 3-2. Supported Keywords for %gateway Entries - Format 1

subnet_mask

The subnet mask faddrl If the route is not a default

Keyword Definition

route The %gateway entry is for a host, network, or default route.

add The route is to be added to the configuration file.

-h This route is hardwired; it cannot be changed or deleted
even if a routing update is received.

addrl The route’s destination address.

route, you must specify a subnet mask, either in this field or

in the bits field.

/bits

The subnet mask faddrl This number represents the
combined number of 1 bits in the network and subnet ma
from left to right. If the route is not the default, you must
specify a subnet mask either in this field or in the
subnet_maskeld. You cannot specifipits for default
routes.

default

This is the default route for the RAC.

addr2

The IP address of the next gateway the RAC uses to get
the destination address.

metric

The cost of using this route; typically, this is the number
hops from the RAC taddr2

sk,

of
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Table 3-3. Supported Keywords for %gateway Entries - Format 2

Keyword Definition

net/host The destination specifieddnidrlis a network or a host.

addrl The IP address of the destination; use either 0 or default fo
add a default route.

/bits This field specifies a subnet maskd&addrl The value obits
represents the combined number of 1 bits in the network and
subnet mask. You cannot specify this field for default routes.

addr2 The IP address of the gateway that reaches the destination
address.

hops The number of hops needed to reach the destination.

active The gateway can generate RIP update messages. If the

gateway does not transmit these broadcasts on a regular basis,
it eventually is deleted from the routing table. If another route

to the destination associated with the gateway is received, the
new route replaces the active gateway entry.

passive The gateway cannot generate RIP messages, and, therefore, is
never removed from the routing table. If a better route is
received for the destination, the entry in the routing table |s
updated.

hardwired The gateway has a fixed route to the destination. This route
cannot be changed or deleted, even if a routing update is

received.
domain Adds a network domain to the DNS search path. The given
search paths are decomposed into higher-level names, and all ofi the
forms are added.
domain Sets the default search path. This path should be set after all
default other search paths are added. The RAC propagates this path

to the top of the search list and removes it from all of the
hostsentries.

w The CLIhosts -ncommand displays the domain search and the
domain default list contents along with the name server data.
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%gateway Extensions

The%gateway extensions allow you to define lines in the configuration
file that refer only to a specific RAC, or to all RACs, or to a specific
subnet.

The syntax for an extension that includes a specific IP address is:

annexipaddr

end

The syntax for an extension that matches all RACs (useful for local files
and to force route caching) is:

annex*

end

The lines enclosed by tlenex...endblock are to be used only by the
RAC with the IP addrespaddr. Any routes enclosed by thanex...end
block are cached. Aelsekeyword can also be used (alone on a line) to

list configuration information for all RACs, except the one identified on
theannexline. You cannot nesinnex...endblocks.

The following sample extension t&@yatewayentry in the configuration
file shows how to configure a SLIP interface (s8&lP Link with Wo
IP_Addresses on g 10-1).

%gateway

# SLIP link to the 132.245.5 net
annex 132.245.5.9

#132.245.10.7 is a gateway to the entire 132.245.5 net
net132.245.5.0/24 gateway 132.245.10.7 metric 1 hardwired

else

# other Annexes will route to 132.245.5 via 132.245.5.9
net 132.245.5.0/24 gateway 132.245.5.9 metric 2 hardwired

end
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An extension that matches all RACs on a given network or subnet is
particularly useful for defining a default route shared by these RACs. The
syntax is as follows:

subnetipaddr

end

The lines enclosed by tlsebnet...endlock are to be used only by RACs
on the subnet or network with the IP addipasldr. Any routes enclosed

by thesubnet...endblock are cached. Aglsekeyword can also be used
(alone on aline) to list configuration information for all subnets/networks

except the one identified on thebnetline. You cannot nesubnet...end
blocks.

The following are samplsubnet...endblocks:

subnet 132.245.33.0

route add default 132.245.33.22 1
end

subnet 132.245.66.0

route add -h default 132.245.66.22.1
end

In the sample above, the first default route applies to all RACs on subnet
132.245.33.0. The route is not hardwired, so it can be replaced by a default
route learned by RIP or defined elsewhere. The second default route will

never be replaced (unless you change it) because it is specified as
hardwired {h).

The RAC logs errors iflogateway entries ifsysloggings enabled. For
more details on event logging, $eecrypting Security Mesgas on pge
6-59 Thesyslog_maskparameter determines the priority levels for
logging these event messages.

For information on SLIP links, s&rial Line Internet Rytocol on pae
10-1
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For information on PPP links, s@eint-to-Roint Protocol on pae 8-1

For information regarding keywords for configuring the SNMP agent, see
theRemote Access Concentrator SNMP MIB Reference

Loading the Host Table from the Configuration File

When the RAC boots, it adds the host name entries itaeway

section of the configuration file to the host table. These entries reside on
the host table until a name server overrides the entries’ information or
until you reset the RAC name server usingrth@r admin commands.
These entries are similar to tlec/hostdile entries, except that aliasing

is not supported.

A host name entry has an IP address followed by white space (blanks
and/or tabs) followed by a host name (the host name may not contain
blanks, tabs, or newlines). Some sample host name entries are:
192.9.200.1 cbrown

192.9.200.2 snoopy

192.9.200.3 linus

192.9.200.4 lucy

192.9.200.5 sally

Host name entries may be conditional with the use cdtinex...end
blocks (se€reating %gatevay Entries in the Configation Fle on page
3-19. The address on tt@nexstatement must be an IP address. Each
IP address has only one associated host name.

3-24 Managing Remote Access Concentrators Using Command Line Interfaces



Chapter 3 Using the Configuration File

Routing Services and %gateway Entries

The RAC parameteouted determines whether or not the Routing
Information Protocol (RIP) routing daemon is enabled (seRé&mote
Access Concentrator Software Reference Glgidmore details). When

the daemon is enabled, the RAC performs both active and passive RIP
routing. If the daemon is disabled, no RIP routing occurs (for more
information on RIP, seRouting Information Rytocol (RIP) on pge 11-

1).

A routing table maintains information about gateways that provide routes
to hosts on different networks. If theuted parameter is set 16, the

RAC builds this table dynamically by monitoring RIP broadcast
messages; both Version 1 and Version 2 of RIP messages are accepted.
If routed is set td\, the RAC builds the table by monitoring only ICMP
redirects.

V The CLInetstat -r command displays the routing table.

Another option for maintaining the routing table is to créatmteway
entries in the configuration file for the RAC in which you define fixed
routes to a destination. If you disable RIP, the RAC relies only on the
%gateway entries and ICMP redirects.

Route Cache

The route cache contains user-configured routing information (static
routes, and sometimes a default route). The RAC copies these routes to
the route cache froennex...endblocks in thé¥ogateway section of the

RAC configuration file (se€reating %gatevay Entries in the

Configuation Hle on page 3-19 and/or from routes defined via the CLI
superuseroute command (seBefining Routes on pga 11-273.
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Routes in the cache include those whose next hops are directly reachable,
that is, up and running on a network directly connected to the RAC, and
those that are not yet reachable. Routes whose next hops are reachable
are immediately copied to the RIP and kernel routing tables. Routes
whose next hops are not yet directly reachable are copied to the RIP
routing table as soon as their next hops become reachable. The latter
technique saves the RAC the trouble of consulting the configuration file,
which is typically not stored on the RAC, each time a route’s status
changes. A copy of the route remains in the routing cache, in case its next
hop again becomes unreachable.

% Thenetstat -C command displays the route cache.

Disabling RIP

Another option for maintaining routing tables is to disable RIP on the
RAC by setting the RAC paramet@uted to N. This prevents the RAC
from reacting to RIP broadcasts and using alternate routes. The RAC
constructs its routing table from the information contained in the
%gateway section of the configuration file and ICMP redirects.

If you disable RIP, define a default route to a smart gateway in the
%gateway section of the configuration file. This gateway sends ICMP
redirects to the RAC, allowing it to learn only the required routes.

Enabling and Disabling AFD

Refer toCreating %gatevay Entries for AFD on gge 3-53for complete
information on usingbgateway entries to enable or disable automated
firmware download (AFD) for the RAC.
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Creating %omacro Entries in the Configuration File

You can customize the CLI user interface by ad@imgacro entries to
the RAC configuration file. Usingpmacro entries, you can set up site-

specific prompts, commands, and menus. Aliases can make the RAC CLI
invisible to the user. Menus hide the RAC’s command interface and at

the same time provide user options. Aliases and menus can be bound to
specific ports on a RAC. Also, aliases can be created for slave ports that
are accessed through the port server. Individual aliases and menus can

be configured to appear each time a port is accesabl#3-4 describes
the supported keywords fétmacro entries

w The maximum number of macros per RAC is 128.

The RAC loads th&macro entries when it boots or when theset
annex macroscommand is issued using eithrexor admin. If the
preferred load host is not available, and the Rédtl _broadcast
parameter is set 16, the RAC broadcasts for the configuration file.

The%macro entries in the configuration file must conform to the
following conventions:

A pound sign#) in the first column starts a comment. The
comment is terminated by the end-of-line.

The sequence of backslash-closing bragea(lows a closing
brace characte)to appear in the body of a macro.

Non-delimited white space (i.e., space, tab, etc.) is treated as a
single space.

All keywords and port information are case-sensitive.

Many strings, including description strings, must be enclosed in

delimiters. The delimiters can be any printable character not
contained within the string.

The maximum number of characters allowed between the
opening and closing braces is 1024yalogmessage is sent if
this length is exceeded).
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e Start a macro with a left bracf €haracter on a new line.

« End a macro with a right bracp €haracter on a new line.

The entries in th&macro section of the configuration file follow one
of these forms:

alias |description| menu |description|
keyword arguments or keyword arguments
{ {

alias expansion menu expansion
} }

Thealiascommand begins an alias definition; thenucommand begins

a menu definition. Thdescriptionis a string that can contain spaces. The
string is the information displayed by the Qldlp command for the alias
or menu. The bar character (]) arounddascriptionis the string
delimiter; the delimiter can be any character.

w The RAC does not support subsets of virtual connections.

Following the keyword is the expansion text of the macro. This text
consists of a series of lines with one entry per line. The expansion text
begins after a line with a single left bra§edand ends before a line with

a single right bracg). If the expansion text is for an alias, it contains an
alias expansionfor a menu, the expansion text contaimsenu
expansionTable3-4 describes the supported keywords for %omacro
entries.
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Table 3-4. Supported Keywords for %macro Entries

Keyword Description

keyin hamé port_type |Bindsnameto current macro on the port types
defined inport_type Thenameis used to execute
themenu or alias. Thenamemust be delimited.

init_cli port_type Binds the macro to be executed on the
initialization of a CLI at any port in thgort_type
Applicable only with CLI, adaptive, or virtual CLI
ports.

init_psrvport_type Binds the macro to be executed when the port
server connects to any port in thert_type
Applicable only with ports whosmode
parameter is set telaveor adaptive. Use only
with thealias macro form.

cmd_listcmdlcmd2... | Specifies the commands that are available with the
menu being defined. Each command is separated
by a comma. A command can be a maanerfu
or alias) or a CLI command. Spaces are not
permitted in the command list. Applicable only
with menus.

w Aliases listed in @md_list must be valid for the same ports defined
with the keywordkeyin that defined the alias.

The wholeport_typecan be followed by an @ and the name or IP address
of a RAC. If you do not specify a RAC foipart_set the macro applies

to the specified ports for any RAC that re&6isiacro. Theport_type
cannot contain spaces. Ipart_typeis not defined for a menu or alias,
the entry applies to all ports on the RAC reading the file and all virtual
CLI connections.

Sampleport_typeentries look like this:

asy@132.245.6.42
asy,pts@132.245.6.78
asy@thirdfloor

asy,pts

asy
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Table3-5 describes the statements permitted imlgas expansiommn a
CLlI line.

Table 3-5. Statements Permitted in an Alias Expansion

Statement Description

> string Indicates that thstring should be transmitted to a port; for g
virtual CLlI, it directs thestring to the connected device.
This can be used to display messages to the CLI, but ng
jobs.

—

< string Simulates thetring being input from a port; for a virtual
CLlI, it simulates input to the CLI, e.g., CLI commands.

< pause Indicates a pseudo-CLI command that causes the macro to
displayHit any key to continuen the port and to wait for a
keystroke before continuing. This is applicable only with
alias definitions used on a CLI.

To define the wait time, use the syntapause xx.xvhere
xX.Xis the time in seconds and tenths of seconds.

Themenu expansiodefines the menu that is displayed. Each line of the
menu expansiois a separate line of the menu. If no lines are defined
between the open and close braces, the RAC creates a generic menu
containing a list of the commands that were defined witlcithe _list
keyword and their descriptions. In this case, the RAC displays the default
RAC prompt. If you include any superuser CLI commands in a menu,
they appear only when a superuser accesses the menu.

Examples of Aliases and Menus

The following sampl€omacro entries define a series of aliases
combined in a menu. The menu is accessible from port 3 and all virtual
CLI connections for a RAC at a given address.
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%macro

#

# Set up a macro for annex at annex-address
#

# This macro sets up a menu for port 3 and all virtual ports
# on the specified annex.

#

# Other examples of setups are:

#

# keyin “1” asy @annex-address

# (asy@address = asy ports for annex @ address)

#

# keyin “2" pts @annex-address

# (pts@address = all virtual ports for annex @ address)
keyin “3” pts
(pts = all virtual ports for any annex that

boots from this host)

keyin “4” asy
(asy = ports 1 through 72 for any annex that
boots from this host)

HHEIFHFHFEHFHHR

# The menu displays after clearing the screen, five lines down

# from the top of the screen and 27 spaces over.

#

# This macro limits the possible commands at the Annex prompt
# to only those listed on the menu.

#

# This macro file does not affect any other Annex that boots

# from this Unix host.

#

# The menu displays after clearing the screen, five lines down

# from the top of the screen and 27 spaces over.

#

# This macro limits the possible commands at the Annex prompt
# to only those listed on the menu.

#

# This macro file does not affect any other Annex that boots
# from this Unix host.

#

# All other ports on the Annex have full access to cli

# commands.

#

(continued on next page)
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# Note:Replace annex-address with your Annex’s IP address
(e.g., 192.9.200.1).

#
#
# Replace system-address with your system’s name or IP
# address (e.g., fred or 192.9.200.2).

#

# Rlogin to systeml1
#

alias “Connect to System1”

keyin “1” asy,pts@ annex-address
{
<rlogin systeml-address
#
# Rlogin to system2
#
alias “Connect to System2”
keyin “2" asy,pts@ annex-address
{
<rlogin  system2-address
}
#

# Issue a “who” command to determine who is running on the
# Annex; wait for a <Return> before returning to the menu.

#
alias “Who?”
keyin “3” asy,pts@ annex-address
{
<who
>
<pause
}
#
# Do hangup from Annex port. This disconnects the Annex port.
#
alias “Exit”
keyin “4” asy,pts@ annex-address
{
<hangup
}

(continued on next page)
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#

# This section defines the actual menu.

#

menu |Generic Menu Header|
init_cli asy,pts@ annex-address
keyin “menu” asy,pts@ annex-address
cmd_list 1,2,3,4

{

#

# The “N[[2J” is a control sequence of VT100-type term commands
# CTRL-[ followed by “[2J" (clear the terminal screen)

# CTRL-[ followed by “[5;27H" (go to line 5, space over 27
# spaces)

# CTRL-[ followed by “[9;15H" (go to line 9, space over 15
# spaces)

#

M[2J

N[[5;27HGeneric Menu Header

7N[[9;15H1) Connect to System1

7[[11;15H2) Connect to System2

MN[13;15H3) Who?

MN[15;15H4) Exit

AN[17;15HMN[1mEnter Number: A[[m

The last entry creates the display for the menu and includes the above
aliases in the menu@nd_list. This entry also includes amit _cli

keyword, which causes the menu to be initialized each time the port or
the virtual CLI is reset. This displays the menu without communicating
with the CLI. The menu includes ANSI terminal control codes to set up
the menu display:

Generic Menu Header

1) Connect to System1
2) Connect to System2
3) Who?

4) Exit

Enter Number:
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The following example uses the same aliases as in the previous example,
but does not providermenu expansioto define the menu display:

menu JAnnex menu|
init_cli asy,pts@ annex-address
keyin “menu” asy,pts@ annex-address
cmd_list 1,2,3,4

{

}

This entry creates the following menu:
Annex Menu

1 : Connect to System1
2 : Connect to System2
3 : Who?

4 : Exit

The following samplé&smacro entries automatically connect any user
logging in on the asy ports of the defined RAC to the gayetem-

addresswithout requiring a keystroke; the virtual ports have normal
connection options. This macro is both RAC- and host-specific.

alias “Connecting to host”

init_cli asy@ annex-address

{

>

> Please wait while you are connected......
>

<rlogin system-address

V Set thecli_inactivity parameter timmediate: when a user logs off
the last job, the macro is re-initiated; otherwise, the CLI prompt
returns at logout.
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Adding Control Characters

Adding control characters in macros for cursor movement is editor- and
system-dependent:

¢ Inthe built-in RAC editorsyi, ex ored press CTRL-V
followed by the control character you want to insert (e.g.,
CTRL-[ for escape or CTRL-M for a carriage return).

¢ Inemacspress CTRL-Q followed by the control character you
want to insert.

For more details or information on other editors, see that editor’s
documentation.

The following sample macro inserts carriage returns along with the line
feeds:

alias “Connecting to host”
#
# Where the “M is a carriage return Oxb character.
#
# Menus for logins to various locations
#
#
alias "Aqua"
keyin "1" asy@ annex-address

<rlogin aqua
alias "Peach"

keyin "2" asy@ annex-address
{

<rlogin peach

alias "Node 7"
keyin "3" asy@ annex-address

(continued on next page)
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{

<telnet node7

}

alias "Exit"
keyin "4" asy@ annex-address

{

<kill
<hangup
}

menu | Administrative Terminal Service |
init_cli asy@ annex-address
keyin "menu" asy@ annex-address
cmd_list 1,2,3,4

"M

"M

M

M

Administrative Terminal ServiceM

"M
M
M
1) Aqua
2) PeachM
3) Node 7"M
4) EXIT"M
M
Enter selection for desired application (1 - 4) : "M

}

Managing %macro Entries in the Configuration File

The CLIhelpcommand displays an alias name and description with other
valid CLI commands. The superuser Qidip -m command displays a

list of all macros and their assigngadrt_typedefined for that RAC. For
example:
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annex01# help -m

Name Assigned Ports Description

1 asy:Menu 1

2 asy,pts :Read EMAIL

3 asy,pts :Command disabled

4 asy,pts :Another who command

init_cli asy:Set stty commands
init_cli asy,pts :Another who command

init_cli asy :Dedicated port macro
init_psr asy :Port 10 information
annex01#

If you issue the name defined with the keywkeglin along withhelp -
m, the command displays the definition defined with that entry:

annex01# help-m 2

Macro Name: 2 Description: Read EMAIL
Assigned Ports: asy,pts
Functional Text:

<rlogin maildrop
<mail

<<
annex01#

Thereset annex macrosommand instructs the RAC to reldéddnacro.
Thus, you can modify thmacro section of the configuration file and
load it onto a RAC without having to reboot.

Creating %service Entries in the Configuration File
The%service entries in the configuration file define the LAT services

that the RAC advertise$able3-6 defines the available arguments. The
syntax for each entry is:
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servicename[identification id_string [passwordpassworgi\
ports port_type[connectionsenableddisabled\
[queueenableddisabled

Table 3-6. Supported Arguments for %service Entries

Argument Description
name A 16-byte ASCII string defining the service name.
id_string An optional 32-byte ASCII string containing additional

information about the service. The default is an empty string
(no identification).

password An optional 16-byte ASCII string defining the service
password. The default is an empty string (no password).

port_type Ports offering a particular service.

connections | An optional parameter that defaulesnabled

gueue An optional parameter that defaultditabled

In the following sampl&oservice entry in the configuration file, the first
sampleoservice entry defines a service calladm_modemThe
identification field provides additional information about the service.
This service is attached to RAC asy ports; it is password protected and it
is enabled for connection requests. Request queueing is disabled.

The second sampféservice entry prevents the RAC from advertising
VCLI service.

% service
annex 132.0.0.50

service adm_modem\

identification 'system administrator modem’\
password anypasswd3453 ports asy\
connections enabled queue disabled

service vcli no

end
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When queueing is enabled, the service is not advertised and is not visible
through the keyworéoservice. Also, these services require a special set-
up on the LAT host.

Creating %rotary Entries in the Configuration File

Refer toThe Prt Server on pge 5-38for complete information on
creating rotaries.

Creating %digital_modem Entries in the
Configuration File

Refer toCustomizing Modem Confication on pae 7-6for complete
information on configuring digital modems for the RAC.

Creating %dialout Entries in the Configuration File

Each entry in théodialout section of the configuration file defines a dial-
out route Table3-7 lists the field definitions fo¥odialout entries. The
format for a%dialout entry looks like this:

%dialout
global_timeout <time-out value>

# this is a comment line

begin_route <route id>

local <local address>
remote <remote address>
mode <SLIP or PPP>
ports <port type/rotary>
phone <phone number>
chat <chat script list>
filter <filter command>
disabled <time interval>
advertise <Y or N>

set <parameter_name setting>
end_route
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Table 3-7. Field Definitions for %dialout Entries

Field

Definition

begin_route

Marks the beginning of a dial-route entry and defines the
route ID (an integer).

local

The IP address or machine name of the interface’s local
endpoint. If this optional field is omitted, the RAC'’s address
used.

is

remote

The IP address or machine name of the remote endpoint of the

interface. This mandatory field must appear once.

mode

The serial protocol to be used, e.g., SLIP or PPP. This
mandatory field must appear once.

ports

Specifies the port type to which this route can be assigned.
This field can have an associated port type (e.g., asy), rotary
name (e.g., rotary_1), or a combination of rotary names and
port types (e.g., rotary_1,asy). If the entry is a rotary name,
you must also enter this name in #eotary section of the
configuration file. This field must appear at least once (i.e|,
you can enter multiplportsfields).

The order in which the rotary name and port types are entered
determines the order in which ports are selected when a port

must be chosen. The first port entry has the highest selection
level and the last entry has the lowest level. If a port re-
appears on anothportsline, the selection level is determined
by the port’s initial appearance.

phone

A string of up to 32 characters that defines the phone number
for the modem to dial.

chat

This string of up to 32 characters defines the name of the
script that coordinates communications with the remote side
immediately after the phone connection is established. You
can enter multiple chat scripts on a single line separated by
commas or use multiple chat lines; the chat scripts are
executed in the order in which they appear induialout
entry.

(continued on next page)
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Table 3-7 . Field Definitions for %dialout Entries (continued)

Field

Definition

filter

Defines a filter to apply to the dial-out route. You can enter o
one filter per line. The filters are executed in the order in wh
they appear in th&édialout entry. Using this field is the only
way you can add a dial-out filter; you cannot add one via the
CLI filter command. Moreover, you omit the wadd and the
interface name from the filters you define in %héialout entry.

disabled

Specifies when the dial-out route will be disabled automaticd
The syntax is:time] [day][ - time day.

Timeis specified ashh:mnjam,pn}. If amor pmis not
specified, 24-hour notation is assumedintfe is not specified,
the default is all day.

Day can be a weekday, i.e., Sunday, Monday, etc., or a mon
and a day. Weekday and month specifications observe minin
uniqueness and are not case sensitivdayis not specified, the
default is every day.

During the disabled period, the route will not appear in the
RAC's routing tables and cannot be activated. An active rout
that enters its disabled time interval will have its physical po
reset and is removed from the routing tables. A disabled dial
route will appear in the output of the Cdiblout command.

Dialing into a RAC with a disabled route can activate the roy
if the remote address is within the dial-out’s subnet. For this
reason, disabling the route is effective for saving telephone ¢
but not for providing security.

(continued)

(continued on next page)
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Table 3-7 Field Definitions for %dialout Entries (continued)

Field

Definition

disabled

(continued)

Sample entries for théisabledfield are:

8:00am Friday - 6:35pm Friday
Wednesday

10:30 Nov 30 - 21:30 Nov 31
Friday - Sunday

In the first example, the dial-out route is disabled at 8:00
a.m. on Friday and re-enabled at 6:35 p.m. on Friday. In
second example, the dial-out route is disabled all day on
Wednesdays. In the third example, the dial-out route is
disabled at 10:30 a.m. on November 30 and enabled at 9
p.m. on November 31. In the last example, the dial-out ro
is disabled on Fridays, Saturdays, and Sundays.

Setting thedisabledfield does not prevent another RAC fror
dialing into this RAC via a complementary dialout route.

advertise

Specifies whether or not a dial-out route will be advertise
via RIP even if there are no available ports in its rotary. A
enables this field, aN disables it. Ifadvertiseis not
specified, the default 1.

set

Specifies the parameter settings that will be applied to th
dial-out connection. These settings override the values in
non-volatile memory while the process is alive, but they W
not change the actual values in non-volatile memory. The
syntax is:

set[parameter parameter_vallie

Any parameters not specified in thetfield are determined
by the actual non-volatile memory settings; the RAC
disregards any duplicate valid parameter settings. Table
on page -43 lists the configuration parameters that can b
within this field.

end_route

Marks the end of a dial-out entry.
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Table 3-8. Parameters That Can Be Set within the set Field of the %dialout Entry

Port Generic Parameters

autobaud parity
data_bits speed
location stop_bits
mode

Flow Control and Signal Parameters

control_lines

input_flow_control

input_start_char

input_stop_char

output_flow_control

output_start_char

output_start_char

need_dsr

ixany_flow_control

backward_key

forward_key

Port Security Parameters

port_password

user_name

Serial Networking Protocol Parameters

allow_compression

net_inactivity

dialup_addresses

net_inactivity _units

do_compression

phone_number

local_address

remote_address

metric

slip_ppp_security

SLIP Parameters

slip_allow_dump

slip_no_icmp

slip_load_dump_host

slip_tos

slip_mtu_size

subnet_mask

(continued on next page)
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Table 3-8 Parameters that can be Set within the set Field (continued)

PPP Parameters

ppp_acm ppp_security _protocol

ppp_mru ppp_username_remote

ppp_password_remote

Interface Routing Parameters

rip_accept rip_recv_version
rip_advertise rip_send_version
rip_default_route rip_sub_accept
rip_horizon rip_sub_advertise
rip_next_hop

% You do not need to provide explicit values for the port security
parameterport_passwordandppp_password_remotelf an
asterisk (*) appears as the value for either of these parameters, and
the RAC parameternable_securityis set toY, the ACP security
server provides the password by searchingdipe userinfofile (see
Dial-Out Passwodsin the following section).

Dial-Out Passwords

A user entry in thecp_userinfofile can specify a dial-out password.
The keyworddyndial_passwanarks these entries, which can appear
anywhere in the user record. ACP usesyredial_passwif the
configuration file’dialout setfield for eitherport_passworar
ppp_password_remotmntains an asterisk (*) and teeable_security
parameter is set to Y. (For more details on usingte userinfofile,
seeCreating the acp_userinfalE on pagje 6-79:

user smith
dyndial_passwd jupiter
end
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If the configuration file'slialout setfield for eitherport_passworabr
ppp_password_remot®mntains a valid value other than *, the RAC uses
that value.

Dial-out Routes

After booting or executing thea/admin commandeset annex

%dialout, the RAC loads each dial-out route belonging to it and assigns
each route an interface name. Each dial-out interface name is in the form
do route_id(theroute_idis specified in théegin_routeentry in the
%(dialout section of the configuration file). You can configure the RAC
for any number of dial-out routes and thete_ids do not have to be
contiguous. The dial-out route interface names can change only after a
system reboot or geset annex dialoutcommand.

% The RAC ignores any dial-out route that has a mode (SLIP, PPP) that
is disabled via thdisabled_modulesparameter.

Chat Scripts

Chat scripts coordinate the communication between each side of a dialed
connection. They consist of a sequence of exchanges, usually following
the patternsend x, expecty, receive z, compare y and z. If OK, continue
with the next exchange

A common application for a chat script is the login sequence. When
dialing into a host that is running a login process on that port, a sequence
of username/password prompting occurs. A chat script can send the
username and password automatically, thereby logging the user into the
port. Chat scripts are also helpful when dialing into the RAC. For
example, a chat script can start a SLIP process on the dialed port by
including theslip command in the script.
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A chat script is not applicable to all dial-out routes. It is not applicable
when the port receiving the call is running SLIP or PPP and waiting to
be dialed. It is applicable (and mandatory) for a dial-out route when the
dialed port is a dial-in CLI or is running some shell native to the dialed
machine.

Chat scripts, like dial-out routes, are configured irftiogalout section
of the configuration file. Each chat entry begins with the field called
begin_script Table3-9 defines the field definitions for chat scripts.

The format of a chat script looks like this:

% dialout

begin_script <script name>, <time-out value
(optional)>

call <script name>

sleep <sleep length>

send <string>[,<string>]...

expect <string>[,<script name>]
expect_case <string>[,<script name>]

timeout [<time-out value>][,<script name>]
end_script

% Thecall, sleep send expectandexpect _casstatements can appear
in any order and in any combination.
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Table 3-9. Field Definitions for Chat Scripts

expect_case

Field Definition

begin_script Marks the beginning of a chat script; specifies the
name of the script along with an optional time-out
value. Contains a maximum of 32 characters.

call Executes another chat script.

sleep Causes a pause in the script fateep length in
seconds

send Sends a string. The string must be enclosed in doub
guotes. Multiple strings can be entered on one line or
on multiple lines.

expect Sends control to another script upon reception of a

string; the first match is used. Whestehg> is
received, script name is called; the default is
continue Theexpecffield is not case-sensitive. The
expect_caséeld is for use with case-sensitive
matches. You can block together multiphpect
statements:

expect <string 1>, <script 1>
expect <string 2>, <script 1>
expect <string 3>, <script 3>

timeout

Specifies the total amount of time to wait (in seconds)
for strings defined in a block ekpectstatements. The
timeoutstatement terminates a blockexfpect
statements. Theseript name is the chat script name
to execute upon timeout; the defaulersor.

end_script

Marks the end of a chat script.
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Reserved Keywords

String Formatting Extensions

Any character can be inserted into He:d expect andexpect_case

strings using the backslash (\) character followed by an octal number of
no more than three characters. For example, to send a newline character
(octal: 12), insert &.2in thesendstring. The sequence of octal numbers
following the backslash character cannot exceed 377 (255 decimal).
Some control characters can also be represented as follows:

Name Decimal Value Representation

BEL 7 \a
BS 8 \b
TAB 9 \t

LF 10 \n
FF 12 \f
CR 13 \r

To send the backslash character (\), insert it into the string using "\\". Send
a break using "\k".

Table3-10defines the four reserved keywords that can be used in place
of a script name in thexpectexpect_caseandtimeoutchat script
statements.
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Table 3-10. Reserved Keywords Used in Place of a Script Name

Keyword Definition

success Stop all chat activity and return successfully. Go to nex
chat in dialout, if any.

error Stop all chat activity and return unsuccessfully. Abort
dialout.
In thetimeoutstatement, if script name is omitted,
error is assumed.

continue Continue executing current script.
In theexpecistatement, if script name is omitted,
continueis assumed.

return Return successfully from currently executing script.

—

Table3-11 defines the two reserved keywords that can be used in place
of a string in thesendexpectandexpect_casstatements (sé€ghat Script
Examples on pge 3-50for a sample chat script that uses these keywords).

Table 3-11. Reserved Keywords Used in Place of a String

Keyword

Definition

user_name

Use the user name associated with the port. Do 1
put quotes around this entry.

not

port_password

Use the password associated with the port type.
not put quotes around this entry.
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Default Global Timeout Values

The overall time for a dial-out route to complete its chat script activity is
two minutes (120 seconds). You can override this value using the
global_timeoustatement. The syntax is:

global_timeout <global time-out value

w Theglobal_timeoustatement must appear within #elialout
section of the configuration file but outside any route.

Default Timeout Values

If the timeout value is omitted from théimeoutstatement, the default
of 5 seconds is used. Each chat script can have its own dafedut
value by specifying a value in thegin_scripstatement using the format:

begin_script <script name>, <default time-out value>

V SeeChat Script Examples on ga 3-50for a sample chat script that
uses this format.

Typically, thetimeoutstatement terminates a blockexpectstatements.

If a block ofexpectstatements is terminated by a statement other than
timeout the <ime-out value used is the default time-out valuefor the
script, and the script name used iserror.

Chat Script Examples

The following sample chat script illustrates the RAC'’s chat script
language. This script first calls the chat script cadleat2 If chat2is
successfulchatlcontinues (i.e., sleeps for 5 secondsghkit2is
unsuccessfulhatlreturns as unsuccessful. The chat script then sends
the string calletringl If String2(case-sensitive) does not arrive within
5 seconds, an error is returnedStfing2does arrive within 5 seconds,
the chat script calledhat3is called. Sincehat3always returns
successfullychatlalso returns successfully.
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begin_script chatl

call chat2

sleep 5

send "String1\r"
expect_case "String2", chat3
timeout 5, error
end_script

begin_script chat3

send "String3\r"
end_script

begin_script chat2

sleep 3

send "Message #1\n"
expect "OK"

expect "NOT OK", error
timeout 10

end_script

Using the Configuration File

The following sample chat script can start a SLIP line on the called RAC
CLI port. This script sends the stristip with a carriage return. Then it
waits 5 seconds for a case-sensitive match on the Stritighing to SLIP

If the match times out, the script will return as unsuccessful. If the
expect_caséeld receives the expected string, it returns successfully.

begin_script chat_slip

send "slip\r"

expect_case "Switching to SLIP", success
timeout 5, error

end_script

The following sample script waits 10 seconds for the stisegname
because thisdefault time-out valueis specified in theegin_script
statement. Thedefault time-out valweis used only if atime-out valuge
is omitted from théimeoutstatement. If adefault time-out valueis not
specified on this line, the default remains 5 seconds.

begin_script scriptl, 10
send “login”
expect “username:”
timeout success
end_script
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The following sample chat script illustrates the use of the reserved
keywordsuser_namendport_password

begin_script scriptl

send “\r\r”, user_name, “\r”
expect “password:”, continue
timeout error

send port_password, “\r”
expect “successful”, success
timeout error

end_script

Creating %wan Entries in the Configuration File

Refer toConfiguring the \WN Interfaces, Globaldtts, and Sessions on
page 5-1for complete information on creatifgwan entries.

Automated Firmware Download (AFD)

The RAC uses automated firmware download (AFD) to obtain the correct
firmware it requires for operation. The RAC downloads the version of
the firmware that is appropriate to the switch type and hardware platform
in use.

AFD is enabled or disabled for up to two WAN modules by entries in the
%gateway section of theonfig.annexfile. AFD is enabled by default;
therefore, no entry in tHgateway section is necessary. AFD executes
in normal download mode by default.

AFD has two modes of operation: normal download and never download.
When normal download is enabled, AFD will attempt to download if the
current revision of the firmware is not up to date or if it is inappropriate
for the switch type in use. Also, AFD will attempt to download firmware

if a WAN module is marked as failed by diagnostics, regardless of what
mode is specified. AFD will not attempt any download in never download
mode.
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AFD does not download firmware for the RAC’s digital
modems. Digital modems are configured according to the
settings in thésdigital_modem section of the RAC’s
configuration file. (Refer t€ustomizing Modem
Configuation on pae 7-6for detailed instructions.)

Creating %gateway Entries for AFD

Settings for AFD are included in thégateway section of the
configuration file. If no entries are present in%hgateway section, the
default AFD behavior is normal download mode.

In the event that two or more entries in $hgateway section indicate
conflicting or overlapping instructions, the latest entry has precedence.
For example, the following example results in WAN 1 enabled in normal
mode and WAN 2 disabled:

%gateway
download pri never /*prevent download of both wan modules */
download wan 1 /* enable download of wan module 1 */

Normal Download Mode

Normal download mode downloads firmware if it determines that the
current firmware revision is outdated, or the current firmware does not
support the switch type in use. Any of the entries that follow can be used
to enable AFD in normal mode. Note tatvnload pri anddownload

wan perform the same functiodpwnload pri has been retained to
ensure backward compatibility with earlier releases of the RAC software.

%gateway

download pri /* download both wan modules */
download wan /* download both wan modules */
download wanl /* download wan module 1 */
download wan2 /* download wan module 2 */
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Never Download Mode

Never download mode disables AFD, preventing it from downloading
firmware. Any of the entries that follow can be used to disable AFD. Note
thatdownload pri never anddownload wan neverperform the same
function;download pri never has been retained to ensure backward
compatibility with earlier releases of the software.

%gateway

download pri never /* prevent download of both wan modules */
download wan never /*prevent download of both wan modules */
download wan1l never /*prevent download of wan module #1 */
download wan2 never /* prevent download of wan module #2 */

Console Port Status Messages

Various status messages may be displayed in the console window during
AFD.
Unsolicited Status

The following messages are displayed in the console if AFD downloads
firmware to any valid device:

Downloading firmware, may take up to 5 mins, type afd for
status
Downloading firmware completed

Solicited Status

Typing the console port commaatt displays the status of AFD.
Following is the list of messages which may be displayed, depending on
the status of AFD:
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« afd not started yet:
AFD not invoked:

« afd started, no download in progress:
AFD executing:
view syslog for status, version strings or
error(s)

¢ download in progress:
AFD executing:
LOADING internal wan module(s) firmware
view syslog for status, version strings or
error(s)

« afd done with no download attempted:
AFD completed:
view syslog for status, version strings or
error(s)

« afd done with download completed:
AFD completed:
ABORTED loading internal wan module(s) firmware
or
SUCCESS loading internal wan module(s) firmware
view syslog for status, version strings or
error(s)

CLI stats Command

Entering the CLI commarstatsdisplays the AFD status along with other
informational status messages. The following message is displayed if
AFD is in progress:

**x*DOWNLOADING WAN MODULE(S)*****

Display of this AFD message ends upon completion of AFD.
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LEDs

Each WAN module has an LED associated with it; the LEDs indicate
when the RAC is downloading firmware to a WAN module.

The WAN Port Usage LEDs are active for the associated WAN module.
The pattern that is generated is based on the size of the firmware. Each
LED represents 25% of the firmware that is being downloaded (the LED
blinks wile the firware is downloading). When that percentage of the
firmware has been downloaded, the LED remains on and the next LED
begins blinking.

Syslog Messages

Syslog messages are generated when AFD executes. If AFD detects the
correct firmware version, that version is reported. If AFD downloads
firmware, a downloading message is reported. Once AFD completes
downloading, either the version or an error is reported. Messages are
displayed with the “INFO” priority level, except for error messages,
which have the “ERROR” priority level. Following are some of the valid
syslog messages:

Sep 5 10:13:59 cyclone loader[1311]:
AFD downloading current WAN MODULE firmware on ctl2

Sep 5 10:13:59 cyclone loader[1312]:
AFD downloading current WAN MODULE firmware on ctl3

Sep 510:13:59 cyclone loader[1311]:
AFD force downloading WAN MODULE firmware on ctl2

Sep 5 10:13:59 cyclone loader[1312]:
AFD force downloading WAN MODULE firmware on ctl3

Sep 510:12:55 cyclone loader[1311]:
AFD WAN MODULE queried #00:VER=VERSION A MGR=1.120 on ctl2

Sep 5 10:12:55 cyclone loader[1312]:
AFD WAN MODULE queried #00:VER=VERSION A MGR=1.120 on ctl3
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Error Handling

If AFD aborts because of an error, an error message is generated for
syslog, snmp trap, and console port via AFD commands. If the error
occurred during the actual download, all WAN Port Usage LEDs will

blink for the associated WAN module and the WAN module will be
marked as failed, rendering it inoperable. The box will not panic if both
modules fail during the download. If AFD aborts before downloading
firmware, the WAN module will be left in its present state. Following is

a list of all possible syslog error messages (the same messages can apply
to the ctl3 port):

Sep 5 10:13:59 cyclone loader[1311]:
AFDWANMODULEonctl2 couldnotcreate process, Deviceinuse

Sep 5 10:13:59 cyclone loader[1311]:
AFD WAN MODULE on ctl2 could not open file <file_name>

Sep 5 10:13:59 cyclone loader[1311]:
AFD WAN MODULE on ctl2 has invalid combination of ATTYPE &
switch

Sep 5 10:13:59 cyclone loader[1311]:
AFD WAN MODULE on ctl2 has invalid switch type

Sep 5 10:13:59 cyclone loader[1311]:
AFD WAN MODULE on ctl2 can't load cas image on pri module

Sep 5 10:13:59 cyclone loader[1311]:
AFD WAN MODULE on ctl2 failed wan port not in loader mode

Sep 510:13:59cycloneloader[1311]: /*fatalsnmptrap sent

*

A/FD WAN MODULE on ctl2 responded with unrecognized ATTYPE
Sep 510:13:59cycloneloader[1311]: /*fatalsnmptrapsent

*

A/FD WAN MODULE on ctl2 failed download, unknown state

Managing Remote Access Concentrators Using Command Line Interfaces 3-57



Chapter 3 Using the Configuration File

3-58 Managing Remote Access Concentrators Using Command Line Interfaces



Chapter 4
Configuring Hosts and Servers

I his chapter describes host-related configuration requirements,
including the following topics:

e Accessing 4.2BSD hosts

* The IP addresses for the RAC

« Event logging

e Setting up the file server

e Setting up an RAC as a boot server
« Self-booting without a local Ethernet interface
» Dump host services

« Installing a time server

e Setting up name servers

¢« RAC security

» Configuring LAT services

Accessing 4.2BSD Hosts

The 4.2BSD version of tiiogin protocol allows logins only from hosts
whose names and IP addresses are listed in the haistteostsfile. The
4.3BSD version of the protocol does not impose this restriction.

Add the RAC to théetc/hostsfile on each 4.2BSD host. Add the new
entry near the beginning of the file because UNIX software searches this
file sequentially.
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RAC Internet Addressing

The RAC uses IP addressing to communicate with hosts on the network.
Internet support requires an IP address, a broadcast address, and a subnet
mask.

The Internet (IP) Address

The RAC’s IP address is defined inthet_addr parameter. This address
must be set prior to downloading the operational code to the RAC. To set
the IP address, use the ROM mon@ddr command during the RAC'’s
initial installation. You can reset the address at any time thereafter by
editing theinet_addr parameter.

w The CLI,na, and ROM Monitor commands always display the IP
address in dotted decimal notation.

The Broadcast Address

The broadcast address defines the IP address the RAC uses to broadcast.
The RAC broadcasts requests when it has not received a response from
a server, such as file server or security serverbidedcast addr

parameter defines this address.

The Subnet Mask

If the network is divided into subnets, you must specify the RAC’s IP
subnet mask using tlseibnet mask parameter. If you do not define the
subnet mask, the RAC assigns one based on the network part of its IP
address. Set this parameter using the ROM moadtdr command

during the RAC's initial installation. You can reset the address at any
time by editing the RAGubnet_maskparameter.
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Certain combinations of the RAC subnet mask and IP address have special
meaning:

e Setting the RAC IP address to 0.0.0.0 or 255.255.255.255 turns
off all IP services, including SLIP, PPP, and IP routing. The
RAC continues to support non-IP services, such as ARAP and
LAT, provided that they are configured properly.

« Setting the RAC IP address to a valid value and RAC
subnet_maskto 255.255.255.255 installs IP but specifies that
the RAC does not have an Ethernet connection. IP services,
including SLIP, PPP, and IP routing, are still available.

» By default, the RAC acts as an authoritative agent for ICMP
Address Mask Requests. If another host broadcasts this message
guerying for the subnet mask, the RAC replies with the subnet
mask. Optionally, you can prevent the RAC from responding by
setting theauthoritative_agent parameter td\N.

Using Event Logging

The RAC can log events to a 4.3BSD system log daesyshogd on
the system you specify via tegslog_hosparameter. The RAC can log
events to a 4.2BSD system using slgelogdaemon or to a System V if
it has system logging similar to 4.3BSD syslogging.

V Refer to theRemote Access Concentrator Server Tools for Windows
NT® User Guidefor information about syslogging inindows NT
environment.

The 4.3BSD system logging daemon providéscdity as an addition to
theselectorfield. The selector field is a list of priorities for a message
and includes a level, which indicates the severity of a message. The
facility defines the part of the system that generates the message. Certain
facilities are reserved, such as kernel, mail, and daemons; other facilities
can be defined in the configuration fitc/syslog.confFacilities allow

you to selectively log messages by priority.
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If the syslog_hostioes not havesyslogdaemon, or if you do not specify
asyslog_hostthe RAC logs events to the RAC console.

When configuring the host and the RAC for system logging, consider the
following parameterssyslog_hostsyslog_facility, andsyslog_mask
(Reboot the RAC after configuring any parameters related to system

logging.)

* Thesyslog host parameter defines the IP address of the host
configured to log RAC messages. The def&u@t,0.Q causes
the RAC to broadcast its log messages.

« Thesyslog facility parameter defines the facility used in the
syslog messages (specifiedas localn wheren is a number
from O through 7). The defaultlisg_local7.

f the host to which messages are logged does not support
4.3BSD syslogging, this parameter is ignored and messages are
logged only by priority level as defined by theslog mask
parameter.

« Thesyslog mask parameter defines the priority levels for
logging messages. The options allenone, or a combination
of levels. The defaulfjone, disables logginglable4-1
describes the levels in order of priority.

% When defining a priority level, all messages of that level
or greater (i.e., of greater severity) are forwarded to
syslogd For example, selectirgror logs allerror,
critical , alert, andemergencymessages.
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Table 4-1. Priority Levels for the syslog_mask Parameter

Level

Description

emergency

Hardware failures.

alert

All RAC reboots.

critical

Configuration and initialization problems, such as format
errors in thegatewaysection of the configuration file or
lack of memory.

error

All line initialization errors, including CLI.

warning

Indications of minor problems.

notice

Time server queries and information about responses.

info

Starting and ending of CLIs and of RAC jobs created by
rlogin andtelnetcommands and th@ng andtap superuser
CLI commands.

debug

Activation and exit of all RAC processes.

Setting Up the File Server

The RAC can boot via the block file serviefs] program usingrpcd or

viaftftp.

Installing Software Using bfs

the

Setting up afile server fortdss installation involves loading, compiling,
and installing RAC source code on the host. This process has four stages:

¢ Loading the software from the media into a directory

¢ Running thanstall-annex script

« Editing the/etc/servicedile

e Startingerpcd
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% bfs booting is automatically enabled when you install Remote Annex
Server Tools fowindows NT®. The script and file editing steps are
not required.

When the installation is complete, by default, the image and configuration
files are located in the directofysr/spool/erpcd/bfs the utilities are
located in the directory specified during thetall-annexsequence (the
default is/lusr/annex).

Installing Software Using the tftp Protocol

Setting up a file server fortlip installation involves loading the RAC
software onto the host. This process has three stages:

* Loading the software from CD-ROM into a directory

« Copyingbfs/operxx.enet(wherexx represents the software
variable for your RAC) to youiftp directory

« Creating the configuration file in yotitp directory

Multiple Server Hosts

To install file server software on multiple hosts, repeat the installation
procedure on each host that will be a file and/or a security server. If you
are defining multiple security servers, the contents chtpepasswd

acp _keys andacp_restrictfiles must be identical on all security servers.
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Booting and Dumping

The RAC obtains its operational code by downloading it over the network
from a UNIX host running RAC file server software, a non-UNIX host
runningtftp , another RAC configured as a boot server (running the same
operational code), or the local media (self-boot). The RAC boots each
time it is powered up and upon receipt dfamt command.

The RAC can dump to a file server or a host runifipg The RAC
performs a dump upon receipt of either tleecommanddumpboot or
the superuser Clboot -d command, or automatically when it detects
fatal internal errors or failures.

Setting the Preferred Load Host

Thepref_load_addr parameter specifies the preferred load (or file
server) host. This is the host from which the RAC first requests a
download of its operational code. If this parameter is not defined or the
specified host is not available, the RAC broadcasts its boot request and
loads operational code from the first host that responds. You can modify
thepref_load_addr parameter usinga or theadmin command; specify

the host by its IP address or its name.

Theimage nameparameter specifies the name of the image file that
contains the RAC's operational code. This file resides in different host
directories, depending on which transfer prototftg (or erpcd) is used.

If the load host has a different network or subnet address, you must define
a gateway through which the RAC can reach the host. The
load_dump_gatewayparameter specifies the IP address for the gateway.
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During the initial boot of the operational code, the ROM monitor requires
the address of a gateway if the specified load host is on another network
or has a different subnet address. In this case, enter the gateway’s address
using the ROM monitoaddr command. The RAC automatically adds

this gateway to its routing table.

Dump Host Services

The RAC can dump its memory image to a dump host on demand through
either the superuser CLI commayabt -d or thenacommandiumpboot

or on certain software or hardware events. A non-recoverable hardware
or software error triggers RAC dumps. Dump files are intended for use
by technical support personnel only.

The host to which a RAC sends a dump must béver tftp capability.

You can define a preferred dump host to which the RAC first tries to up-
load a dump file. If this address is not specified or the host is not available,
the RAC broadcasts a request and dumps to the first host that responds.

“ Self-boot units without a network host cannot perform a dump.

Atthe dump host, the dump creates afile, between one and four megabytes
in size, in the directorfusr/spool/erpcd/bfsfor bfs dumping (in theftp
directory fortftp dumping), and assigns a unique dump file name to each
RAC. The assigned name depends on whether the dump host can support
file names longer than 14 characters.

On hosts that support file names longer than 14 characters (for example,
BSD UNIX hosts), dump files are nameamp. xxx Xxx Xxxx xxx The
file extensionsxxx xxx xxx xxxare the RAC’s IP address.
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On hosts that limit file names to 14 characters (for example, System V
hosts), the dump creates two additional directories undespool/
erpcd/bfs. The name of the first directory dsimp; the second is the

RAC's IP network address. Subnet addresses are not used in naming the
dump file. The name of the dump file is the RAC’s IP host address.

w If the pref_dump_addr parameter is not set and your IP address is
corrupted (zero), leave tfiest button on the RAC’s front paneh
and the unit will prompt for an IP address when it tries to dump.

Table4-2 provides sample dump file names; all pathnames are relative to
lusr/spool/erpcd/bfs

Table 4-2. Dump File Naming Conventions

RAC Address | Network BSD Filename System V Pathname
Address

63.0.0.75 63 dump.63.0.0.75 dump/63/0.0.75

131.14.23.1 | 131.14 dump.131.14.23]1 dump/131.14/23.1

195.46.2.15 | 195.46.2 dump.195.46.2.15 dump/195.46.2/15

Setting the Preferred Dump Host

Thepref_dump_addr allows you to specify the preferred host to which
the RAC performs a dump. If this parameter is not defined or the specified
host is not available, the RAC broadcasts its dump request and dumps to
the first host that responds.

The dump creates a file that is between one and three megabytes in size.
If usingerpcd, the RAC assigns the dump file a unique name and places

it in a directory nameglisr/spool/erpcd/bfs If usingtftp, the file name

is defined by th&ftp_dump_name parameter and file placement is user-
defined. If the dump host has a different network or subnet address, you
must define a gateway through which the RAC can reach the host. The
load_dump_gatewayparameter specifies the IP address for the gateway.
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Setting the Load-Dump Sequence

The configuration parametirad_dump_sequencapecifies the

network interface and the order to be used for a download or an up-line
dump. The arguments amet (for use with a LAN), andelf(to boot from

the local media). For more details, seeReenote Access Concentrator
Software Reference

Setting a RAC as a Load Server

Theserver_capability parameter defines the RAC as a file server host.
A RAC can provide operational code only for another RAC of the same
type. When a RAC boots, it uses theagefile to load the operational
code, and the configuration file to initialize the routing table, rotaries,
and macros. The RAC normally does not store these files because they
use memory. As a file server host, the RAC uses approximately 120 KB
for the operational code; for the message-of-the-oatd) and
configuration files, it uses the amount of space relative to the size of the
files.

Theserver_capability parameter defines the files that the server supplies
during a bootTable4-3 describes the arguments g@rver_capability;
the default isnone

V If you configure a RAC to supply only a copy of the operational code,
the default is for the RACs booting from it to broadcast for the
configuration andnotd files. The file server RAC usesgpcd to serve
other RACs.
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Table 4-3. Arguments for the server_capability Parameter

Argument | Description

all The RAC is a file server for the configuration, operational
image, and message-of-the-day files.

config The configuration files.

image The operational code.

motd The message-of-the-day file.

none The RAC is not a file server.

Disabling Broadcasting for Files During a Boot

During a boot, the RAC broadcasts for the configuratinage and

motd files if they are not available on the preferred load host. You can
disable broadcasting for these files by settingdld_broadcast
parameter tdN.

Self-Booting

The self-boot option loads and boots the operational image from local
non-volatile memory. To store the image on the local media, issue the
boot - command fromrma, the superuser CLI, or the ROM monitor.

w Only ROM revisions 0601 and greater with the self-boot option
installed support thboot - command.

After executing &oot -| command, thés command may not show
the newly loaded image.

To boot the stored (local) image, set the configuration parameter

load_dump_sequencéor the ROM monitor parametsequencgtoself
and reboot the RAC. This sequence instructs the RAC to load the
operational image and the configuration file from the local media.
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To boot from both the local media and the network, set
load_dump_sequencto eitherselfnet, orself. The RAC will first load
the files from the local media; whatever files it cannot find there it will
seek from the network.

Self-Booting Without a Local Ethernet Interface

When booting a RAC from the Flash ROM without a local Ethernet
interface:

1. Enter the ROM Monitor prompt from the console.

2. Setthe IP address to a valid IP address and the subnet mask to
a valid mask using the addr command.

Set the interface sequence to self using the  sequence command.
4. Boot the RAC.

Using the Trivial File Transfer Protocol

The Trivial File Transfer Protocolf{p) is a standard network interface
loading program. The RAC operational code opens and reads the
operational image, configuration, amatd files. The RAC accesses one
file at a time.

The RAC initially tries to open a file usirgpcd (except when using the
self-boot option). Ierpcd fails or times out, the RAC tries to open a file
usingtftp . If thetftp request fails or times out, the RAC retries opening
the file usingerpcd. This cycle continues until the RAC succeeds in
opening the file or until it reaches the maximum try count (currently eight
cycles). If thdoad_broadcastparameter is enabled and the RAC cannot
open afile from theref _load_host it broadcasts the open request (this
is true for botherpcd andtftp). Once a file is successfully opened, the
RAC continues to read it using the protocol with which it was opened.
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The protocol used to transfer one file is independent of the protocol used
to transfer another file. For environments that support dxgitd and

tftp , the RAC may usttp to transfer one file anerpcd to transfer
another file.

Using the RAC ftp Daemon

Using the RAC ftp daemon, you can upload or download files (those
visible through the superuser Cklandedit commands) in the RAC’s
non-volatile memory (EEPROM) from a remote host.

The RAC ftp daemon is primarily useful for saving RAC configuration
files to a host on the network for the purpose of “swapping” RACs.

% You cannot “get” or “put” boot images using the RAC ftp daemon..

Using a Time Server

The RAC maintains a UNIX-style time-of-day clock, which is based on
the Internet date and time server. The RAC distribution includes source
code for a time server in case one is not available on the preferred load
host. The RAC synchronizes its clock by requesting the time from a time
server.

The time server expresses time in the number of seconds since midnight
(00:00:00), January 1, 1970, Greenwich Mean Time (GMT). The RAC
converts time server time to local time and uses it to log evesyslimy

and to calculate the time of a boot and/or dump. Thes@itsandwho
commands display this time; the local file systemommand displays

the time the files were last modified.

The RAC requests the time when it boots and synchronizes its clock with
a server every 30 minutes. It always queries the preferred load host first
if one is defined. If a time server does not respond, the RAC displays
unknownin place of the time.
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By default, if a time server is not available on the preferred load host, the
RAC does not broadcast for the time. However, you can enable
broadcasting for a time server by settingtthee_broadcastparameter

toY. Most UNIX systems provide a time server with itmetd daemon.

% Remote Access Concentrator Server Tools\fsrdows NTships
with its own time server.

DNS does not require thamserver program.

{y Every host on the network that has a timer server will respond to a
broadcast for the time.

The RAC does not reset its time by more than 10 minutes based on an
answer to a broadcast request. If the time returned to the broadcast query
is greater than 10 minutes from the RAC'’s current time, the RAC only
resets its time by a maximum of 10 minutes. If the timer server is on the
preferred load host, the RAC adjusts to the time reported by the time
server, regardless of the time interval.

Thetimezone_minuteswesparameter defines the time zone in which

the RAC resides. Enter a positive number of minutes for time zones west
of GMT and a hegative number for time zones east of GMT. For example,
since U.S. Eastern Standard Time is five hours west of GMT, its value is
300 minutes; since Paris is one hour east of GMT, its value is -60 minutes.

Thedaylight_savingsparameter defines the daylight savings time to
which your geographic area adheres. The RAC uses this parameter to
adjust the time display for daylight savings time. Valid arguments
include:us, australian, british, canadian, east_european

mid_european west_europeanandnone
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Installing a Time Server

If a host time server is not present, use the suppiiezkrver program:

1. Add the following line to  /etc/services if not already included:

time 37/udp timserver
2.  Start the server:
# [etc/timserver

3.  Edit the appropriate rc file so that the time server starts
automatically when the system is booted.

Using Name Servers

Name servers allow users to enter names in place of addresses in order
to access a host or other entity on the network. The RAC supports two
standard types of name servers: a Domain Name System (DNS) server
and an IEN-116 server. In addition, the RAC can use RWHO broadcast
messages to provide name-to-IP address translation. You can configure
the RAC to use one of these, a combination, or none.

The RAC supports the minimum uniqueness feature when entering host
names. This feature allows users to enter the host name with a minimal
string that is unique enough to identify that host from any other in the
host table. If this feature is not enabled, the user must enter the complete
name to access a host. Host name to Internet address translation entries
can be downloaded to the RAC from #gateway section of the
configuration file. The format is the same as in/e#te/hostsfile, but

aliasing is not permitted. To set up a RAC for use with a name server:

¢ Specify the name server type

«  Specify the host(s) using the name server
« Enable or disable thevhod parameter

* Specify the host table size

« Enable or disable thmin_unique_hostnamegparameter

Managing Remote Access Concentrators Using Command Line Interfaces 4-15



Chapter 4 Configuring Hosts and Servers

Defining Name Servers

The RAC supports two standard name server protocols: the Domain Name
System (DNS) server and the IEN-116 server. Both name server protocols
are available in the UNIX environment. You can use one or both on the
network, and the RAC allows you to specify the preferred protocol. If
you choose not to use either protocol, you can configure the RAC to build
the host table by listening to RWHO broadcasts.

Domain Name System

Domain Name System (DNS) servers use a distributed database to
maintain host names and IP addresses for network hosts. DNS provides
a full range of capabilities that enable its use in very large networks, such
as the Internet.

Each DNS server is responsible for maintaining information on all hosts
in its domain. If the server receives a request for a host that is not in its
domain, the server retrieves the information from another domain server
for the requesting host.

A number of DNS servers are available and the RAC can support them
all. One typical DNS server is the Berkeley Internet Name Domain
(BIND) server. The BIND server is a standard part of 4.3BSD (see
4.3BSD documentation for more details). DNS provides:

* Address-to-name translation
e Multiple aliases for a host

e Multiple addresses for the same host

Address-to-name translation allows a host to obtain a name for a specific
Internet address, allowing a RAC to learn its name from a DNS server.
The DNS'’ capabilities for assigning multiple aliases or multiple IP
addresses to a single host allow you to assign multiple names to a rotary
or multiple RACs to the same rotary (for more detailsTded®rt Server

on page 5-38.
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Adding a Resource Record For a RAC

The following discussion on adding a resource record for a RAC on a

domain name server is specific to the Berkeley Internet Name Domain
(BIND) server. If your network uses an alternate domain name server,
see the documentation for that server.

For a RAC to obtain its name, you must include a PTR resource record
for the RAC in the server's domain data files, specifically the IN-
ADDR.ARPA domain. This record must contain the RAC’s fully
qualified domain name (FQDN), so the RAC can use part of the full
domain name to expand host names to full domain names. The FQDN
must always be supplied with a query to a DNS server; otherwise, the
RAC adds one.

The following example shows a PTR resource record in a BIND name
server for the RA@nnex0Mwith an IP address of 132.245.6.34 and a full
domain name adnnex01.eng.Widget.COM

34.6.245.132.IN-ADDR.ARPA. IN PTR annex01.eng.Widget. COM.

After the RAC boots, it queries the name server for 34.6.245.132.IN-
ADDR.ARPA. The name server returns the RAC’s full domain name.
The RAC uses the part of the name up to the first period as its name, and
stores the rest as the default domain name. The RAC uses the default
domain name to expand other host names when it queries the server for
their IP addresses.

For example, to obtain an IP address for the namgand the RAC

sends a guery to the name servemfayland.eng.Widget.COMI the

name server does not have this name, the RAC then queries for
wayland.Widget. COMI this query also fails, the RAC queries for
wayland If you do not want the host name to be expanded with the default
domain name, append a period to the host name. For example:

annex: rlogin wayland.
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IEN-116 Name Server

The IEN-116 name server is a simple host-resident name server that uses
the local/etc/hostdile as a database. One host is designated as the name
server host, and other hosts query that host for an address. Using this
method, not every host on the network needs its own up-tdedefteosts

file, and not every host needs to mwhod. The RAC distribution

medium supplies the source for IEN-116 (Ssmfiguring Hosts and

Serves on pae 4-1for installation instructions).

% IEN-116 name servers cannot do reverse address queries.

If an IEN-116 name server is not available on the network, the source
code for a server is provided in the fd@nex_roafsrc/ien-116

To install the server:

Compile the source if necessary.
2. Examine /etc/services and add the following line (if necessary):

name 42/udp nameserver  #IEN-116

3.  Start the name server by entering:
# letc/ienll6d

4.  Edit the appropriate rc file so that the name server starts
automatically when the system is booted.

w Remote Access Concentrator Server Tool$\fimdows N¥ does not
support the IEN-116 name server.

To verify that the server responds to queries from the RAC, configure the
RAC to use an IEN-116 server (3dsing Name Serveron pae 4-13.

Look at the RAC host table. Then look at the name server test/s
hostsfile and select a host that does not appear in the RAC host table.
Using the CLIhostscommand, force the RAC to query the name server
(see theRemote Access Concentrator Software Reference Guide
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Setting Configuration Parameters For Name Servers

Thename_server_Jlparameter defines the type of name service that the
primary name server will supply when queried by the RAC. Valid service
types aralns, ien_116 ornoneg the default is\one. You specify the IP
address of the primary name server by settingp itk namel_addr
parameter.

Thename_server_arameter defines the type of name service that the
secondary name server will supply when queried by the RAC. Valid
service types améns, ien_116 ornone the default i;mone You specify

the IP address of the secondary name server by setting the
pref_name2_addr This server is queried onlygfef_namelserver does
not respond.

Broadcasting for a Name Server

By default, the RAC does not broadcast for a name server if the preferred
name servers do not respond. However, you can configure the RAC to
broadcast requests for a name server by setting the
nameserver_broadcasparameter t&'. This causes the RAC to

broadcast three requests for a Domain Name Server, followed by three
requests for an IEN-116 name server. You may want to use broadcast as
a backup for a name server.

Using the RWHO Protocol

Berkeley UNIX hosts use the RWHO protocol to pass information about
themselves to other hosts. This information includes the host’s name, who
is logged in, up time, and load factor. The RWHO daemmhod,
broadcasts this information and listens for RWHO messages from other
hosts, storing what it receives in a file. The information can be displayed
with therwho andruptime commands from a UNIX host.
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The RAC uses the RWHO protocol as a name server. The RAC runs an
rwhod that listens for broadcasts from other hosts, but does not broadcast
information about itself. When the RAC receives an RWHO message, it
stores the host name, status information, and the source address from the
IP header as the host’s Internet address in its host table.

Using only RWHO messages to build the host table is satisfactory for a
small network in which all the hosts rawhod. But,rwhod often is not
used in networks primarily comprised of workstations because of the load
it imposes on hosts. In large or heavily loaded networks, RWHO
broadcasts can impose an excessive load on the network.

Some hosts send RWHO packets with incomplete source addresses in the
IP header. The RAC is unable to store an IP address for these hosts,
causing the host table to display the host’'s IP addressas*® . . . "

If anrwhod forwards packets from one network to another, the IP address
in the IP header is that of the forwarding host, not of the host whose name
is in the data packet. This results in the RAC storing the wrong IP address
for that host.

Because the RAC does not broadcast RWHO messages, RAC names
never appear in host tables built exclusively from these broadcasts. In this
case, the only way to access a RAC usingghet command is with an

IP address.

Therwho parameter defines whether or not the RAC listens for RWHO
broadcasts. Setting the parameteXtdisables the RAC’swhod and
prevents the RAC from using RWHO messages for building the host
table. The default i¥.
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Managing the Size of the Host Table

When the host table acquires a new entry after it is full, the RAC deletes
the oldest, least-used entry to make room for the new one. The RAC'’s
use of the host table is erratic if the table size is too small. Increasing the
size of the table reduces this problem.

You modify the host table size using tiest_table sizgparameter. This
parameter specifies the number of entries in the host table. You can
specify the size as a number frdno 250 Specifying the string
“unlimited” sets no limit other than the size of memory available in the
RAC. Alternatively, you can set the sizemone, which forces the RAC

to query the name server for each host name.

Minimum Uniqueness

Minimum uniqueness provides an ease-of-use feature which allows users
to enter only the characters necessary to uniquely match an entry in the
host table. However, users can force the RAC to select only an exactly
matching host name by enclosing the name they enter in double quotes.
For example:

annex: rlogin "widget"

If the host table contains the namielgetslipsand you want to log in to

a host namewidget which is not in the host table, then entervigget
without the quotes causes the RAC to selMdyetslips Entering the

name enclosed in double quotes forces the RAC to query a name server,
because an exactly matching name is not in the host table. The minimum
uniqueness feature can be turned off by setting the
min_unique_hostnamesparameter tiN.
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Configuring Name Servers

The RAC uses various means of creating and maintaining the host table.
This table includes the host names and the corresponding IP addresses of
hosts known to the RAC. The host table is generated by querying a name
server and/or listening for broadcasts from RWHO daemons running on
other hosts.

The RAC adds entries to the host table when it receives:

*  RWHO broadcast messages from other hosts.

« Responses from the Domain Name System (DNS) server and/or
the IEN-116 name server to a query for an IP address.

w If broadcasting is enabled, the RAC first makes three attempts for a
DNS server followed by three attempts for an IEN-116 server.

RAC parameters allow you to configure a RAC to listen only for RWHO
broadcasts or to query one or both types of name servers or use both
means of building a host table (d¢ging Name Serveron pae 4-15.

By default, the RAC builds the host table exclusively from RWHO
broadcasts. Depending on what is available for your network, you can
use a name server in conjunction with RWHO broadcasts or disable the
use of RWHO in the RAC.

If the network is using a domain name server, you must add a resource
record for each RAC to the domain server. If the network does not have
any name servers, the RAC distribution provides a source for an IEN-116
server that you can install.

To determine if a specific system is running a name server, use the UNIX
netstat command with thea argument or thea and-n arguments. An
IEN-116 name server is displayed as listening on UDPpone (or42).

A BIND server is displayed as listening on UDP or TCP gonbain (or

53).
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Using RAC Security

The RAC provides a security system that allows you to implement as
many security measures as the network requires. You can set up the
security subsystem to use host-based security, local password protection,
or a combination of the two. In addition to these security mechanisms,
the RAC provides an administrative password that validates access
through the administrative tools.

V If unauthorized users can access your RAC, Bay Networks strongly
suggests that you enable the security features after loading the host
code and booting the unit.

For a detailed description of RAC security, Sgmfiguring Security on
page 6-1

Installing the ACE/Server Software

If you are using the RAC’s SecurlID feature, you must install the
ACE/Server software before installing the RAC software.

After compiling the ACE/Server installation, the fiddconf.ccontains
the network addresses for the ACE/Server host\USae® the SecurlD
Card on pae 6-128and theACE/Server Manudior more details.

Configuring LAT Services

The RAC can display, and connect to, currently available LAT services.
Initially, all LAT functions in the RAC are disabled: the user does not
have access to tlmmnnectandservicesCLI commands, and the
administrator does not have access to the LAT-specific RAC parameters.
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To enable the LAT functions:

1. Enterthe correct lat_key parameter value.
2. Configure the disabled_modules parameter not to include lat.
3. Reboot the RAC.

Thelat_key value is unique for each RAC. Since this value varies by
port count, if the administrator changes the number of ports on the RAC,
thelat_key must change and the RAC must be rebooted (contact your
supplier to obtain &t_key value).

When the administrator selects a RAC n&or admin that has LAT
enabled, the RAC returns the normal configuration line with the string
W/LATIincluded:

command: annex zippy
zippy: Remote Annex w/LAT Rx.x, 72 ports

Advertised Services

Advertised services are the announcements of resources (modems, for
example) that LAT machines have available for use by the network clients.
A service announcement carries the name and Ethernet address of the
server offering the service, along with a current service rating. Every host
that accepts communication sessions is a service provider. All service
providers broadcast service announcements periodically (typically, once
per minute).

A host can provide multiple services. When a user broadcasts a service
request and there are multiple providers of that service, the RAC logs the
user onto the host with the highest service rating. Typically, four factors
account for a given service rating: 1) the most recent CPU idle time, 2)
the CPU type, 3) the amount of memory, and 4) the number of available
interactive slots.
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The %service entries in the configuration file define the LAT services
that the RAC advertises (s€geating %gatevay Entries in the
Configuation Fle on paje 3-19for more details).

Learned Services

Learned services are the services that a LAT machine hears and stores
from the network. All services received by a LAT machine are filtered
based on the group codes in the service announcement and the access
group code of the LAT receiving machine.

Each LAT machine has a group code mask that represents the allowable
groups for users of that machine. To store a service announcement, there
must be at least one group code common between the advertising machine
and the receiving machine.

Group Codes

Service providers can be assigned a LAT group code. Group codes
partition the LAT network logically into subsets. The RAC restricts clients
to the assigned group code(s). Group codes can enhance both network
security and network management.

Accessing LAT Services

The administrator must enable a set of the RAC’s group codes that
correspond to the site requirements. The RAC's group code is a security
access mechanism designed to allow selective restriction of LAT services
on the network. There are 256 group codes (0-255). Each group code is
either enabled or disabled.
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Each LAT service has an associated set of group codes. The users on a
RAC will have access to a LAT service only if the service and the RAC
have at least one enabled group code in common. For example, if the
desired LAT service has group codes 1 and 3 enabled, the RAC must have
either group code 1 or group code 3 enabled to access the service. If the
RAC has only group code 0 enabled, the RAC users will not have access
to the service. The RAC maintains information only for the services to
which its users have access; simevicescommand displays only the
services to which RAC users have access.

Restricting Access to LAT Services

Thegroup_value parameter specifies which remote group codes can
access the local services offered by a particular RAC. To change the status
of the RAC’s group codes, the administrator must change the
group_value parameter.

Thegroup_value parameter displays the group codes that are enabled;
initially, the value isnone Allowable values are 0 through 255. The
administrator must determine which LAT services to enable, and set the
group codes accordingly. The syntax is:

set annex group_valuggroup_rangeenable| disable

Thegroup_rangemust be integers (0-255) separated by either a comma,
to indicate multiple group codes, or a hyphen, to indicate a range of group
codes; spaces are not permitted as delimiters. For exasapbmnex
group_value0-10, 15, 20, 24@nableenables group codes 0 through

10, and group codes 15, 20, and 240. For convenience, speeillying
indicates all group codes. Thisgt annex group_valuall enable

enables group codes 0 through 255. The administrator can disable group
codes in the same way usidigable instead oknable

4-26 Managing Remote Access Concentrators Using Command Line Interfaces



Chapter 4 Configuring Hosts and Servers

After LAT is enabled, the appropriate group codes are enabled, and the
LAT parameters have been reset (usingéiset annex latcommand),
theservicescommand may show no services available for approximately
0-60 seconds. This occurs because LAT hosts broadcast the LAT services
they offer periodically, and the RAC does not update its services table
until it receives this broadcast.

Accessing LAT from a Virtual CLI

Thevcli_groups parameter specifies which remote group codes are
accessible to virtual CLI users. All virtual CLI users have the same group
code. The syntax is:

set annex vcli_groupgyroup_rangesnable| disable

Accessing LAT from a RAC Port

Theauthorized_groupsparameter specifies which remote group codes
are accessible to users on a particular RAC port. Each port has its own
authorized_groupssetting. The syntax is:

set port authorized_groupsgroup_rangesnable| disable

Reverse LAT

The RAC advertises the services specified irstheicesection of the
configuration file. Optionally, the RAC queues host-initiated connection
(HIC) requests if the requested resource is not available, i.e., the port is
in use.

Reverse LAT vcli

To enable thecli service in the RAC, LAT must be configured for the
network on which it is to run. Also, theax_vcli parameter must be
enabled. As long as these conditions are met, the RAC can advertise the
vcli service to the network.
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The advertised serviceservicesandhostfields are set to the value of
theserver_nameparameter. The RAC dynamically updatesrtiteng
field of the service advertisement based on the numbealisfleft. If
max_vcliis set to unlimited, the rating is 255. Timax_vcli parameter
is the total number of vclis allowed in the RAC.

When a LAT user connects to the RA&Cli service, it is the same as a
telnet vcli. If all vclis are in use by Telnet and LAT users, the connection
request is rejected.

Telnet-to-LAT Gateway

The Telnet-to-LAT gateway enables the system administrator to associate
a unique IP address with a specific LAT service. This gateway allows a
user tatelnet to that unique IP address thereby connecting to the
associated LAT service.

Before configuring this feature, configure your RAC as describie&in
Internet Addessing on pge 4-2 LAT is operating properly on your RAC

if you see your LAT network services appear when you execute the CLI
servicescommand and you can connect to them using thecGhhect
command.

To set up the Telnet-to-LAT gateway, the system administrator must add
a new entry to thégateway section of the configuration file. The syntax
for this new entry is:

annexip_addr
translate telnetip_addrto lat service_namgtelnet_groups
group_rang¢
[ host_namport_typd]
end
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Theip_addron theannex-selectdine refers to the specific RAC offering
thegatedLAT service. Thép_addron thetranslateline is the IP address
that translates to a LAT service. Baph addrfields are specified in the
standard dotted decimal notation.

Thegroup_rangendicates which remote group codes are accessible for
this gateway. Thgroup_ranges specified as integers (0--255) separated
by either a comma or a hyphen. The keywetdet_groupsis optional

(it allows backward compatibility for users who already have Telnet-to-
LAT gateways specified). telnet_groupsis notincluded, all groups are
accessible (i.e., 0-255).

Theservice_namés the desired LAT service to whitkinet connects;
thehost_namaes the host that advertises the LAT service; and the
port_typeis the port type on the LAT host providing the LAT service.
Thehost_nameandport_typeare optional. Theervice_name
host_namegandport_typecan be a maximum of 16 characters. Any errors
in the syntax are reported in thgslodfile.

V There must be aannex-selectoline for each set dfanslateline(s)
and theip_addron thetranslateline must be unique on the network
and may appear only once in #tgjateway section of the
configuration file. Violating this rule may cause your network to go
down or operate erratically (violation is analogous to defining
multiple IP hosts with the same IP address).

Each time a translation entry3agateway changes, the RAC specified
in theannex-selectoline must be rebooted. For example:

annex 192.9.200.245
translate telnet 192.9.200.100 to lat modems node-a
translate telnet 192.9.200.101 to lat modems
translate telnet 192.9.200.102 to lat accting

end
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The previous translations are defined only for the RAC with IP address
192.9.200.245. In the first translation, the IP address 192.9.200.100
connects to the LAT serviceodemson the hoshode-a In the second
translation, the IP address 192.9.200.101 connects to the LAT service
modemson the host reporting the largest ratingrfadems In the third
translation, the IP address 192.9.200.102 connects to a LAT service called
accting on the host reporting the largest ratingdocting.

Figure 4-lillustrates the RAC TCP/IP gateway.

TCP/IP RAC LAT

I:I User Data I:I
TCP/IP LAT
TCP/IPE E LAT

— —

Figure 4-1. RAC TCP/IP Gateway

LAT-to-Telnet Gateway

The LAT-to-Telnet gateway allows a RAC to translate an advertised LAT
service to déelnetconnection for a specific IP address. This allows a LAT
user to move transparently between the LAT, TCP/IP, and Telnet
protocols.

To set up the LAT-to-Telnet gateway, the system administrator must add
a translation directive to tRégateway section of the configuration file.
This new entry has the following syntax:

annexip_address

translate lat service_naméidentification id_string to
telnet

ip_address [port_type]
end
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For example, a translation entry for a UNIX machine nafreatb
running TCP/IP with the IP address 132.0.0.50 and a VMS host running
LAT would look like this:
annex 132.0.0.35
translate lat frodo identification 'Login service for
TCP/IP
host 'frodo’ to telnet 132.0.0.50
end
After making the above translation entr@tgateway, tyou must make
sure that the RAC is running LAT and that treup_value parameter
is configured so that the LAT host can use this service. Also, the RAC
must be rebooted.

Using the above sample entry, once the RAC is rebooted, the LAT user
sees an entry fdrodo in theservicesdisplay and théostfield

corresponds to theervice_namset in the RAC 132.0.0.35. When the
LAT user connects tfrodo, the connection is made through the RAC
132.0.0.35.

Since LAT allows multiple hosts to offer the same service name, many
RACs can offer a LAT-to-Telnet translation to the same TCP/IP host. The
hosts that have access to the service will load-balance between RACS,
based on the service ratings each RAC advertises for the service.

w A %service entry is not required in the RAC configuration file.
Data-b Slot Support for LAT
The RAC LAT implementation now reports and responds to data-b slot

messages. This feature is enabled on a per port basis using the
latb_enable parameter; the default settingNs
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When a connection is established with a LAT host, the RAC sends that
host a report of the port parameters via a report data-b slot message. If
the RAC receives a set data-b slot message from a connected LAT host,
it responds by configuring the port as commanded by the set data-b slot
message.

Parameters changed via data-b slot messages are parity, baud rate, bits
per character, and inband flow control.

Status via data-b slot messages supports the break signal at the local port.
To get the RAC to forward this status to the host, disable the local break
interpretation.

V If the latb_enableparameter is set # and the LAT host sends a
data-b slot message requesting that flow control (XON/XOFF) be
turned off, the RAC turns off flow control and passes XON/XOFF
characters to the host. This scenario can adversely affect both
XON/XOFF and the terminal’s cursor keys.

Miscellaneous LAT Parameters

The LAT-specificna parameters can be changed, but are not necessary
to access LAT services; only tigeoup_value vcli_groups, and
authorized_groupsparameters are necessary for such access. Since the
timer and limit values affect performance, take care when adjusting them.
For convenience, tyou may want to changesitwer_namesince this

is the name by which other LAT hosts will refer to the RAC. After
changing the appropriate LAT parameters, you must issugathe
commandeset annex latto activate the new parameters.

For more details on usinga and CLI commands, see tRemote Access
Concentrator Software Reference
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Chapter 5
Configuring the WAN Interfaces,
Global Ports, and Sessions

This chapter describes:

» Understanding call delivery

e Using the default call configuration

e Setting WAN interface parameters

¢ Understanding internal port handling

e Using global port parameters

e Configuring Session Parameter Blocks (SPBs)
e Setting thenode parameter

¢ Configuring Command Line Interpreter (CLI) sessions
* Understanding port differences

* Rotaries

« Dial-out networking

Understanding Call Delivery

A PRI call can arrive on any B channel on a RAC PRI line. During the
call SETUP process between the telco switch and the RAC, the switch
dynamically assigns a B channel to the call.

CAS (Channelized T1 or E1) calls are typically delivered in a similar
fashion. The telco dynamically assigns a DSO to each call, and the call
can arrive on any DSO. However, unlike PRI switches, most CAS switches
can be configured to deliver certain calls on specific DSOs.
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Since the RAC cannot usually predict which B or DSO channel the switch
assigns to a particular call, providing the RAC with a static configuration
for each B/DS0 channel is not often useful. Instead, the RAC relies on
global WAN and port parameters (call defaults), and (optionally) Session
Parameter Blocks (SPBs) to dynamically obtain parameter values for calls
received.

Using the Default Call Configuration

When delivered to you, the RAC is configured to detect automatically the
type of call - TA (V.120, V.110, or X.75), synchronous PPP, or modem -
arriving on an ISDN PRI B channel ora CAS DSO0 channel on either WAN
interface. Any calls not recognized within a (modifiable) 5-second time-
out period are treated as modem calls. This automatic detection feature
allows you to keep operating costs low by purchasing a single dial-in
number for all your remote access users.

Once the call type is detected, calls are handled as follows:

¢ TA and modem calls are placed in protocol-detection mode and
directed accordingly to a PPP, ARAP, or terminal emulation
(CLI) process. Because of its inherent lack of security, SLIP
cannot be detected; it must be started by issuinglifhe
command at the CLI prompt.

« Synchronous PPP calls are directed to a PPP process.

For the RAC to be operational with this default configuration, the only
requirements are that you set the switch type and any other WAN interface
parameter whose factory defaults do not match the service options
provided by the telco for your ISDN PRI or CAS line(s). Seting VAN
Interface Rrametes, next.
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Setting WAN Interface Parameters

There are two types of global WAN interface parameters:

Generic parameters, such as the switch type, that apply to one or
both WAN interface(s).

B/DS0 channel parameters that apply to the channels on one or
both WAN interface(s).

The factory defaults are identical for both WAN interfaces.

Setting Generic WAN Interface Parameters

To set generic WAN interface parameters:

1.

Use the CLI superuser admin command on the RAC itself, or use the na
command on the UNIX host from which the RAC image was loaded. The
examples in this section use  admin.

Using na or admin, issue the wan command to specify the WAN interface
for which you wish to reset parameter values (for example, set wan=all).
All parameters set will apply to this WAN interface until you specify

another.

Still using na or admin, use the set wan command to set parameter
values. If you are setting only one parameter, you can specify the WAN
interface to which it applies as part of the set wan command, instead of
pre-defining the interface in Step 2.

Using na or admin, issue the na or admin reset wan command, or reboot
the RAC.

For complete information cadmin andna, see thdkemote Access
Concentrator Software Reference

You can also set SNMP variables to specify the generic WAN interface.
See thdRemote Access Concentrator SNMP MIB Reference
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Setting the Switch Type

The switch is the physical device, located at the telco’s Central Office,
that provides the RAC with PRI or CAS data transmission service. By
default, the switch type is set'to, the null string. You must reset this
value to the switch type(s) the telco is using for your WAN interfaces.
The RAC cannot operate properly until you define the type of switch in use

To specify the switch type, set thwitch_type parameterTable5-1
shows the valigwitch_typevalues for PRITable5-2 shows the valid
CAS switch_typevalues.

To set the switch type usiragimin:

1. Invoke admin:

anmex: =u

Pazzword;

annex# admin

HNNEK—PR& 114,0,17, 48 async, B4 sync. 64 ta, 48 internal modem ports
admin $

2. Use the set wan command to specify the switch type and the interface(s)
to which it applies. For example, enter:

admin 3 =et wan=1 switch_type DMS
fou may need to reset the appropriate port, Annex subsystem or
reboot. the Annex for changes to take effect,

admin 3

This sets the switch type to DMS for WAN interface 1. To specify WAN 2,
enter wan=2; for both WANs, enter wan=all .

3. Check to make sure that the switch type is set in nonvolatile memory:
admin * show wan=1 switch_type

WAM Interface 13

zitch_type:#"IMS"
admin 3 []

W The RAC uses asterisks to indicate parameters that have been
changed from their defaults via tadmin command.
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4. Quit admin and reboot the RAC from CLI superuser level:

admin 3 q
annex# boot
boot file name
warning:

*¥% Annex (132,245,44,98) shutdown message from

Annex (132,245,44 98> going down IMMEDIATELY
Connection closed by foreign host,
This causes the Automatic Firmware Download (AFD) software to download
the image appropriate for the switch type. For more information on AFD, see
Automated Firmware Download (AFD) on page 3-52.

(Rebooting is only required the first time you set the switch type. Thereafter,
issuing the admin reset wan command is sufficient.)

5. When the unit comes back up, use the CLI superuser wan command to
check the actual switch type setting, not just the value saved in
nonvolatile memory. This command queries the WAN modules for the
information it displays.

The following is a partial wan command display. For complete information on
this command, see the Remote Access Concentrator Software Reference.

annex# wan

General MWAN Statistics Interface #1
WAM Firmware Yers: A HGR=1,204
WAH Type: T1 C5U

WAW FIL Type: ATT

Switch Type: THS

Analog Encoding: mu_Law

WAN Interface Errors:

Accepted Incoming Calls:
Rejected Incoming Calls:
Accepted Outgoing Calls:
Rejected Outgoing Calls:

Mormal Call Dizconnects:

Abnormal Call Dizconnects:

B Channels Currently Allocated:
Humber Times WAM Fully Allocated:

o S a  Y  TN
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5-6

Table 5-1. Valid PRI switch_type Values

Protocol switch_type Description
T1/PRI Used in North America
AT9 AT&T 5ESS#9 switch
AT4 AT&T 4ESS support
DMS Nortel's DMS100 switch
NI2 A switch supporting National ISDN2
E1/PRI ETS Used in Europe; ETSI
ETS-NCRC4 |Used in Europe; ETSI without CRC
AU1 Used in Australia

Table 5-2. Valid CAS switch_type Values

Protocol switch_type Description

Channelized T1|UST1 Used in North America
HKT1 Used in Hong Kong

Channelized TWTI1R1 Used in Taiwan

T1-R1

Channelized SWE1P7 Used in Sweden

E1l - P7

(continued on next page)
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Table 5-2 Valid CAS switch_type Values

Protocol switch_type Description
Channelized BBE1R2 CCITT BlueBookR2; used in most of
El -R2 Europe

KRE1R2 Used in Korea
BRE1R2 Used in Brazil
IDE1R2 Used in Indonesia
NZE1R2 Used in New Zealand
PHE1R2 Used in the Philippines
MYE1R2 Used in Malaysia
THE1R2 Used in Thailand
MXE1R2 Used in Mexico
CNE1R2 Used in China
ANE1R2 Used in St. Martin
TRE1R2 Used in Turkey
ILE1IR2 Used in Israel

Additional Generic WAN Parameters

In addition toswitch_type, there are several other generic WAN
parameters you may need to set:
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1. To display all generic WAN parameter defaults using admin, issue the
show wan command:

CAS interfaces use all of the parameters shown, except num_b_channels.

PRI interfaces, which are shown inside the dotted lines in the example, use
only a subset of the CAS parameters. See Table 5-3 for explanations of all

generic wan parameters.

2. Specify the interface(s) for which you are setting parameters. For
example, enter:

admin 3 wah 1

admin

+
+
+
+

This selects WAN interface 1.
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3. Set the parameters. For example, enter:

admin : set wan framing d4
‘fou may need to reset the appropriate port, Annex subsystem or
reboot the Annex for changes to take effect,

admin : set wan line_code hdb3
‘fou may need to reset the appropriate port, Annex subsystem or
reboot the Annex for changes to take effect,

admin 3

This sets the framing parameter to d4 and the line_code parameter to hdb3
for WAN 1.

4. Reset the WAN interface to save the changes; this is sufficient for
resetting all WAN parameters except the  switch_type, which requires a
reboot the first time you set it.

admin 3 reset wan
reset default wan interface set [yl 7 y
admin 3 []

Table 5-3. Parameters For the set wan Command

Parameter Description

switch_type A string specifying the type of switch provided by th
telco for your WAN line. The default
is™ , a blank string.

SeeTable5-1 andTable5-2.
dsx1_line_length | Does not apply to the RAC.

fdl_type The Facilities Data Link format supported by the
telco for the RAC.

num_b_channels | (PRI interfaces only)

via B channels. The default@s which the RAC
interprets ag3for T1/PRI connectiong0 for E1/
PRI connections.

Valid values ard-23 for T1/PRI,1-30for E1/PRI.

(continued on next page)
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Table 5-3 Parameters For the set wan Command (continued)

Parameter

Description

buildout

A string defining the CSU transceiver line provided
by the telco.

Valid values are:

0db (the default)
7.5db

15db

22.5db

analog_encoding

The encoding type used for modem calls.
Valid values are:

a_law (used in Europe)

mu_law (used in the U.S.)

auto (the default, which uses law or mu_law as
appropriate)

Typically, you do not need to change this parameter.

To check that the correct value is being used, issu
the superuser Clwan command.

framing

(CAS interfaces only)

The superframe format for which the WAN interfac
is provisioned.

Valid values for Channelized T1 are:

esf(extended superframe; the default)
d4 (superframe)

Valid values for Channelized E1 are:

ddf
mff_crc4
mff_crc4_g706

(continued on next page)
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Table 5-3 Parameters for the set wan Command (continued)

Parameter

Description

line_code

(CAS interfaces only)

The line code for which the WAN interface is
provisioned.

Valid values are:
b8zs(the default)
ami (Channelized T1 or E1)
hdb3 (Channelized E1 only)

dnis

(CAS interfaces only)

Dialed Number Identification Service, which allows
the called number on a given CAS line to be visibl
to the RAC. This permits you, for example, to map
the dialed number to a particular service. To do thi
enter the number in thealled_nofield of an SPB.

SeeUnderstanding VAN Sessions on ga 5-24
For thednis argument, specify the number of DNIS

digits that the telco is providing for the CAS
interface. The default &

ani

(R2 CAS interfaces only)

Automatic Number Identification, which allows the
calling number to be visible to the RAC. This
permits, for example, verification of a user’s securi
based on his or her home phone number. To do th
enter the number in thealling_nofield of an SPB
that handles security. Selmderstanding VAN
Sessions on e 5-24
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11°

ty
is,

Specifyy if the telco is providing ANIn if it is not.

(continued on next page)
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Table 5-3 Parameters for the set wan Command (continued)

Parameter

Description

digit_width

(CAS interfaces only; used for debugging)

Allows you to adjust the width of each digit, in
milliseconds, generated by the RAC. The default is
the maximum value 255

inter_digit

(CAS interfaces only; used for debugging)

Allows you to adjust the distance between each dig

in milliseconds, generated by the RAC. The default
0; the maximum value 855

digit_power_1

(CAS interfaces only; used for debugging)

The power level, in dBm, of the first tone of each
digit generated by the RAC. The defaul®jshe
maximum is255

digit_power_2

(CAS interfaces only; used for debugging)

The power level, in dBm, of the second tone of each

digit generated by the RAC. The defaul®jshe
maximum value i255

busy_signal_bits

(CAS interfaces only)

A string indicating the type of busy signal to transmi

when a DSO is busied-out. Valid values @de01, 10,
and11. The default id1. These apply to the andb
bits of a CAS frame 10 turns on the bit, 01 turns
on theb bit, 11 turns on both bit€0 turns off

both bits.

DSO0s can be busied-out manually or automatically.

To manually busy-out DSOs, ssgproto to none
(see Table 5-4 on page 5-15) or usewha busyout
command (see thHeemote Access Concentrator
Software ReferengeOr, you can arrange to have
remaining DSOs busied-out automatically when thg
last available modem is used (see the
auto_busyout_enableparameter, below.)

(continued on next page)
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Table 5-3 Parameters For the set wan Command (continued)

Parameter

Description

local_phone_number

(CAS interfaces only)
The telephone number of the RAC itself. Usually, th

is

number is assigned by the switch. However, for some

CAS protocols, such as R2, the number must be
specified via théocal_phone_numberparameter.

auto_busyout_enablg

(CAS interfaces only)

Determines whether or not the RAC busies-out
remaining DSO channels when the last available

modem has been used (e.g., because modems have

failed or you have fewer than the maximum numbe

of modems installed). Valid values arébusies-out
DSO0s) om (does not busy-out DS0s). The default
isn.

If you leave this parameter disabled, you lose calls
when there are fewer modems than DS0s. Howev:
if you enable this parameter, a busy signal is
delivered to the user and a syslog is generated to
notify you of the event.

Once you busy-out DSO0s, they remain busied-out

until the RAC is rebooted, or until you issue the CL

superusewan unbusyoutcommand.
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Channel Parameters

Parameters that apply to specific B or DSO channels appEalgb-4.

Use theshow wan bor show wan dsO commandia admin or na to
display these parameters, a®d wan bor set wan ds@o change them.
The following example shows the default settings for WAN interface 1.

5-14

(The defaults are identical for both interfaces.)

admin : show wan=1 b

WAM Interface 1f

remote_address:

ipx_network:

ipx_node:

=
=)
=
==

T T D T
DD”DDC}C}
C}D‘{DQC}C}
OG’GGGG
T T T T T D

Q0000000 AOOAOH0
QOOQOAO0 . QOO0
QOOQOAO0 . QOO0
QOOQOAO0 . QOO0
Q000000 AOODOAA0
00-00-00-00-00-00
00-00-00-00-00-00
00-00-00-00-00-00
00-00-00-00-00-00
00-00-00-00-00-00
Q0-00-00-00-00-00
Q0-00-00-00-00-00
O0-00-00-00-00-00

/150 Channel Parameters

0,0,0
0,0,0
0,0,0
0,0,0
0,0,0
0,0,0
0

000000 Q0000000

QOOOOAO0 . NOOANHNN

QOOOOOOG . QOO0

QOOOOOOG . QOO0

QOOOOAOG . QOOQOHOH

QOO0A000

00-00-00-00-00-00 00-00-00-00-00-00
00-00-00-00-00-00 00-00-00-00-00-00
00-00-00-00-00-00 00-00-00-00-00-00
00-00-00-00-00-00 00-00-00-00-00-00
00-00-00-00-00-00 00-00-00-00-00-00
Q0-00-00-00-00-00 00-00-00-00-00-00
Q0-00-00-00-00-00 00-00-00-00-00-00
Q0-00-00-00-00-00

admin $ []
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Table 5-4. Channel Parameters

Parameter

Description

remote_address

The IP address(es) to be associated with one or m
B or DSO channels. This allows you to automatical

ore
ly

generate unique IP addresses for remote PPP or SLIP

links.
The syntax is one of the following:

set wan b [=channel_range | all] remote_addres s ip_addr [increment{]

or

set wan dsO [=channel_rangelall] remote_address ip_addr [increment]
An example follows this table. For complete
information, see thRemote Access Concentrator
Software Reference

ipx_network

The IPX network address(es) to be associated wit
one or more B or DSO channels. This allows you t
generate unique network addresses for the remotg
ends of IPXCP links.

The syntax is either:

set wan b [=channel_range | all] ipx_network net_number [increment]
or

set wan dsO [=channel_range | all] ipx_network net_number [increment]
For complete information, see tRemote Access
Concentrator Software Reference

ipx_node

o=

The IPX node numbers to be associated with one or
more B or DSO channels. This allows you to generate

unigue remote IPXCP node numbers.

The syntax is either:

set wan b [=channel_range | all] ipx_network net_number [increment]
or

set wan dsO [=channel_range | all] ipx_network net_number [increment]
For complete information, see tRemote Access
Concentrator Software Reference

(continued on next page)
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Table 5-4 Channel Parameters (continued)

Parameter

Description

sigproto

(CAS channels with switch type UST1)

The inbound and outbound signaling protocols
supported by each DSO channel. Valid values are
one of the following:

loop_in (loop start inbound)
loop_out (loop start outbound)
loop_bi (loop start bidirectional)

wink_in (wink start inbound)
wink_out (wink start outbound)
wink_bi (wink start bidirectional)

gnd_in (ground start inbound)
gnd_out (ground start outbound)
gnd_bi (ground start bidirectional)

imm_in (immediate start inbound)
imm_out (immediate start outbound)

none (no signalling protocols; this busies out the
specified DSO0s until you ssigproto again.)

When you display thsigproto values, you see only
the single value you specified. For exampligk_in
displays asvink_in notwink_in, none

The default ismone

ringback

(CAS channels with switch type UST1 or ETS)

Specifies whether or not an audible ring is sent to
telco’s Central Office for incoming calls. Valid value
arey andn. The default iy.
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Examples The following are examples of teet wan bandset wan ds@ommands:

« Example 1 sets remote addresses for the B channels. It assigns
the address 132.254.22.1 to the first B channel and increments
that address by 1 for each of the remaining B channels.

« Example 2 sets the signaling protocoliok_in for all DSO
channels.
Example 1
admin i set wan=l b remote_address 132,254,22,1 1
You may need to reset the appropriate port, Annex subsystem or

reboot the Annex for changes to take effect,
admin : reset wan=1

Example 2
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Understanding Internal Port Handling

The RAC uses numbered, internal (logical) ports to manage the types of
data that ISDN and CAS can carry on a B/DSO0 channel. These numbered
ports have no static association with the B or DSO channels on which data
arrives. They appear in displays of certain statistics but cannot be set by
the administrator.

Internal Port Types

The RAC uses three internal port types:

e taports manage V.120, V.110, and X.75 calls.
e synports manage synchronous PPP calls.

e asyports manage asynchronous voice calls. If no modems are
installed, no internal asynchronous ports are supported.

Internal Port Numbering

Internal ports of typet andsyn are dynamically numbered within a

given range, starting at 1, for each data type. The numbers are assigned
in a circular fashion across the two WAN interfaces. When the maximum
number (usually 64 faia ports and more than 64 feyn ports) in the

range has been assigned, the next incoming call is given the first free port
number, beginning at 1.

The range of numbers fasy ports depends on the number of modems
installed - 48 or 64. Assignment of modems is load balanced across the
two WAN interfaces and modem numbering is random within the

given range.

An internal port name consists of the port type and number, stah, as
synlQ asy4
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Using Global Port Parameters

The RAC comes with global port parameters set to factory defaults. The
RAC applies these parameters to the appropriate dataéypsy syn)

while a call is active for that data type on either WAN interfacel{seey

the Default Call Configwation on pae 5-2)

You can override global port parameter defaults by usingehport
command vimaoradmin. Subsequently, you can reset to factory defaults
any values you change.

Override only those global port parameter defaults that:

- Differ from your requirements.

« Apply to all WAN calls of a particular data type. To specify a
parameter value that applies only to a subset of these calls,
define that subset in a Session Parameter Block (SPB) and
include the parameter settings in that SPB. Parameter values set
in an SPB override global parameters satdgradmin (which
in turn override the supplied defaults); s¢éedeistanding VAN
Sessions on e 5-24

Displaying Global Port Parameters

To display a global port parameter value, use the following syntax:
show port [parameter_name| keyword

Table5-5 describes the keywords for tekkow port command. Sample
displays ofshow port all andshow port synfollow the table. These
displays show the factory defaults.

Managing Remote Access Concentrators Using Command Line Interfaces 5-19



Chapter 5 Configuring the WAN Interfaces, Global Ports, and Sessions

5-20

Table 5-5. Keywords for the show port Command

Keyword Description

all Displays all global port parameter values.

appletalk Displays the global AppleTalk parameters.

editing Displays the global CLI line editing parameters used
with terminal emulation.

flow Displays the global flow control parameters.

generic Displays the basic global parameters.

ipx Displays the global IPX parameters.

lat Displays the global LAT parameters.

ppp Displays the global PPP parameters.

security Displays the global security parameters.

serial Displays the global serial parameters.

slip Displays the global SLIP parameters.

syn Displays the global synchronous PPP parameters.

timer Displays the global timer parameters.

tn3270 Displays the global tn3270 parameters.

VCi Displays the global VMS command interface parameters.
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The following example uses tadmin commandhow port allto display
all asynchronous and TA global port parameters.

admin 3 show port all

global port:

term_war:
cli_interface:
stop_bits:
max_session_count:
broadcast_direction:

cli_imask?: ¥

Port Generic Parameters

modekauto_detect locationg
" prompt:

uci data_bits:

1 paritys:

3 allow_broadcast:

part imazk_7hits:
banner:

0 default_seszion_mode:

top_keepalive:
dedicated_arguments:

input_flow_contrals
input_stop_char;
output_start_char:
ixany_flow_contral?
V120w

forwarding_timer:
cli_inactivwityl
input_is_activity:
reset_idle_time_ong
short_break:

USEr_name:
connect_securitys
port_password?
ipx_security:

login_port_pazswords;

resolve_protocold

Flow Control and Signal Parameters

eia input_start_char:
"5 output_flow_contrals
“l output_stop_char:
i need_dsr:
256

Port Timers and Counters

of f forwarding_countt
of f inactivity_timer:
i output_iz_actiwvitys
input long_breal.;
i) autodetect _timeout:

Part Security Parameters

" cli_security:
il port_server_securityl
"Cunzet>" ipso_claszs:
i

"Login" User Parameters

M login_timeouts

(continued on next page)
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The following example uses tlagimin commandshow port synto
display the synchronous PPP global port parameters.

admin : show port syn

global port:

uzer_namei "V port_password: "<unset>
PPp_uzername_remote: " pPPp_pazzword_remote: "<unset>
zlip_ppp_security: N pPPP_security_protocol: none
ppp_ncp: all metric: 1
zubnet_mask: 0,0,0,0 PPP_mru: 1500
inactivity_timer: off input_is_actiwvity: ¥
output_is_activity: N reset_idle_time_on: input
net_inactivity: off net_inactivity_units: minutes
mp_mrrul 1500 mp_endpoint_class: mac
mp_endpoint_address: ""
admin

Changing Global Port Parameter Values

Setting a Global Port To change the value of a global port parameter, usetimortcommand
Parameter via admin or na. The following example uses:

1. Log into a UNIX host and enter na:

% na
Annex Network Administrator R14.0
command:

2. Specify one or more RACs:

command: annex 132.245.6.40 or
annex 132.245.6.40,hobbes
password:
3. Set the global port parameter whose value you wish to change.

The following example sets the allow_broadcast parameter to N (the default
isY):

command: set port allow_broadcast N

4, Enter the show port allow_broadcast command to make sure the value is
now setto N.

The changed value is automatically saved in nonvolatile memory and
remains set for all subsequent WAN calls and across re-boots of the
RAC(s). Currently active calls are not affected.
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Setting Multiple Port To configure multiple global port parameters on multiple RACs:

Parameters )
1. Define the global port parameters.

2. Use the copy port command to copy the parameters to other
RAC sessions.

The following example copies the parameter settinglfow_broadcast
from one RAC to another RAC:
command: annex 132.245.6.40
command: set port allow_broadcast N
command: copy port 1@132.245.6.40 1@132.245.6.55

Setting All Parameters  You can also define all parameters, including global port parameters, for
one RAC. Use therrite command to create a script file on the specified
UNIX host containing all the configuration data for that RAC. Finally,
execute theead command for all RACs you want to configure.

Thewrite command does not write passwords.

For descriptions of the parameters you can seths@&mote Access
Concentrator Software Reference

Overriding Global Port Parameter Values

The same group of port parameters that you can set globally can also be set
for a particular call or subset of calls. To do this, you include the parameter
definition in a Session Parameter Block (SPB) that handles those calls.
Parameter values set in SPBs override the global settings.

Understanding WAN Sessions

An ISDN PRI or CAS session begins when the RAC accepts a call and
ends when the call terminates. By default, the RAC accepts all calls,
automatically detecting TA and sync PPP calls and treating all others as
modem calls (sedsing the Default Call Configation on pae 5-2. To
modify how the RAC handles calls, define one or more SPBs.
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SPBs provide you with the flexibility to allow only synchronous PPP
calls, to invoke different security options for TA calls than for other call
types, or to negotiate different modem rates for different called numbers.

Configuring Session Parameter Blocks

You define SPBs in thwan section of the configuration file on the
host you use to download RAC software. By default, the file is named
config.annexand is located in thisr/spool/erpcd/bfsdirectory.

If you have a configuration file from an older model, such as the
Remote Annex 5393, the software does not overwrite it. In this
case, the SPB information is in a section labétgdi .

SPB Sections

Each SPB in th&wan or %pri section must be defined within
begin_sessiorandend_sessiotiields. Thebegin_sessiotiield lets you
name an SPB within the configuration file.

An SPB has three sections:

* A section presenting call setup criteria. If the SETUP message
that starts an incoming call meal$ of these criteria, or if no
criteria are specified, the call is handled by this SPB.

« A call handling section that manages all calls meeting the SPB
setup criteria. This section specifies an action to be taken for
the calls.

* A section containing per-session port parameter settings. All
global port parameters can be overridden (as appropriate for the
specific type of call) in this SPB section. If you do not need to
change the value of a global port parameter, do not specify it
here - i.e, if no parameter values are special to this session, you
can omit this section of the SPB.
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How SPBs Are Scanned

When it receives a call, the RAC tries to match the SETUP information
elements of the call with setup criteria values defined in the SPBs. The
RAC searches SPBs in the order that they appear in the configuration file,
so the sequence in which you specify SPBs is important. You should order
your SPBs from the most specific to the most generic.

When it scans the SPBs, the RAC uses the first SPB whose setup criteria
are met by the incoming call. All criteria in an SPB must be met by the
SETUP information elements in order for the RAC to consider the SPB
a match.

Once the RAC finds a matching SPB setup criteria section for a particular
call, it;
» Handles the call as specified in the call-handling section.

e Uses the per-session port parameter settings to form the
dynamic parameter values that will be applied to the call.

If no SPBs are defined, or no matching SPBs are found, the RAC handles
a call as described ldsing the Default Call Configation on pae 5-2

SPB Fields

Use the following format when entering an SPB into the configuration
file. Table5-6 describes all possible SPB fields. Unless otherwise noted,
each field is optional.
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# this is a comment line

begin_session

<session_name>

calling_no <phone number>
called_no <phone number>
called_subaddress <number>

bearer <voice or data>
detected <detection keyword>
call_action <action>
max_number_of calls <integer>

acp_log <yes or no>

rate56k <yes or no>

set <parameter_name setting>
end_session

Table 5-6. SPB Field Definitions

Field

Definition

begin_session

(Mandatory)
Marks the beginning of an SPB and names it. The sess

on

name is an alphanumeric string of up to 12 characters. (The

RAC will accept longer strings, but 12 characters is the
recommended limit.) You can use this string with the CL
superusesessioncommand to display an SPB.

calling_no

Specifies the telephone number that identifies the origir

the ISDN call Specify the entire number, including the area

code, even if it would not normally be required to make
call. You can use a dash to separate the area code fromn

of

he
the

rest of the phone number, or you can include the area dode

in parentheses. No wild card symbols (*) are permitted &
white space is ignored. If this field is omitted, any calling
number is permitted.

For CAS calls, use the number provided by the Automa
Number Identification (ANI) service, if you have that
service.

Sometimes, the calling number is not available in the
SETUP information, either because the telco did not ha
the equipment to deliver it or because the caller keeps h
her number private. Kalling_no is specified, but no
number is contained in the SETUP information, the SPE
not a match.

(continued on next page)
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Table 5-6 SPB Field Definitions (continued)

Field

Definition

called_no

Specifies the number the user entered to dial into th
RAC. Specify the entire number, including the area
code, even if it would not normally be requir&¥du

can use a dash to separate the area code from the r¢
the phone number, or you can include the area codé
parentheses. No wild cards (*) are permitted. White
space is ignored.

For CAS calls, specify the number provided by the
Dialed Number Identification Service (DNIS), if you
have that service.

Note: The ACP log file shows the called number
delivered by the switch (for PRI protocols) or by the
ANI service (for CAS protocols). The log file may onl
contain the final digits of the number.

If this field is omitted, any called number matches th
SPB.

called_subaddress

This field is appropriate only for end-to-end calls usi
an ISDN PRI line that the telco has provisioned for
subaddressing.

bearer

Specifies the bearer capability of the call.
Valid values arevoiceanddata.

(continued on next page)
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Table 5-6 SPB Field Definitions (continued)

Field

Definition

detectedkeyword

Specifies a keyword indicating how to handle calls
detected as a result otall_actionfield set todetect
in another SPB.

Permissiblékeywordvalues are:

valid, which matches when either TA or synchronous

PPP calls are detected.

modem which matches when neither TA nor
synchronous PPP calls are detected duringjirieout
period defined in aall action detectfield in a
separate SPB.

v120, which matches when TA calls (V.120 over
HDLC) are detected.

sync_ppp which matches when synchronous PPP
calls (PPP LCP Configure-Request over HDLC) are|
detected.

56, which matches all calls when the line speed is 56

Kbps.
64, which matches when the line speed is 64 Kbps.

any, which matches any call, whether or not a
call_actionfield is set taletectin another SPB. This is
the default.

You can combine keywords to produce a less-
restrictive SPB than one containing a single keywor
For example, specifyingl20,modemmatches both
V.120 and modem calls.

To create a more restrictive scenario than you can i
one SPB, use separate SPBs. For example, if you
specifyv120in one SPB, theB6in a second SPB and
sync_pppin a third, V.120 calls will be handled by th
first SPB, 56Kbps PPP calls will be handled by the
second SPB, and 64Kbps will be handled by the
third SPB.

H

11

(continued on next page)
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Table 5-6 SPB Field Definitions (continued)

Field

Definition

call_actionkeyword

Defines how to handle the call. This field is mandato
unless aletectaction is already in effect for this call.
Valid values forkeywordare:

detect[timeou}, which attempts to recognize V.120 g
synchronous PPP frames in the raw digital data
delivered by the telco. If neither frame type is
recognized in the number of seconds specified for
timeout which defaults to 5 seconds, the connectior

ry,

=

type is assumed to be analog modem. After detection,

the SPBs are searched again for the presence of a
detectedfield entry that matches the detected frame
type and indicates how to handle the call.

Do not use theate56k or setfields (see below) in an

SPB containing aall_action of detect

reject, which rejects the call.
modem, which handles the call as a modem call.
v120, which handles the call as a V.120 call.

sync which handles the call as a synchronous PPP call.

The default igletect which means that all calls are
accepted; it is impossible to reject a call beyond this
point.

max_number_of
calls

Defines the maximum number of calls that this sess
handles simultaneously. Valid PRI values hterough
23(in the U.S.) and through30 (in Europe). Valid
CAS values aré through24 (for Channelized T1) and
1 through30 (for Channelized E1, R1, and R2). The
default is the upper limit (23, 24, 30).

acp_log

Specifies whether or not the RAC forwards a call’s
SETUP information elements and status to the ACP
log file. Valid values argesandno (the default).
Status is logged a=all accept, call rejector call disc
(disconnect).

(continued on next page)
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Table 5-6 SPB Field Definitions (continued)

Field

Definition

ds0

(CAS only; optional)

Specifies a WAN interface, or a DSO channel, or a WAN
and a DSO channel. The syntax is:

dsO[wan channel_numbgf [channel_numbér

Forwan, specifya or A (for WAN 1) orb or B (for
WAN 2). Specifychannel_numbeas a digit froml
through24.

This feature allows you to apply an SPB to a particular

WAN interface and/or DSO channel. It is especially usefu

for CAS connections that do not support DNIS or ANI.

For this feature to work, the telco must provide one or more

phone numbers that terminate on specific DSOs. Users 1o

whom you wish the SPB to apply must call these phone|
numbers.

rate56k

If set toyes specifies a data rate of 56 Kbps for the B or
DSO0 channels, even if the bearer information in the

incoming ISDN SETUP messages indicates a different rate.

The default iso, which sets the data rate to the rate
provided in the SETUP messa@m not change this default
unless you are in Europe or Australia and are having

problems receiving calls from the U.S. In this situation, the

telco sometimes fails to specify the correct data rate. In
other situations, useo.

set

Specifies a port parameter setting that will be applied to
session. The syntax is:

set[parameter parameter_vallie

You can specify multiplsetcommands. These settings wi
override the values in nonvolatile memory while the sess
is active, but they will not change the actual values in
nonvolatile memory. Any parameters not specifieseh
fields are determined by the actual global (nonvolatile
memory) settings.

end_session

Mandatory; ends the SPB.
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SPB Configuration Procedure

Keeping the SPB format and field definitions in mind, perform the
following steps to configure SPBs:

1. Log into the load host and open the configuration file.

The configuration file is located in the install directory on the load host (the
default file is /usr/spool/erpcd/bfs/config.annex ). Use any system editor
(e.g., vi, textedit ) to open the file. For example, enter:

cd /usr/spool/erpcd/bfs
vi config.annex

2. Using the editor, locate the  %wan section of the file. Following a few
lines of introduction, you should see sample SPBs. Read the
explanatory text in the file to understand how these SPBs operate.

3. If you want to use any of the sample SPBs, remove the comment
character (#) from the beginning of each line (except actual comment
lines) in the samples.

4.  Add any SPBs you need.
Save the file.
Activate your changes.
To activate changes, issue the following na command:

command: reset annex session

This causes the RAC to re-read the Session Parameter Blocks from the
configuration file. Existing calls are not reset. No new calls are answered
while the reset is in progress.

Sample SPBs

The example that follows shows three SPBs, which assume the following
global port parameter settings:

e portmodeis set toauto_detect

e slip_ppp_securityis set toy

e ppp_security_protocolis set topap
*  ppp_ncpis set tapcp,atcp,ipxcp
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*  ppp_sec_autds set tan

e cli_security is set toy
The SPBs are:

begin_session do_detect
call_action detect
end_session

begin_session sync_users
detected sync_ppp

set ppp_ncp ipcp,atcp,ipxcp,mp
set mp_mrru 1500

set ppp_security_protocol chap
end_session

begin_session other_users

detected any

bearer data

end_session

The first SPB turns on automatic detection of the connection protocol.
This causes the RAC to search the SPBs again, from the top, for an SPB
containing aetectedield. The second SPB contains this field and defines
capabilities for synchronous PPP users. These users are allowed to use
Multilink PPP but must be authenticated via CHAP. The third SPB places
all other (TA and modem) usersdanto_detectmode; they must use PAP

for security and are not allowed to use Multilink PPP.

Setting the Mode Parameter

A parameter you often setin an SPB igttueleparameter, which dictates
the protocol mode in which the session will operate. Valid modes are
arap, cli, ppp, slip, connect rlogin, telnet, andauto_detect
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If you use the automatic connection-protocol detection feature, the
defaultmodeis auto_detectfor TA and modem calls, anmapp for
synchronous PPP calls. If you do not use automatic protocol detection,
the RAC applies the value set by the mode parameter to the calls that
match the SPB containing the parameter. For information on automatic
detection of connection protocols, seedeéectandcall_action fields

in Table 5-6 on page 5-27, as well&sng the Default Call Configation

on pae 5-2

A session set tarap mode supports the AppleTalk Remote Access
Protocol (ARAP).

A session set toli allows access to the Command Line Interface, which,
in turn, provides access to multiple hosts. From the CLI, users can also
issue theslip or ppp command to switch tslip or ppp mode. By
configuring a port this way, you can enforce CLI security before a user’s
session is placed in one of the two protocol modes.

A session set tppp mode supports the synchronous Point-to-Point
Protocol when a synchronous PPP call is detected oathaction SPB

field is set tssync A session supports asynchronous PPP when a TA or
modem call is detected or thall_action SPB field is set tonodem A
session set tppp also supports IPXCP.

A session set tslip mode supports the Serial Line Internet Protocol.

A session defined a®nnectallows the user to communicate with a LAT
host via theconnectcommand. Use this option in conjunction with the
dedicated_argumentsport parameter.

A session defined d@slnet communicates via thelnet command. Use
this option in conjunction with thdedicated _argumentsport parameter.

For TA and modem calls, a session satim_detectmode automatically
determines the protocol of the incoming data stream and handles the call
accordingly. The protocols detected are CLI, PPP, and ARAP.
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Although you usually set thmode parameter within an SPB, you
can also set it globally viga oradmin. For example, if all your users
are connecting to the RAC via asynchronous PPP lines, you could
issue thena command:

command: set port mode ppp

For information on setting port parameters globally, Geanging
Global Port Parameter ¥lues on pge 5-23

Configuring CLI Sessions

A RAC CLI session has the global or SRBde parameter set tdli.

When the session begins, the CLI prompt is displayed. The CLI prompt
is asy# for modem connectiontg# for TA connections, anplts# for

VCLI (e.g.,telnet) connections)# is the connection number, starting at

1, for each connection type. For example, the first VCLI user receives the
pts#l prompt, and the second user recepts 2. The default CLI

prompt isannex:

In a CLI session, the user has access to all permissible CLI commands.
You can configure several options for a CLI session. When configuring
CLI global or SPB parameters, consider the following:

To limit the number of connections to other hosts that a user can
activate simultaneously, set thrax_session_countSetting the
value tol limits the user to one connection at a time. The default
is 3 (with a maximum ofL6).

w Do not confuse the sessions (host connections) specified
by max_session_countith the ISDN sessions
configured via SPBs. The two types of sessions are
unrelated.

Set theallow_broadcastparameter tdN if you want to disable
the display of administrative messages generated withathe
commandbroadcast
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e Theuser_nameandlocation parameters are used for
administrative information. The Ciwwho command displays
this information. Also, theiser_nameis passed in thdogin
command’s connection request. If the user does not have an
account on the host under the same user name you defined with
theuser_nameparameter, the user must issuertbgin -I
command.

e Theterm_var parameter is a string identifying the terminal
emulation type. Any value defined for this parameter is passed
with both thetelnet andrlogin connection requests. If you
define a terminal emulation type, it must be one that is valid for
the host to which the user is connecting. The RAC uses this
parameter internally for thedit command only.

e CLlI activity timers provide simple security by resetting idle user
connections. Limited resources, like dial-in modems, are
released when not in use.

Theinactivity_timer specifies the amount of time in minutes
that the remote user can be inactive before the RAC resets the
connection. When this timer expires, all of the user’s CLI
connections to hosts are terminated. Allowable values for this
parameter ar@ to 255 The default i (displays a®ff).

Activity can be set to input (data received from the user), output
(data sent to the user), or both. Setitipait_is_activity
parameter t& and/or theoutput_is_activity parameter te .

e Thecli_inactivity timer specifies the amount of time in minutes
that a CLI connection can remain inactive, withtelnet,
rlogin, orconnectjob running, before the RAC drops the
connection. Allowable values for this parameterGare 255,
andimmediate. Theimmediate setting directs the RAC to drop
the connection immediately after the last host connection closes.
The default i€.
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« Pressing an attention key notifies the RAC that the user wants to
suspend an ongoing connection to a host and return to the CLI.
The RAC provides three parameters for defining attention keys:
short_break, long_break, andattn_string.

« Typically, parameters that display with tsleow port editing
command define characters that provide CLI line editing
functions. Some of these characters are passed as Telnet special
characters with CLI-connected devices.

Port Differences for RACs and Remote Annexes

Please note the following differences between ports on the RAC and ports
on Remote Annexes:

* You cannot use theort command to define one or more ports,
although you do use thset port command to set parameters
globally (across WAN interfaces).

« You cannot set the following generic port parameters:
« type_of_modem(you can set this in an SPB, however)
e autobaud
e ps_history_buffer
e dedicated_address
¢ dedicated_port
¢ You cannot set thmode parameter taledicated
e Setting thespeedparameter has no effect.
e Setting thenput_buffer_size parameter has no effect.

¢ You cannot set the following serial networking protocol
parameters:

¢ phone_number
* slip_load_dump_host
« slip_allow_dump (always set tdN)
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The Port Server

The port server manages virtual ports for dial-in connections to the RAC.
You can connect to a RAC in several ways:

e Telnet ()
* Rlogin ()

V The examples in this section use thiet command. Thelogin
command can be used in place oftélaet command except where
noted.

Dial-in connections are managed by the port server; dial-out connections
are managed by rotaries, which are a subset of the port server.

The RAC’s port server accepidnetandrlogin connection requests from
users and applications on the network.

TCP Port Numbers

TCP port number 6000 is used when defining rotaries in a file (i.e., TCP
port number 6000 is assigned to a single rotary). Issuiepet

connection request to this TCP port results in directly attaching to the
rotary (seeRotaries on pge 5-42for more details).

TCP port number 7000 also provides a direct-mapped connection, but
does not use thelnet protocol. This TCP port is a raw connection.

Virtual CLI (VCLI) Connections

The RAC can access the CLI through the port server from anywhere on
the network, providing administrators with remote system management
capabilities. The RAC creates a virtual CLI (VCLI) connection for the
user when a CLI is requested at the port server prompt, or when TCP port
number 5000 is included in thelnet command.
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You can access any CLI command when using VCLI. However, of all the
port characteristics, only the attention character (or character string)
affects the VCLI connection. The attention character (or character string)
provides access to the CLI while in a session with another host. You can
define the attention character or character string using either the RAC
parametenttn_string or thestty atth command (sethe Remote Access
Concentrator Software Referenk more details).

The RAC creates a new VCLI connection for each request it receives.
You can limit the number of VCLI connections the RAC creates using
themax_vcli RAC parameter. The only other limit on the number of
VCLI connections that can be created is system resources.

Configuring Security

You can set up security for the port server and the VCLI connections.

Security for the Port Server

Port server security provides the option of configuring host-based
security, local password protection, or both. Host-based security for the
port server normally requires a user name and a password. Local password
protection on the port server requires only a password.

As with security on CLI connections, local password protection can be
used as the sole security mechanism or as a back-up to host-based security
for occasions when the security servers are not available.

With port server security, the port server invokes the security mechanism
when the user requests access to a specific port or rotary at the port server
prompt. User validation occurs before the user is connected to the port to
ensure that the user is authorized to connect to the selected port. If the
user is not authorized, the port server notifies the user and prompts for
another port.
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If the user name or password is incorrect, the user is returned to the port
identification prompt.

To use host-based security with the port server:
« Set the RAC parametenable_securityto Y.

« Set the port parametport_server_securityto Y.

« Create a password filagp_passwdl on the security server(s);
seeEncrypting Security Mesgas on pge 6-59for more
details.

For local password protection with the port server, define a password for
theport_password parameter.

w The port parametgrort_passwordis applicable for both CLI and
port server connections.

Security for Virtual CLI Connections

The RAC establishes security for VCLI connections using host-based
security, local password protection, or both. Host-based security validates
the user name and user password. Local password protection validates
only a password.

The VCLI security mechanism is similar to the port server security
mechanism in that user validation is invoked after the user has requested
access to the VCLI at the port server prompt. This ensures that the user
is authorized to access the VCLI.

To set up host-based security on VCLI connections:

» Set theenable_securityparameter te.
« Set thevcli_security parameter tc.
« Create a password filadp_passwdl on the security server(s);

seeEncrypting Security Mesgas on pae 6-59for more
details.
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Local password protection requires only a password for validation. To
set up this protection for the RAC:
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Rotaries
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e Set the paramet@nable_securityto Y.
¢ Set the parametercli_security to N.

« Define a password for all VCLI connections to the RAC using
thevcli_passwordparameter.

Local password protection can be used as a back-up to host-based
security:

¢ Set up host-based security for the VCLI connection.

» Define a VCLI connection password using the RAC parameter
vcli_password VCLI connections must adhere to any
connection security defined for the RAC.

Once connected to the RAC, a user must either use the CLI or specify a
“rotary” (which must be defined in the RAC configuration file). Rotaries
are used for dial-out applications; each is a set of RAC virtual ports of
the same type, on one or more RACs, grouped together so that they can
be addressed by users and managed by a RAC as a single entity. A rotary
allows the use of a name, rather than a number, for selecting a port.

When a user requests a rotary, the port server attaches the user to the first
available virtual port.

Rotaries are defined in thetary section of the configuration file. For
more information on creating/using the configuration file and syntax rules
for rotary entries, se€onfiguring Hosts and Sensson pae 4-1

Configuring Rotaries

When defining a rotary, you can:

« Name the rotary with a text string.
« Define multiple rotaries in a single file entry.
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« Group together rotaries from multiple RACs.

¢ Assign auxiliary Internet addresses.

¢ Create multiple rotary definitions using the DNS server.
* Assign TCP port numbers.

« Configure visibility for the rotary.

« Configure the protocol for the rotary; this includes creating a
raw rotary or forcing a binary mode connection for a rotary.

« Configure the phone numbers used by the rotary.
e Configure the port conversion type for the rotary.

Rotary Example

Following is an example of two simple rotary definitions in the RAC
configuration file for a RAC:

%otary

modems: phone=5551212 asy@123.456.789.1

ta_service: phone=5557777 ta@123.456.789.1

The first entry defines a rotary nammddemshat handles asynchronous
modem calls on the RAC at Internet address 123.456.789.1. The second
entry defines a rotary to handle TA calls on the same RAC.

Defining Multiple Rotaries with One Entry

You caninclude more than one RAC in a single entry indtaey section

of the RAC configuration file by separating therts@locationsfields

with semicolons. The following entry defines a rotary namedems

that resides on two different RACs. The rotaryaomex0lhas seven

ports; the rotary on the RAC with the Internet address 132.245.6.15 has
one port.

modems: annex01; 132.245.6.15

When the user accessamex0lusing aelnetcommand, the port server
displays:
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% telnet annex01
Trying...
Connected to annex01.
Rotaries Defined:
modems
cli
Enter Annex port name or number:

When the user accesses the RAC at 132.245.6.15, the port server displays:

% telnet 132.245.6.15
Trying...
Connected to 132.245.6.15.
Escape character is """
Rotaries Defined:
modems
cli -
Enter Annex port name or number:

Assigning Internet Addresses to Auxiliary Rotaries

An auxiliary address allows you to assign an Internet address for direct
connection to the rotary. The user accesses the rotary by entering the
unigue auxiliary address in conjunction with te&et or rlogin

command. The auxiliary address must adhere to your network’s standard
addressing conventions.

Using an auxiliary address to access a rotary changes the port server’s
behavior. The port server does not display rotary names; instead, it
attaches to the first available port in the rotary.

Ordinarily, when a user connects ustatnet alone, the command line
looks like this:
modems: annex01+132.245.6.80

Likewise, when a user connects usitugin alone, the command line
looks like this:

modems: annex01+132.245.6.80/513

modems: protocol=rlogin annex01+132.245.6.80

However, when a user connects udilget in conjunction with an
Internet address, the command line looks like this:
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% telnet 132.245.6.80

Trying...

Connected to 132.245.6.80.

Escape character is ""]".

Attached to port 4.

You can also add the rotary name and the auxiliary addréstetioosts

or to the host name database so users can access the rotary directly by
name:

132.245.6.80 modems

This entry allows users to use the nammdemso access the first
available port in the rotary:

% telnet modems

Trying...

Connected to 132.245.6.80.

Escape character is ""]".
Attached to port 7.

Using the DNS Server to Define Multiple Rotaries

If you are using a Domain Name Service (DNS) server on the network,
you can create an entry with multiple rotaries as described previously,
assign Internet addresses to the rotaries, and create entries in the name
servers database for the names of the rotaries. This allows users to request
a rotary name using thelnet command.

With the DNS server, thelnet request attempts to connect to the first
IP address returned by the name server. If that connection is unsuccessful,
it moves on to the next connection, and so on, until a connection is
successful. In the example below, one entry defines rotaries on two RACs:
modems:

annex01+132.245.6.90;\

annex05+132.245.6.91
In the DNS server’s database, create two entries for the maems
with two different Internet addresses. For example, using a BIND name
server:
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modems IN A 132.245.6.90
IN A 132.245.6.91
When the user issuesaeinet command tanodemstelnet tries to locate
an available port.
% telnet modems
Trying...
Connected to 132.245.6.91.

Escape character is """
Attached to port 6.

Since a modem was not available on the first RABet automatically
crossed over to the second RADnex05

Configuring Visibility

Rotaries can be configured to be invisible to conceal the details of the
connection, such as the rotary’s name and the port to which a connection
has been made. Ordinarily, the port server displays a (visible) rotary’s
name when usetslnet orrlogin to the RAC’s primary Internet address.

Visibility for rotaries is configured using the keywaskalong with the
optionsvisible andinvisible. Only rotaries that are accessible via an
auxiliary Internet address or a TCP port in the 6000 range can be defined
to beinvisible. All other rotaries are alwayassible. Following is an
example of an entry that makes thestCrotary invisible:

HostC: ps=invisible annex01+132.245.6.80

Users who ustelnetorrlogin to connect tannex0do not see the name;
users who ustelnet or rlogin to connect tdHostCsee the sequence
illustrated inAssigning Internet Addsses to éxiliary Rotaries on pge
5-44,
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Configuring the Protocol

Define the protocol between the port and the device using the keyword
protocol= along with the argumentsinet, rlogin, tstty, raw, and
binary.

Settingprotocol=telnet configureselnet as the protocol between the
port and the device. This is the default setting.

Settingprotocol=rlogin configureslogin as the protocol between the
port and the device. Another way to configure rlogin as the protocol is
by specifyingTCP port 513 in therotary section of the configuration
file.

Settingprotocol=raw configures a raw rotary. A raw rotary passes data
directly to and from the serial device -- no data processing occurs. By
default, raw rotaries are invisible. Generally, raw rotaries are accessed
by programs that use the system network facilities, such a®thket
interface in BSD systems, to open a connection and to perform whatever
functions are required for the device.

The settingdirect_camp_on=nevers the default for raw rotarieask
cannot be used. Following is an example of a raw rotary consisting of
ports on a RAC whose Internet address is 132.245.6.32. The rotary is
accessed through TCP port 6300:

strip-record: protocol=raw\
132.245.6.32/6300

Settingprotocol=binary configures a binary rotary. In this
configuration, the RAC negotiates with the host to operatiel et
binary mode in both directions:

strip-record: protocol=binary 132.245.6.30
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Assigning a Phone Number to a Rotary

A destination phone number is mandatory for each rotary on a RAC. Once
a user connects to a rotary, the RAC automatically dials the specified
destination phone number. The destination phone number can be
specified using the keywopghone=. For example:

%otary

modems: phone=5551212 asy@123.456.789.1

ta_service: phone=5557777 ta@123.456.789.1

It is also possible to create a rotary which prompts the user to enter the
destination phone number in order to connect to a port. These rotaries are
defined as:

%otary

any_modem: phone=prompt asy@123.123.123.123/6078
any_ta: phone=prompt ta@123.123.123.123/6079
any_ta2: phone=prompt ta@123.123.123.123

Configuring Port Selection

The keywordselect=defines the order in which the rotary selects ports.
If select=first, the rotary selects the first available port inoet_set
select=nextdirects the rotary to keep track of the last port that was
selected, and to start its search from that point.

In the example that follows, the user connects to the ratademsand
is attached to port 1; after disconnecting and then re-connecting to
modemsthe user is attached to port 2:

modems: select=next annex01

% telnet modems

Trying...

Connected to annex01.

Escape character is """
Attached to port 1.
N

telnet>  quit
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% telnet modems
Trying...

Connected to annex01.
Escape character is """
Attached to port 2.

Specify the port type as tpertsargument in the rotary definition, which
has the following syntax:

rotary_name : [ keyword ]| ports@Iocation [; ports@location 1]...

Table5-7 gives the valid values fgorts andlocation

Since the RAC does not support devices attached to ports, users cannot
configure a device by attaching to a port.

Table 5-7. Valid Values for ports Arguments in RAC Rotaries

Argument Description

ports One of the following values:

asy, for asynchronous modem calls.

ta, for TA calls operating at 64 kilobytes.
ta_56, for TA calls operating at 56 kilobytes.

ta_64, for TA calls operating at 64 kilobytes (the
same asa).

ta_voice,for TA data-over-voice calls. This is
referred to as Data Over Speech Bearer Service.

Thelocationargument anteywordsare the same as those defined in
Chapter 4. Note that th@hone =keyword is mandatory for RACs and
optional for Remote Annexes.

The following example shows a user accessing this RAC t@ket
command and choosing theodemsotary:
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telnet 123.456.789.1

Trying 123.456.789.1...
Connected to 123.456.789.1.
Escape character is “]".

<Cr>

Rotaries Defined:
modems: asyl-48
ta_service: tal-64
cli -

Enter Annex port name or number: modems

Attached to port asyl

If the RAC in the previous example had 24 internal modems instead of
32, themodemsotary would be displayed asyl1-24 Rotaries fota
calls always display aal-64 since there are 64 virtual ports.

Dial-Up Networking

In dial-up networking, users gain remote access to a local area network
using modems and dial-up telephone lines. The RAC’s implementation
of protocols such as SLIP and PPP provides dial-in connectivity in a
multi-protocol network. Using the RAC as a dial-up server, a remote user
can dial into a modem connected to the RAC and become a directly
connected network node; the RAC is transparent to the user. The RAC
can also generate a call to the remote server and become a directly
connected network node while remaining transparent to the user.

For details on using modems, $2igital Modems on pge 7-1

For details on using a SLIP link, serial Line Internet Ritocolon page
10-1.

For details on using a PPP link, $&ént-to-Roint Protocol on pae 8-1

For details on filtering, sédsing Hlters for Security on pge 6-146
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Dynamic Dialing

Dynamic dialing allows system administrators to define a database of
information about a modem pool and a set of virtual dial-out routes. The
RAC assigns each virtual dial-out route dynamically to ports in that pool.
Each virtual dial-out route must be configured within the RAC
configuration file to start the dial-out connection.

w Dynamic dialing applies only to IP framing protocols.

Dial-out routes are defined in the RAC’s configuration Sketting
Up the Configuation Hle on paye 3-12provides a sample
configuration file.

Dynamic dialing also provides:

« Dial-on-demand network routing by having the RAC's dial-out
routes configured with the proper static network routes (thus, the
RAC can route traffic to a particular network through a dial-out
route’s destination).

« The use of chat scripts; these are sequences of commands that
are used to log into the remote system after the phone
connection is established and before IP forwarding begins.

« The use of both theetactandno_start filter actions for dial-
out connection interfaces. These actions will operate as
described irUsing Hlters for Security on pge 6-146 However,
you cannot add a filter by using the Gilter subcommanddd.
Instead, you specify fiter definition in thedialout section of
the RAC configuration file. In this definition, omit both the word
add and the name of the interface (e.g., asy7). For more details,

seeSetting Up the Configation Fle on paye 3-15

A dynamic dialing route appears as a normal route to the end user. It has
an entry in the route cache and is advertised by the RAC. (Advertising is

enabled by default; se®_advertiseon page 11-55.) When a user tries

to send traffic to its destination (e.g., usialpet), the connection

protocol’s process detects this traffic, establishes the phone connection

by dialing into a modem, and then continues normal operation.
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Network Inactivity

Dynamic dialing resets the dial-out line when no traffic occurs on the line
for a certain length of time. Resetting the line terminates the phone
connection, saving costs by stopping inactive users from keeping phone
connections open.

w With active RIP enabled (as it is by default) on a dialout route, RIP
updates, sent every 30 seconds, are considered activity, and reset the
inactivity timer. A filter must be applied to th&lout configuration
to prevent this. A sample filter entry fodalout configuration is:

filter in exclu proto udp src_port router netact
filter out exclu proto udp src_port router netact

Additionally, RIP updates are not sent over an inactive/quiescent
dialout line, and therefore do not activate an inactive/quiescent dialout
line.

Enabling Dynamic Dialing

To enable dynamic dialing:

1. Configure the digital_modem section of the RAC configuration
file.

w Several standard entries for tiligital_modemsection
of the RAC configuration file are supplied with the
software distribution. These entries, defined for use with
the configuration file, are located in the filisr/annex/
bfs/digital_modems.annex

If the modem you are using is contained within this file,
using the%include filenamecommand tells the parser
that entries in the specified file are part of the
configuration file. For example:

%(digital_modem
%include digital_modems.annex

If the modem you are using is not contained within this
file, you must edit the configuration file accordingly.
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On each RAC, edit the configuration file to contain a digital_modem
section similar to the sample entry. If the RAC boots from a host, the
file resides on the host; for self-boot units, the file resides on the
RAC.

2. Reset the modem:

annex# admin
Annex administration Remote Annex 13.3, 72 ports
admin: reset annex modem

3. Configure the dialout section of the RAC configuration file.
Table 5-8 on page 5-54 provides field definitions for the dialout
entries.

Each entry in the dialout section of the configuration file defines a
dial-out route. The format of a dialout entry looks like this:

%dialout
global_timeout <time-out value>
# this is a comment line

begin_route <route id>

local <local address>

remote <remote address>

mode <slip or ppp>

ports <port type/rotary>

phone <phone number>

chat <chat script list>

filter <filter command>

disabled <time interval>

advertise <Y or N>

set <parameter_name setting>
set <parameter_name setting>
end_route

The mandatory fields for a dialout entry are: begin_route, remote,
mode (slip or ppp), ports, phone, and end_route.

When defining dial-out routes in the config.annex file, specify a port
type or a rotary name for the ports field in a dial-out entry. Table 5-8
describes the valid port types.
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Table 5-8. Valid Port Types for ports Field in a Dial-out Entry

Port Type Description

asy For asynchronous modem calls.

ta For TA calls operating at 64 kilobytes.

ta_56 For TA calls operating at 56 kilobytes.

ta_64 For TA calls operating at 64 kilobytes (the saméags

ta_voice For TA data-over-voice calls. This is referred to as Data
Over Speech Bearer Service.

syn For synchronous PPP calls operating at 64 kilobytes.

syn_56 For synchronous PPP calls operating at 56 kilobytes.

syn_64 For synchronous PPP calls operating at 64 kilobytes
(same asyn).

syn_voice For synchronous PPP data-over-voice calls. This is
referred to as Dial Out Speech Bearer Service.

A4

If you specify a rotary for ports, the telephone number
defined for the rotary takes precedence over the phone
number specified in thdialout entry.

Using separate set field entries, set any port parameters that you
want included in the dialout entry (for more details, see Table 5-8 on
page 5-54).

All parameter settings for the global port are in effect for dial-out
routing configurations, unless the parameters are overridden by set
commands in the dial-out entry. To see the asynchronous and TA
global port settings, issue the superuser admin or na command
show port all . To see the synchronous PPP settings, issue the
superuser admin or na command show port syn .

A4

Any port parameter not set in th@lout entry will use
the current settings in non-volatile memory.
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Set the following parameters for each port type to which the dialout
entry applies:

a) Set the mode parameter to slave, adaptive , or auto-adapt .
b) Set type as appropriate for the attached equipment.
c) Set speed as appropriate for the attached equipment.

d) Set the type_of_modem parameter to match the type_of modem
field entry in the modem section of the RAC configuration file.

e) Set control_lines as appropriate for the attached equipment.
f) Setinput_flow_control as appropriate for the attached equipment.

g) Set output_flow_control as appropriate for the attached
equipment.

For more details, see Sample Configurations for Dial-Out Routing on
page 5-56. For more details on RAC configuration parameters, see
the Remote Access Concentrator Software Reference.

4. Issue a reset annex dialout command.

V If a SLIP or PPP line is using both dynamic dialing and
network inactivity, network inactivity only goes into
effect after dynamic dialing has been activated.

5. Initiate a dynamic dialing session:

a) On the terminal connected to each RAC, issue the CLI superuser
modem -a command to verify the modem type and each of the
strings defined for the modem.

b) On each RAC, issue a CLI netstat -r command to verify that there
is a route (e.g., do2).

¢) When outbound traffic is detected, the RAC initiates a dial-out
connection based on the information in the dialout section of the
RAC configuration file. Debug level syslogging tracks the
connection attempt.

d) If the network inactivity timer expires before the dialout connection
is established, the RAC breaks the connection. Any subsequent
activity across the link (that has not been filtered out) re-establishes
the dynamic dial connection.
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SeeSample Configations for Dial-Out Routing on g 5-56for an
example of a final configuration for two RACSs.

For details on filtering, sédsing Hlters for Security on pge 6-146

For more details on dial-up SLIP, sgerial Line Internet Ritocolon
page 10-1.

For more details on dial-up PPP, §emt-to-Roint Protocol on pae 8-1

For more details on editing the configuration file, 9eing the
Configuiation Fle on paje 3-1

For more details on RAC configuration parameters, séddimote Access
Concentrator Software Reference

Sample Configurations for Dial-Out Routing

This section illustrates two RACs, RAC A and RAC B, configured for
dial-out routing Figure 5-1depicts the two units. The text that follows
the figure shows:

e The dial-out definitions that would appear in the RAC
configuration files.

e The SPBs required in order for the RACs to handle dial-out calls
from each other.

5-56 Managing Remote Access Concentrators Using Command Line Interfaces



Chapter 5 Configuring the WAN Interfaces, Global Ports, and Sessions

Subnet 132.232.1.0

RACA  p—
T .
12203011 )

Telephone ISDN/PRI
Network Sync PPP

RAC B
122.232.2.1

Subnet 132.232.2.0

Figure 5-1. RACs to Be Used for Dial-out

RAC A dialout configuration:

%dialout
annex 132.245.1.1

begin_route 1

mode ppp

local 122.232.1.1
remote 122.232.2.1

set net_inactivity 20
phone 16175551234

(continued on next page)
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set do_compression Y

set allow_compression Y

set net_inactivity_units minutes

set subnet_mask 255.255.255.0

set rip_sub_advertise Y

set rip_sub_accept Y

set rip_advertise all

set rip_accept all

advertise Y

ports syn

set ppp_ncp ipcp

filter in excl proto udp src_port router netact
filter out excl proto udp src_port router netact
end_route

end

In the previous example:

e The subnet mask of 255.255.255.0 applies to the remote end of
the PPP link.

e Theppp_ncp parametemustbe set tapcp in order for the
filters (defined next) to operate; filters apply to IP packets only.

« The two filters at the end of the dial-out entry prevent RIP
updates (generated every 30 seconds) from being considered
activity. Without these filters, RIP updates could activate a dial-
out connection that might (and should) otherwise time out.
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RAC B dialout configuration:

%dialout
annex 132.245.2.1
begin_route 1

mode ppp

local 122.232.2.1

remote 122.232.1.1

set net_inactivity 20

phone 16175554321

set do_compression Y

set allow_compression Y

set net_inactivity_units minutes

set subnet_mask 255.255.255.0

set rip_sub_advertise Y

set rip_sub_accept Y

set rip_advertise all

set rip_accept all

advertise Y

ports syn

set ppp_ncp ipcp

filter in excl proto udp src_port router netact
filter out excl proto udp src_port router netact
end_route

end

The following SPB is defined in RAC As configuration file. This SPB
handles RAC B’s dial-out calls when they arrive at RAC A.

Y%pri

begin_session sync
called_no 16175554321
call_action sync

set mode ppp
end_session
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The framework for this SPB is included in the default RAC configuration
file. To activate the SPB, remove the comment character (#) from the
beginning of each line that is not a comment, and specify the called
number, so that the SPB resembles the example above. Then save the file
and issue aeset annex sessiooommand fromrma or admin.

The following SPB is defined in RAC B’s configuration file to handle
Router As dial-out calls when they arrive at RAC B.

Y%opri

begin_session sync
called_no 16175551234
call_action sync

set mode ppp
end_session

Parameter settings in SPBs apply to incoming calls only and have no
effect on outgoing calls. However, you must define an SPB to handle the
incoming call on the remote side of a dial-out route if the destination is

another RAC. For more information on SPBs, SB&8 Configuation
Procedue on pae 5-32

Displaying Dynamic Dialing Routes in the Routing
Table

The CLlInetstat -r command displays statistics and information about
all available routes in the routing table; dynamic dialing routes that do
not have a phone connection established appear withbir theFlags
field. A route is comprised of a destination host or network and the
gateway through which data is forwarded.

In the following example, routetol4anddol6are dynamic dialing
routes waiting for activation:
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annex: netstat -r
Routing tables

Destination NextHop Flags Usage UseCountMtrinterface
127.0.0.0/8 * ul fixed O 2 lo0
132.245.1.0/24 132.245.44.22 UR -114 0 3 en0
132.245.33.0/24 * Ql fixed 147 1 dol4
132.245.34.0/24 * Ql fixed O 2 dolé
132.245.44.0/24 * UHF  fixed 838 2 asyl10(slip)

In the following example, dynamic dialing rodel4has been dialed
and used:

annex: netstat -r
Routing tables

Destination NextHop Flags Usage UseCountMtrinterface
127.0.0.0/8 * ul fixed 0O 2 o0
132.245.1.0/24 132.245.44.22 UR -114 0 3 en0
132.245.34.0/24 * Ql fixed O 2 dolé
132.245.44.0/24 * UHF  fixed 838 2 asyl10(slip)
132.245.33.0/24 * ul fixed 1 1 asyl4(ppp)
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Chapter 6
Configuring Security

I aACs provide comprehensive security features that assist you in
securing your network from unauthorized access. Using these features,
you can select from among the following types of security:

« Local password protection (where the passwords are stored on
the RAC).

* Host-based security (where at least one host on the network is
functioning as a security server).

w If unauthorized users can access your RAC, we strongly
suggest that you enable security after loading the host
code and booting the unit.

Enabling Security

Security for the RAC is disabled by default. To use any security feature,
including local password protection, yowstenable security for the

RAC by setting thenable security parameter td. If the
enable_securityparameter is set i, no security is used, and no logging

is performed regardless of any other parameter settings. The
administrative password used for access to administrative tools is
unaffected by this parameter, however; the admin password is always
enabled.

w Theenable_securityparameter does not take effect until the RAC is
either rebooted or reset.

Setting Security-Related Parameters

You need to determine which global security parameters to change and
which to set for specific sessions (by creating or editing Session Parameter
Blocks (SPBs) within the RAC configuration file). For more details, see
Configuring the VAN Interfaces, Globaldtts, and Sessions onge5-1
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Configuring Local Security

Local Password Protection

Local password protection allows you to assign a password that a user
must enter before accessing a RAC. Because this password is stored
locally on the RAC, it does not require a remote security server. Local
password protection can be used as a back-up security mechanism in case
the host-based security servers are unavailable. It validates access from
either the device or the network. Local password protection sutiorts

Local password protection can be defined for access through virtual ports
(i.e., sessions). Local password protection does not provide logging of
security events to the security server. If event logging is enabled, user
activities can be logged &yslogwith local password protection (see
Using Event Lgging on pae 4-3.

The passwords set in the following parameters are stored on the RAC and
do not involve the use of a security server:

e password
e port_password
*  ppp_password_remote

e vcli_password

Implementing Local Virtual CLI Password
Protection

Local password protection can be implemented for the RAC in either of
two ways:

e Upon virtual CLI (VCLI) connection.

« Upon access through administrative utilities.
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Thevcli_passwordparameter defines a local password for VCLI
connections. The user enters a password only, and does not need to
provide a user name.

To configure the RAC for local VCLI password protection:

1. Enable local security by setting the  enable_security parameter to
Y.

2. Disable VCLI remote security by setting the  vcli_security
parameter to N.

3. Define a password using the vcli_password parameter.

The RAC behaves as follows:

« If thevcli_passwordparameter is not seétunset>") and the
vcli_security parameter is set td, the RAC prompts for the
password specified by tipasswordparameter.

* Ifthe passwordparameter is not séunset>"), the RAC fails
the VCLI attempt.

« Ifthevcli_security parameter is set fd and thevcli_password
parameter is set{set>"), the RAC prompts for the password
specified invcli_password

« If the vcli_security parameter is not sellj and the
vcli_passwordparameter is not setunset>"), the RAC does
not perform a security check for VCLIs.

« If the vcli_security parameter is set 1, thevcli_password
parameter is not setqunset>"), and thepasswordparameter
is not set‘kunset>"), the RAC denies access to the VCLI if the
security server is unreachable.

You can also usecli_passwordas a back-up to host-based security.
When local VCLI password protection is used as a back-up, the RAC
first accesses the security server to validate a CLI connection request. If
no response is received from a security server, the RAC requests the local
VCLI password. The user can enter either the VCLI password or the RAC
administrative password.
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6-4

To set up the local VCLI password for back-up security:

« Enable security by setting tle@mable _securityparameter te.

« Enable VCLI security by setting thveli_security parameter to
Y.

« Define a password using tkeli_passwordparameter.

« Define a security server host using pinef_securel host
pref_secure2_hostor security _broadcastparameter (e.g.,
0.0.0.0).

¢ Create gasswordfile on the security server (s€eeating User
Passwod Fles on pae 6-79.

If the remote server(s) fail:

e Access is permitted only through the VCLI password.

* No access is permitted if teli_passwordparameter is not set.

% Theshow annexcommand does not display the value of
thevcli_passwordparameter. Instead, it displays “<set>"
or “<unset>".

Administrative Password

The RAC administrative password protects the administrative tools; the
default administrative password is the RAC’s IP address. Wheahdtive
annexcommand displays the password@agnset>", use the default
administrative password for:

» Access to superuser CLI commands.
* Access to sessions locked with the @dk command.

¢ Access to a virtual CLI connection through local password
protection (if thevcli_security parameter is set 19).

Modifying the assigned administrative password enables password
protection on access tm andadmin.
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The administrative password validates access to a RAC thraughly

when security is enabled and the password is defined. Also, it can be used
as the VCLI password and to override the password assigned with the
CLI lock command.

{y The administrative password never displays. If you forget the
modified password, you can reset it only by erasing the RAC’s non-
volatile memory using the ROM Moniterasecommand, and re-
entering all parameters.

As a safeguard against losing the unit's current configuration, use the
na commandnrite to save the RAC and global port parameter
settings; if necessary, you can restore these settings usirggthe
command (for more details on using these command3heepa and

admin Utilities on pge 2-1).

Protecting the Superuser CLI

A RAC administrative password is required for access to the superuser
CLI. The default password is the RAC’s IP address. There are two ways
to change the password:

» Using the superuser Clpasswdcommand.

¢ Changing thepasswordparameter usinga or admin.
Using either method, the new password takes effect immediately for

access to the superuser CLI. Reset the password to the RAC’s IP address
by either:

« Usingnaor admin to set thepasswordparameter to the null
string:

command: set annex password "
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e Using the superuser Clpasswdcommand and pressing
Return in response to the prompt for a new password.

e Erasing all parameters using the ROM monitor
erasecommand.

Protecting Resources from Unauthorized Access

When terminals are connected to a network, they provide users with the
potential for unauthorized access to network resources. In addition to the
available security schemes, the RAC provides timers that can terminate
a session. The defauli_inactivity parameter (default settingff) sets

the CLlI inactivity timer. When enabled, the RAC terminates the session
after the amount of time specified in this parameter has elapsed or the
last session is completed.

Users can protect their login sessions using thel@lkd command if
they do not want to log out when leaving the terminal unattended.

Protecting the na Utility from Unauthorized Access

When using thaa utility, users can access RAC parameters and obtain
useful information, or reconfigure and reboot RACs. Protecting
involves UNIX superuser protection and the RAC administrative
password.

Upon installationpa is owned by root and executable by all. Only a
superuser can execute gt reset broadcast dumpboot, boot, read,
andcopy commands.
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Enhancing Password Security

Benefits of Password
Histories

Benefits of Password
Aging

The following sections describe how to configure the RAC to record
password histories and blacklist users. It also explains how to view and
manage the database in which password histories and blacklisting
information is kept.

Overview of Password History and Aging

You can configure ACP to save the encrypted form of the previous
passwords a user has set. This applies to passwords set by using the
ch_passwdutility on the security host or by responding to a RAC prompt
when a password expires. These passwords are stored in the UNIX
databasacp_dbmon the security host, where they are keyed on user
names. If a user tries to reset his or her password to one of the stored
values, ACP will reject it and display an error message.

The password history mechanism helps protect against off-line,
“dictionary” attacks. In this kind of attack, a user obtains the encrypted
acp_passwdor /etc/passwdl file. The user then tries to crack the
passwords by taking a dictionary of words, encrypting the words (using
saltedDES encryption) and comparing them to the encrypted passwords.

The longer a password is in effect, the more time an attacker has to crack
its encryption. Consequently, the password history feature is most
effective when used in conjunction with password aging. If password
aging is enabled:

e The usemustchange passwords when a predefined amount of
time has elapsed. If the user never changes passwords, there is
no password history to record.

e The usercannotchange passwords until the predefined amount
of time has elapsed. This prevents potential intruders from
changing passwords in rapid succession in an attempt to cycle
the old passwords out of the password history and use them
again.
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Password aging is enabled through the usslodowfile in conjunction

with apasswdfile. By defaulterpcd uses thecp_passwdile alone, so
password aging is initially disabled. When only gasswdfile is used

(a Berkeley standard), that file contains both the user names (UIDs) and
the encrypted passwords. Tpasswd/shadowform (used with UNIX
System V) contains axin place of a password in tipasswdfile and

saves the encrypted passwords in a sepshaigowfile.

If your UNIX is based on System V and you want to use the password
history feature, choose tipasswdshadowscheme. Use theonvert
program, located in therpcd directory, to change the integraggasswd
form to thepasswd/shadowform (and vice-versa).

If your UNIX is based on a Berkeley BSD system, password history is
disabled by default. To enable it, change the value @TI@RED PASS
#definestatement imcp_policy.h as described in the following section.

Enabling and Configuring Password Histories

To turn on the password history feature and (optionally) enable aging via
shadowfiles:

1. Use naor admin to set the enable_security parameter to Y for the
RAC(s) you are configuring.

2. Use na or admin to define a security host for the RAC(s) you are
configuring. (See Configuring the Security Ser ver on pa ge 6-57.)

Log into the security host as  root.
Go (cd) to the installation directory (typically /usr/annex).

cd to the src/erpcd directory, which is within the installation
directory.

6. Inthe erpcd directory, use a text editor to modify the acp_policy.h
file.

» Ifyou are using ahadowfile, uncomment the following line
in acp_policy.h
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I* #define USESHADOW 1 */

To uncomment the previous line, delete the slashes and
asterisks at the beginning and end of the line, so that the line
is as follows:

#define USESHADOW 1

« Look for the following lines to define STORED_PASS,
which are already uncommented. The lines define the number
of passwords that are stored to prevent them from being re-
used. The variable is initialized to 6 frasswdshadowfiles
and 0 fopasswdfiles alone. A value of 0 disables password
history.

#ifdef USESHADOW
#define STORED_PASS 6
#else

#define STORED_PASS 0
#endif

You can store up to 12 passwords shadowfile.

If you are using passwdfile alone and you want to enable
password history, change the value of the second
STORED_PASS from 0 to a number from 1 through 12.

Specifying a non-zero value for either of the above
STORED_PASS variablesturns on the recording of password
histories inacp_dbm

¢ The final variable related to password history is
MAX_STORED_PASS. It defines the absolute maximum
number of login failures that can occur before a user is
blacklisted. It is best not to change this variable, which is set
to 12. If you must change it, follow the instructions in
acp_policy.h
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7. If you are using only the password history feature, follow the
instructions in Steps 8 through 11, below. If you are also using
blacklisting, wait to do this until you have configured both
features.

8. From the /usr/annex/src directory, recompile erpcd:

# cd /usr/annex/src
# make install

This automatically rebuilds erpcd and any other files that need to be
recompiled because of the changes you have made. In addition, the
following message is displayed:

WARNING: If you have called “make install” yourself,
then in directory /usr/annex you will have to copy
erpcd.newto erpcd. Make sure the erpcd daemoniis not
running when that is done.

If you used the installation script called “make
install” then the copy will be done for you.

9. If erpcd is running on the host and the host is running Berkeley
BSD UNIX, kill the existing erpcd process as follows (your
process number will vary):

# ps-ax | grep erpcd
25493 ? IW 0:00 ./erpcd
25797 p1 S 0:00 grep erpcd
# kill -9 25493

To kill the process on a System V host, substitute the following for the
first line above:
# ps -ef | grep erpcd

10. cd to directory /usr/annex and copy erpcd.new to erpcd:

# cd /usr/annex
# cp erpcd.new erpcd

11. Now, restart erpcd.

#. erpcd

After completing Steps 1 through 11, #xep_dbmdatabase is created
automatically the first time a user changes a password \Gh tpasswd
utility. To list the users for which password histories exist, go to the
security host'’s install directory (default/issr/annex) and issue the
acp_dbm -lcommand:
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# cd /usr/annex

# acp_dbm -|

List of users currently present in the acp_dbm:
hobbes
fritz

#

In the previous example, password histories are saved forha#yes
andfritz .

Overview of Blacklisting

A user accountis considered under attack, and therefore blacklisted, when
either (or both) of the following occurs:

* A configurable number (default is 5) of consecutive failed login
attempts is exceeded. In other words, if you use the default, a
user is blacklisted on the sixth consecutive failed login attempt.

¢ A configurable number (default is 10) of non-consecutive failed
login attempts is exceeded within a configurable period of time
(default is 26 weeks). If you use the defaults, a user is
blacklisted when the eleventh failed login attempt occurs within
a period of 26 weeks.
Blacklisting enhances security by limiting the number of passwords an
on-line attacker can try before the user account is automatically disabled.
At this point, no one can log in with the blacklisted user name, even if
someone enters the “correct” password. However, the failed login
message is the same before and after blacklisting, so the user does not
know that the account has been disabled.

The system administrator is informed when blacklisting occurs. First, a
record is created in the ACP log file indicating that the user ID has been
blacklisted. This record remains unless and until you delete it manually.
Second, when you invoke tlep_dbmutility, it immediately displays

a warning identifying any blacklisted users. $@sving and Manging

the acp_dbm Database ongea6-14
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The data necessary for blacklisting is kept ingdbe_dbmdatabase,

keyed on the user name. If password history and blacklisting are
configured, this database is created automatically the first time a user
changes passwords or attempts to login and fails. The absence of an
acp_dbmdatabase indicates that no password histories exist and no failed
login attempts have occurred.

{y Blacklisting makes the RAC susceptible to denial-of-service
attacks. To disable a user account, a saboteur need only make
afew failed login attempts. In the extreme case, a saboteur who
obtains a list of employee user names could create a shell script
that would automatically disable all user login capabilities.

Configuring Blacklisting

You can configure blacklisting in one of two ways:

* By editing#definestatements in thacp_policy.hfile.
e By issuing theerpcd command with theb, -x, and-g options.
Theerpcd syntax is:

erpcd [-bmax_com[[-xmax_tota) [-gperiod]

Do not enter any space between an option (dapgand the value you
specify with it (e.g.max_co.

Theerpcd options override thacp_policy.hvariables Table6-1
describes the options and theap_policy.hequivalents.

For information on how to edit and rebudtpcd and the other files that
have changed in treep_policy.hfile to put the modifications into effect,
see Steps 6 through 11Emabling and Configuringdsswod Histories

on paje 6-8
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Once you have configured and activated blackliséimm;d automatically
creates thacp_dbmdatabase the first time a user makes an unsuccessful
login attempt. To monitor the blacklist status of one or more users, go to
the directory (on the security host) that cont&irnscd and use the
acp_dbmuitility (seeMiewing and Manging the acp_dbm Database on

page 6-19.

Table 6-1. The erpcd Options and acp_policy.h Variables

erpcd Option | Equivalent Description
acp_policy.h
Variable

-bmax_con |MAX_BL_CON | The number of consecutive login
failures allowed before a user is
blacklisted. Valid values are 0-8. A
value of O enables blacklisting upon
any login failure (not recommended).
The default, as pre-set via
MAX_BL_CON, is 5. If
MAX_BL_CON is undefined and you
do not specifybmax_con ACP never
blacklists based on consecutive login

failures.
-xmax_total |MAX_BL The number of non-consecutive login
NONCON failures allowed before a user is

blacklisted. Valid values are 0-20. A
value of 0 enables blacklisting upon
any login failure (not recommended).
The default, as pre-set by
MAX_BL_NONCON, is 10. If
MAX_BL_NONCON is undefined and
you do not specifyxmax_tota] ACP
never blacklists based on consecutive
login failures.

(continued on next page)
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6-14

Table 6-1 erpcd Options and acp_policy.h Variables

erpcd Option | Equivalent Description
acp_policy.h
Variable

-gperiod MAX_BL_ The time period, in weeks, over which
PERIOD max_totalis applied. Login failures

that occurred more than this number of
weeks ago do not count toward
blacklisting. Valid values are 0-52. The
default, as pre-set via
MAX_BL_PERIOD, is 26. If
MAX_BL_PERIOD is undefined or is
setto 0, MAX_BL_NONCON is
disabled.

D

Viewing and Managing the acp_dbm Database

Theacp_dbmutility lets you manage and display information about
password histories and blacklisting from #w_dbmdatabase. To use
this utility, you must log in with a user ID oot or have superuser
privileges. If neither is the casacp_dbmimmediately exits on
invocation and displays the message:

You must have root privilege to run acp_dbm.

Execute theacp_dbmutility from the directory containingrpcd. Upon
executionacp_dbmimmediately sends a warning message to standard
output for each user on the blacklist. The message format is:

Warning: Annex user userid may be under attack; all logins
for this account have been disabled.

In this messageiseridis the user name for the account that is blacklisted.

The syntax for thacp_dbmutility is:

acp_dbm[-susernamg[-c usernamg[-d usernamg[-]
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Table6-2 explains the options.

Table 6-2. Options for the acp_dbm Utility

Option

Description

-Susername

Sends information abousernamdrom theacp_dbm
database to standard output. The output (after the initial

warning message) shows the user name, the total numbger
and type of failures, and the date and time of each failure.

The following is an example:

User name: hobbes

Total number of consecutive failed login attempts: 2
Login failure on Tue Dec 12 12:49:49 1995
Login failure on Mon Dec 11 11:25:10 1995

-C username

Clearsusernamdrom the blacklist and deletes all records
login failures forusernameDoes not clear the password
history or any other information abaugsernamen the
acp_dbmdatabase. Before using this option, investigate
account thoroughly so that you are confident it is not ung
attack.

the
ler

-d username

Deletes the user record from thep_dbmdatabase. Use
this option, rather thast, to delete thacp_dbmuser
account entirely. This option does not delete references
usernamen any other ACP files, such asp_userinfoand
acp_passwd You must explicitly remove the user name
from these files to delete the user completely.

{0]

Lists all the user names containecop_dbm, including
those with password histories.

Deleting the acp_dbm Database

The only way to delete trecp_dbmdatabase is via the UNIXn

command.
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Error Handling for Password Histories and Blacklisting
The following error conditions can occur:

¢ If erpcd cannot read or write to tleep_dbmdatabase or
detects incorrect protection, the event is syslogged at level
LOG_CRIT and all users are denied access argitd can read
and write toacp_dbm
If the wrong protection is detected, the syslogged message is:

Security problem: Wrongprotection (not600) onacp_dbmdatabase.

If erpcd cannot read or write tacp_dbm, the message is:

Cannot [read from | write to] acp_dbm database.

¢ If theacp_dbmutility fails to read or write thacp_dbm
database, it generates the following message:

acp_dbm: Error [reading from | writing to] acp_dbm database.

If the utility detects the wrong protection, it generates the
following message:

acp_dbm: Wrong protection (not 600) on acp_dbm database.

« If the ch_passwdutility fails to read or write thacp_dbm
databasech_passwdgenerates the message:
ch_passwd: Error [reading from | writing to] acp_dbm database.

Notify System Administrator. Password change cancelled.

If ch_passwddetects the wrong protection, it generates the
message:

ch_passwd: Wrong protection (not 600) on acp_dbm database.
Notify System Administrator. Password change cancelled.
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Configuring RADIUS Security

RADIUS is an IETF-developed protocol that defines a communication
standard between a Network Access Server (NAS), a RAC in this case,
and a host-based communication server.

RADIUS operates in three modes:

RADIUS Authentication includes authentication of the dial-up
user to the RADIUS server, as well as authentication of the
RADIUS server to the NAS. RADIUS supports the
authentication modes PAP (Password Authentication Protocol),
CHAP (Challenge Handshake Authentication Protocol), and
user name/password validation. Authorization is sent back by
the server.

RADIUS Accounting defines a communication standard
between a NAS and a host-based accounting server. It records
duration of service, packet throughput, and raw throughput.

RADIUS Authorization; a user’s authorization information is
supplied by the RADIUS server.

The RAC's software includes a native RADIUS client; a RADIUS server
is available from Bay Networks separately, or you can use any other
RADIUS server. You can use the RADIUS client independently, with the
RAC'’s security regime set to RADIUS, or you can use erpcd as a proxy
RADIUS client, running under the ACP security regime.

Note that the capabilities provided by the proxy RADIUS client running
under the ACP security regime are a subset of those provided by the native
RADIUS client; any transactions which take place between the proxy
RADIUS client and ACP also take place when the security regime is
RADIUS.
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Using erpcd As a Proxy RADIUS Client

To configure security using erpcd as a proxy RADIUS client:

1. Set enable_security to Y and set auth_protocol to acp.

2. Configure the erpcd.conf file on the pref_securel_host. This
causes the RAC to send ACP authentication and authorization
requests to erpcd. erpcd converts these requests to RADIUS
format, and sends the reformatted reports to the RADIUS server
configured in the erpcd.conf file.

3. Reset the RAC in order for these changes to take effect.

Using the RAC’s Native RADIUS Client

To configure security using the RAC’s native RADIUS client:

1. Set enable_security to Y and set auth_protocol to radius.

2. Reset the RAC in order for this change to take effect.

RADIUS Parameters

The followingadmin/na parameters support the RAC’s embedded
RADIUS capability.

W Refer to theRemote Access Concentrator Software Reference
for a complete description of each parameter.

e address_origin- This parameter specifies the server from which
the dial-in user receives a network address.

e auth_protocol - This parameter indicates which authentication
regime will be usedacp (the default) oradius. This parameter
must be set tacp in order for erpcd to be used as a proxy
RADIUS client.

6-18 Managing Remote Access Concentrators Using Command Line Interfaces



Chapter 6 Configuring Security

e enable_radius_acct This parameter, when setYpenables
RADIUS accounting when security is enabled and the security
regime is RADIUS. The RADIUS accounting server runs on the
same host as the RADIUS authentication server.

e enable_security- This parameter must be sefvtan order for
any security regime to work. The parameter’s default valle is

« pref_securel_host This parameter must be set to the IP
address of the primary RADIUS and RADIUS accounting
server.

o pref_secure2_host This parameter must be set to the IP
address of the secondary RADIUS and RADIUS accounting
server.

» radius_acct_level- The level of RADIUS accounting used
(basicoradvanced.

e radius_acct_port- The number of the UDP port on which the
RADIUS accounting server listens. The default valuksis3
(Older RADIUS servers use pdr646)

e radius_auth_port - The number of the UDP port on which the
RADIUS server listens. The default valuel&L2 (Older
RADIUS servers use pot645)

« radius_port_encoding- This parameter controls the format in
which RADIUS accounting information is reported to the
RADIUS server. The possible values for this parameter are
device(the default) andhannel

e radius_retries - The number of times the RADIUS client retries
sending access-request/accounting-request packets before trying
the secondary host. The default valugQs

« radius_secret- This string defines the RADIUS shared secret
for the RAC. By default, the shared secret is unset.

V The value ofadius_secretshould not be exposed
on the network in clear text form.

e radius_timeout - The retransmission timer for RADIUS access-
request/accounting-request packets. The default value is
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RADIUS Attributes

RADIUS tracks various pieces of data using attributes. The RAC supports
anumber of standard RADIUS attributes, plus a number of Bay Networks
vendor-specific attributes (VSAS) which are equivalent to entries in

various files used by the ACP security regime.

Supported RADIUS Standard Attributes

6-20

User-Name (1)
User-Password (2)
CHAP-Password (3)
NAS-IP-Address (4)
NAS-Port (5)
Service-Type (6)
Framed-Protocol (7)
Framed-IP-Address (8)
Framed-IP-Netmask (9)
Framed-Routing (10)
Filter-1d (11)
Framed-MTU (12)
Framed-Compression (13)
Login-IP-Host (14)
Login-Service (15)
Login-TCP-Port (16)
Unassigned (17)
Reply-Message (18)
Callback-Number (19)
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e Callback-ld (20)

¢ Unassigned (21)

¢ Framed-Route (22)

*  Framed-IPX-Network (23)

e State (24)

¢ Class (25)

* Vendor-Specific (26)

* Session-Timeou(27)

e Idle-Timeout (28)

* Termination-Action (29)

e Called-Station-Id (30)

e Calling-Station-I1d (31)

¢ NAS-Identifier (32)

¢ Proxy-State (33)

* Login-LAT-Service (34)

* Login-LAT-Node (35)

¢ Login-LAT-Group (36)

¢ Framed-AppleTalk-Link (37)
« Framed-Apple-Talk-Network (38)
¢ Framed-AppleTalk-Zone (39)
« CHAP-Challenge (60)

*  NAS-Port-Type (61)

e Port-Limit (62)

e Login-LAT-Port (63)

Supported RADIUS Accounting Attributes

e Acct-Status-Type (40)

¢ Acct-Delay-Time (41)

¢ Acct-Input-Octets (42)

e Acct-Output-Octets (43)

Managing Remote Access Concentrators Using Command Line Interfaces 6-21



Chapter 6 Configuring Security

« Acct-Session-Id (44)

¢ Acct-Authentic (45)

¢ Acct-Session-Time (46)

* Acct-Input-Packets (47)

¢ Acct-Output-Packets (48)

¢ Acct-Terminate-Cause (49)
* Acct-Multi-Session-Id (50)
e Acct-Link-Count (51)

Bay Networks Vendor-Specific Attributes (VSAS)

These attributes enable RADIUS to emulate the behavior of the ACP
security regime.

* Annex-Filter (VSA Bay Networks 28)

¢ Annex-CLI-Command (VSA Bay Networks 29)

¢ Annex-CLlI-Filter (VSA Bay Networks 30)

¢ Annex-Host-Restrict (VSA Bay Networks 31)

* Annex-Host-Allow (VSA Bay Networks 32)

¢ Annex-Product-Name (VSA Bay Networks 33)

¢ Annex-SW-Version (VSA Bay Networks 34)

¢ Annex-Local-IP-Address (VSA Bay Networks 35)

¢ Annex-Tunnel-Type (VSA Bay Networks 36)

¢ Annex-Tunnel-Medium-Type (VSA Bay Networks 37)

¢ Annex-Tunnel-Client-Endpoint (VSA Bay Networks 38)
e Annex-Tunnel-Server-Endpoint (VSA Bay Networks 39)
« Annex-Tunnel-ld (VSA Bay Networks 40)

¢ Annex-Tunnel-Connection-Id (VSA Bay Networks 41)
* Annex-Callback-Port-List (VSA Bay Networks 42)
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The RADIUS Dictionary File

Areference RADIUS dictionary file is included in the distribution kit and
is placed in the security files area. The dictionary file defines keywords,
types, and values for RADIUS attributes and their corresponding code
points. The file is in a format that is used as input by some RADIUS
servers to parse messages and write text output files. You may have
existing dictionaries with differences in the keyword names, and you may
want to evaluate the impact to your databases and output reports.

The file that Bay Networks provides includes the latest IETF definitions
of the RADIUS protocol at the time of release; it includes all attributes

and values that are needed to support Bay’s RAC implementation. It is
not necessary to use our definitions directly, but other dictionaries may
have to be extended to cover our usage.

This file can be used as a reference to add or change existing RADIUS
dictionaries as needed. Since it is in the format of some of the popular
RADIUS servers, in some cases it can be used as a direct replacement.
However, you should review the dependencies and make a decision on
how to apply the differences.

A partial listing of the dictionary contents is shown below:

ATTRIBUTE User-Name 1 string
ATTRIBUTE Password 2 string
ATTRIBUTE CHAP- Password 3 string
ATTRIBUTE NAS-IP-Address 4 ipaddr
ATTRIBUTE NAS-Port 5 integer
ATTRIBUTE Service-Type 6 integer
ATTRIBUTE Framed-Protocol 7 integer
ATTRIBUTE Framed-IP-Address 8 ipaddr
<...>

(continued on next page)
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6-24

VALUE
VALUE
VALUE
VALUE
VALUE
VALUE
VALUE
VALUE
VALUE

VALUE
VALUE
VALUE
VALUE
VALUE

UserServiceTypes
Service-Type
Service-Type
Service-Type
Service-Type
Service-Type
Service-Type
Service-Type
Service-Type
Service-Type

Framed Protocols
Framed-Protocol
Framed-Protocol
Framed-Protocol
Framed-Protocol

Framed-Protocol

Login-User
Framed-User
Callback-Login-User
Callback-Framed-User
Outbound-User
Administrative-User
NAS-Prompt
Authenticate-Only
Callback-NAS-Prompt

PPP
SLIP

ARAP
Gandalf-SL/MLP
IPX/SLIP
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Configuring RAC Functions Using RADIUS

RAC functions can be configured by setting the values of RADIUS
attributes on the RADIUS server. This section details what RADIUS
attributes must be set to enable various RAC functions.

In the descriptions that follow, note that numbers for packet types appear
in braceq1}, numbers for attributes appear in parenthésgsnd
numbers for enumerations appear in brackigts

End User and Session ldentification

The RAC provides identification information to the RADIUS server via
attributes included in Access-Request packets. Access-Request packets
includes the following RADIUS attributes:

e User-Name (1)

¢ User-Password (2)

e« CHAP-Password (3)

* NAS-IP-Address (4)

¢ NAS-Port-Type (61)

* NAS-Port (5)

e Service-Type (6)

¢ Framed-Protocol (7)

+ Called-Station-Id (30)

» Calling-Station-1d (31)

* Annex-Product-Name (VSA Bay Networks 33)
¢ Annex-SW-Version (VSA Bay Networks 34)
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6-26

Automatic Connection

RADIUS can be configured to connect a user to a specific service
automatically when the user calls in. The RAC port must be in CLI mode
(through the port parameterode set tocli or auto_detec). The

RADIUS attributesService-Type (6) Framed-Protocol (7) andLogin-
Service (15)determine the service to which the user is connected.

Table6-3 shows the services to which a user can be connected
automatically based on a given valueSefvice-Type (6)andFramed-
Protocol (7) or Login-Service (15)

Table 6-3. RAC Automatic Services

Service-Type (6)

Framed-Protocol (7)

Login-Service (15)

Automatic Service

Login [1]/Callback [3] n/a Telnet [0] telnet
Login [1]/Callback [3] n/a Rlogin [1] rlogin
Login [1]/Callback [3] n/a LAT [4] connect
Login [1]/Callback [3] n/a any except telnet, |CLI
rlogin, or LAT
Framed [2]/Callback [4] PPP [1] n/a ppp
Framed [2]/Callback [4] SLIP [2] n/a slip
Framed [2]/Callback [4] ARAP [3] n/a arap
Adninistrative [6] n/a n/a CLI super-user
NAS Prompt [7]/Callback [9] |n/a n/a CLI

telnet/rlogin

The Login-IP-Host (14) attribute specifies the internet address to be
connected to via telnet or rlogin.LUdgin-IP-Host (14) is set tdxff, the
user is prompted for a host.Ubgin-IP-Host (14) is set td), the user is
connected to the address stored in the RAC port parameter
dedicated_argumentslf this method is used, th@gin-TCP-Port (16)

attribute is ignored.
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ThelLogin-TCP-Port (16) attribute specifies the destination TCP port
for the telnet or rlogin session. The default port for telnet is 23, and the
default port for rlogin is 513.

LAT/connect

ThelLogin-LAT-Node (35) attribute specifies the LAT node to connect
to via the CLIconnectcommand. Alternatively, theogin-LAT-Service

(34) attribute can be specified to restrict the user to a particular service
pool. TheLogin-LAT-Port (63) attribute can be used to specify the LAT
port to connect to on the remote node or serviceLdga-LAT-Group

(36) attribute is a bit mask of the LAT groups the user will have access to.

Service Hint and Restriction

If the RAC portis not in CLI mode (whether the RAC port auto-detected
a framing protocol /slave or the port was configured for framing/slave)

then the user will be restricted to the profile returned by RADIUS. If the
RADIUS server returns a specifiervice-Type (6)or Framed-Protocol

(7), but the port is not running that service or protocol currently, the user
is rejected, and the reason is logged by RADIUS Accounting.

Table6-4 shows the required port modes or services which correspond
to particular combinations of values f8ervice-Type (6)andFramed-
Protocol (7).
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Table 6-4. RAC Port Mode/Service Restrictions

Service-Type (6) Framed-Protocol (7) |Required Port Mode/Service
Login [1]/Callback [3] any cli

Framed [2]/Callback [4] PPP [1] ppp

Framed [2]/Callback [4] SLIP [2] slip

Framed [2]/Callback [4] ARAP [3] arap

Framed [2]/Callback [4] unspecified ppp, slip, or arap
Outbound [5] any slave

Administrative [6] any cli

NAS-Prompt [7]/Callback [9] |any cli

unspecified any unrestricted

Dialback Services

For the Callback service typeSdgrvice-Type (6) = Callback-Login [3]
Callback-NAS-Prompt [9]), the RAC will dial back to the user with the
phone number specified in tlallback-Number (19) attribute. If this
attribute is not returned by the RADIUS server, the user is prompted for
the number. Specifying the callback number in the RADIUS server is
more secure than having the user provide it at the prompt.

The RAC dials back to the user on the same channel that he or she dialed
in on. Dialback calls are re-authenticated (and re-authorized) as if they

were new calls.
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Session Timeout

You can restrict the user to a specified dial-in length usin§éission-
Timeout (27) attribute. The value @dession-Timeout (27)s equal to

the number of seconds the user is allowed to be dialed-in before the RAC
unilaterally terminates the user’s session. This feature is identical to the
max_logorfeature in ACP.

Idle Timeout

You can use thidle-Timeout (28) attribute to time out the user’s session
once the corresponding port stops receiving or transmitting data. The
value of thddle-Timeout (28) is equal to the number of seconds the
session can be idle before the RAC unilaterally terminates the session.
This feature is identical that provided by the RAC port parameter
inactivity _timer

CLI Scripting

The user can be configured through RADIUS to execute a CLI script upon
gaining access. This feature usesfhrex-CLI-Command (VSA Bay
Networks 29)attribute to specify a list of CLI commands to run, with
each command in a separate attribute. The commands will be executed
in the order in which they are received. Note that protocol commands
(ppp, slip, arap) will end the script, even if later commands are specified.
Note also that the.command also will end the script, and is interpreted

to mean that the user remains at the NAS prompt. This feature is identical
to theclicmd entry in theacp_userinfofile used with the ACP security
regime.

Managing Remote Access Concentrators Using Command Line Interfaces 6-29



Chapter 6 Configuring Security

CLI Command Filtering

Certain CLI commands can be made unavailable for the user. This feature
uses thénnex-CLI-Filter (VSA Bay Networks 30) attribute to specify

a list of CLI commands that the user will not have access to. Each
command filtered off must be specified in a separate attribute. Entering
commands presentin this list generate the error message “CLI: Command
not found”. This feature is identical to tbimask entry in the
acp_userinfofile used with the ACP security regime.

CLI IP Host Filtering

The user can be prevented from gaining accesslogim or telnet to a
specific host or host-transport port combination. This is done with a list
of Annex-Host-Restrict (VSA Bay Networks 31)andAnnex-Host-

Allow (VSA Bay Networks 32) The values of each of these attributes

is a composite string value. The first four bytes contains, in network
order, the IP Address which the user should be specifically restricted from
using or allowed to use. Trailing bytes that are zero are interpreted to
match all values of that byte. Thus, 132.245.0.0 means everything on the
132.245.0.0 subnet, while 0.0.0.0 means every host on the entire WAN.
The remainder of the string is a printable comma-delimited list or dash-
delimited range of TCP or UDP ports that the user is restricted from using
or allowed to use. For example, “23,101” would restrict/allow usage of
ports 23 and 101, while “17-105” would restrict/allow usage of ports 17
through 105, inclusivelyThis feature is identical to the acp_restrict

file used with the ACP security regime.

To determine if a user can gain access to a host-port, each attribute is
processed in the order in which it was received. Processing stops when
a host-port match is found. The user is restricted access if the attribute
that matched was adnnex-Host-Restrict (VSA Bay Networks 31)
attribute. Otherwise, the user is allowed access.
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Raw Outbound Service

The RAC is capable of allowing raw outbound access to a RAC port via
telnet. In order to use this, the user must either haBenace-Type

(6) specified or hav8ervice-Type (6)= Outbound. This is analogous

to the slave port mode.

Framed Protocol Service

The RAC is capable of providing a dial-in user with framed protocol
service (PPP, SLIP, or ARAP). In order to use this, the user must either
have ndService-Type (6)specified or havBervice-Type (6) = Framed

[2].

Disabling Routing

The framed protocol user can disable routing packets across the link with
theFramed-Routing (10)attribute. The default behavior is to send and
listen for routing packets across a link to a different subnet, but not a link
to the same subnet. Note that since this attribute does not specify which
network layer protocol or framing protocol to do this for, the RAC
assumes that the attribute applies to all framing protocols (PPP, SLIP) but
only IP.

IP Network Mask

When IP is running over the link, the IP network mask for the dial-in side
can be configured with tHeramed-IP-Netmask (9)attribute. In this

way, the RAC can know when a packet should be forwarded across the
dial-up link. The defaultis for the RAC to assume that the network mask
of the remote link is identical to the RAC’s network mask.
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IP Static Route Configuration

When IP is running over the link, then static routes for that link can be
configured with thé-ramed-Route (22)attribute. Note that the RAC

will accept the non-standard format for this attribute used by the Nautica
RADIUS server as well as the standard format.

Filtering Services
The RAC supports filtering of IP, TCP, and UDP packets.

The Annex-IP-Filter (VSA Bay Networks 28)attribute allows the
RADIUS server to specify a packet filter in the RAC packet filter format,
since RADIUS does not define a specific filter format. The RADIUS
server can then be configured to upload specific packet filters based on
the user profile.

The RAC also supports tiélter-Id (11) attribute in conjunction with
the Annex-Filter (VSA Bay Networks 28)attribute. Upon receiving a
Filter-Id (11) attribute, the RAC will initiate another Access-Request.
The RAC will then wait for arccess-Accept {2)with the list of the
actual filters supplied iAnnex-Filter (VSA Bay Networks 28)
attributes. This method requires the existence of a corresponding
“pseudo-user” in the RADIUS servédested Filter-1d (11)attributes
are not permitted.

The algorithm for application of filters is thus: thecess-Accept {2}

packet is parsed. If ahnnex-Filter (VSA Bay Networks 28)attribute

is present, the filter is applied to the user’s sessionFilfex-1d (11)

attribute is present, then the RAC will make a “pseudo-user” request as
described in the previous paragraph. The response to the “pseudo-user”
request MUST contain onknnex-Filter (VSA Bay Networks 28)
attributes; other attributes will be ignored by the RAC. Note that the order
of processing the filter attributes is not important, because the order of
the RAC filters is not important.
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Maximum Transmission Unit

The maximum transmission unit size (from the RAC to the remote peer)
can be set with theramed-MTU (12) attribute, which is supported for
SLIP and PPP, but not for ARAP. The value of this attribute is overridden
by PPP, however, if the RAC receiveg@p_mruvalue from the remote
peer. Note thatramed-MTU (12) must be at least 576 bytes for IPX
traffic and 599 bytes for AppleTalk traffic.

Network Layer Compression Protocols

Network layer compression protocols can be configured using the
Framed-Compression (13xattribute. Only Van-Jacobson TCP/IP
header compression is supported by the RAC.

PAP

PAP works as described in RFC 2058.

CHAP

CHAP works as described in RFC 2058. Note that the RAC will send the
CHAP challenge itboththe CHAP-Challenge (60)attribute and the
authenticator.

MP

The maximum number of MP links allowed for the user can be configured
with thePort-Limit (62) attribute. If not specified, the default number
of links allowed is one. This attribute is only recognized for the first link
of an MP bundle. For subsequent links, this attribute is ignored.
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L2TP

L2TP tunnels a user’'s PPP session over to another node where itis treated
as if it were a local PPP session. L2TP is used to implement both DVS
and MMP.

L2TP uses CHAP for its peer authentication. Operation of this is the
same as for regular PPP CHAP but with one exception: the CHAP
Identifier is set to be the low order byte of the CHAP Challenge. Thus
RADIUS can be used to authenticate L2TP tunnels using its existing
CHAP mechanism. The L2TP Access-Request will contain the following
attributes:

e User-Name (1)

« CHAP-Password (3)

¢ NAS-IP-Address (4)

*  NAS-Port (5) = VPN[5000] + index

e Service-Type (6)

e Acct-Delay-Time (41)

¢« CHAP-Challenge (60)

* Annex-Product-Name (VSA Bay Networks 33)

¢ Annex-SW-Version (VSA Bay Networks 34)

¢ Annex-Tunnel-Type (VSA Bay Networks 36)

¢ Annex-Tunnel-Medium-Type (VSA Bay Networks 37)

* Annex-Tunnel-Client-Endpoint (VSA Bay Networks 38)
« Annex-Tunnel-Server-Endpoint (VSA Bay Networks 39)
¢ Annex-Tunnel-Id (VSA Bay Networks 40)
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IPCP

The user’s IP address (the remote peer’s address) can be configured using
the Framed-IP-Address (8)attribute if theaddress_origimport

parameter is set fcp or auth_server If an address is returned by the
RADIUS server, then the RAC wilhsiston using that address, or it will

not allow IPCP to come up. If, however, 255.255.255.255 is specified,
then the RAC will allow the peer to set the address. If 255.255.255.254
is specified, then the RAC will get the address using DHCP. If the attribute
is not specified, then the RAC will fall back to thenote_addresadmin

port parameter.

The local port IP address can be configured usindutimex-Local-1P-
Address (VSA Bay Networks 35pttribute if the admiaddress_origin
port parameter is set smporauth_server If an address is returned by
the RADIUS server, then the RAC wiitisiston using that address, or it
will not allow IPCP to come up. If, howev@55.255.255.255

specified, then the RAC will allow the peer to set the address. If
255.255.255.25# specified, then the RAC will get the address using
DHCP. If the attribute is not specified, then the RAC will fall back to the
local_addresgort parameter.

IPXCP

The user’s IPX network number can be configured usin§dmed-
IPX-Network (23) attribute. Note that the RAC wilisiston using the
address returned by RADIUS, or it will not allow IPXCP to come up. If,
however4294967294s specified, the RAC will assign an address from
the local port paramet@pp_ipx_network
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SLIP

The user’s IP address (the remote peer’s address) can be configured using
the Framed-IP-Address (8)attribute if the admimddress_origirport
parameter is set fcpor auth_server If an address is returned by the
RADIUS server, then the RAC will use that address. If, however,
255.255.255.254 specified, then the RAC will get the address using
DHCP. If the attribute is not specified, then the RAC will fall back to the
remote_addresadmin port parameter.

The local port IP address can be configured usingtimex-Local-1P-
Address (VSA Bay Networks 35nttribute if the admiaddress_origin
port parameter is set sawporauth_server If an address is returned by
the RADIUS server, then the RAC will use that address. If, however,
255.255.255.254 specified, then the RAC will get the address using
DHCP. If the attribute is not specified, then the RAC will fall back to the
local_addressdmin port parameter.

Challenge-Response Mechanisms

The RAC will support the standard RADIUS Challenge-Response
Mechanisms through the use of thecess-Challenge {4packet type

and theReply-Message (18andState (24)attributes. That is, if the
RAC receives aAccess-Challenge {4tesponse, it will prompt the user
forinformation, with the prompt as the string value oRleply-Message
(18)attribute. The RAC will then send a nAacess-Request {1packet,
with the user’s response encoded inlser-Password (2attribute, and
with the State (24)attribute returned unmodified. This dialog may
continue indefinitely until the RADIUS server determines that the user
should be allowed access or not.
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Accounting

This section describes the RADIUS Accounting features that the RAC
supports. Note that the RADIUR counting-Request {4}packets will
include the actual values of RADIUS attributes used, and not necessarily
the values returned in tieccess-Accept {2packet. For example, this
means that for a PPP user, Bramed-IP-Address (8)attribute will be

the address actually negotiated during IPCP startup, and not necessarily
the address returned by RADIUS. Note that this address will actually be
included in thé\ccounting-Request {4}packet wheicct-Status-Type
(40)=IPCP-Start[VSE Bay Networks 3] because the actual negotiated
address is not known at authentication time.

Events

This section describes the events that trigger RADIUS Accounting from
the RAC. Each RADIUS Accounting log will be queued for transmission,
and once transmitted, re-queued for acknowledgment. When the RAC
receives the corresponding Accounting-Response, the Accounting-
Request log is purged. Periodically, the RAC will re-transmit the
Accounting-Request logs that have been sitting on the acknowledgment
qgueue. Once the RAC determines that it has too many logs, the RAC will
start syslogging the oldest ones and purging them from memory, clearing
room for newer events to be held in buffers.

User Login

The RAC will log whenever a user is granted access to the RAC. In this
caseAcct-Status-Type (40 Start [1]. The RAC will also include the
following attributes, when applicable, in this log:

e User-Name (1)

* NAS-IP-Address (4)
¢ NAS-Port (5)

* Service-Type (6)
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Framed-Protocol (7)

Login-IP-Host (14)

Login-Service (15)

Login-TCP-Port (16)

Callback-Number (19) - Only if this starts a dialback session
Class (25)

Called-Station-Id (30)

Calling-Station-I1d (31)

Login-LAT-Service (34)

Login-LAT-Node (35)

Login-LAT-Group (36)

Acct-Delay-Time (41)

Acct-Session-Id (44)

Acct-Authentic (45)

Acct-Multi-Session-Id (50)

Acct- Link-Count (51)

NAS-Port-Type (61)

Login-LAT-Port (63)

Annex-CLI-Command (VSA Bay Networks 29)

User Logout

The RAC will log whenever a user’'s RAC session completes. In this case,

Acct-Status-Type (40)= Stop [2]. The RAC will also include the
following attributes, when applicable, in this log:

User-Name (1)
NAS-IP-Address (4)
NAS-Port (5)

Service-Type (6)- Use Callback type if the user will be called
back next, otherwise normal

Framed-Protocol (7)

6-38 Managing Remote Access Concentrators Using Command Line Interfaces



Chapter 6 Configuring Security

e Callback-Number (19)- Only if the user will be called back
next .

¢ Class (25)

¢ Acct-Delay-Time (41)

* Acct-Input-Octets (42)

* Acct-Output-Octets (43)

¢ Acct-Session-Id (44)

e Acct-Session-Time (46)

e Acct-Input-Packets (47)

¢ Acct-Output-Packets (48)
¢ Acct-Terminate-Cause (49)
* Acct-Multi-Session-Id (50)
e Acct-Link-Count (51)

¢ NAS-Port-Type (61)

NAS Reboot Up

The RAC will log whenever the RAC has booted and has come up. In
this caseAcct-Status-Type (40)= Accounting-On [7]. The RAC will
include the following attributes, when applicable, in this log:

¢ NAS-IP-Address (4)

* Acct-Delay-Time (41)

¢ Annex-Product-Name (VSA Bay Networks 33)
¢ Annex-SW-Version (VSA Bay Networks 34)

NAS Reboot Down

The RAC will log whenever the RAC is about to go down and reboot. In
this caseAcct-Status-Type (40)= Accounting-Off [8]. The RAC will
include the following attributes, when applicable in this log:

* NAS-IP-Address (4)
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e Acct-Delay-Time (41)
¢ Annex-Product-Name (VSA Bay Networks 33)
¢ Annex-SW-Version (VSA Bay Networks 34)

NAS Accounting Start

The RAC will log whenever the RAC starts RADIUS Accounting. This
will happen when security is turned on and reset after initially being off.
In these caseécct-Status-Type (40 Accounting-Restart [VSE Bay
Networks 6]. The RAC will include the following attributes, when
applicable in this log:

* NAS-IP-Address (4)

* Acct-Delay-Time (41)

* Annex-Product-Name (VSA Bay Networks 33)
¢ Annex-SW-Version (VSA Bay Networks 34)

NAS Accounting Stop

The RAC will log whenever the RAC stops RADIUS Accounting. This
will happen when security is turned off and reset after initially being on.
In these caseécct-Status-Type (40 Accounting-Shutoff [VSE Bay
Networks 7]. The RAC will include the following attributes, when
applicable in this log:

¢ NAS-IP-Address (4)

¢ Acct-Delay-Time (41)

* Annex-Product-Name (VSA Bay Networks 33)
¢ Annex-SW-Version (VSA Bay Networks 34)
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User Reject

The RAC will log whenever the RAC rejects the user based on security
criteria. In this caseéicct-Status-Type (40)= User-Reject [VSE Bay
Networks 1]. The RAC will also include the following attributes in this

log:

User-Name (1)

NAS-IP-Address (4)

NAS-Port (5)

Service-Type (6)

Framed-Protocol (7)

Class (25)

Called-Station-Id (30)

Calling-Station-I1d (31)

Acct-Delay-Time (41)

Acct-Authentic (45)

NAS-Port-Type (61)

Annex-Product-Name (VSA Bay Networks 33)
Annex-SW-Version (VSA Bay Networks 34)

Call Start

The RAC will log whenever a 5399, 5393 or RA6300 accepts an incoming
call. In this caséicct-Status-Type (40)= Call-Start [4]. The RAC will
also include the following attributes, when applicable, in this log:

NAS-IP-Address (4)
NAS-Port (5)
Called-Station-I1d (30)
Calling-Station-1d (31)
Acct-Delay-Time (41)
NAS-Port-Type (61)
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Call Reject

The RAC will log whenever it rejects an incoming call before user
authentication. In this cas&¢ct-Status-Type (40)= Call-Reject [VSE
Bay Networks 2] The RAC will also include the following attributes,
when applicable, in this log:

¢ NAS-IP-Address (4)

¢ NAS-Port (5)

e Called-Station-Id (30)
e Calling-Station-Id (31)
¢ Acct-Delay-Time (41)
¢ NAS-Port-Type (61)

Call Stop

> The RAC will log whenever it detects an end to a call. In this case,
Acct-Status-Type (40)= Call-Stop [5]. The RAC will also include the
following attributes, when applicable, in this log:

* NAS-IP-Address (4)

¢ NAS-Port (5)

¢« Class (25)

e Called-Station-Id (30)
e Calling-Station-Id (31)
¢ Acct-Delay-Time (41)
*  NAS-Port-Type (61)

IPCP Start

The RAC will log whenever a PPP session starts up IPCP. The log will
contain the negotiated IP address. In this d&set;Status-Type (40F
IPCP-Start [VSE Bay Networks 3] The RAC will also include the
following attributes, when applicable, in this log:
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NAS-IP-Address (4)
NAS-Port (5)
Service-Type (6)
Framed-Protocol (7)
Framed-IP-Address (8)
Class (25)
Acct-Delay-Time (41)
Acct-Session-Id (44)
Acct-Multi-Session-1d (50
NAS-Port-Type (61)

Annex-Local-IP-Address (VSA Bay Networks 35)

IPXCP Start

The RAC will log whenever a PPP session starts up IPXCP. The log will

contain the negotiated IPX address. In this caset-Status-Type (40)
= IPXCP-Start [VSE Bay Networks 4] The RAC will also include the
following attributes, when applicable, in this log:

NAS-IP-Address (4)
NAS-Port (5)
Framed-IPX-Network (23)
Class (25)
Acct-Delay-Time (41)
Acct-Session-Id (44)
Acct-Multi-Session-Id (50)
NAS-Port-Type (61)
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ATCP Start

The RAC will log whenever a PPP session starts up ATCP. In this case,
Acct-Status-Type (40)= ATCP-Start [VSE Bay Networks 5] The
RAC will also include the following attributes, when applicable, in this

log:

¢ NAS-IP-Address (4)

¢ NAS-Port (5)

« Class (25)

e Acct-Delay-Time (41)

e Acct-Session-Id (44)

¢ Acct-Multi-Session-Id (50)
*  NAS-Port-Type (61)

Tunnel Start

The RAC will log whenever an L2TP tunnel is established with another
node. When an L2TP tunnel is established, the log will codtadt-
Status-Type (40)= Tunnel-Start [VSE Bay Networks 8] The RAC

will also include the following attributes, when applicable, in this log:

* NAS-IP-Address (4)

e Acct-Delay-Time (41)

¢ Annex-Tunnel-Type (VSA Bay Networks 36)

¢ Annex-Tunnel-Medium-Type (VSA Bay Networks 37)

¢ Annex-Tunnel-Client-Endpoint (VSA Bay Networks 38)
* Annex-Tunnel-Server-Endpoint (VSA Bay Networks 39)
¢ Annex-Tunnel-ld (VSA Bay Networks 40)
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Tunnel Stop

The RAC will log whenever an L2TP tunnel is destroyed. When an L2TP
tunnelis destroyed, the log will containct-Status-Type (40 Tunnel-
Stop [VSE Bay Networks 9] The RAC will also include the following
attributes, when applicable, in this log:

NAS-IP-Address (4)

Acct-Delay-Time (41)

Annex-Tunnel-Type (VSA Bay Networks 36)
Annex-Tunnel-Medium-Type (VSA Bay Networks 37)
Annex-Tunnel-Client-Endpoint (VSA Bay Networks 38)
Annex-Tunnel-Server-Endpoint (VSA Bay Networks 39)
Annex-Tunnel-ld (VSA Bay Networks 40)

Tunnel Reject

The RAC will log whenever it rejects L2TP tunnel establishment with a
peer. When an L2TP tunnel is rejected, the log will corairt-Status-
Type (40)= Tunnel-Reject [VSE Bay Networks 10] The RAC wiill

also include the following attributes, when applicable, in this log:

NAS-IP-Address (4)

Acct-Delay-Time (41)

Annex-Tunnel-Type (VSA Bay Networks 36)
Annex-Tunnel-Medium-Type (VSA Bay Networks 37)
Annex-Tunnel-Client-Endpoint (VSA Bay Networks 38)
Annex-Tunnel-Server-Endpoint (VSA Bay Networks 39)
Annex-Tunnel-ld (VSA Bay Networks 40)
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MP Start

The RAC will log whenever an MP bundle is created. For MMP, this will
only be logged on the LNS. In this ca8ect-Status-Type (40)= MP-
Start [VSE Bay Networks 13] The RAC will also include the following
attributes, when applicable, in this log:

¢ NAS-IP-Address (4)

* NAS-Port (5) = MP [6000] + index
* Acct-Delay-Time (41)

e Acct-Multi-Session-Id (51)

¢ NAS-Port-Type (61)= Virtual [5]

MP Stop

The RAC will log whenever an MP bundle is destroyed. For MMP, this
will only be logged on the LNS. In this cagect-Status-Type (40)=
MP-Stop [VSE Bay Networks 14] The RAC will also include the
following attributes, when applicable, in this log:

¢ NAS-IP-Address (4)

¢ NAS-Port (5) = MP [6000] + index
e Acct-Delay-Time (41)

e Acct-Multi-Session-I1d (51)

¢  NAS-Port-Type (61) = Virtual [5]

Time Stamps and Session Duration

Each RADIUS Accounting record is queued with a time-stamp of when
the event occurred. Whenever a RADIUS Accounting-Request is issued
by the RAC, the RAC will record the difference in time (now - occurrence)
and place the result in tect-Delay-Time (41)attribute.
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Each session in the RAC retains a time-stamp of the start of the session.
When the session ends, the RAC will record the difference in time (finish
- start) and place the result in thect-Session-Time (46attribute.

Session Throughput

Each session in the RAC will keep track of the packet and byte throughput
of each session associated with a physical line. When the session ends,
the RAC will record these statistics and place the results iAdtie
Input-Octets (42), Acct-Output-Octets (43) Acct-Input-Packets (47)
andAcct-Output-Packets (48)attributes.

Session Tagging

Each session in the RAC has a unique Session Identifier. This identifier
is an eight-digit upper case hexadecimal number. For the initial session,
the first four digits will be random, the next three digits will be zero, and
the final digit will be one. Subsequent sessions will increment the
previously used session id as its own. This identifier will be placed in
the Acct-Session-Id (44pattribute.

Each MP bundle will also have a unique MP Bundle Identifier equal to
the Session Identifier of the first link of the bundle. This identifier will
be placed in théAcct-Multi-Session-1d (50)attribute.

Multi-Session Link Count

Each MP session records the number of links it has used Actte
Link-Count (51) attribute.

Authentication Method

RADIUS Accounting only logs users that are authenticated via RADIUS.
This means thaAcct-Authentic (45) = RADIUS [1] in each
Accounting-Request {4}packet whem\cct-Status-Type (40)= Start

[1].

Managing Remote Access Concentrators Using Command Line Interfaces 6-47



Chapter 6 Configuring Security

Termination Reason

Termination reason reporting is supported byAbet-Terminate-
Reason (49attribute. Refer to the Remote Access Concentrator Software
Reference for a complete description of this attribute.

Access State

The RAC supports the RADIUS standard way to preserve RADIUS server
state from thé\ccess-Accept {2}o theAccounting-Request {4}

packets. Thatis, if the RAC is delivere@kass (25)attribute in the
Access-Accept {2}then the RAC will echo the attribute in its
Accounting-Request {4}packet. In this way, the RADIUS server can
maintain a state relationship from when it granted access to when it get
recorded access.

Configuring ACP Security

6-48

Guidelines for Creating ACP-Related Files

To create ACP-related files for use with the RAC that will not impede its
operation, observe the following guidelines:

« Do not specify ports by number, range of numbers or groups of
numbers (e.gports=1-10 in security profiles.

« Do specify ports, when appropriate, by port type (pais=ta)
in security profiles.

« Do not specify port passwords within thep_passwdile.

e Use the correct RAC name or IP address when specifying a
RAC within theacp_dialup file but do not specify ports by
number, range, or group.
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Information for Users of Remote Annexes

{y Read this section thoroughly if RACs are installed in an
environment with Remote Annexes.

If you are using Remote Annex products, do not use your existing ACP-
related files with the RAC without modification.

Using your existing ACP-related files with the RAC, maodifying them
only to specify the RAC’s IP address (when required), affects the
operation of the RAC in the following ways:

« Specified ports (e.gports=1), port ranges (e.gports=1-10),
and port groups (e.goorts=1,3,6,7,12,1ywithin profile
criteria of your existing ACP-related files will be recognized and
applied by the RAC to internal RAC asynchronous pasy (
ports).

However, the RAC ignores ports specified by number, range of
numbers, or group of numbers for internal terminal adafagr (
ports and synchronous PRSJif) ports and applies profile

criteria to all RACta andsyn ports.

e Port passwords specified in thep_passwdile affects RAC
operation negatively since the passwords are matched to the
equivalent RAC internal asynchronous port. As a result,
asynchronous modem connections made to a RAC are subject to
random password associations (i.e., each prompt asking for a
different password).

Editing Existing ACP Files

When editing existing ACP files for use with the RAC, keep in mind that
ACP profile criteria cannot be port specific and that you need to modify
your existing files accordingly. For example,ap_userinfofile user-

end block that usgmorts= for an RA 4000 on a per-port basis, as shown
below, should be modified for the RAC:
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user group=eng;ports=1-5

climask telnet end

end

Modifying the file as shown applies ttilanaskto all modem connections
on any server, not just ports 1-5:

user group:eng;ports:asy

climask telnet end

end

If the former were used in an environment with the RACtimeask
would inconsistently apply to modem connections because the dynamic
allocation of ports is not constrained to ports 1-5.

About Host-Based Security

The Access Control Protocol (ACP) provides host-based security in
which a UNIX or Windows NT host on the network is defined as a security
server. You can modify the host-based software to implement a security
policy that fits the needs of your environment.

Overview of Host-Based Security

6-50

ACP security has three requirements: 1) at least one UNIX or Windows
NT host on the network must act as a security server running RAC security
software; 2) security must be enabled on the RACH(ttadle security
parameter is set %6); and 3) a security regime, suchaap or securid,

must be defined for authenticating RAC users.

The security server maintains a database of files that reside by default in
the directorylusr/annex These files include:

« acp_keys(encryption key information).
e acp_dialup (user names and addresses for dial-up connections).
e acp_group (user-group associations for security).

¢ acp_regime(security authentication system and associated
password file name).
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e acp_passwdsecurity passwords).

w Do not specify port passwords for the RAC.

¢ acp_userinfo(initial login environment and start-up CLI
commands).

e acp_restrict (restricted hosts and host ports).

e acp_logfileandacp_logfileAnnex_IPaddresgsecurity audit
trails).

V The contents of these files should match on all security
servers (except facp_lodfile.

The following sections describe these aspects of ACP security:

« Basic ACP Configuation on pae 6-52

« Encrypting Security Mesgas on pae 6-59

* Defining Security Rifiles on pae 6-61

¢ Using include Hes in the acp_userinfoileé on paje 6-99

« Dynamic Allocation of Network Adesses on @@ 6-142

* Using Applealk Security on pge 6-133

» Using IPXCP Security on pga 6-135

¢ Using PPP Security on pa 6-135

» Using Kerbeios Authentication on pge 6-112

* Using the £E/Server on pge 6-127

» Using Safe\btd AS Security on g 6-119

«  Configuring Security for the RAFTP Daemon on e 6-152
» Configuring the IP Basic Security Option (IPSO) oae6-126
» Logging Security Events on ga 6-153

* The paser of the acp_userinfo filegerates l@ messges if an
error is detected when pcessing a uses’piofile. on payje 6-
154
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Basic ACP Configuration

This section outlines procedures for configuring the basic ACP features
and describes what happens in each case if ACP goes down.

CLI Security

You can set up host-based security for CLI connections in which users
must provide a valid user name and password before they are granted
access to a CLI:

Set the cli_security parameter to Y, so that the RAC uses ACP.

Define a security server using the  pref_securel_host,
pref_secure2_host, or security_broadcast parameter (see
Configuring the Security Ser _ver on pa ge 6-57).

Create entries in the acp_regime file defining the authentication
systems to be used and the conditions under which to use
them.

The install program creates the acp_regime file, then prompts you for
a default regime and (in some cases) a password file name, which it
enters into acp_regime . Subsequently, you can add to and/or change
the contents of this file. (See Configuring the acp_regime File on page
6-70.)

Create entries in the appropriate password files (see Creating
User Password Files on pa ge 6-72).

(Optional) Configure encryption for security messages (see
Encrypting Security Messa ges on pa ge 6-59).

If ACP is down, the RAC acts as follows:

First, the RAC prompts for the password specified in the
port_password parameter. If thport_password parameter is
not set {<unset>"), the RAC does not connect the user to the
CLI.
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« If thecli_security parameter is set t8 and theport_password
parameter is set{set>"), the RAC prompts for the password
specified inport_password

e If cli_security is set toN and theport_password parameter is
not set (<unset>"), the RAC does not perform a security check
for CLI connections and allows unrestricted access to the CLI.

Virtual CLI Security

You can set up host-based security for virtual CLI (VCLI) connections
in which users must provide a valid user name and password before they
are granted access to a virtual CLI:

Set the vcli_security parameter to Y so that the RAC will use ACP.

2. Define a security server using the  pref_securel_host,
pref_secure2_host, or security_broadcast parameter (see
Configuring the Security Ser _ver on pa ge 6-57).

3. Create entries in the acp_regime file defining the authentication
systems to be used and the conditions under which to use
them.

The install program creates the acp_regime file, prompts you for a
default regime and (in some cases) password file name, and then
enters them into acp_regime . Subsequently, you can add to and/or
change the contents of this file (see Configuring the acp_regime File
on page 6-70).

4.  Create entries in the appropriate password files (see Creating
User Password Files on pa ge 6-72).

5. (Optional) Configure encryption for security messages (see
Encr ypting Security Messa ges on pa ge 6-59).
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If ACP is down, the RAC acts as follows:

« First, the RAC prompts for the password specified in the

vcli_passwordparameter (selenplementing Local ivtual CLI
Passwod Protection on pge 6-2.

« If thevcli_passwordparameter is not seétunset>") and the
vcli_security parameter is set td, the RAC prompts for the
password specified by tipasswordparameter.

» Ifthe passwordparameter is not seunset>"), the RAC fails
the VCLI attempt.

« Ifthevcli_security parameter is set té and thevcli_password
parameter is setgset>"), the RAC prompts for the password
specified invcli_password

Connection Security

You can authorize or deny IP or CLI access to specific hosts, host ports,
or networks for a particular user, group, time of day, or protocol in use.

1. Define a security server using the pref_securel_ host,
pref_secure2_host, or security_broadcast parameter (see
Configuring the Security Ser _ver on pa ge 6-57).

2. Setthe connect_security parameter to Y, so that the RAC uses
ACP on a CLI connection (via telnet and/or rlogin).

3. Configure the acp_restrict file on the security server (see
Limiting Access to Hosts via acp_restrict on pa ge 6-94).

For CLI telnet orrlogin connections, ACP checks acp_restrict to see
whether or not access should be granted to the user. For SLIP and IP
over PPP connections, the acp_restrict file controls access by
creating filters based on your input.

4.  (Optional) Configure encryption for security messages (see
Encrypting Security Messa _ges on pa ge 6-59).
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SLIP and PPP Security

Configure access to a SLIP or PPP link from the RAC
as follows:

1.

Set the mode parameter to cli and have the user issue the slip or
ppp command from the CLI.

If the mode parameter is set to slip, the RAC does not perform a
security check.

If you want authentication performed on the CLI connection

(rather than authenticating when the user issues the slip or ppp
command), set the slip_ppp_security and cli_security parameters
to Y. Then proceed to step 4.

To have authentication performed when the user issues the slip
or ppp command (rather than authenticating when the CLI
connection is made) set the cli_security parameter to N and the
slip_ppp_security parameter to Y.

Define a security server using the  pref_securel_host,
pref_secure2_host, or security_broadcast parameter (see
Configuring the Security Ser _ver on pa ge 6-57).

Create entries in the acp_regime file defining the authentication
systems to be used and the conditions under which to use
them.

The install program creates the acp_regime file, then prompts you for
a default regime and password file name, which it enters into
acp_regime . Subsequently, you can add to and/or change the
contents of this file. (See Configuring the acp_regime File on page 6-
70.)

Create entries in the appropriate password files (see Creating
User Password Files on pa ge 6-72).

(Optional) Configure encryption for security messages (see
Encr ypting Security Messa ges on pa ge 6-59).
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If ACP is down, theslip or ppp command fails.

% The RAC never uses local security with i@ or ppp
command.

Port Server Security

You can set up security for port servers in which users must provide a
valid user name and password before they are granted access to an
outgoing port:

1.

Set the port_server_security parameter to Y so that the RAC will
use ACP.

Define a security server using the  pref_securel_host,
pref_secure2_host, or security_broadcast parameter (see
Configuring the Security Ser _ver on pa ge 6-57).

Create entries in the acp_regime file defining the authentication
systems to be used and the conditions under which to use
them.

The install program creates the acp_regime file, then prompts you for
a default regime and password file name, which it enters into
acp_regime . Subsequently, you can add to and/or change the
contents of this file. (See Configuring the acp_regime File on page 6-
70)

Create entries in the appropriate password files (see Creating
User Password Files on pa ge 6-72).

(Optional) Configure encryption for security messages (see
Encr ypting Security Messa _ges on pa ge 6-59).

If ACP is down, the RAC acts as follows:

If the port_server_security parameter is set %6, the RAC
prompts for the password specified in poet_password
parameter.
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« If the port_password parameter is not setunset>"), the
RAC fails the port connection attempt.

« If the port_server_security parameter is set fd and the
port_password parameter is set{set>"), the RAC prompts
for the password specified rort_password

¢ If the port_server_security parameter is set fd and the
port_passwordparameter is not séunset>"), the RAC does
not perform a security check for port connections.

Configuring the Security Server

The ACP security server software is provided as part of the expedited
remote procedure call daemangcd) software. Included with the
software is theservicedile that has two entries: one for the block file
server pfs) and one for ACP.

w Theerpcd process must be runningrpcd requires the
/etc/servicedile to have an entry fagrpc 121/udp

Setting Up a Security Server

To set up a security server, you must install the file server software on a
host and delete the # symbol in front of the ACP entry iretieevices
file. For example:

# erpcd remote programs

#

# prog no. verlo verhi name
1 0 99 bfs
3 0 99 acp
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Specifying the Security Hosts

Thepref_securel hostandpref_secure2_hosparameters specify the
preferred security hosts. The RAC first queriespited_securel host

for user validation. If a response is not received within the time defined
in thenetwork_turnaround parameter, the RAC repeats the query
several times. If the RAC still does not receive a response, it queries the
host defined in thpref_secure2 _hosparameter. If a response is not
received from the second security host within the allowable time limit,
and thesecurity _broadcastparameter is set ¥ the RAC broadcasts to
the network for another host wigipcd running to authorize the access
request. If thesecurity_broadcastparameter is set t, the RAC denies

the authentication request.

Thenetwork_turnaround parameter specifies the amount of time in
seconds in which the RAC expects a response from the security servers.
To reduce the possibility of a retry, the network turnaround time should
be long enough to allow for a network transmission to the security server
and transmission back to the RAC; unfortunately, if this period of time

is too long, the RAC will attempt multiple retries before sending a query
to the second security server.

Disabling Broadcasting for Security Servers

The RAC broadcasts to the network for a security server if:
e Thesecurity_broadcastparameter is set to.

e Thepref_securel_hosandpref_secure2_hosparameters do
not respond.

Setting thesecurity _broadcastparameter tiN disables RAC
broadcasting. If the hosts defined in gref_securel_hosand
pref_secure2_hosparameters do not respond, the RAC refuses the
connection request.
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Encrypting Security Messages

Messages between the security server and the RAC are encrypted if the
RAC parametersnable_securityandacp_keyare set. The parameters
do not take effect until the RAC is either rebooted or RAC security is reset.

Theacp_key parameter specifies the encryption key the RAC uses to
exchange messages with the security server. The security server
maintains the encryption key for each RAC in délop_keysfile (see
Creating the acp_dys Fle on paje 6-59.

The encryption key also validates the security host: the host must know
the RAC’s ACP key for the RAC to consider the host valid. Without the
appropriate key, the RAC denies the user’s request even if the host is
defined as a preferred security host.

% Theshow annexcommand does not display the value ofabp_key
parameter. Instead, it displajssset>" or“<unset>".

Creating the acp_keys File

The security server maintains the encryption key for each RAC in the
acp_keysfile. Each entry in this file contains a list of RAC names or IP
addresses separated by commas and an encryption key for those RACs.
The RAC or the list of RACs and the key are separated by a colon. The
order of placement in the file is important, as the file is read sequentially.

When the security server receives an encrypted message from the RAC,
the server tries to match that key against the key assigned to the RAC in
the file. If no match exists, the RAC and the server cannot communicate.

The syntax rules for thecp_keysfile are:

* Any part of an IP address in the list can be specified with an
asterisk (*).

« A backslash (\) is used to continue a line.
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« Any ASCII character except spaces and tabs are valid
encryption keys (keys are case sensitive).

« Each key can contain a maximum of fifteen characters.

RACSs with no entries are assumed to have no key set. Since wildcards
are valid, some entries in the file may require an explicit “no key”
declaration:

annex01, annex02: seKret2

#131.21 net Annexes have the same key except for 3 Annexes
131.21.2.1,131.21.2.2:

131.21.1.1: SpecialL

131.21.*: Gub-Net

In the following example, the first three entries speifpmniac-las

the key for the RAC whose IP address is 132.245.6.15, no encryption for
the RAC whose IP address is 132.245.6.75,Riadoas the key for all
other RACs on the 132.245.6 subnet. The last entry spegifidgshas

the key formannex0lannex02andannex03Eachacp_keyparameter for

the RACs listed in the example must be identical to the key included in
theacp keysfile.

132.245.6.15:insomniac-1

132.245.6.75:

132.245.6.*:Piano

annex01,annex02,annex03:gl12ch

Changing the value of trecp key parameter on any RAC requires the
same change to tteep_keysfile on the security server. The
recommended order for changing the ACP encryption key on a RAC is:

1. Editthe acp_keys file on all security server hosts.

2. Change the value of the acp_key parameter for all affected
RACs.

3. Update the cache by sending the erpcd on all security server
hosts a HUP signal with  Kill.

kill -HUP <pid_number>

4. Reset the security subsystem for all affected ~ RACSs using the
na command reset annex security.
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Defining Security Profiles

The expedited remote procedure call daeneopdd) that implements
ACP permits you to define different security profiles for different users,
groups of users, or for otheonnection conditionsuch as the time of
day or the date. Specifically, you can usesitie regime acp_userinfq
andacp_restrict files to create diverse security profiles based on any
combination of therofile criteria shown inTable6-5.

Table 6-5. Profile Criteria

Criterion Description

username | The user’s userid.

group The name of a group to which the user belongs, as defined in
the/etc./groupsor acp_groupfile; seeCreating User Goups
on paje 6-69

time The day of the week and/or the time of day.

protocol The connection protocol (e.g., PPP, CLI).

annex The name or IP address of the RAC on which the connection
is made.

port type The RAC internal port type on which the connection is made.

Overview of Security Profile Criteria

Security profile criterisspecify the connection conditions that must be
met in order for the RAC to:

¢ Use a particular security regime for authentication (in
acp_regime.

« Define the user environment that will be in effect upon login (in
acp_userinfg.

* Permit or restrict access to hosts or host portaqjn restrict).
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Together, the security regime, user environment, and host access
restrictions define the security profile.

A profile criterion begins with one of the keywords listed in Table 6-5 on
page 6-61. The keyword is followed by=amsign, which is followed by
a value. No space is permitted before or afterthgn. The syntax is:

keyword-value

To enter more than one criterion, separate the criteria with semicolons(;).
Keep the criteria on one line. Use the backslash (\) continuation symbol
to extend the line beyond the right margin, if necessary. No spaces are
allowed on either side of the semicolon or withinthkiefield, with the
exception of data for thi@me criterion (sedime on pae 6-65. A

particular keyword may appear only once in a line of criteria. An entire
line of profile criteria is called profile criteria specificationThe

following examples could appear in any or all of dop_regime
acp_userinfq andacp_restrict files.

For the acp_regime and acp_restrict files, the entry looks like this:

username=chris;time="9:00am-10:30pm Monday-Friday”;annex=annex03
For the acp_userinfo file, the entry looks like this:

user username=chris;time="9:00am-10:30pm Monday-Friday”;annex=annex03
{y A profile criteria specification cannot exceed 80 characters.

After the profile criteria specification, you specify the security measure(s)
to be applied if the criteria are met. The following is an example from the

acp_userinfofile:
user username=chris;time="9:00am-10:30pm Monday-Friday”;annex=annex03

climask ppp end
end
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When usechris connects t@annex03erpcd records all the conditions
related to the connection - the user id and any group associations (as
defined in thecp_groupor/etc/groupfile), the RAC and port thahris
connects to, the time of connection, and the connection

protocol - CLI, PPP, or SLIRerpcd saves these connection conditions
for comparison with profile criteria specifications in #up_regime
acp_userinfq andacp_restrict files.

All of the profile criteria in a specification must be met in ordeefpcd

to consider that the specificatioratcheghe connection conditions
recordedThe specification for Chris is considered a match if he gives a
user name ofhris and connects tannexO03etween

9:00 A.M. and 10:30 P.M Monday through Friday. If all of these criteria
are met, usechrisis prevented (via thelimaskentry) from issuing the
ppp command while he is logged indmnex03

Note that, in the example cited, the profile criteria specification replaces
theuser namefield inacp_userinfa Theuser field can be specified
instead, for compatibility with earlier RAC releases. For more
information, se€reating the acp_userinfalE on paye 6-74

One Match Per File

You can enter an unlimited number of profile criteria specifications in
each of thecp_regimeandacp_userinfofiles. However, for any single
set of connection conditionsrpcd uses only the first matching
specification it finds in each file. Consequently, the placement of profile
criteria specifications is important. For example, suppose thathuser
belongs to a group namedgineeringand that the first line in
acp_regimespecifies that thengineeringgroup should be authenticated
via Kerberos, while the second line specifies that clses should be
authenticated by SecurlID. The result is tiais is authenticated by
Kerberos, since a match for the group entry is found first.
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Username and Group
Criteria

The first-match algorithm is also true #wp_restrict entries that apply
to CLI (telnet andrlogin) connections. Howeveacp_restrict entries
for PPP and SLIP are treated differently (seeiting Access to Hosts
via acp_estrict on pae 6-99.

The Resulting Security Profile

Onceerpcd has found all the matching profile criteriaaicp_regime
acp_userinfq andacp_restrict (using the one-match-per file rule where
appropriate) for a given set of connection conditions, the result is a single
security profile.

Profile Criteria Syntax

The following sections give the purpose and syntax for each of the
different criteria you can include in a profile criteria specification.
Additional information and examples are supplied in the sections on
acp_regime acp_userinfq andacp_restrict.

Theusernamecriterion lets you control security based on the RAC User
ID (the name the user specifies at login). I¥&rnamecriterion supports
user IDs up to 128 characters long.

Thegroup criterion lets you control security based on a user’s
membership in a group. You assign users to groups via either the
acp_groupfile or theletc/groupfile (seeCreating User Goups on pge
6-69. When agroup profile criterion is specifie&rpcd checks the
acp_groupfile to find the users belonging to the group. If it cannot find
anacp_groupfile, erpcd looks in theetc/groupfile.

A wildcard (*) can be used to represent as many of the final characters
in auser nameor group as can be removed and still leave the name
unique. The following are examplesusfer nameandgroup criteria:

6-64 Managing Remote Access Concentrators Using Command Line Interfaces



Chapter 6 Configuring Security

username=fritz
username=fri*
username=frank
username=fra*
group=finance
group=fi*
group=fun

The following designates all users:

username=*

Time Thetime criterion lets you control security based on the day of the week,
the date, and the time of day. The following are the four possible syntaxes:
time=" day”
time=" timel - time2 dayl - day2”
time=" timel dayl - time2 day2 "
time=" timel datel - timeZ2 date2

Enclose the&ime criterion in quotation marks and specify the arguments
as follows:

« Forday, specify a weekday, e.g., Sunday or Monday. The time
criterion will apply to that entire day. Weekday specifications
observe minimum uniqueness and are not case sensitive.

« Fortimel, specify the beginning of a time range; fiore2 ,
specify the end of a time range. Ugemn{am|pm], wherehh
is the hour andhmis the minutes, as the format for each end of
the range. If you do not includen or pm, the RAC assumes
you are using military (24-hour) notation. Both ends of a range
must use the same type of notation - you cannot use military
time for one part of a range aach or pm for the other.

To indicate midnight, specify either 12:00am or 00:00. Specify
noon as 12:00pm or 12:00. To indicate a 24-hour range, use
either 00:00 - 23:59 or 12:00am - 11:59pm.

Be sure to include the colon and minutesr() after the hour
(hh). For example, 9:00am - 5:00pm is valid; 9am - 5pm is not.
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annex and port type

You cannot specify time ranges without also specifying either a
range of days or a range of dates. A time range with only a
single day or date is not permitted. For example,

time=9:00am - 5:00pm Sunday invalid. The correct usage

would be9:00am - 5:00pm Sunday - Sunday

« Fordatel, specify the beginning of a month and day range, e.g.,
January15, Februaryl10; fdate2specify the end of a month
and day range. Month specifications observe minimum
uniqueness and are not case sensitive.

The following are examples:

time="9:00am-5:00pm Monday - Friday”

time="9:00-22:00 Sunday - Sunday”

time="Wed"

time="8:00AM Friday - 6:35PM Friday”

time="10:30 Nov 30 - 21:30 Nov 31"

Thetime criterion applies to initial access by the user. For instance, in
the first example above, the criterion is met if the user logs in at any time
between 9:00 A.M. and 5:00 P.M. on Monday through Friday of any week

in any month.

Theannexandport type criteria let you control security based on the
RAC and RAC port type that the user tries to access. You can use an
asterisk (*) symbol as a wild card in place of a RAC name or the host
port of a RAC IP address. The following are valithexandport type
specifications:

annex=5399rac03;ports=asy

ports=syn

annex=192.17.5*
annex=*
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The first example specifies all interaalyports (asynchronous ports) on
rac5399 03

In the second examplannex=*is implied and the user can access all
internalsyn ports (synchronous PPP Ports) on all RACs.

In the third and fourth examplgsrts=* is implied. The fourth example
specifies all ports on all RACs, which is the default.

{y You cannot abbreviate thprts keyword.

Protocol Theprotocol criterion lets you control security based on the protocol
used to attempt access to a host or host port. Valid values are:
* slip

°  ppp
e cli (for telnet and rlogin)

Specify a protocol criterion using the syntax:

protocol=protocol_name

To specify more than one protocol, you must specify multiple security
profile definitions. For example, to specify both PPP and SLIP, enter:

protocol=ppp
protocol=slip

The default is any protocol.
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Overview of Files Used to Define Security Profiles

Following are the files you use to define security profiles:

acp_groupor /etc/group. If you intend to assign different
security profiles to different groups of users, you must first
define the groups in threcp_groupor /etc/groupfile.

acp_regime An initial acp_regimefile is created by the RAC
install program. It is based on answers you supply to prompts
from install, and it contains a single authentication scheme,
such ascp, to be used for authenticating all RAC users. It also
contains the name of a password file, if the reginaepsor
kerberos.

You can modify the initiahcp_regimefile so that different
authentication schemes are used when particular criteria are met.

w Do not confuse ACP, the RAC’s Access Control Protocol
that controls all host-based security, vattp, one of
several authentication systems (regimes) that can be used
with ACP.

acp_userinfa This file allows you to configure login
environments based on a single user id or one or more profile
criteria. Configurable aspects of login environments include CLI
commands to be executed at start-up, CLI commands not
permitted during a login session, filter and route definitions, a
CHAP secret token, and various AppleTalk session
characteristics. You can also ws®_userinfoto deny login
access.

acp_restrict. You can use this file to restrict access to hosts or
host ports based either on the RAC that attempts the connection
or on specified access criteria.

The following sections describe these files in detail.
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Creating User Groups

One of the most useful aspects of customizing security is the ability to
apply different access rights and restrictions to different groups of users.
To associate individual users with one or more groups, you create entries
in the/etc/group or acp_groupfile.

The/etc/groupfile already exists on most UNIX systems, so you may
prefer to add entries to this file rather than entering theanpngroup,
which you must create. Either file must reside in the install directory
(default is/usr/annex) on the UNIX security host.

Theerpcd process looks faacp_groupfirst, only usingetc/groupif it
cannot findacp_group To designate tharpcd should uséetc/group
rather tharacp_group, seeChanging the Expectedl& Names Used by
ACP on pae 6-102

w Theacp_groupfile must have the same format as the
/etc/groupfile. The following systems do not support #ep_group
file: Ultrix, FreeBSD, and BSDI. On these systems, you must use the
letc/groupfile.

An/etc/grouporacp_groupfile contains a one-line entry for each group.

To retain compatibility withietc/group, theacp_groupfile includes
passwords and group ID fields, although ACP does not use them. You
must specify a value in each of these two fields, although what you choose
to enter is arbitrary. The format for an ACP group entacim_groupor
letc/groupis:

groupnamepasswordgroupiduserlist
Thegroupnamdield specifies the name of the group; tkerlistfield is
a comma-separated list of user names belonging to the group. There is

no arbitrary limit to the number of namesuserlist Fields are separated
by the colon (;) character.
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Following are two samplacp_group (or/etc/group) entries:

accounting:p:g:kim,herbert,sam,louise,bill
engineering:p:g:dilbert,jim,sharon,scott,john,liza,\
carrie,edna,dena,caroline,marsha,sue,don,phil,eric,\
dan,fritz,jeremiah,amy

% Thep andg in the previous examples are place holders for the values
that UNIX requires but ACP ignores.

The second example above is one long line. Although word wrapping
may occur, the vi editor will see it as one line of input.

Configuring the acp_regime File

The initial security regime that the RAC uses to authenticate all users is
defined in theacp_regimefile. This file is created the first time the
network administrator runs the RAC install program. The program
prompts for a security regime and, if the regime requires it, a password
file name. The regimes from which you can choosaepgesecurid,
safeword kerberos, native, andnone(seelable6-6). Password files are
required foracp andkerberos; the defaults aracp_passwadand
/temp/tkt_erpcd_. Both theacp_regimefile and the password files (if
any) must be stored in the installation directory, which defaults to
/usr/annex

Theacp_regimefile created bynstall has the following format:
: initial_regimd:initial_password_filg¢

Once theacp_regimefile has been created by timstall program, you

can modify the file to specify more than one regime and to include profile
criteria that determine the conditions under which different regimes are
used. The syntax for acp_regimeentry is:

[profile_criterig):regimd: password_filenanje
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Each field in the entry must be separated by the colon (:) character; a
space may follow but not precede the colon. The syntax for
profile_criteriais:

keyword-valud ; keyword-value...]

If profile criteria are omitted, the specified regime applies to any user
logging in under any circumstances. Profile criteria are explained in
Overviav of Security Rifile Criteria on pae 6-61 Valid regimes are
explained inTable6-6.

Thepassword_filenamgeld is valid only for theacp andkerberos
regimes. If you specify thacp or kerberos regime but supply no
password_filenamehe default is used (s@able6-6). If the file is not
found, an error message is logged and access is denied.

Table 6-6. Authentication Regimes

Regime Description

acp ACP authentication, using the password file you specify.
Default is theacp_passwdile.

safeword SafeWord authentication.

kerberos Kerberos authentication, using the ticket-directory prefix you
specify. Default igtemp/tkt_erpcd._.

native Authentication via the native operating system of the security
server. For UNIX, native means thetc/passwdfile is used
for authentication.

none No authentication is performed; the user is unconditionally
authenticated.
securid SecurlID authentication.

Managing Remote Access Concentrators Using Command Line Interfaces 6-71



Chapter 6 Configuring Security

The following is a samplacp_regimefile:

username=jack;time="9:00am-10:00pm Tuesday - Thursday”:securid
group=finance:acp:special_acppw
:acp

Given this samplesrpcd uses SecurlD to authenticate yasekif he logs
in between 9:00 A.M and 10:00 P.M. on the specified day.

Next, erpcd looks in theacp_group (or /etc/group, if acp_groupdoes

not exist) file to find the members of the group nafirexhce If one of
these users tries to log in at any time on any day or @lgteq attempts

to authenticate that user via thep regime, using thepecial_acppw
password file (which must reside in the RAC install directory). Even if
userjackis defined iffinance if he logs in between 9:00 A.M. and 10:00
P.M.,erpcd nevertheless tries to authenticate him via SecurlD, since the
profile criteria specification that begins witeernameis matched first.

Finally, any users whose login characteristics do not match the first two
profile criteria specifications are authenticated via ACP, using the default
password fileacp_passwd

Creating User Password Files

Password Files for the If the security regime defined &&p, erpcd prompts the user for a user

acp Regime name and password. The RAC validates this information by instructing
the security server to compare these entries against entries in the password
file specified iracp_regime If no password file is specified, ACP uses
acp_passwdwhich must reside in the install directory (default is
/usr/annex). In either case, if a match is found, the user is granted access;
otherwise, the user is denied access.
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A typical session looks like this:

Annex Command Line Interpreter * Copyright 1988, 1997 Bay Networks

Checking authorization, Please wait...
Annex username: kate

Annex password:

Permission granted

annex:

Theacp_passwdfile uses the same format as tatec/passwdfile. The
easiest way to create this password file is to copjeticgpasswdfile to
acp_passwdOne advantage to creating tep_passwdile this way is
that you can mergetc/passwdiles from different hosts into one file on

the security server, thus allowing you to create a network-wide password
file.

w If you are using a System V.4 or V.5 host, use/¢he'shadowfile
rather than théetc/passwdfile.

Not all password files work with ACP. For example, you can not
merge SCO UNIX password files into thep_passwdile.

Non-superusers can change their passwords only ifsti@mamen
theacp_passwdile matches thesernamen the/etc/passwd
(or /etc/shadovy file on the host.

After creating this entry, use tlob_passwdcommand to enter the port
password:

% ch_passwd 132.245.33.11.1
New password: <password>

w This port password is independent of the port parameter
port_password The port parameter is used only for
local security.
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Password File for the
Kerberos Regime

Password Files for
Other Regimes

Password Histories
and Blacklisting

The ACP prompts appear as follows:

Annex username:

Annex password:

Port password:

If kerberosis defined iracp_regime erpcd validates the user name and
password by comparing them to entries in the password file specified in
acp_regime If no password file is specifieepcd looks for/temp/
tkt_erpcd_ in the install directory (default iasr/anneX). If erpcd does

not find a match in that file, the user is denied access to the RAC. For
more information, sedsing Kerbews Authentication on pge 6-112

For information on passwords used with third-party systems other than
Kerberos, see the following sections:

¢ Using the £E/Server on pge 6-127
» Using Safe\btd AS Security on g 6-119

You can enhance security for passwords by configuring the RAC to record
password histories and to blacklist users who have a configurable number
of failed login attempts.

Creating the acp_userinfo File

Theacp_userinfofile resides in the install directory and is maintained
by the network administrator. The file primarily defines aspects of the
user login environment. This environment can be defined on the basis of
profile criteria and/or a user ID (user name).

6-74 Managing Remote Access Concentrators Using Command Line Interfaces



Chapter 6 Configuring Security

The information fromacp_userinfois loaded into therpcd internal
database. To update the database, send a USR1 signatddkill -
USR1pid). When updatingcp_userinfq it is a good idea to check
syntax using therpcd -ufilenamecommand.

To create entries in tlaEp_userinfofile, use the following format, which
is referred to as aser...endblock:

user usernamefname| profile_criteria
entry

end

The syntax foprofile_criteriais:
keyword-value[;keywordvalue...]

Entering profile criteria is described in detaiHrofile Criteria Syntax
on page 6-64

If you use themameargument instead gfrofile_criteriag, specify a valid

user ID. This argument is supported for compatibility with Release 10.1
and earlier releases but is treated as if it were the profile criterion
username-name In searchingcp_userinfq erpcd looks only for a first
match, whether that match is a single userid or all the criteria in a profile
criteria specification.
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The following is an example of a user-end block:

user username=jill
climask slip ppp end

end

user group=finance;time="8:00AM-6:00PM Monday-Wednesday”
clicmd ppp end

end

user group=finance
deny

end

% In the above exampleser username=jillcan also be specified as
user jill.

In this example, even if usgit is a member of thBnancegroup and

meets all of the criteria in that profile criteria specificatjibinis not
permitted to usslip or ppp, since the first match found is the uséitid

The remainder of the example specifies that the finance group is allowed
to connect only if its members log in between 8:00 A.M. and 6:00 P.M.
on the specified days. The CLI portthey are connected to will be converted
to ppp mode after the group members have been authenticated. At any
other time, they are denied access.

You can specify the followingntryoptions (the following subsections
discuss these options in detail):

e accesscode

e clicmd

e climask
e deny

o filter

e route

e at zone

e at connect_time
e at_nve_filter

e at passwd

e chap_secret
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accesscode

Theaccesscodeés a string for which the user is prompted. Specify
accesscodat the beginning of an accesscode entry. For each user, or for
conditions that meet profile criteria, you can define one or more
accesscode entries in thep_userinfofile. Depending on the contents

of the entry, one of several actions can occur, including dial-back. Each
entry can include a phone number, inbound and outbound modem pools,
and a job name (s@@able6-7). The syntax is:

accesscodeode
accesscode_entry
end

Table 6-7. Entries for accesscode in the acp_userinfo File

Entry Description

code A character string defined by the administrator. The user
is prompted for this string (after tluser nameand
passwordprompts) when logging onto a port defined
for dial-back security.

accesscode_entry A list of one or more of thaccesscodentries:
phone_nq in_pool_name out_pool_name job.

phone_no Specifies the dial-back phone number with the format:
phone_nophone_no

phone_nas the phone number to be called. If this
optional parameter is not specified, the user is prompted
for the dial-back phone number.

System administrators are encouraged to specify this
entry to avoid compromising system security. Any
characters accepted by the modem can be used here.
Notice that the escape character (\) must precede each
special character (* , # @ ! ; =).

(continued on next page)
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Table 6-7 Entries for accesscode in the acp_userinfo File (continued)

Entry

Description

in_pool_name

Specifies the name of the inbound modem pool wit
the format:

in_pool_namepool_name

pool_nameis the name of an inbound modem pool.

For the dial-back request to be initiated, the

designated port type must be defined for the inbound

pool.

out_pool_name

Specifies the name of the outbound modem pool wi

the format:

out_pool_namepool_name

pool_nameis the name of an outbound modem pool.

For the dial-back request to be initiated, the

designated port type must be defined for the outbound

pool.

Defines a specific CLI command. The default is the

CLI. Eachaccesscodean have up to one job record
using the format:

job commandargument.]end
commands a CLI command name, e.gqgin.

argument. is an option list of command-specific
arguments, e.g., to remotely log the uderseinto
the hostamos the job entry is:

job rlogin amos -1 Morse end
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The following example illustratesxcesscodentries in thacp_userinfo
file. When logging in, the usepbbis prompted for a user name,
password, andccesscoddf cobbenters the information at each prompt,
the RAC determines whether or matbb’saccess is via the inbound
modem pool. If so, one of the following occurs:

« If cobb enteraccessat theaccesscodgrompt, the RAC calls
cobbback at the numb&-765-4321and then logsobbinto the
hostcalvin.

« If cobbentergpromptphonet theaccesscod@rompt, the RAC
prompts for a phone number, drops the connection, and calls
cobbback via the outbound modem pool. Then the Annex
prompt is displayed.

« If cobbentersdirectfor the accesscode, the Annex prompt is
displayed and no dial-back occurs.

user cobb
at_passwd nedry
at_zone bn-33net bn-55net end
accesscode access
phone_no 9\,7654321
in_pool_name inbound
out_pool_name outbound
job rlogin calvin -1 cobb end
end
accesscode direct
in_pool_name inbound
end
accesscode promptphone
in_pool_name  inbound
out_pool_name outbound
end
end
pool inbound
ports asy@hobbes
ports asy@simon
end
pool outbound
ports asy@hobbes
ports asy@simon
end
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clicmd

For a single user or for conditions that meet profile criteria, you can define
one or more CLI commands and macros inate_userinfofile. These
commands are executed, in the order in which they are specified, if the
profile criteria are met or the user name matches the user ID supplied at
login. If the RAC detects an error in a commaamnbcd stops sending
commands, syslogs an error, and denies access to the user.

Table6-8 describes thelicmd entry. The syntax is:

clicmd CLI_commancand
clicmd ... end

% For clicmd to work, thecli_security parameter must be setYo

Table 6-8. Arguments For the clicmd Entry in the acp_userinfo File

Argument Description

CLI_command |Any user or superuser CLI command, or the name of a
macro previously defined for the RAC. Only one
command or macro is allowed peicmd entry, although
auser...endblock can contain multiplelicmd entries.
After the final command in aser...endblock executes,
the CLI session ends. To continue the session, use th
clicmd with the ellipses.() argument, explained next.
(For descriptions of the CLI commands, §dd
Commands on pe 2-3

Specifies that the CLI session should not end when the
lastclicmd entry for a given user has been executed.
Subsequent commands in the sarser...endblock are
ignored.

11
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Theclicmd entry is useful for configuring dedicated connections. In the
following example, if usekip logs in at any time between 9:00 A.M. and
5:00 P.M. on the specified days, the RAC executepghecommand

(after authenticatingip at the CLI level). The port to whidhp is
connected is thereby converted from CLI to PPP mode. When the PPP
link goes downkip is disconnected from the RAC.

user username=kip;time="9:00am - 5:00pm Tuesday-Friday”
clicmd ppp end
end

In the following example, the RAC does not disconkgnivhen the PPP
link terminates.
user username=kip;time="9:00am - 5:00pm Wednesday-Friday”

clicmd ppp end

clicmd ... end
end

climask

For a single user or for conditions that meet profile criteria, you can define
a CLI command mask in theep_userinfofile that limits which CLI
commands the user(s) can execute féasking CLI Commands onga
6-107). Table6-9 describes the entry fatimask in theacp_userinfo

file. The syntax for adding the CLI command mask to a user profile is:

climask command_lisend

Managing Remote Access Concentrators Using Command Line Interfaces 6-81



Chapter 6 Configuring Security

Table 6-9. Entry For climask in the acp_userinfo File

Entry Description

command_list | A list of user-level CLI commands, separated by spaces
that arenot available to the user. Valid values arg call,
fg, hangup, help, hosts jobs, kill , netstat, rlogin, stats
stty, telnet, who, lock, su, slip, connect services ppp,
arap, ipx, andnone (the default). The list of restricted
command names is sent to the RAC and the user is
prevented from executing those CLI commands. Do not
specify the same command as botliend and aclimask
in a givenacp_userinfoentry (for more details on CLI

commands, se€LI Commands on e 2-3.

Theclimask entry allows minimum unigueness for command names. If
you specify an ambiguous command nadligjask generates a warning
but cannot prevent the user from issuing the command.

The following is an example afimask:

user username=sam;time="9:00am-10:30pm Friday-Monday”

climask ppp arap end
end
If usersamlogs into any RAC between 9:00 A.M. and 10:30 P.M. on the
specified days, he cannot issue ppe or arap command. In all other
situations, this particularser...endblock is ignored. For example sam
logs into a RAC at 11:00 PM, the entry is ignored.
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deny

For a single user or for conditions that meet profile criteria, you can deny
access to the RAC in tlaep_userinfofile. If the profile criteria are met

or the user name in the user entry matches the user ID supplied at login,
ACP refuses access to the RA@ble6-10describes the entry fdeny

in theacp_userinfofile. The syntax is:

deny

Table 6-10. Entry for deny in the acp_userinfo File

Entry Description

deny A keyword indicating the user will be denied access to the RAC.
If used,deny should be the only entry in theser...endblock. A
message is logged in the ACP log file indicating why access i
being denied. For CLI users, a message is displayed.

o

The following is an example of usimgny in theacp_userinfofile:

user username=liza
deny

end

user group=eng;time="9:00am -10:30pm Saturday-Sunday”
clicmd ppp end

end

In this example, even if uskrais a member of thenggroup, she is
denied access, sinegpcd finds the match with the user ID first.

In the following example, users cannot connect to any RAC between
11:00 PM and 12:00 PM on any of the specified days:
user time="11:00pm - 12:00pm Saturday-Wednesday”

deny
end
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filter

For a single user or for conditions that meet profile criteria, you can define
one or more |IP filters in thecp_userinfofile. These filters can apply to
PPP and/or SLIP packefgable6-11 describes the entry féitter in the
acp_userinfofile. The syntax is:

filter filter_definitionend

% Filters are session-specific; they are dynamically applied to each
internal port for the duration of a session based on the entries in the
acp_userinfofile.

Table 6-11. Entry for filter in the acp_userinfo File

Entry Description

filter_definition | Defines a filter to apply to the port on which the user
logs in. You can enter only one filter per line but
multiple filters are allowed within oneser...endblock.
Filters are applied in the order in which they are
specified. Unlike théilter command, a filter
specification imcp_userinfodoes not start with the
word add (since it is assumed that you are adding a
filter) and does not contain the name of the login
interface (since that is known).

You can also restrict the transmission and reception of SLIP and IP
over PPP packets by using #hep_restrict file. Usingacp_restrict

for this purpose can be easier than usiog_userinfobecause you

do not have to enter actual filtersaop_restrict. Instead, you enter
user-friendly statements from which filters are created for you.

<

{y Any filters you enter imcp_userinfoor arrange to have generated by
acp_restrict will be combined with, and interpreted according to the
algorithm used for, filters created by the supertisger command.
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The following example creates a filter that discards any IP packets
destined for addreds32.245.4.33 i transmission of such packets is
attempted on the port from which usamlogs in.

user username=sam
filter outputinclude dst_address 132.245.4.33 discard end
end

Like all otheracp_userinfoentries (excepdeny), thefilter entry can be
accompanied by other entries within the sarser...endblock. In the
following example, not only is the above filter created, but a pre-defined
macro namedpecial_setupnd the CLI commangpp are also executed

for usersam

user username=sam
clicmd special_setup end
filter output include dst_address 132.245.4.33 discard end
clicmd ppp end

end

route

For a single user or for conditions that meet profile criteria, you can define
one or more IP routes in tlaep_userinfofile. You can enter only one
route per line, but multiple routes are allowed withineser...endblock.

Routes imacp_userinfoare entered into the routing table when their
interfaces become active, but they are not entered into the route cache.
You cannot use mute entry inacp_userinfoto define a default route.

The syntax for theoute entry is:

route [-h] dest mask gatewdynetrid end
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Table 6-12. Arguments forThe route Entry in the acp_userinfo File

Entry Description

-h Defines the route as hardwired.

dest Specifies the destination address of the route.

mask Specifies the subnet mask for the destination address. You can

enter the mask in dotted decimal notation, e.g., 255.255.255.0,
or you can specify the mask by appendimgp/the destination
address, wheneis the number of 1 bits in the mask, from left to
right. For example, appending /24 specifies 255.255.255.0 as
the subnet mask.

gateway |Specifies the IP address of the gateway (router) that is the next
hop for the route. If you specify an asterisk (*) for gateway, the
RAC uses the port's remote address as the gateway.

metric Specifies the number of hops to the destination. Values range
from 1 through15; the default idl.

Typically, aroute entry inacp_userinfois used when a router attached
to a small network dials into the RAC but does not want to incur the
overhead of running a routing protocol itself. Consider the configuration

in Figure 6-1
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Company Network

RAC

Telephone
Network

/ Gateway Address

BRI 131.108.33.1

[oo =] routerA (e.g., Bay Networks CLAM)

Remote PC
131.108.33.0

\ Destination Address

Figure 6-1. Sample Configuration for a route Entry in acp_userinfo

Given the configuration iRigure 6-1 the following example defines a
route on the RAC that will be used for routerA (e.g., Bay Networks
CLAM). This route allows packets to be sent back and forth between the
company network and the remote PC with the IP addri@5408.33.0

The destination address1i81.108.3.Qusing a subnet mask of
255.255.255.0The gateway addressli81.254.33.1and the metric for

the route is 1 (the default).

user username=routerA;annex=RAC
route 131.108.33.0/24 131.254.33.1 1 end
end
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at_zone

For a single user or for conditions that meet profile criteria, you can define
AppleTalk zone list entries in tleEp_userinfofile. This zone list consists

of zone namedable6-13lists the entry foat_zonein theacp_userinfo

file. The syntax is:

at_zonezone..end

Table 6-13. Entry for at_zone in the acp_userinfo File

Entry Description

zone A list of one or more ASCII character strings. You can have
any number of zones specified in a zone list, subject to the
following constraints:

« A zone identifier cannot contain non-printable
characters.

* An individual zone identifier cannot exceed 32
characters in length.

« The combined length of the entire zone list cannot
exceed 524 characters, whenmeis the number of
zones in the list.

* The reserved keyworehd cannot appear as a zone
argument.

e A string containing a space must be enclosed in
double quotation marks.
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The following example illustratest_zoneentries in theacp_userinfo
file. When logging in using ARA, useobbis assigned to zonbes-33net
andbn-55net
user username=cobb

at_zone bn-33net bn-55net end
end
The next example shows anh zoneentry that uses profile criteria. When
logging in via ARA between the hours of 8:00 A.M. and 6:00 P.M, user
hobbeds assigned to zoné-11netandbn22-net
user username=hobbes;time="8:00am-6:00pm Sunday-Wednesday”

at_zone bn-11net bn-22net end
end

at_connect_time

Theacp_userinfofile can have an ARA connect timer defined,;
at_connect_timedefines the maximum amount of time, in minutes, that
an ARA connection can remain open. You can spetifgonnect_time

for a single user or for conditions that meet profile critdiadle6-14
defines the argument fat_connect_timeentries in theacp_userinfo

file. The syntax is:

at_connect_timetime_value
For example:

at_connect_timel20

Table 6-14. Entry for at_connect_time in the acp_userinfo File

Entry Description

time_value | The format for this argument isiinutes.
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at_nve_filter

NVE filtering controls a remote access Apple user’s view of network
resources: when usirighoosetto select resources, only the resource set
defined for the user by the administrator is visible. The administrator can
specify the NVE filter on a per-user basis or for conditions that meet
profile criteria. This feature complements the existing zone list by
offering a higher level of control.

The administrator uses tinge_filter entry in theacp_userinfofile to
specify a finite list of filters. Only oneve_filter entry per user or per
profile criteria specification is permitted. The entry uses the format:

at_nve_filter [include|excludg tuple,tuple tuple.end

Table 6-15. Entries for at_nve_filter in the acp_userinfo File

Entry Description

include| Theinclude or excludequalifier controls how filters are used:
exclude include filters allow only matching answemsxcludefilters
discard matching answers and allow non-matching answers.
There is a 10-filters-per-user limit. The defaulhidude.

tuple A three-part string that identifies all network resources. The
three parts of &upleare: object, type, and zone. The format pf
atupleis: object:type@zonewith asterisks as wild cards.
Any * @, or : used as an NVE character withtugle must be
preceded by the Escape (\) character. Charactersipiesare
case-insensitive. Each field of an entity can contain up to 32
characters.
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Following are samplacp_userinfoentries, includingwe_filter
information, for two users. Usérick is allowed access only to the
resources of her office Macintosh nanfeitk CPU. Userfrack cannot
accesdrick’s machine, nor is she allowed access to any sales resources.
user username=frick

at_passwd klot

at_nve_filter include Frick\CPU:*@eng end
end

user username=frack

at_passwd curly

at_nve_filter exclude Frick**@ *:*@sales end
end
Like all otheracp_userinfoentriesnve_filter information is syntax-
checked byerpcd. Any errors cause the entire filter to be discarded, and
an error message is generated.

{y This method of limiting NBP traffic is not secure, and can be
circumvented by a person willing to write code to probe the network
without using NBP. Also, this feature has no local RAC security
equivalent.

at_passwd

Each registered AppleTalk user (as opposed to a guest) must have a
password defined in tleep_userinfofile. You can define a password for

a single user or for conditions that meet profile criteria (e.g., membership
in a group)JTable6-16 defines the argument for the passwdentry in
theacp_userinfofile. The syntax is:

at_passwdstring
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6-92

Table 6-16. Entry for at_passwd in the acp_userinfo File

Entry

Description

string

A string of up to nine alphanumeric characters (the un-
encrypted password). Punctuation marks are permitted;
precede spaces and hex values with a backslash (\).

The following example illustrates at_passwdentry in the
acp_userinfofile:

#Set up the user entry

#

user username=cobb
at_passwd ned\ ry

end

A guest entry in thacp_userinfofile looks like this:

#Set up a guest user entry that allows guests to connect
#for 1 hr.and hides our file servers

user username=<Guest>

at_connect_time 60:00
at_nve_filter exclude

*AFPServer@*

end

end

A4

TheGuestentry is case-sensitive. If it is entered incorrectly, guests
can log in with no restrictions because délheguestparameter for this
port is set toy.
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chap_secret

A secret token that enables CHAP authentication for PPP is defined in
chap_secretentries in thecp_userinfofile. You can define the token

for a single user or for conditions that meet profile criteria (e.g.,
membership in a groupJable6-17 defines the entry farthap_secret

The syntax is:

chap_secretsecret_token

Table 6-17. Entry for chap_secret in the acp_userinfo File

Entry Description

secret_token| A string from 1 to 32 bytes long; 16 bytes is recommended
due to the operation of the MD5 encryption algorithm.

The following example illustratescnap_secretentry in the
acp_userinfofile:
user username=smith

chap_secret achapsecrettoken
end
For more details on CHAP and secret tokensCéedlenge-Handshak
Protocol (CHAP) on pege 6-137
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Limiting Access to Hosts via acp_restrict

The erpcd utility can restrict any CLI (i.¢eJnet andrlogin), SLIP, or

PPP request for IP access to a specific host or host-port combination. This
security mechanism uses a host-resident file that lists the hosts and host
ports to which access is restricted and specifies the RAC or the profile
criteria to which the restrictions apply. By default, there are no host or
host-port restrictions.

w Host access security for CLI ports is enabled by setting the port
parameteconnect_securityto Y.

Hosts or ports not listed scp_restrict are considered unrestricted.

When a user issues a connection command or a SLIP or PPP link becomes
active, the RAC, usingrpcd, checks a restrict file for permission to
connect to that hostrpcd expects the restrict file to laep_restrict

(located in the installation directory), which is an ASCII file that you
create with any text editofable6-18 describes the arguments in each
entry. The entry format is:

annex | profile_criteria: restricted host[ [ports]][ restricted host[ [ports]] , ..]
annex | profile_criteria~ unrestricted host[ [ports]][ , unrestricted host[ [ports]] ....]
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Table 6-18. Arguments in the acp_restrict File Entries

Argument

Description

annex

The name or IP address of the RAC initiating the
access. This argument is supported for backward

compatibility with Release 10.1 and earlier releases put

is treated as if it were the profile criteriannex=annex
(profile_criteriaare described next).

profile_criteria

One or moré&eyword-valuepairs, separated by

semicolons (;), specifying the conditions under which

the specified hosts will be restricted or unrestricted. |
information on enteringrofile_criteria, seeProfile

Criteria Syntax on pge 6-64

may follow, but not precede, the tilde. For PPP and
SLIP connections, hosts specified as unrestricted im

or

: (colon) Indicates that the hosts listed in the same entry are
restricted. White space may follow, but not precede, the
colon.

~ (tilde) Indicates that the hosts are unrestricted. White space

ply

that all other hosts are restricted. (For a CLI connectipn,
hosts specified as unrestricted have no implications for

other hosts.)

restricted host

The name or IP address of a restricted host (includin
RAC:s). The list of restricted hosts is separated by
commas; white space is not allow&@u can use an
asterisk (*) as a wild card in place of a host name
the host part of an IP address.

(continued on next page)
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Table 6-18 Arguments in the acp_restrict File Entries (continued)

Argument Description

unrestricted has | The name or IP address of an unrestricted host

(includingRACSs). The list of unrestricted hosts is
separated by commas; white space is not allowed. Ypu
can use an asterisk (*) as a wild card in place of a hgst
name or the host part of an IP address.

[portg One or more TCP or UDP ports mastricted hosbr
unrestricted has To specify multiple ports, separate
them with commas or specify them as a range separated
by a hyphen (-). Enclose the port(s) in square brackets ([
]). White space and wild cards are not allowed. The
default is any TCP or UDP port.

Following are two restricted-host entries:

annex01: hosta,hostb,hostf,132.245.6.23
annex02: hostc,132.245.6.15,hostf,132.245.6.23,\
hosth,annex01
The first entry prevents SLIP, PPP, and CLI connections &mmmex01
to any port orhosta, hostphostf or the host at IP address 132.245.6.23.
The second entry prevents SLIP, PPP, and CLI connectionafmoex02
to any port omostg hostf hosth the host at IP address 132.245.6.15, the
host at IP address 132.245.6.23, andex01

In the next example, which shows the use of profile criteria,caskis
blocked from usingelnet or rlogin to access hosttlasandsteam

username=carl;protocol=cli:atlas,steam
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For profile criteria entries in which the only protocol specified is CLI, as
in the previous examplerpcd searches the file in sequential order and
uses only the first entry whose profile criteria are met. For these types of
entries, order of placementin the file is important. If permission is granted
to a CLI connection request, the user follows the normal login procedure.
If the request is denied, the messBgemission deniet displayed and

the session (job) is aborted.

For profile criteria specifications that explicitly specify SLIP or PPP (or
implicitly specify them, by not specifyingny protocol), filters are
automatically generated to restrict SLIP and/or PPP connections if either
protocol becomes active. Consider the following example:

username=*;protocol=slip: finance

In this example, all SLIP users on all RACs are denied access to host
financebut are allowed access to all other hosts and host ports.

Given an address of 132.245.11.4 for Hiv&tnce the filters generated
to effect these restrictions are:

in include address_pair 132.245.11.4 * discard
out include address_pair 132.245.11.4 * discard

In the next example, the members of the gnoail_onlywho connect

using the PPP or SLIP protocol (as opposed to the CLI) may access the
SMTP port (25) on hoshailhuband the DNS server port (53) on the host
dns_srybut they cannot access anything else.

group=mail_only;protocol=slip~ mailhub[25], dns_srv[53]

group=mail_only;protocol=ppp~ mailhub[25], dns_srv[53]

To put these restrictions into effect, the RAC generates the following four
filters, in which132.245.33.1s the address ofiailhuband132.245.33.2

is the address afns_srv
in exclude address_pair 132.245.33.1 * port_pair 25 * discard
out exclude address_pair 132.245.33.1 * port_pair 25 * discard

in exclude address_pair 132.245.33.2 * port_pair 53 * discard
out exclude address_pair 132.245.33.2 * port_pair 53 * discard
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Filtering Restrictions

IP filtering can handle the following two cases:

*« One or more hosts cannot be reached and all other hosts can.
* One or more hosts can be reached and all other hosts cannot.
However, IP filtering cannot handle the next two cases:

« Asubset (e.g., a subnet or subnet group) of hosts can be reached,
except for a few hosts in the subset, and all other hosts cannot be
reached.

* A subset of hosts cannot be reached, except for a few hosts in
the subset, and all other hosts can be reached.

For example, you cannot ugep_restrictto allow a user namedartha
to access all hosts on her home network (132.245.0.0), except for the
finance machine at IP address 132.245.77.1, and also deny her access to
hosts outside the 132.245.0.0 network. &be_restrict entries for this
are:
user martha: 132.245.77.1

user martha~ 132.245.*
user martha: *

If such an entry is found,syslogmessage is generated and the user is
denied access.

Inadditionacp_restrictcannot create filters from host names containing
wild cards, e,g., annex*.

Finally, filters apply to IP packets only; IPX and AppleTalk packets
cannot be filtered.
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Using include Files in the acp_userinfo File

To reduce the task of repeating sev@hlandclimask lines in the
acp_userinfofile, you can create anclude file. Nestednclude files are
not allowed; the only commands allowed in theude file arejob and
climask. The syntax is:

include filename

Table 6-19. Argument for the include File

Argument Description

filename The name of a file located in the same directory as
acp_userinfa

w A log message is written to the ACP log file if #ep_userinfofile
references amclude file that could not be opened.

Modifying the Supplied Security Application

You can modify the supplied security policy to create a security scheme
that meets the needs of your network. Some simple modifications involve
changing system definitions in the file

/annex_roafsrc/erpcd/acp policy.h. More elaborate security policies
may require modifying or replacing functions in the file
fannex_roafsrc/erpcd/acp policy.c.

w Do not change the function declarations or the description of the
interface; these are fixed by the calls made into this library. Before
making even the smallest change, save the base version of the file
requiring modification.

If you modify the default policy, you must re-compéocd, kill the
current version, and start the new version [dedifying the Code on
page 6-109.
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Disabling User Name and Password Validation

When security is enabled, users must provide a user name and password.
You can disable this policy by modifying the
/annex_roafsrc/erpcd/acp policy.h file.

To disable the user name requirement, change the line that defines user
validation from:

#define USER_VALIDATION 1 to #define USER_VALIDATION 0

Messages are logged to the security server host when users access the
CLlI, but the message does not include a user name.

To disable the port password requirement, make sure the following line
is commented out (i.e., enclosed in asterisks), as follows:

[* #define PORT_PASSWORD 1 */

Linking NIS Password File Verification to ACP

You can enable several options in #op_policy.hfile by removing the
slash (/) and asterisk (*) at the beginning and the end of the definition line.

To use the NIS password file for verification through ACP, change
(uncomment) the following lines:

[* #define NATIVEPASSWD 1 */ to #define NATIVEPASSWD 1
[* #define NATIVESHADOW 1 */ to #define NATIVESHADOW 1
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You can change several other options in the same way:

/*
* Uncomment this line to select the use of the\
* standard syslog(3) facility in addition to or in\
* place of the lodfile -- the value of "USE_SYSLOG"\
* is used to identify the daemon.(Comment the
* second line out to disable the normal acp log file.)
*/
[* #define USE_SYSLOG "annex" */
#define USE_LOGFILE 1
/*
* Uncomment this line to use decoded Annex peer names,\
* rather than numeric IP addresses, in the log file
*and in syslogging.
*/
[* #define USE_ANAME 1 */

Modifying Message Formats in the ACP Log File

The USE_SECONDS option in tlaep_policy.hfile enables messages

in the ACP log file to use seconds-since-1971@en decimal digits)

format. This format is most useful for automatic ACP log file parsing
programs since these programs frequently need to do comparisons and
arithmetic on dates. This option is disabled by default.

You can enable USE_SECONDS by changing (uncommenting) the
following line:
/* #define USE_SECONDS 1*/ to #define USE_SECONDS 1

The standard message format in the ACP log file is:

<annex_name >.< logid >:#< port >:< yymmdad>: <hhmmss>:< service >\
<event>:<pkts in>:<pkts out>:<bytes in>:<bytes out>:<msg>

When USE_SECONDS is enabled, the message format in the ACP log
file is:

<annex_name >:< logid >:#< port >:< seconds_since_1970 >\
<service>:<event>:<pkts in>:<pkts out>:<bytes in>:
<bytes out>:<msg>
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Changing the Expected File Names Used by ACP

The supplied policy uses names for various files. For example:
acp_passwdacp_keysacp_restrict, andacp_logfile You can change
the names of any of these files in the
/annex_roatsrc/erpcd/acp_policy.hfile.

If you decide to use either an existing system or a network-wide password
file instead of thecp_passwdfile, change the following lines in the
acp_policy.hfile:

#define ACP_PASSWD (str) \
sprintf(str,"%s/acp_passwd",install_dir)

#define ACP_PTMP (str) \
sprintf(str,"%s/acp_ptmp",install_dir)

To change only the filename:

#define ACP_PASSWD (str) \
sprintf(str,"%s/ new_filenameinstall_dir)

#define ACP_PTMP (str) \
sprintf(str,"%s/ new_tempfilginstall_dir)

To change the full pathname:

#define ACP_PASSWD (str) \
sprintf(str," new_path/new_filenartje

#define ACP_PTMP (str) \

sprintf(str," new_path/new_tempfile
Thenew_filenamés the name of the new password file, and the
new_tempfilés a temporary file used by the_passwdcommand. Since
you do not need the temporary file if you are using an existing system
file, comment out the line for the temporary file.
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Theinstall_dir is defined in the filéannex_roafsrc/make.configwith

the leading quote supplied by the makefile. Since the trailing quote is
required by the two strings, double quote the names for the new password
and temporary files.

You can change the names of several other files iadhepolicy.hfile
in the same way:

#ifdef NATIVESHADOW

#define ACP_SHADOW(str)\
strepy(str,"/etc/shadow™)

#define ACP_STMP(str)\
strepy(str,"/etc/shadow.tmp")

#define ACP_LOCKFILE(str)\
strepy(str,"/etc/.pwd.lock")

#define ACP_GROUP(str)\
strepy(str,"/etc/group™)

#else

#define ACP_SHADOW(str)\
sprintf(str,"%s/acp_shadow",install_dir)

#define ACP_STMP(str)\
sprintf(str,"%s/acp_stmp",install_dir)

#define ACP_LOCKFILE(str)\
sprintf(str,"%s/.pwd.lock",install_dir)

#define ACP_GROUP(str)\
sprintf(str,"%s/acp_group",install_dir)

#endif

/*  define pathname of accounting file*/

#define ACP_LOGFILE(str) \
sprintf(str,"%s/acp_logfile",install_dir)

[*  define pathname for restrictions file*/

(continued on next page)
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#define ACP_RESTRICT(str) \
sprintf(str,"%s/acp_restrict",install_dir)

[*  define pathanme for annex acp_keys file */

#define ACP_KEYS(str) \
sprintf(str,"%s/acp_keys",install_dir)

[*  define pathanme for annex dialup addresses file */

#define ACP_DIALUP(str) \
sprintf(str,"%s/acp_dialup",install_dir)

[*  define pathname for user profile file */

#define ACP_USERINFO(str) \
sprintf(str,"%s/acp_userinfo",install_dir)

#define ACP_ESERVICES(str) \

sprintf(str,"%s/eservices",install_dir)

In the same way, you can also change the expected prompts for default
applications:

#ifndef SECURID_CARD

#define ACP_USERPROMPT "Annex username: "

#define ACP_PASSPROMPT "Annex password: "

#define ACP_PERMGRANTD "\nPermission granted\n"

#define ACP_PERMDENIED "\007\nPermission denied\n"
#define ACP_INCORRECT "\nUsername/Password Incorrect\n"

#else

#define ACP_USERPROMPT "Username: "

#define ACP_PASSPROMPT "Enter PASSCODE: "

#define ACP_PERMGRANTD "\nPASSCODE accepted\n”
#define ACP_PERMDENIED "\007\nAccess Denied\n"

#define ACP_INCORRECT "\nUsername/PASSCODE Incorrect\n”

#endif

(continued on next page)
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#define ACP_TIMEDOUT "\007\nLogin Timed Out\n"

#define ACP_WARNING "\007\nYour password will expire \
in %Id days unless changed.\n"

#define ACP_WARNINGM "007\nYour password expires after\
tomorrow unless changed.\n"

#define ACP_WARNINGT "\007\nYour password expires after \
today unless changed.\n"

#define ACP_AWARNING "\007\nYour account will expire in\
%Id days.\n"

#define ACP_AWARNINGM "007\nYour account expires after\
tomorrow.\n"

#define ACP_AWARNINGT "\007\nYour account expires after\
today.\n"

#define ACP_EXPIRED "Your password has expired.\n"

#define ACP_NEWPASS "Enter a new password: "

#define ACP_NEWPASS?2 "Re-enter new password: "

#define ACP_PASSMATCH "Entered passwords do not match.\
Try again.\n"

#define ACP_ACCESSCODEPROMPT "Access Code: "

#define ACP_PHONEPROMPT "Telephone Number: "

#define ACP_DIALBACKGRANTD "\nRequest accepted,dialback in\
progress\n"

#define ACP_CLINODIALBACK "\nPermission granted, no\
dialback\n"

[*  define messages used by Securid Card application*/

#ifdef SECURID_CARD

#define ACP_NEXTCODEPROMPT "Enter next card code: "

#define ACP_PINCHAR "characters"

#define ACP_PINDIGIT "digits"

#define ACP_PINSIZE "%d"

#define ACP_PINSZRANGE "%d to %d"

#define ACP_NEWPINPROMPT "Enter your new PIN containing %\
%s,\n"

(continued on next page)
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#define ACP_OR "\t\tor\n"

#define ACP_NEWPIN_2 "Press Return to generate new PIN and\
display it\n"

#define ACP_NEWPIN_3 "<Ctrl d> to leave your card in New-PIN\
mode.\n"

#define ACP_SYSGENPIN "\t\t%s\n"

#define ACP_PINREENTRY "Please re-enter PIN: "

#endif#ifdef PORT_PASSWORD

[* only if PORT_PASSWORD is set and a port password exists

in acp_passwd */

#define ACP_PORTPROMPT "Port password: "

#endif

[* miscellaneous defines for default application */

#define INPUT_TIMEOUT 30
#define INPUT_POLL_TIMEOUT 3
#define RETRIES_MAX 3

Locking the ACP Log File

To prevent two or more host processes from logging a record
simultaneously, the RA€rpcd code uses the host system tadkf to
lock the ACP log file. This lock prevents other processes from writing
the file until the file update is complete.

There are two ways to use the systeokf call. You can select either
mechanism via a switch in tlaep_policy.hfile. The following

explanation of the switch resides in this file. The default method,
T_LOCK, isreliable but not very efficient; F_LOCK is more efficient but
does not work on all hosts (some host manufacturers have issued patches
that resolve this issue).
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/*

* Uncomment this line to select the F_LOCK method to lock the
* ACP log file for updating.

*

* A file must be locked for update in order to block other

* processes from writing to it simultaneously.

*

*F_LOCK - Passing the F_LOCK as the cmd value when making
*systemlockfcallisthemostefficientandpreferredmanner

*tolock afile forexclusive write access. Inthis scenario
*aprocessis putto sleep until the resource is available.

* Once available the process is preempted owning the resource.
*
*T_LOCK-WhentheT_LOCKcmdargumentispassed,theprocess
*must repeatedly send the lockf call the until the resource

* is available.Once available the system call returns a

* success and the resource is acquired.

*

* The F_LOCK cmd has been determined to be faulty on many
*hosts. Failures can not be narrowed down to any particular

* hardware manufacturer or UNIX system. There are to many OS

* revs and variables to sense the correct lockf method to

* use at installation time. The default, T_LOCK was chosen

* simply because it has been proven reliable. SEE
*'log_message()'

*/

/* #define USE_F_LOCK 1 */

Masking CLI Commands

When the security subsystem is enabled, you can mask (disable) user
access to specific CLI commands by modifying the CLI_ MASK line in
theacp_policy.hfile.

To disablerlogin andtelnet for all users that enter the system through
ACP security, modify the definition line to read:

#define CLI_MASK (unsignedlong) (MASK_RLOGIN | MASK_TELNET)
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6-108

To disable the CLWho andsu commands for all users that enter the
system through ACP security, modify the definition line to read:

#define CLI_MASK (unsigned long) (MASK_WHO | MASK_SU)
You can extend this to any set of commands by adding masks to that line
separated by the vertical bar (|).

If the user enters the masked command, the CLI displays an error
message. The superuser CLI commands cannot be masked individually.
They can all be disabled by masking suecommand.

V Superuser CLI mode overrides ACP command masking.

You can disable several other CLI commands in the same way:

/*  define bit to disable each maskable CLI command*/

#define MASK_BG 0x00000001
#define MASK_CALL 0x00000002
#define MASK_FG 0x00000004

#define MASK_HANGUP  0x00000008
#define MASK_HELP 0x00000010
#define MASK_HOSTS 0x00000020
#define MASK_JOBS 0x00000040
#define MASK_KILL 0x00000080
#define MASK_NETSTAT 0x00000100
#define MASK_RLOGIN  0x00000200
#define MASK_STATS 0x00000400
#define MASK_STTY 0x00000800
#define MASK_TELNET  0x00001000

#define MASK_WHO 0x00002000
#define MASK_LOCK 0x00004000
#define MASK_SU 0x00008000

#define MASK_SLIP 0x00010000
#define MASK_CONNECT 0x00020000
#define MASK_SERVICES 0x00040000

(continued on next page)
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#define MASK_PPP 0x00080000
#define MASK_ARAP 0x00100000
#define MASK_NONE 0x80000000

w After changing the coded to the/src directory and
recompileerpcd.

For more specific command disabling, e.g., by user name,
you must edit the distribution policy file
/annex_roafsrc/erpcd/acp policy.c.

Modifying the Code

You can create a more elaborate security policy application by modifying
the code in the file&nnex_roafsrc/erpcd/acp policy.c and
/fannex_roafsrc/erpcd/acp policy.h. The program that executes ACP
starts a new version of itself each time a security request is received from
a RAC. A call is made to an ACP remote procedure, which makes calls
to functions in the ACP library to prompt for user names, passwords, etc.
When ACP gathers the information required to perform the authorization
algorithm, it again calls functions in the library to grant or deny the
request. The program then exits.

The distribution policy fileacp_policy.cis documented in the form Gf
programming language comments. The fiitdicy.docprovides a
complete description of the available library functions.
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Re-Compiling erpcd

You must re-compilerpcd if you modify the supplied policy and the
ch_passwdutility if you changed the name of the ACP password file
fromacp _passwd The source files are ilannex_roaftrc/erpcd, where
annex_roots the directory to which the RAC’s source code was copied.
To re-compile:

1. cd to /annex_root/src.

2. Tore-compile only erpcd, enter the command:
# make erpcd

3.  To re-compile both erpcd and ch_passwd, enter the command:
# make all

4. To install, enter the command:

# make -f ../make.config -f Makefile install

This saves the old version of erpcd as OLDerpcd in the installation
directory.

5. Kill the current erpcd and start the new one.
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Using the ch_passwd Utility

Thech_passwdultility enables users to change their passwords when
accessing a RAC through the Access Control Protocol (ACP) security
system. This utility affects only passwords in g passwdor
acp_shadowfile. Table6-20describes the supported argument for
ch_passwd

% To change a RAC user password, tisernamen theacp_passwd
file must match thasernamen the/etc/passwd(or /etc/shadovy
file on the ACP host.

If ACP is configured to record password histories, it saves the
passwords set via tlat_passwdcommand. ACP keeps these
passwords in thacp_dbmdatabase on the security host, keyed by
user name. The value of tBFORED_PASS variable in
acp_policy.hdetermines the number of passwords saved. This
variable is initialized to 6 fopasswdshadowfiles and 0 fopasswd
files alone. A value of 0 disables password history. For more
information, se&nabling and Configuringdswod Histories on

page 6-8

Thech_passwadutility first prompts for the old password, and then for
the new one. The syntax is:

ch_passwd

A superuser can change the password for any user. The syntax is:

ch_passwd[usernamg[-s directoryj
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If you change the name of the ACP password file, you must recompile
botherpcd and thech_passwadutility. The source files for both are
provided with the RAC software distribution and are located in the
/annex_roafsrc/erpcd directory. For instructions on recompiling both,
seeConfiguring the Security Server ongeab-57

Table 6-20. Supported Argument for ch_passwd

Argument Description

-sdirectory | Specifies the directory for the security filasf§_passwdand,
if configured,acp_shadow, defaults to the defined install-
annex directory (usuallietc/annexjy.

Configuring Third-Party Security Regimes

Using Kerberos Authentication

The default ACP configuration authenticates a user by checking the user
name and password against entries imatte_passwdile. You can
configure ACP to use Kerberos instead of the default authentication
process.

When building the ACRtpcd process, a Kerberos library routine

(libkrb.a) is linked with the ACP code. ACP prompts the user for a user
name and password. However, instead of validating the user name and
password via thacp_passwdile, ACP opens a connection to the

Kerberos server and passes the user name and password to the Kerberos
library routine for authentication. The Kerberos library routine returns a
ticket to ACP indicating whether or not the user is authenticated.

If the Kerberos server authenticates the user, it encrypts the ticket with
the user’s password before returning it to ACP. If the Kerberos server
rejects the user, itreturns an error code, and ACP refuses the login attempt.
In either case, ACP calls a separate Kerberos routine to destroy the
returned ticket after the validation process.
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Enabling Kerberos Authentication

To enable Kerberos authentication, you must rebuil@tped process,
and then use this process instead of the default version. To redptt

1. Editthe make.config file in the /annex_root/src directory and
look for the keyword CFG_STUBLINKING, at the bottom of the
file. The line will look like this:

CFG_STUBLINKING = L. -Istubs
2. Modify the line in Step 1 to include the  libkrb.a file, as follows:
CFG_STUBLINKING = Kerberos_lib_path/libkrb.a

For Kerberos_lib_path, specify the name of the directory containing
the libkrb.a file. This file is located in the directory in which Kerberos
was installed.

Rebuild erpcd (see Re-Compiling erpcd on pa ge 6-110).

4. Install the new erpcd in the usual place (saving the old version
as a back-up in case of problems).

5. Terminate the executing erpcd and start up the new version.

If both the primary and secondary ACP servers are defined, itis important
that both the primary and secondary ACP servers support Kerberos
authentication for consistency.

Configuring the RAC for Use with Kerberos Authentication

To configure the RAC for use with Kerberos authentication, you must set
the parameters as indicatedlable6-21
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Table 6-21. Kerberos Parameter Settings

Parameter Setting

enable_security Yes

security_broadcast No

port_server_security Yes

vcli_security Yes

vcli_password <unset>

password <unset>

cli_security Yes (on each serial port)
port_password <unset> (on each port)

Configuring the RAC for Use with SecurlD

To use the SecurlD card, security must be enabled on the RAC:

1.

Set the following RAC parametersto Y:

¢ enable_security

* vcli_security

Set the following RAC port parametersto Y on the global port:
» cli_security

e port_server_security

Set the RAC port parameter ppp_security_protocol to none on
each port.

If ppp_security_protocol s set to none, the user is prompted again
for user name and passcode when tusing the CLI ppp command. The
user must enter the PIN and SecurID card code for the passcode.

If you do not want to be prompted a second time, set ppp_sec_auto
to.
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4. Setthe RAC parameters password and vcli_password and the port
parameter port_password to the null string (") if you want the
ACE/Server system to authenticate all login attempts before
allowing access to the RAC. Also, do not set a port password in
the acp_passwd file when using SecurlD.

5. Enter a host name or IP address for the  pref_securel_host and
pref_secure2_host parameters for each RAC using a SecurlD
card. The host addresses where each ACP process runs must
be activated in the ACE/Server database as clients.

6. Setthe RAC parameter security_broadcast to N so that the RAC
does not inadvertently contact an ACP process that does user
authentication via the acp_passwd file unless all the ACP server
processes in your network are configured and installed to do
user authentication by calling the ACE/Server.

7. Setthe RAC parameter acp_key to its assigned value and enter
this value into the acp_keys file on the host. Then ACP and the
RAC exchange user names and passcodes encrypted with the
key.

8. Activate valid RAC users in the ACE/Server database with
permissions (individual or group) to access the ACP servers. If
two ACP servers are used, each user must be allowed access to
both servers since either of them can authenticate a user by
calling the ACE/Server host.

Integrating SecurlD into ACP

Integrating the ACE/Server software into ACP requires changes to the
erpcd utility. The following instructions assume that the ACE/Server
software is installed in a directory callegr/aceand the RAC software

is installed infusr/annex if your code is installed in different directories,
substitute the appropriate pathnames where applicable.

w These instructions assume that the software is installed on a UNIX
system and that the host tools have been compiled (as opposed to
using the binaries from the RAC distribution tape). Also, the target
UNIX system requires a development environméntgmpiler,
libraries, etc.).

Make sure the host clock is set correctly.
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As a superuser, change into the  /usr/annex/src directory:

# cd /usr/annex/src

Create a directory called sdclient:
# mkdir sdclient

Copy the required header files and libraries from the ACE/
Server directories:

If you have ACE/Server Release 2.1.1 or 2.2:

# cp /usr/ace/sdiclient.a sdclient
# cp /usr/ace/prog/*.h sdclient

w This sequence requires that these files are installed on the
slave/client system from the ACE/Server host.

Make sure the ACE/Server UNIX Client is installed on
the system that is runniregpcd.

Edit the Makefile file in the /usr/annex/src/erpcd directory:

# vi Makefile

Kill the existing erpcd process (your process number will vary):

# ps-ax | grep erpcd
25493 IW 0:00 ./erpcd
25494 IW 0:00 ./erpcd

25797 p1 S 0:00 grep erpcd
# kill 25493

Rebuild erpcd (see Re-Compiling erpcd on pa ge 6-110).

If you have linker errors, try running the ranlib utility on the
sdiclient.a library:

# ranlib sdclient/sdiclient.a

Then rebuild erpcd (see Re-Compiling erpcd on page 6-110).
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8. Make sure that ACP is enabled in the eservices file (the default is
ACP disabled). The default file looks like this:

# erpc remote programs

#
# progno verlo verhi name
#

1 0 0 bfs
#3 0 99 acp

Enable ACP by removing the pound sign (#) from its entry. The edited
file looks like this:

# erpc remote programs

#
# progno verlo verhi name
#

1 0 0 bfs

3 0 99 acp

9.  Run erpcd from the current directory or install the newly built
erpcd in the /usr/annex directory by entering:

# .lerpcd
or
# mv /usr/annex/erpcd /usr/annex/erpcd.old

# make install
# lusr/annex/erpcd
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10. Now follow the procedures in the ACE/Server documentation for
registering clients and users. The hosts where erpcd is running
must be registered as clients, and all users with SecurlD ca